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root@bt:~/Desktop# openssl asnlparse -in publickey.pub
0:d=0 hl=4 1= 546 cons: SEQUENCE
4:d=1 hl=2 1= 13 cons: SEQUENCE
6:d=2 hl=2 1= 9 prim: OBJECT :rsaEncryption
17:d=2 hl=2 1= @ prim: NULL
19:d=1 hl=4 1= 527 prim: BIT STRING
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root@bt:~/Desktop# openssl asnlparse -in publickey.pub -i -strparse 19

0:d=0 hl=4 1= 522 cons: SEQUENCE

4:d=1 hl=4 1= 257 prim: INTEGER
:0367198D6B5614E95813ADD8F22A4717BC72BE1EABD933D1B86944FDB75B8ED230BE62D7D1B69D222095C128C86F82012ECB116191F
D9DO18A6DO2F84DB27BC51A21307DC86F4BF771C691C143E5ABE549B5BD2D6EB1A21FD6270E7E1B48FEQ611FBB2E1BOB3524E6F4DESB
4E4A345DA44A13DE825B72608DB6C7C4A40B78266E6C87BBFDEF6B48381D49C4507A58BCD47B76D64B45908B158BD7EBC4DACBOB1CFD
6C2C19574F40EB2EFDOESE10DC7005CAD39BCAF52B9EAC3873368D69031C5E724684A44F068EFD1D3DCO96D9B5D6411E58BDEE43E46B
99A0D0494B9DB28195AF901AFF130D4A6E203DADO8DAS7FA7E40262A5BADB2A323EDA28B44696AB305D

265:d=1 hl=4 1= 257 prim: INTEGER

:F3959D978EQ2EBI9FO6DEF3F335D8F8AFD7609951DDAC60B714B6C22AFOFA912F210B34206BD24A9601C78DF4A0275F107FD3AB552D9
5057EB934E71BDDCD7045C24B18587B8C8FCF5ADD4C5D83FOC77C94DCOC50CBE438E2B67BAFD31633B6AAF1781D90C3AD6FO3DO37B33
21801B23546D483E67E26067F7B22347DDBCOC2D592CE814CBF5DFCCC141437F14EOB3990F88061E5FOBAESFO1E3FA7ODBOE96O5E7CF
D575E9C81EFEEC529C33FD9037A20FD8ACD513AC9637768313E63F9838AE3511CDDOA9A2B516F2148C8D475A360A06359449739EECD2
51ABB42B014573E439F2FA4573557B25699FFC11E631CE8SEES75A86E7E272BCF5F76A93450348FE3F
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root@bt:~/Desktop# openssl rsa -in publickey.pub -pubin -modulus -text

Modulus (2050 bit):
03:67:19:8d:6b:56:14:e€9:58:13:ad:d8:f2:2a:47:
17:bc:72:be:1le:ab:d9:33:d1:b8:69:44:fd:b7:5b:
8e:d2:30:be:62:d7:d1:b6:9d:22:20:95:¢1:28:¢8:
61:82:01:2e:cb:11:61:91:fd:9d:01:8a:6d:02:18:
4d:b2:7b:c5:1a:21:30:7d:c8:6f:4b:f7:71:¢c6:91:
cl:43:e5:ab:e5:49:b5:bd:2d:6e:bl:a2:1f:d6:27:
Qe:7e:1b:48:fe:06:11:fb:b2:e1:b0:b3:52:4e:6f:
4d:e8:b4:e4:a3:45:da:44:a1:3d:e8:25:b7:26:08:
db:6c:7c:4a:40:b7:82:66:e6:c8:7b:bf:de:f6:b4:
83:81:d4:9¢c:45:07:a5:8b:cd:47:b7:6d:64:b4:59:
08:b1:58:bd:7e:bc:4d:ac:b0@:bl:cf:d6:c2:c1:95:
74:f4:0e:b2:ef:d0:e9:e1:0d:c7:00:5c:ad:39:bc:
af:52:b9:ea:c3:87:33:68:d6:90:31:c5:e7:24:68:
43:44:f0:68:ef:d1:d3:dc:09:6d:9b:5d:64:11:e5:
8b:de:e4:3e:46:b9:9a:0d:04:94:b9:db:28:19:5a:
f9:01:af:f1:30:d4:a6:e2:03:da:d0:8d:a5:7f:a7:
e4:02:62:a5:ba:db:2a:32:3e:da:28:b4:46:96:ab:
30:5d

Exponent:
00:13:95:9d:97:8e:02:eb:9f:06:de:f3:f3:35:d8:
f8:af:d7:60:99:51:dd:ac:60:b7:14:b6:c2:2a:f0:
fa:91:2f:21:0b:34:20:6b:d2:4a:96:01:c7:8d:f4:
20:27:5f:10:7f:d3:ab:55:2d:95:05:7e:b9:34:e7:
1b:dd:cd:70:45:c2:4b:18:58:7b:8c:8f:cf:5a:dd:
4c:5d:83:f0:c7:7c:94:dc:9c:50:cb:e4:38:e2:b6:
7b:af:d3:16:33:b6:aa:f1:78:1d:90:c3:ad:6f:03:
d0:37:b3:32:18:01:b2:35:46:d4:83:e6:7€:26:06:
7f:7b:22:34:7d:db:c@:c2:d5:92:ce:81:4c:bf:5d:
fc:cc:14:14:37:f1:4e€:0b:39:90:18:80:61:e5:10:
ba:e5:f0:1e:3f:a7:0d:b0:e9:60:5e:7c:fd:57:5e:
9c:81l:ef:ee:c5:29:¢c3:3f:d9:03:7a:20:fd:8a:cd:
51:3a:¢9:63:77:68:31:3e:63:f9:83:8a:e3:51:1c:
dd:0a:9a:2b:51:6f:21:48:c8:d4:75:23:60:a0:63:
59:44:97:39:ee:cd:25:1a:bb:42:b0:14:57:3e:43:
9f:2f:a4:57:35:57:b2:56:99:ff:cl:1e:63:1c:e8:
ee:97:5a:86:e7:e2:72:bc:f5:f7:6a:93:45:03:48:
fe:3f

Modulus=367198D6B5614E95813ADD8F22A4717BC72BE1EABD933D1B86944FDB75B8ED230BE62D7D1B69D222095C128C86F82012ECB1

16191FD9DO18A6DO2F84DB27BC51A21307DC86F4BF771C691C143E5ABES549B5BD2D6EB1A21FD6270E7E1B48FEO611FBB2E1BOB3524E6

FADE8S8BA4E4A345DA44A13DEB25B72608DB6C7C4A40B78266E6C87BBFDEF6B48381D49C4507A58BCD47B76D64B45908B158BD7EBCADACB

OB1CFD6C2C19574F40EB2EFDOESE1ODC7005CAD39BCAF52BOEAC3873368D69031C5E724684A44F068EFD1D3DCO96D9B5D6411E58BDEE

43E46B99A0DO494B9DB28195AF901AFF130D4A6E203DADOBDAS7FA7E40262A5BADB2A323EDA28B44696AB305D
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import ContinuedFractions, Arithmetic
import sys
sys.setrecursionlimit(1000000)
def hack_RSA(e,n):
Finds d knowing (e,n)
applying the Wiener continued fraction attack
frac = ContinuedFractions.rational_to_contfrac(e, n)
convergents = ContinuedFractions.convergents_from_contfrac(frac)

for (k,d) in convergents:

#tcheck if d is actually the key
if k!=0 and (e*d-1)%k == @:
phi = (e*d-1)//k
s=n-phi+1
# check if the equation x"2 - s*x + n = 0
# has integer roots
discr = s*s - 4*n
if(discr>=0):

t = Arithmetic.is_perfect_square(discr)
if t!=-1 and (s+t)%2==0:
print("Hacked!")

return d
if _name__ == "__main__":

e =
OxF3959D978EQ2EBIFO6DEF3F335D8F8AFD7609951DDAC60B714B6C22AFOFA912F210B34206BD24A9601C78DF4A0275F107FD3AB552D
95057EB934E71BDDCD7045C24B18587B8C8FCF5ADD4C5D83FOC77C94DCOC50CBE438E2B67BAFD31633B6AAF1781D90C3AD6FO3D0O37B3
321801B23546D483E67E26067F7B22347DDBCOC2D592CE814CBF5DFCCC141437F14EOB3990F88061E5FOBAESFO1E3FA7ODBOES6O5E7C
FD575E9C81EFEEC529C33FD9037A20FD8ACD513AC9637768313E63F9838AE3511CDDOA9A2B516F2148C8D475A360A06359449739EECD
251ABB42B014573E439F2FA4573557B25699FFC11E631CESEE975A86E7E272BCF5F76A93450348FE3F

n =
0x367198D6B5614E95813ADD8F22A4717BC72BE1EABD933D1B86944FDB75B8ED230BE62D7D1B69D222095C128C86F82012ECB116191F
D9DO18A6DO2F84DB27BC51A21307DC86F4BF771C691C143E5ABE549B5BD2D6EB1A21FD6270E7E1B48FEQ611FBB2E1BOB3524E6F4DESB
4E4A345DA44A13DE825B72608DB6C7C4A40B78266E6C87BBFDEF6B48381D49C4507A58BCD47B76D64B45908B158BD7EBCADACBOB1CFD
6C2C19574F40EB2EFDOESE10DC7005CAD39BCAF52BOEAC3873368D69031C5E724684A44F068EFD1D3DCO96D9B5D6411E58BDEE43E46B
99A0D0494B9DB28195AF901AFF130D4A6E203DADO8DAS7FA7E40262A5BADB2A323EDA28B44696AB305D

d = hack_RSA(e,n)

print d
#dA:
422190901650907812920180123687944676069788522092850669615064693823744099274668340988114145183193919060974344
7676525325543963362353923989076199470515758399
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import binascii

n =
©x367198D6B5614E95813ADD8F22A4717BC72BE1EABD933D1B86944FDB75B8ED230BE62D7D1B69D222095C128C86F82012ECB116191F
D9DO18A6DO2F84DB27BC51A21307DC86F4BF771C691C143E5ABES549B5BD2D6EB1A21FD6270E7E1BA8FEO611FBB2E1BOB3524E6F4DESB
4E4A345DA44A13DE825B72608DB6C7C4A40B78266E6C87BBFDEF6B48381D49C4507A58BCD47B76D64B45908B158BD7EBCA4DACBOBLCFD
6C2C19574F40EB2EFDOE9E10DC7005CAD39BCAF52B9EAC3873368D69031C5E724684A44F068EFD1D3DCO96D9B5D6411E58BDEE43E46B
99A0D0494BODB28195AF901AFF130D4A6E203DADO8DAS7FA7E40262A5BADB2A323EDA28B44696AB305D

d =
422190901650907812920180123687944676069788522092850669615064693823744099274668340988114145183193919060974344
7676525325543963362353923989076199470515758399L

C =
0x1e04304936215de8e21965cfca9c245b1a8f38339875d36779¢c0f123c475bc24d5eef50e7d9ff5830e80c62e8083ec55F27456¢c80b
Pab26546b9aeb8af30e82b650690a2ed7ead07dcd@94ab9c9d3d25a93b2140dcebael814610302896e67F3ae37d108cd029faeb6362ea
7ac1168974cla747ec9173799e1107e7a56d783660418ebdf6898d7037cea25867093216c2c702ef3eef71f694a6063f5f0f1179c8a2
afe9898ae8dec5bb393cdffa3a52a297cd96dlea602309ecf47cd009829b44ed3100cf6194510c53c25ca7435f60ce5f4f614cdd2c63
756093b848a70aade002d6bc8f316c9e5503132d39a56193d1d92b697b4815aa43417631846824b5e86

m = hex(pow(c,d,n)).rstrip("L")
print m
print binascii.unhexlify(m[2:])

#0x424354467b3965745265613479217d
#BCTF{9etReady!}
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