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flagl.png: TIFF image data, little-endian, diremtries=28, height=388, bps=2154, compression=none, PhotometricIntepretation=RGE, width=388
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QOMG, | think this is a ransomware virus.
Mew WannaWacca file (add hint):

MNote: please add 'd3ctf{}’ to flag
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MEH tcp contains "flag" tcplBEEKERKKE
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cmdline BHEKIL)L/ANATEE S, SmartFalcon.exe - readme.txt

sppsvc.exe pid: 2208

Command line : C:\Windows‘system32\sppsvc.exe
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Command line : "C:\Users\D3CTF\Desktop\SmartFalcon.exe"
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conhost.exe pid: 2584
Command line : \??\C:\Windows\system32\conhost.exe "-1131779665-1987471355-1997369161-1784329561-142565
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SearchProtocol pid: 2956
Command line : "C:\Windows\system32\SearchProtocolHost.exe" Global\UsGthrFltPipeMssGthrPipe_5-1-5-21-13
655UB8-186801 1 -2147u836U6 "Software\Microsoft\Windows Search" "Mozilla/4.@ (compatible; MSIE 6.@; Wind&j
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SearchFilterHo pid: 2748
Command line : "C:\Windows\system32\SearchFilterHost.exe" 8 5U8 552 568 65536 556
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WniPrvsSE.exe pid: 3els
Command line : C:\Windows\system32\wbem\wmiprvse.exe
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WmiApSrv.exe pid: 2976

Command line : C:\Windows‘\system32\wbem\WmiApSrv.exe
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notepad.exe pid: 2568
Command line : "C:\Windows\system32\NOTEPAD.EXE" C:\Users\D3CTF\Desktop\readme.txt
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taskhost.exe pid: 2544
Command line : "taskhost.exe"
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cnd.exe pid: 2732
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What Happened to My Flag?
our important flag is encrypted.

Can I recover My Flag?
Sincerely.We guarantee that you can recover your flag safely and easily. But you have not so enough time. If you
don't pay in 48 hours, you won't be able to recover your flag.

How Do I Pay?
Payment is accepted in D3coin only. Send $126 worth of D3coin to the author. All ransom will be used to play Wa

CCa.

OU WILL NEVER KNOW MY IP ADDRESS!
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from PIL import Image

from binascii import

img = Image. (




img.size

(height):
row_data [1]
for w in (width):
pix = img.getpixel((w, h))
if pix (255, 255, 255):
row_data.append(1)
elif pix (0, 0, 9):
row_data.append(9)
else:
print(pix)
break
all data.append(row_data)

def get pix(row_idx, col idx):

sin_bra_data []

for r in (row_idx, row_idx 3):

for c in (col_idx, col idx 2):
data all data[r][c]
sin_bra_data.append(data)

return sin_bra_data

(0, height, 3):
(0, width, 2):
bra_code get_pix(r, c)

all bra.append(bra_code)

( (all bra)):
if all bra[i] num_prefixes:
for dic_num in num_map:
try:
res_data dic_num[ (all bra[idx+1])]
except:
pass
idx
else:
for dic_alp in alp_map:
try:
res_data dic_alp| (all_bra[idx+1])]
except:
pass

idx

with ( 5 ) as f:
f.write(unhexlify(res_data))




£ flagzip 2 i =Rl s Bl EHER it
Bl Furure vl inadeer &2 1785 THT s G 1TSS Diadlae

—HaKIAIA:  (The Ray of Light)
BHEMEATERFR: <ox7f>, HEHFEZEEEFRE, BERTFM. wostego X AR EELMUARE FRERZ
J&, BT ZAE KE R R EE R —Fh AR E KED

Text_Blind_WaterMark: https://github.com/guofei9987/text_blind_watermark
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from text blind watermark import embed, extract
sentence_embed ).read()

extract(sentence_embed, password)

)

print(wm_extract)




PS C:\Users\Administrator\Downloads> python .\code.py
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