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Github资源

(235) AWD攻防赛脚本集合: https://github.com/admintony/Prepare-for-AWD

(124) Attack-Defense-Framework: https://github.com/SniperOJ/Attack-Defense-Framework/tree/v2

(99) AWD攻防赛webshell批量利用框架: https://github.com/Ares-X/AWD-Predator-Framework

(28) awd-frame: https://github.com/xnianq/awd-frame

(4) WEB-AWD-Framework:https://github.com/dahua966/WEB-AWD-Framework

(0) AWD-helper: https://github.com/sarleon/AWD-helper

AWD经验

CTF线下赛经验总结：
https://my.oschina.net/u/4589324/blog/4430362
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CTF线下赛AWD模式下的生存技巧:
https://www.anquanke.com/post/id/84675

CTF线下赛AWD套路小结: https://xz.aliyun.com/t/25

AWD混战攻略: https://www.jianshu.com/p/d21b7e1bffaf

CTF线下AWD攻防模式的准备工作及起手式: https://blog.csdn.net/like98k/article/details/80261603

2017强网杯线下AWD攻防总结（适合新手）: https://www.t00ls.net/articles-42278.html

AWD攻防线下生存之道: http://47.95.201.153/blog/AWD攻防线下生存之道.html

CTF AWD模式攻防Note: https://www.cnblogs.com/nul1/p/9576386.html

AWD攻防赛之各类漏洞FIX方案:
https://www.freebuf.com/articles/web/208778.html

AWD线下准备指南:
https://www.fuzzer.xyz/2019/04/02/AWD%E7%BA%BF%E4%B8%8B%E5%87%86%E5%A4%87%E6%8C%87%E5%8D%
97/

权限维持

不死马的删除: https://yq.aliyun.com/zt/325638

awd攻防之kill不死马: https://www.jianshu.com/p/ba79686987da

python中的后渗透|也可用于AWD攻防–shell管理: https://www.jianshu.com/p/2e8e7330b73e

从0到1掌握AWD攻防之RSA必杀: https://www.360zhijia.com/anquan/456324.html

资深大牛教你如何web端权限维持（内附具体步骤）:
http://www.sohu.com/a/127074604_472906

AWD二进制

-AWD二进制运维工具
https://www.secshi.com/14732.html

linux AWD运维常用命令

-常用命令：
https://blog.csdn.net/q20010619/article/details/105837407
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