20994E f¥) flag——writeup

Rudy F 2016-11-27 142122 kA6 1104 KR

HRER: CTF XEHE: CIF

FRANE B . AR EFEA X E, #EHE CC4.0 BY-SA BB, HERIEN LR CHAFEEMARER,
ASCHEE:  httpsy/blog.csdn.net/iRudy/article/details/53364309

WAL

2BXEOITH
TSR
B, BIERR, ATLAB RS Eios99,20994F, ] LLANE X BN M iZ% =2 I A

r

2099 fYflag

only ios99 can get flag{Maybe you can easily get the flag in 2099

htip.//2099.hetfio/

BURIATEREE, SRS, BRI, FRA QR ARMES, B RERIREERBuD Sutek#
BT
R

€ 2099 hetfio v Bi= <Ctri+K> wBe ¥ & - 80 - =
(B EFimiE () LSRR -... L] EEsE. @ SE8x2=—F|E2. V IDFERECTRIEEE F FreeBufCOM | 3E.. w RCTF XCTF CTRIE.. @ XCTF-Time (3 WebGoat — OWASP...

* only i0s99 can get flag(Maybe you can easily get the flag in 2099

MIERAmNREHEAEH2EEZNEE, BERAERE, XM ERBERR, R

2

Request | Response ]
J Raw T Params T Headers T Hex ]

GET / HITP/L.1

Host: 2085 hetf. io

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rw:45_0) Gecko/IZ0l00101 Firefox/45.0
Accept: text/html,application/xhtmltxml, application/xml;:;q=0_9 */*;gq=0.8
Accept-Language: =h-CH,zh;qg=0_8,en-U3;g=0_5,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http:/ /2088 hetf.io/

Cookie: td_cookie=154457440701785585107

Commection: olose

Tpgrade-Insecure-Requests: 1
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User—-Agent: ios99
Accept: text/html,application/xhtmltunl,application/xml;q=0.9,%/%;¢q=0.8
Accept-Language: zh-CH,zh;q=0.8,en-US;q=0.5,en;q=0_3

Accept-Encoding: gzip, deflate

Referer: http://2099 hetf io/

Cookie: td cookie=1544E874407017&585107

Connection: close

Upgrade-Insecure-Bequests: L

e

Server

Vary: Accept-Encoding

Content-

Length:

266

Connection: close
Content-Type: text/html; charset=UTF-8

<!DOCTYFE hitml>

<html>

<head>

</head>
<hody>

: Apache/Z.4.10 (Debian)

<meta charset="utf-8"></meta>
<title>Welcome to HCTEZOLl6</Citlex

<div align="center' =

<p=

<lizonly ios99 can get flag(Maybe you can

easily get the flag in 2099 </1i>

</html>

</hody>

<fdive

</p=

T —BNEE, 738 CHEREE, Mixfuser-agent X B Aiosk % H 3 i&
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iphone &lRARjuseragent , iFER—T

*i0S

Mozilla/5.0 (iPhone; U; CPU like Mac OS X; en) AppleWebKit/420+ (KHTML, like Gecko) Ver

sion/3.0 Mobile/1C28 Safarif419.3

0i0S2

Mozilla/5.0 (iPhone; U; CPU iPhone OS 2_0 like Mac OS X; ja-jp) AppleWebKit/525.18.1 (KH

TML, like Gecko) Version/3.1.1 Mobile/5A347 Safari/52

"Moxzilla/5.0 (iPhone; U; CPU iPhone OS 2 0 like Mac OS X; ja-jp) AppleWebKit/525.18.1 (KH
TML, like Gecko) Version/3.1.1 Mobile/5A345 Safari/525.20
Mozilla/5.0 (iPhone; U; CPU iPhone OS 2 0 1 like Mac OS X; ja-jp) AppleWebKit/525.18.1 (K
HTML, like Gecka) Version/3.1.1 Mobile/5B108 Safari/525.20

Request Response

Raw | Params Headers Hex Raw | Headers Hex HTHML Render
GET / HTTP/1.1 A HTTF/L.1 200 OK h
Host: 20595.hetf.io = Date: Sun, 27 Nov 2016 0&:35:02 GNT
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Request

Raw | Params | Headers | Hex

Target: http:i2099.hetf.io Lﬁ‘J ?

Response

Raw | Headers | Hex | HTML | Render

GET / HTTP/Ll.L1

Host: Z085.hetf.io

User-Agent: Mozilla/5.0 (iPhone; CPU iPhone 08 55_0 like Mac 05 X
AppleWebFit/536.26 (FHTML, like Gecko) Version/S5.0 Mobile/10A403
Safari/8536.25

Accept: text/html,application/xhtul+zml,application/xwl;q=0.9,%/%;q=0.8
Accept-Language: sh-CHN,zh;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Referer: http://20595 hetf ic/

Cookie: td_cookie=1B844£744070176589107

Connection: close

Upgrade-Insecure—-Requests: 1
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HTTP/1.1 200 OK

Date: Sun, 27 Nowv Z01& 0E£:44:20 GHT
Serwver: ApachesZ_4.10 (Debian)

flag: hecf{h77p_HeddEr 50 Edsvy}

Vary: Accept-Encoding

Content-Length: 294

Connection: close

Content-Type: text/htuml; charsec=UTF-3

<!DOCTFFE html>
<html>
<head>
<meta charset="utf-8"></meta>
<title>Welcome to HCTF2016</titles
<fhead>
<body>
<div align="center" >
<p>
<lironly io0s99 can get flag(Maybe you can
easily get the flag in 2099 </Lli>

<fp>

<!-- flag not in html... -->
<fdive
=/hody>
</htul>

fBRT . HEXIEBRES, EERBMAERD, HRHEZEEE B,

Target: hitp:/i2099.hctf.io

Response

Raw | Headers T Hex T HTML T Render ]
Name | Value
HTTRI1.1 200 0K
Date Sun, 27 Nov 2016 06:44:20 GMT
Server Apachei2 4 10 (Debian)
flag hetf{h77p_HeddEr_S0_Edsy}
Vary Accept-Encoding
Content-Length 204
Connection close

Content-Type text/html; charset=UTF-2

<IDICTYPE html>
<html>
<heads=
<meta charsec="utf-8"></meta>
<titlerWelcome to HCTFIOlE</titles
</head>
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