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Easy Railfence
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flag{YOucanc1imb0verthefenceeveny0udOnotunderstandhowitworks!=}

import hashlib

m = b'flag{YOucanc1imb0verthefenceeveny0udOnotunderstandhowitworks!=}'

flag = hashlib.md5(m).hexdigest()

print(flag)

a88dd8d7894a7a65dda2d4c6d44357b9

EasyCrypto（（recuring））

ip: 152.136.122.197
port: 52503
protocol: tcp

nc链接，好隐晦不知道干嘛，不会又和上次WM一样吧

没看到公告的附件，太卡了，拿到附件让逆向队友upx脱下壳

要达到的攻击效果就是，要在login的时候，把 adminadmin生成的 token给发过去，但是在register阶段，不能加密任何包
含 admin字段的字符串

从头开始，先脱壳，吾爱破解吧上随便找了个工具

加壳的不能远调？

whatever脱了就行

然后尽力了，逆向做的不多，刚开始学，而且还是用C++写的，虽然比之前的伪代码好懂多（不知道是不是出题人有意为之），
但是做到最后看不出来是哪一模式的AES

int __cdecl __noreturn main(int argc, const char **argv, const char **envp)
{
  v55 = __readfsqword(0x28u);                   // 开canary，跳过不影响理解
  key_unknown = GenIV();
  iv_known = GenIV();
  std::operator<<<std::char_traits<char>>(&std::cout, "Here is IV: ");
  // 输出IV，每8位bin（8*16）转2位hex，填充为0，共32位
  for ( i = 0; i <= 15; ++i )
  {



    v3 = std::ostream::operator<<(&std::cout, std::hex);
    v4 = std::setfill<char>('0');
    v5 = std::operator<<<char,std::char_traits<char>>(v3, v4);
    v6 = std::setw(2);
    output_format = std::operator<<<char,std::char_traits<char>>(v5, v6);
    v8 = std::bitset<8ul>::to_ulong(&iv_known[i]);// 转为十进制
    std::ostream::operator<<(output_format, v8);
  }
  std::ostream::operator<<(&std::cout, &std::endl<char,std::char_traits<char>>);
  while ( 1 )
  {
    while ( 1 )
    {
      while ( 1 )
      {
        display();
        std::istream::operator>>(&std::cin, &choice);
        if ( choice != 1 )
          break;
        std::__cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::basic_string(name);
        v9 = std::operator<<<std::char_traits<char>>(&std::cout, "Plz input your name: ");
        std::ostream::operator<<(v9, &std::endl<char,std::char_traits<char>>);
        std::operator>><char>(&std::cin, name);
        // 输入的name不包含"admin"，而且长度为16的倍数
        if ( std::__cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::find(name, "admin", 0LL) != -1
          || (std::__cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::length(name) & 15) != 0 )
        {
          v11 = std::operator<<<std::char_traits<char>>(&std::cout, "no no no");
          std::ostream::operator<<(v11, &std::endl<char,std::char_traits<char>>);
          exit(0);
        }
        v12 = std::__cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::length(name);
        if ( v12 > 1152921504606846975LL )
          __cxa_throw_bad_array_new_length();
        v13 = operator new[](8 * v12);
        v14 = v12 - 1;
        v15 = v13;
        while ( v14 >= 0 )
        {
          std::bitset<8ul>::bitset(v15);
          v15 += 8LL;
          --v14;
        }
        bin_name = v13;
        // 将name的每个字符取出来，并转成8位bin
        for ( j = 0; ; ++j )
        {
          v16 = j;
          if ( v16 >= std::__cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::length(name) )
            break;
          v17 = std::__cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::at(name, j);
          std::bitset<8ul>::bitset(&v47, *v17);
          *(bin_name + 8LL * j) = v47;
        }
        len_name = std::__cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::length(name);
        encode(key_unknown, iv_known, bin_name, len_name);
        std::operator<<<std::char_traits<char>>(&std::cout, "Here is your token: ");
        // 输出token
        for ( k = 0; ; ++k )
        {



        {
          v19 = k;
          if ( v19 >= std::__cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::length(name) )
            break;
          v20 = std::ostream::operator<<(&std::cout, std::hex);
          v21 = std::setfill<char>('0');
          v22 = std::operator<<<char,std::char_traits<char>>(v20, v21);
          v23 = std::setw(2);
          v24 = std::operator<<<char,std::char_traits<char>>(v22, v23);
          v25 = std::bitset<8ul>::to_ulong(8LL * k + bin_name);
          std::ostream::operator<<(v24, v25);
        }
        std::ostream::operator<<(&std::cout, &std::endl<char,std::char_traits<char>>);
        std::__cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::~basic_string(name);
      }
      if ( choice != 2 )
        break;
      std::operator<<<std::char_traits<char>>(&std::cout, "Plz input your token: ");
      std::__cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::basic_string(input_token);
      std::operator>><char>(&std::cin, input_token);
      // 长度必须是32的倍数
      if ( (std::__cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::length(input_token) & 31) != 0 )
      {
        v26 = std::operator<<<std::char_traits<char>>(&std::cout, "no no no");
        std::ostream::operator<<(v26, &std::endl<char,std::char_traits<char>>);
        exit(0);
      }
      v27 = std::__cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::length(input_token) >> 1;
      if ( v27 > 0xFFFFFFFFFFFFFFFLL )
        __cxa_throw_bad_array_new_length();
      init = operator new[](8 * v27);
      v29 = v27 - 1;
      v30 = init;
      // 把token的每两个字符取出，并转成bin
      while ( v29 >= 0 )
      {
        std::bitset<8ul>::bitset(v30);
        v30 += 8LL;
        --v29;
      }
      bit_token = init;
      for ( m = 0; ; ++m )
      {
        v31 = m;
        if ( v31 >= std::__cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::length(input_token) >> 1 )
          break;
        std::__cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::substr(
          name,
          input_token,
          2 * m,
          2LL);
        v32 = std::__cxx11::stoi(name, 0LL, 16LL);
        std::bitset<8ul>::bitset(&v47, v32);
        *(bit_token + 8LL * m) = v47;
        std::__cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::~basic_string(name);
      }
      len_token = std::__cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::length(input_token);
      decode(key_unknown, iv_known, bit_token, (len_token >> 1));
      std::__cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::basic_string(output_name);
      // 输出解密后的token



      for ( n = 0; ; ++n )
      {
        v34 = n;
        if ( v34 >= std::__cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::length(input_token) >> 1 )
          break;
        v35 = std::bitset<8ul>::to_ulong(8LL * n + bit_token);
        std::__cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::operator+=(output_name, v35);
      }
      v36 = std::operator<<<std::char_traits<char>>(&std::cout, "Hello, ");
      v37 = std::operator<<<char>(v36, output_name);
      std::ostream::operator<<(v37, &std::endl<char,std::char_traits<char>>);
      // 从output_name中取前10个作为name
      std::__cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::substr(name, output_name, 0LL, 10LL);
      tip = std::__cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::compare(name, "adminadmin") == 0;
      std::__cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::~basic_string(name);
      if ( tip )
      {
        get_flag = std::operator<<<char>(&std::cout, &flag[abi:cxx11]);
        std::ostream::operator<<(get_flag, &std::endl<char,std::char_traits<char>>);
      }
      std::__cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::~basic_string(output_name);
      std::__cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::~basic_string(input_token);
    }
    if ( choice == 3 )
      exit(0);
    v40 = std::operator<<<std::char_traits<char>>(&std::cout, "Wrong choice");
    std::ostream::operator<<(v40, &std::endl<char,std::char_traits<char>>);
  }
}

然后加密函数



unsigned __int64 __fastcall encode(__int64 KEY, __int64 known_iv, __int64 plaintext, int length)
{
  int v4; // eax
  int i; // [rsp+20h] [rbp-200h]
  int v9; // [rsp+24h] [rbp-1FCh]
  int j; // [rsp+28h] [rbp-1F8h]
  int k; // [rsp+2Ch] [rbp-1F4h]
  __int64 iv[16]; // [rsp+30h] [rbp-1F0h] BYREF
  char key[360]; // [rsp+B0h] [rbp-170h] BYREF
  unsigned __int64 v14; // [rsp+218h] [rbp-8h]

  v14 = __readfsqword(0x28u);
  memset(key, 0, 352uLL);
  KeyExpansion(KEY, key);
  memset(iv, 0, sizeof(iv));
  for ( i = 0; i <= 15; ++i )
    iv[i] = *(known_iv + 8LL * i);
  v9 = 0;
  for ( j = 0; j < length; ++j )
  {
    encrypt(iv, key);
    std::bitset<8ul>::operator =̂(plaintext + 8LL * v9, iv);
    for ( k = 0; k <= 14; ++k )
      iv[k] = iv[k + 1];
    v4 = v9++;
    iv[15] = *(8LL * v4 + plaintext);
  }
  return __readfsqword(0x28u)  ̂v14;
}

解密函数



unsigned __int64 __fastcall decode(__int64 a1, __int64 a2, __int64 a3, int a4)
{
  int v4; // eax
  int i; // [rsp+24h] [rbp-20Ch]
  int v9; // [rsp+28h] [rbp-208h]
  int j; // [rsp+2Ch] [rbp-204h]
  int k; // [rsp+30h] [rbp-200h]
  int v12; // [rsp+34h] [rbp-1FCh]
  __int64 v13; // [rsp+38h] [rbp-1F8h] BYREF
  __int64 v14[16]; // [rsp+40h] [rbp-1F0h] BYREF
  char v15[360]; // [rsp+C0h] [rbp-170h] BYREF
  unsigned __int64 v16; // [rsp+228h] [rbp-8h]

  v16 = __readfsqword(0x28u);
  memset(v15, 0, 0x160uLL);
  KeyExpansion(a1, v15);
  memset(v14, 0, sizeof(v14));
  for ( i = 0; i <= 15; ++i )
    v14[i] = *(a2 + 8LL * i);
  v9 = 0;
  for ( j = 0; j < a4; ++j )
  {
    encrypt(v14, v15);
    v12 = std::bitset<8ul>::to_ulong(8LL * v9 + a3);
    v4 = v9++;
    std::bitset<8ul>::operator =̂(a3 + 8LL * v4, v14);
    for ( k = 0; k <= 14; ++k )
      v14[k] = v14[k + 1];
    std::bitset<8ul>::bitset(&v13, v12);
    v14[15] = v13;
  }
  return __readfsqword(0x28u)  ̂v16;
}

可以看出是AES，感觉是CFB？



借一下上次的图

我觉得已知IV，根据重排攻击，搞出 E_KEY(IV)，应该不难，然后另起炉灶，用IV和KEY加密以 adminadmin开头的明文，再send
过去就好了



吧

之前字节CTF就做到类似的，看V神的博客知道怎么攻击，可惜没实现

然后网上搜到翻车鱼师傅的博客

https://blog.shi1011.cn/ctf/1700

虽然比赛的想到绕过 if，让逆向队友帮 nop了一下，但是机智的我想改了本地有毛用，服务器没变啊

。。。忘了可以在动调的时候直接改内存，把本地的IV改成服务器跑的IV，然后加密 adminadmin填充成16长度的字符

emmmmmm逆向的基本素质不够，归结于这方面做的不多

看着师傅的博客一边复现一边学

绕过加密的 if，将 admin字符串改成别的

再在 GenIV的时候下个断点，远程调试，步入 GenIV

这里还有一点二进制方向的点，就是IV和KEY其实是同一个，动调也可以看出在加密的时候两个寄存器的值其实是一样的

原因主要是和这个有关系吧

https://blog.shi1011.cn/ctf/1700


返回的这个是一个全局变量；所以我们一定要步入，在 return之前把 0x561885e08300处的值给改成服务器的IV

可以像师傅那样写个脚本放进ida，也可以。。。emmmmm按理说也可以手动patch掉啊，没成功，以后再说

偷下脚本

addr = 0x55DF1EE08300  # patch address
test = "2beb18d821cc340659a730a1ac571bb3"  # patch hex data
ps = [i for i in b''.fromhex(test)]
for i, v in enumerate(ps):
    ida_bytes.patch_qword(addr+i * 8, v)

反正就是把这些数据给换成连上服务器的IV

IV和KEY都要改

可以看到



两个IV是一样的了，现在是要加密 adminadmin后面随便填充满16个字符

把加密的结果给服务器，就获得flag啦

当然这是本地的

挺好的，懂一点二进制的知识，也不是很难，200分还凑合吧，因为没有涉及到密码攻击

可信计算可信计算1

密码体制是可信计算的基础，我国可信计算密码体制借鉴国际先进的可信计算技术框架与技术理念并自主创新,是构建我国可信计算技术规
范体系的基础。非对称密码算法采用的椭圆曲线密码算法. 包括三个子算法: 椭圆曲线数字签名算法(SM2-1)、椭圆曲线密钥交换协议(SM2-
2)、椭圆曲线公钥加密算法(SM2-3). 对称密码算法采用SM-4算法。差分故障分析攻击是一种强大的密码分析技术，可通过利用加密（解
密）过程中的计算错误来检索密钥。我国科研人员提出了使用单一故障（single fault）对SMS4（即SM4）进行新的攻击。黑客利用此攻击
获得了密钥并且再经过了一系列RSA加密。你能重新解密它吗？

给了篇论文，让我们填代码，xs

要完整一个attack脚本得到 solution()的值，然后解RSA，得到的明文和 solution()的值异或就是flag

离比赛结束还有一个四五十分钟左右上了提示，相当于告诉了我们 solution()的值，所以只要解RSA就好了



（所以本来300分的题目，现在顶多200吧

第二个n很奇怪，中间有很多 0，显然是有意构造的，尝试，然后用Williams’s p+1 光滑数光滑数分解出来了

最后要求d

我们现在相当于知道

我的思路是和dp泄露攻击那样，将上式写成

赛后给老韩看了这题，然后就出了

前导知识

改进版欧拉定理改进版欧拉定理

欧拉定理：如果

改进版欧拉定理：如果

证明…

按理说只要把

emmmmm验证了下

所以由

#!/usr/bin/env python3
# -*- coding: utf-8 -*-
from Crypto.Util.number import *
import gmpy2

solution = 294165584142200864568246241265541097157

n1 = 440507794597343703541928728681034268046716482499444586301728742585771805806436779464041258685307834308968225
7199040398279405943520831910368411272144036263290429027279134620341369472867932142748943900939370411886210476130
0662418176386043259341389899725862834625349821422085552737272066173099888657934553615610261329317339946263989192
1920349677944901043868273978686624708425259890890721262056176498386194378964211525638251470051669727945924507002
0692018083897351520741894187752652555621713799960889861847955471596042981878988930182754796995540025157400222655
5235471243721404448543663461251751416855375185289133983624750829630235505187050074341354991469665553203435098327
9957253332814291487398071408346422664180393721147005911182790576173128505344928787242553890160451696743973482811
3276097444621288760780510574237036765614111782882785171493934512613063976597374878482039022229525679671485667155
329416043448757872980255141203521
c1 = 204047090772855956214483770147169995884288650292414317094095192030033070546992064450535850838831149677747705
4764995077035235698658575174832523551852726014373980149374239009390776201109902621711966732796749320068316711336
0255600299117841680041253048180318135231865922913928423436967186173792909041755340358877562166957216788012804639
7934935720229873810110944001200713035499384442018736463671503875750586999816307422160730292272956765188558036218
4785959736170342652272664233424398501795600338328896721625926411402939719604380362340818655911893820365244157271

n× D≡ 1 (mod lcm(p− 1,q− ，要求

n× D= 1+ k×

n= pq

ed≡ ，则1 (mod φ(n)) m ≡ m (mod n)

ed≡ 1(mod lcm(p− 1, q− ，则1)) m ≡ m (mod n)

e× d= 1+
k 中的

φ(n) k

(p− 1, q− 确实不一定成立，但可能1)∣k e× d=
φ(n)

n× D≡ 1 (mod lcm(p−

1, 以及改进版的欧拉定理可知，随便取一个底数



4439583959152935301886230230203081586790576710882115706310315500743458065546890873619962997496968476789433512836
0945075622417217044867765269297178028682151676709753478016785806700723513109528641007142951919241562758536209742
6875776726171657935230143030934637299115037016218434359722137587559402819756667711939086772125532873443844710837
902048558986519222802598324087583

n = 3361086170602976142504997268236060982692605108576474794795911687547279286733833098612106940194747346221692033
1593715285306535801153904166799677297107391746143797832181500987751495926897810354383218808665289145042438919287
7511262015629122255924118621935004557686032418498473563715457851673394055494897328272136943459570471438915020934
5475950609404181675208130514911232000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000097508979015194291
1329495147229111661913634616013838271474836758398878983027327177969644000338725830589882793080602653406999248540
4674359556733671090314522347055607288862172718362366802494892459049088248116804936507618631173486747387737790284
5426106748782634088122150575479955070755466863095062214590909653863
c = 5985288588748106080659025016208745030149836704632666462908326350564212272057333277360575086195078311335355726
9026097225467312896894633807204529066548955643777158320462471568142938853007896343005296978988610847298472909244
0081160180316457652683648340266414640837170058066574014124614892099724102821458274691436449398719884109828222614
0070369945275924361850504840880753304621172481109192934472359348891623444071292035903868111216739676056951476490
1773763240221302324640288453581039272894642461006609020605508948956407716113877797726371435921031926756161669666
3416315333732256499607636067924154333627546883589391082646997265511574165830249101937578220829206006989141322034
4109964112991766510624072729026322502816566521959863852989376920815694864640581895157270803091311202110094736905
5121367220203494109942947407579545762183139721246795136796492525712181146482534091088615045750827959902400539422
0037658075742792005357721304591247193598733190937420575987082139043012560262600423787438345332029289463428943040
573800279205970491450959972460765085149920791397381555581880453992

# 34469504291284154037699166143795871571814385224074410328064000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000001 97508979015194291
1329495147229111661913634616013838271474836758398878983027327177969644000338725830589882793080602653406999248540
4674359556733671090314522347055607288862172718362366802494892459049088248116804936507618631173486747387737790284
5426106748782634088122150575479955070755466863095062214590909653863
p = 9750897901519429113294951472291116619136346160138382714748367583988789830273271779696440003387258305898827930
8060265340699924854046743595567336710903145223470556072888621727183623668024948924590490882481168049365076186311
734867473877377902845426106748782634088122150575479955070755466863095062214590909653863
q = 3446950429128415403769916614379587157181438522407441032806400000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000001
phi = (p-1)*(q-1)
assert n == p * q
e = 0x10001
D = gmpy2.invert(e, phi)
d = pow(c, D, n)
pq = gmpy2.gcd(n1, (pow(2, n1*d, n1)-2) % n1)
P = n1 // pq
Q = n1 // (P ** 2)
assert P ** 2 * Q == n1
fake_phin1 = (P-1)*(Q-1)
d = gmpy2.invert(n1, P-1)
flag = long_to_bytes(pow(c1, d, P)  ̂solution)
print(flag)



flag{59814ae119dc9d7c29285fde41236f77}
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