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start: 16
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d: 16 A
Operations Recipe S B Input 1en§2h: o lines:
. . . reetdrvhns@eutbftafmeon}linnd=alcoh! gcedos{neuwkyaveiroceytouny
rail Rail Fence Cipher Decode o n
Raw Inflate Key Offset
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Rail Fence Cipher Decode
Rail Fence Cipher Encode
To Braille

From Braille

Randomize Colour Palette

Extract Files .
time:

Output length:
lines:

Extract file paths
flag{Youcanclimbeverthefenceeveny@udonotunderstandhowitworks!=}

Extract email addresses


https://blog.csdn.net/m0_49109277
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flag{YOucanc1imbOverthefenceevenyOudOnotunderstandhowitworks!=}

import hashlib
m = b'flag{YOucanc1imbOverthefenceevenyOudOnotunderstandhowitworks!=}'
flag = hashlib.md5(m).hexdigest()

print(flag)

a88dd8d7894a7a65dda2d4c6d44357b9

EasyCrypto (recuring)

ip: 152.136.122.197
port: 52503
protocol: tcp

ncBERR, WRIEARIETH, oM ERWM—FIE
BEIAGHMAE, KT, EBMAFLEE R B K upxit T 5%

EXBIMBEE R R, EEloginfIi %, I adminadmin ZE B token 25 K%, 1HEAEregisterfr B, REeMFEME
& admin F B F455 5

MERTTEE, Selize, B EBMAE EREER TAHTR

IFERIANREIZ i ?

O warning x

) !\ Input file is a dynamic library, it cannot be run by itself.
,- Please specify the host application (Debugger, Process options)

whateverfii T #t4T

WRIERNT, ERMKIAZ, WITHY:, MHERHACHER, BREZAKHABEEFESZ (FERFRBEAFTRANZ) ,
HRMEBIREE A HREB—EKHAES

int __cdecl __noreturn main(int argc, const char *“argv, const char **envp)
{

v55 = readfsqword(0x28u); // FFcanary, BT EENIEERE

key_unknown = GenlV();

iv_known = GenlV();

std::operator<<<std::char_traits<char>>(&std::cout, "Here is IV: ");

/ IV, #F80rbin (8*16) ¥2{rhex, H7 40, #32/(7

for (i=0;i<=15; ++)

{



v3 = std::ostream::operator<<(&std::cout, std::hex);
v4 = std::setfill<char>('0");
v5 = std::operator<<<char,std::char_traits<char>>(v3, v4);
V6 = std::setw(2);
output_format = std::operator<<<char,std::char_traits<char>>(v5, v6);
v8 = std::bitset<8ul>::to_ulong(&iv_knownli]);// £ %14 #)
std::ostream::operator<<(output_format, v8);
b
std::ostream::operator<<(&std::cout, &std::endl<char,std::char_traits<char>>);
while (1)
{
while (1)
{
while (1)
{
display();
std::istream::operator>>(&std::cin, &choice);
if ( choice !=1)
break;
std::___cxx11::basic_string<char std::char_traits<char> std::allocator<char>>::basic_string(name);
v9 = std::operator<<<std::char_traits<char>>(&std::cout, "Plz input your name: ");
std::ostream::operator<<(v9, &std::endl<char,std::char_traits<char>>);
std::operator>><char>(&std::cin, name);
/ BA Hiname 7€ & "admin", 7 H K& 416 9155
if ( std::__cxx11::basic_string<char std::char_traits<char> std::allocator<char>>::find(name, "admin", OLL) != -1
|| (std::___cxx11::basic_string<char std::char_traits<char>std::allocator<char>>::length(name) & 15) 1= 0 )
{
v11 = std::operator<<<std::char_traits<char>>(&std::cout, "no no no");
std::ostream::operator<<(v11, &std::endl<char,std::char_traits<char>>);
exit(0);
ki
v12 = std::__cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::length(name);
if (v12>1152921504606846975LL )
__cxa_throw_bad_array_new_length();
v13 = operator new{](8 * v12);
vi4 =v12 - 1;
v15 =v13;
while (v14>=0)
{
std::bitset<8ul>::bitset(v15);
v15 +=8LL;
--v14;
ki
bin_name = v13;
/] #name FIEF I FAFR IR, FE/%817bin
for (j=0;; +4)
{
v16 =j;
if (v16 >=std::__cxx11::basic_string<char,std::char_traits<char> std::allocator<char>>:length(name) )
break;
v17 = std::__cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::at(name, j);
std::bitset<8ul>::bitset(&v47, *v17);
*(bin_name + 8LL *j) = v47,
ki
len_name = std::__cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::length(name);
encode(key_unknown, iv_known, bin_name, len_name);
std::operator<<<std::char_traits<char>>(&std::cout, "Here is your token: ");
// $irtitoken
for (k=0;; ++k)

r



1
v19 = k;
if (v19 >=std::___cxx11::basic_string<char,std::char_traits<char> std::allocator<char>>::length(name) )
break;
v20 = std::ostream::operator<<(&std::cout, std::hex);
v21 = std::seffill<char>('0");
v22 = std::operator<<<char,std::char_traits<char>>(v20, v21);
v23 = std::setw(2);
v24 = std::operator<<<char,std::char_traits<char>>(v22, v23);
v25 = std::bitset<8ul>::to_ulong(8LL * k + bin_name);
std::ostream::operator<<(v24, v25);
¥
std::ostream::operator<<(&std::cout, &std::endl<char std::char_traits<char>>);
std::__cxx11::basic_string<char std::char_traits<char>,std::allocator<char>>::~basic_string(name);
¥
if ( choice !=2)
break;
std::operator<<<std::char_traits<char>>(&std::cout, "Plz input your token: ");
std::__cxx11::basic_string<char std::char_traits<char>,std::allocator<char>>::basic_string(input_token);
std::operator>><char>(&std::cin, input_token);
N KEDIE32 19175
if ( (std::__cxx11::basic_string<char,std::char_traits<char> std::allocator<char>>::length(input_token) & 31) !=0 )
{
v26 = std::operator<<<std::char_traits<char>>(&std::cout, "no no no");
std::ostream::operator<<(v26, &std::endl<char,std::char_traits<char>>);
exit(0);
!
v27 = std::__cxx11::basic_string<char std::char_traits<char>,std::allocator<char>>::length(input_token) >> 1;
if (v27 > OXFFFFFFFFFFFFFFFLL )
__cxa_throw_bad_array _new_length();
init = operator new{](8 * v27);
v29 =v27 - 1;
v30 = init;
/ #Etoken HIFE B INF AR, FEFHibin
while (v29 >=0)
{
std::bitset<8ul>::bitset(v30);
v30 +=8LL;
--v29;
!
bit_token = init;
for (m=0;; ++m)
{
v31=m;
if (v31 >=std::__cxx11::basic_string<char,std::char_traits<char> std::allocator<char>>::length(input_token) >> 1)
break;
std::___cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::substr(
name,
input_token,
2*m,
2LL);
v32 = std::__cxx11::stoi(name, OLL, 16LL);
std::bitset<8ul>::bitset(&v47, v32);
“(bit_token + 8LL * m) = v47;
std::__cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::~basic_string(name);
}
len_token = std::__cxx11::basic_string<char,std::char_traits<char> std::allocator<char>>::length(input_token);
decode(key_unknown, iv_known, bit_token, (len_token >> 1));
std::__cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::basic_string(output_name);

/Bt R 5 ftoken



for(n=0;;++n)
{
v34 =n;
if (v34 >=std::__cxx11::basic_string<char,std::char_traits<char> std::allocator<char>>::length(input_token) >> 1)
break;
v35 = std::bitset<8ul>::to_ulong(8LL * n + bit_token);
std::__cxx11::basic_string<char std::char_traits<char>,std::allocator<char>>::operator+=(output_name, v35);
ki
v36 = std::operator<<<std::char_traits<char>>(&std::cout, "Hello, ");
v37 = std::operator<<<char>(v36, output_name);
std::ostream::operator<<(v37, &std::endl<char,std::char_traits<char>>);
// Moutput_name #5101 E Fname
std::__cxx11::basic_string<char std::char_traits<char>,std::allocator<char>>::substr(name, output_name, OLL, 10LL);
tip = std::__cxx11::basic_string<char,std::char_traits<char> std::allocator<char>>::compare(name, "adminadmin”) == 0;
std::__cxx11::basic_string<char std::char_traits<char>,std::allocator<char>>::~basic_string(name);
if (tip )
{
get_flag = std::operator<<<char>(&std::cout, &flag[abi:cxx11]);
std::ostream::operator<<(get_flag, &std::endl<char,std::char_traits<char>>);
ki
std::___cxx11::basic_string<char std::char_traits<char>,std::allocator<char>>::~basic_string(output_name);
std::___cxx11::basic_string<char std::char_traits<char>,std::allocator<char>>::~basic_string(input_token);
ki
if ( choice == 3)
exit(0);
v40 = std::operator<<<std::char_traits<char>>(&std::cout, "Wrong choice");
std::ostream::operator<<(v40, &std::endl<char,std::char_traits<char>>);

SR TN BR 4



unsigned __int64 __ fastcall encode(__int64 KEY, __int64 known_iv, __int64 plaintext, int length)
{

int v4; // eax

int i; / [rsp+20h] [rbp-200h]

int v9; // [rsp+24h] [rbp-1FCh]

int j; // [rsp+28h] [rbp-1F8h]

int k; // [rsp+2Ch] [rbp-1F4h]

__int64 iv[16]; // [rsp+30h] [rbp-1FOh] BYREF

char key[360]; // [rsp+BOh] [rbp-170h] BYREF

unsigned __int64 v14; // [rsp+218h] [rbp-8h]

v14 = readfsqword(0x28u);
memset(key, 0, 352ulLL);
KeyExpansion(KEY, key);
memset(iv, 0, sizeof(iv));
for (i=0;i<=15; ++i)
iv[i] = *(known_iv + 8LL *i);
v9 = 0;
for (j=0;j<length; ++j)
{
encrypt(iv, key);
std::bitset<8ul>::operator’=(plaintext + 8LL * v9, iv);
for (k=0; k<=14; ++k )
ivik] =iv[k +1];
v4 = v9++;
iv[15] = *(8LL * v4 + plaintext);
ki
return __readfsqword(0x28u) " v14;
ki



unsigned __int64 __ fastcall decode(__int64 a1, __int64 a2, __int64 a3, int a4)
{
int v4; // eax
int i; / [rsp+24h] [rbp-20Ch]
int v9; // [rsp+28h] [rbp-208h]
int j; // [rsp+2Ch] [rbp-204h]
int k; // [rsp+30h] [rbp-200h]
int v12; // [rsp+34h] [rbp-1FCh]
__int64 v13; // [rsp+38h] [rbp-1F8h] BYREF
__int64 v14[16]; // [rsp+40h] [rbp-1F0h] BYREF
char v15[360]; / [rsp+COh] [rbp-170h] BYREF
unsigned __int64 v16; // [rsp+228h] [rbp-8h]

v16 = __ readfsqword(0x28u);

memset(v15, 0, 0x160uLL);

KeyExpansion(a1, v15);

memset(v14, 0, sizeof(v14));

for (i=0;i<=15; ++ )
v14[i] = *(a2 + 8LL *i);

v9 = 0;

for (j=0;j<ad; ++)

{
encrypt(v14, v15);
v12 = std::bitset<8ul>::to_ulong(8LL *v9 + a3);
v4 = v9++;
std::bitset<8ul>::operator’=(a3 + 8LL * v4, v14);
for (k=0; k<=14; ++k)

v14[k] =v14]k + 17;

std::bitset<8ul>::bitset(&v13, v12);
v14[15] = v13;

ki

return __readfsqword(0x28u) " v16;

}
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* D4 View-4 B Pseudeceds—4 [0 B Hex view-1 [ Structures
~ .rodata:0000560DA7A04FE9 a3Exit db '3. exit',e@
.rodata:0000560DA7ABAFF1 aHereIsIv db ‘Here is IV: °
.rodata:0000560DA7AG4AFFE aPlzInputYourNa db 'Plz input you
.rodata:0000560DA7AG4AFFE
.rodata:0000560DA7A05014 aAdmin db 'aaaaa’,0
.rodata:0000568DA7AB501A aNoNoNo db 'no no no',8
.rodata:0000560DA7A0501A
.rodata:0000560DA7AB5023 aHereIsYourToke db 'Here is your
.rodata:0000560DA7AB5023
.rodata:0000560DA7AB5038 aPlzInputYourTo db 'Plz input you
.rodata:0000560DA7A05038
.rodata:0000560DA7A0564F aHello db 'Hello, ',0
.rodata:0000568DA7AB5057 aAdminadmin db 'adminadmin',€
.rodata:0000560DA7AB5062 aWrongChoice db 'Wrong choice’
.rodata:0000560DA7A0506F aDasctfThisIsFa db 'DASCTF{this_i
.rodata:0000560DA7A0506F
.rodata:0000560DA7A0506F _rodata ends
Change byte... 506
Changeﬂord... 9 _; e
Assemble... 9
Ctrl+Alt+P 9 ; Segment type: Pure code

encrypt(std:bitset<8ul> * std::bitset* <3 Patched bytes

decrypt(std::bitset<8ul> *std:bitset*<3

GenlV(void)

Apply patches to input file...

encode(std:bitset<8ul> * std::bitset<8ul> * s

FAE Genlv KIRHE T AW, TR, PN Genlv

9

LOAD: ©0000568DA7A05089

LAAR . AAAANR-AARATAATAOA

LOAD

; Segment permissions: Read/Execute
segment byte public

assume cs:LOAD

fcmm— FrARATAArRAOAL

REEE— R BT AR, ERNVAMKEYRSERFE A, 3t e DIE B2 E KRR P T 22 K E SR — R

JR B ERMIZAE KRR


https://blog.shi1011.cn/ctf/1700

TN

14 std::bitset<8ul>::bitset(v4, vl % 255);

15 GenIV(void)::ret[i] = v4[@];
16| }

17| return GenIV(void)::ret;

18 }

00003585 &5GenIVw:1l (S61885C03545)

O] Hex View-1

.bss:0000561885E08300 ; _QWORD GenIV(void)::ret[16]
.bss:0000561885E08300 _Z75GenIVvE3ret dq 0, b, e, 0, 9, 90, 0, 0, 9, 0, 0, ©0, 9, ©, 0, ©

.bss :0000561885E08300 5 DATA XREF: GenIV(void)+84To
.bss:0000561885E08300 5 GenIV(void):loc_561885C0363ETo
haa.AAAANAFAO0ORFADTINAN e (R

BRERXANR—A2RERE; FTURIN—EEDPN, 7E return ZHTHE 0x561885e08300 4b FIH 45 UK AR 55 2% BTV
B LMRITE IR S N A B0 Ida, HRTBL. o o emmmmmiEE R LLFBpatchis B, #mMzh, LLEREB
fir FRIA

addr = 0x55DF1EE08300 # patch address
test = "2beb18d821cc340659a730a1ac571bb3" # patch hex data
ps = [i for i in b".fromhex(test)]
for i, v in enumerate(ps):
ida_bytes.patch_qword(addr+i * 8, v)

J IE At R HE X L B 4 e RO | IR 55 AR IV

.bss:000055DF1EE08300 ; GenIV(void)::ret RDX
' D(('l
%
Pat
%)
.bss:000055DF 1EE@8300 =]
IV FIKE YARZ ik
ATLLE B

Looking for GNU DWARF file at "/usr/lib/debug/.build-id/31/52be
Here is IV: 2beb18d821cc340659a730alac571bb3
register

login
exit




@ in /mnt/f/UXWill/Natal/prog

Here is IV: 2beb18d821cc3U40659a730alac571bb3
register

PANVE—HRT, BERZEMN adminadmin /5 H FEEIH 78 164~ 74

2021-10-29 14:24:17 [9] Accepting connection from 192.168.137.1...
Looking for GNU DWARF file at "/usr/lib/debug/.build-id/31/52be605d3a2ddbee58ca8571e9e8503b57a80e.debug"... no.
Here is IV: 2beb18d821cc340659a730alac571bb3

1. register

2. login

3. exit

1

Plz input your name:

adminadmin123456

Here is your token: |5f53285a68296d575e45104d819722de

1. register

2. login

3. exit

EIMFERSRE G, BIRSagh

Plz input your token: 5f53285a68296d575eU4510U4d819722de
Hello, adminadminl123456
DASCTF{this_is_fake_flag}

register

LRI ALY
FEAFHG, i~ ZHBIIIIIR, TR, 2005 E 5 A, FHLEH RIS
T HEA

F ARG FE TR AR, TE FE T A 2 R S BE R R TH R ARE SR S EORE & B EAUH, R R R E W F THEER M
AR R IR . X AR TSI R F AOMG I b 2 B A SRk, 4 = AT 50 IR o e 25 40 SR (SM2-1) AT ey 2% B S2 #ee L (SM2-
2). AR i 2 AN B (SM2-3). SRR TD VAR FHSM-4501: . Z il o i Mo & — PSR KBRS A B R, And@EE R A & (8
&) SRR R RE . RERSIAN R T HEH R (single fault) XfSMS4 (EISM4) #ATHHMKE . B% A MH kS
RETEAFABEEL T —RIIRSAINE . REEHFEEG?

SBTRRI ERAVARE, xs
E g —/ attack 418 2 solution() HIME, AJEAERSA, 152|/IHHSCH solution() HI{E Bkt 2 flag

BHELEREA —NMUA oA LT #RR, METEIFT EAT solution() KIME, bl REFRSARE T
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FEHEHE TEE, REHRHT

LI Fa
e 32k R BK i e

BRILEHE: WiRed= 1 (mod w(n))’ Wm = m (mod n)
TSRk P R o 5 L« ﬁn%g@CkEf1(7n1uilnn1(n——1

Rl

UEHA...

mEERER,, ) k

emmmmmBE T F(p—, |, ., merA_.oeber  Anmres p(n)

4| m | D
Fir LA E

NX D=1 (e o AT (.

4 i -
#!/usr/bin/env python3

# -* coding: utf-8 -*-
from Crypto.Util.number import *
import gmpy2

solution = 294165584142200864568246241265541097157

n1 =440507794597343703541928728681034268046716482499444586301728742585771805806436779464041258685307834308968225
7199040398279405943520831910368411272144036263290429027279134620341369472867932142748943900939370411886210476130
0662418176386043259341389899725862834625349821422085552737272066173099888657934553615610261329317339946263989192
1920349677944901043868273978686624708425259890890721262056176498386194378964211525638251470051669727945924507002
0692018083897351520741894187752652555621713799960889861847955471596042981878988930182754796995540025157400222655
5235471243721404448543663461251751416855375185289133983624750829630235505187050074341354991469665553203435098327
9957253332814291487398071408346422664180393721147005911182790576173128505344928787242553890160451696743973482811
327609744462128876078051057423703676561411178288278517149393451261306397659737487848203902222952567967 1485667 155
329416043448757872980255141203521

c1 =204047090772855956214483770147169995884288650292414317094095192030033070546992064450535850838831149677747705
4764995077035235698658575174832523551852726014373980149374239009390776201109902621711966732796749320068316711336
0255600299117841680041253048180318135231865922913928423436967186173792909041755340358877562166957216788012804639
7934935720229873810110944001200713035499384442018736463671503875750586999816307422160730292272956765188558036218
4785959736170342652272664233424398501795600338328896721625926411402939719604380362340818655911893820365244157271



4439583959152935301886230230203081586790576710882115706310315500743458065546890873619962997496968476789433512836
0945075622417217044867765269297178028682151676709753478016785806700723513109528641007142951919241562758536209742
6875776726171657935230143030934637299115037016218434359722137587559402819756667711939086772125532873443844710837
902048558986519222802598324087583

n =3361086170602976142504997268236060982692605108576474794795911687547279286733833098612106940194747346221692033
1593715285306535801153904166799677297107391746143797832181500987751495926897810354383218808665289145042438919287
7511262015629122255924118621935004557686032418498473563715457851673394055494897328272136943459570471438915020934
5475950609404181675208130514911232000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000097508979015194291
1329495147229111661913634616013838271474836758398878983027327177969644000338725830589882793080602653406999248540
4674359556733671090314522347055607288862172718362366802494892459049088248116804936507618631173486747387737790284
5426106748782634088122150575479955070755466863095062214590909653863

¢ =5985288588748106080659025016208745030149836704632666462908326350564212272057333277360575086195078311335355726
9026097225467312896894633807204529066548955643777158320462471568142938853007896343005296978988610847298472909244
0081160180316457652683648340266414640837170058066574014124614892099724102821458274691436449398719884109828222614
0070369945275924361850504840880753304621172481109192934472359348891623444071292035903868111216739676056951476490
1773763240221302324640288453581039272894642461006609020605508948956407716113877797726371435921031926756161669666
3416315333732256499607636067924154333627546883589391082646997265511574165830249101937578220829206006989141322034
4109964112991766510624072729026322502816566521959863852989376920815694864640581895157270803091311202110094736905
5121367220203494109942947407579545762183139721246795136796492525712181146482534091088615045750827959902400539422
0037658075742792005357721304591247193598733190937420575987082139043012560262600423787438345332029289463428943040
573800279205970491450959972460765085149920791397381555581880453992

# 34469504291284154037699166143795871571814385224074410328064000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000001 97508979015194291
1329495147229111661913634616013838271474836758398878983027327177969644000338725830589882793080602653406999248540
4674359556733671090314522347055607288862172718362366802494892459049088248116804936507618631173486747387737790284
5426106748782634088122150575479955070755466863095062214590909653863

p =9750897901519429113294951472291116619136346160138382714748367583988789830273271779696440003387258305898827930
8060265340699924854046743595567336710903145223470556072888621727183623668024948924590490882481168049365076186311
734867473877377902845426106748782634088122150575479955070755466863095062214590909653863

q = 3446950429128415403769916614379587157181438522407441032806400000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000001

phi = (p-1)%(q-1)

assertn==p *q

e = 0x10001

D = gmpy2.invert(e, phi)

d = pow(c, D, n)

pq = gmpy2.gcd(n1, (pow(2, n1*d, n1)-2) % n1)

P=n1//pq

Q=n1//(P*2)

assert P**2*Q==n1

fake_phin1 = (P-1)*(Q-1)

d = gmpy2.invert(n1, P-1)

flag = long_to_bytes(pow(c1, d, P) * solution)

print(flag)



flag{59814ae119dc9d7c29285fde4 1236177}
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