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import random
from Crypto.Util.number import *

flag=open("flag","rb").read()

def encrypt(msg, N,x):
msg, ciphertexts = bin(bytes_to_long(msg))[2:], []
for i in msg:
while True:
r = random.randint(1, N)
if ged(r, N) == 1:
bin_r = bin(r)[2:]
c = (pow(x, int(bin_r + i, 2), N) * r ** 2) % N
ciphertexts.append(c)
break
return ciphertexts

N = 764125918785890622182682952145881551138482145911596517066068990981488269917652449188458526546925212277962628
05383954625826786269714537214851151966113019

X = 727340352566582836503281881085588816277339003139455525720628453976822359966086864821923222846617340653985403
19882182671287066089407681557887237904496283

flag = (encrypt(flag,N,x))

open("handout.txt","w") . .write("ct:"+str(flag)+"\n\nN:"+str(N)+"\n\nx:"+str(x))
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JE 18 X & Goldwasser-Micali i % 24, Mt 2FESNE; REEREREE LRE T HA

#!/usr/bin/env python

# -*- coding: utf-8 -*-

from Crypto.Util.number import long_to_bytes

import gmpy2
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plaintext = "'
n=N
for cipher in ct:

if gmpy2.jacobi(cipher, n) == -1:

plaintext += '1°'
else:
plaintext += '9'
print(long_to_bytes(int(plaintext, 2)))
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# nc rsaldl.sstf.site 1104

from base64 import bédencode, b64decode
from Crypto.Util.number import getStrongPrime, bytes to_long, long_to_bytes
from os import system

p = getStrongPrime(512)

q = getStrongPrime(512)

n=p=*q

e = 65537

d = pow(e, -1, (p - 1) * (q - 1))

print("[RSA parameters]")
print("n =", hex(n))
print("e =", hex(e))

def sign(msg):

m = bytes_to_long(msg)
s = pow(m, d, n)

return long_to_bytes(s)

def verify(s):

s = bytes_to_long(s)

v = pow(s, e, n)

return long_to_bytes(v)

def welcome():
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print("\nWelcome to command signer/executor.")
print("Menu : 1. Verify and run the signed command")

print(" 2. Generate a signed command")
print(" 3. Base64 encoder")
print(" 4. Exit")
while True:
welcome()
sel = input(" > ").strip()
if sel == "1":
sgn = input("Signed command: ").strip()

sgn = b64decode(sgn)

cmd = verify(sgn)

commands = ["1s -1", "pwd", "id", "cat flag"]
if cmd.decode() in commands:

system(cmd)
else:

print("Possible commands: ", commands)
elif sel == "2":
cmd = input("Base64 encoded command to sign: ")
cmd = b64decode(cmd)
if cmd == b"cat flag":
print("It's forbidden.")
else:
print("Signed command:", b64encode(sign(cmd)).decode())

elif sel == "3":
cmd = input("String to encode: ").strip().encode()
print("Base64 encoded string:", b64encode(cmd).decode())

elif sel == "4":
print("bye.")
exit()

else:

print("Invalid selection.")
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#!/usr/bin/env python
# -*- coding: utf-8 -*-

# nc rsalel.sstf.site 1104.

from base64 import bé64encode, b64decode

from Crypto.Util.number import getStrongPrime, bytes_to_long, long_to_bytes
from pwn import *

context(log_level='debug')

sh = remote('rsal@l.sstf.site', 1104)
sh.recvuntil(b'n =")
n = int(sh.recvline().decode()[3:], 16)

cf = b'cat flag'

cf = bytes_to_long(cf)

d = factor(cf)

mi = []

m=1

for i in range(len(d)):
sh.recvuntil(b'>")
sh.sendline(b'2")
sh.recvuntil(b'Base64 encoded command to sign:"')
sh.sendline(b64encode(long_to_bytes(d[i][0])))
sh.recvuntil(b'Signed command:")
mi.append(sh.recvline())
m *= bytes_to_long(b64decode(mi[i]))

m=mb%n

# sh.recvuntil(b'v")

sh.sendline(b'1")

sh.recvuntil(b'Signed command:")
sh.sendline(b64encode(long_to_bytes(m)))
sh.recvline()

sh.recvline()

sh.recvline()

sh.recvline()

sh.recvline()
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