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 M1sc 专栏收录该内容
1 篇文章 0 订阅
订阅专栏

图片隐写

一、图片隐写类型

右击属性

文件末尾藏有字符串

文件包含

修改文件头

GIF

png(bmp)

JPG

双图隐写

stegpy

slienteye

二、每种类型的综述

通用情况

https://blog.csdn.net/m0_49109277
https://blog.csdn.net/m0_49109277/category_10789727.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/m0_49109277/article/details/113550149
https://blog.csdn.net/m0_49109277/category_10789727.html


对于图片文件，在没给出文件后缀名的情况下，

用010edit查看内码判断，或者在kali下可以显示图片的缩略图，或者可以用

file + 该文件名

kali下的一些命令

binwalk file        # 检查图片是否隐写别的文件
binwalk -e file       # 效果稍用不同，在一些情况下特别有用
foremost file        # 分离图片和图片中隐写的文件
dd if=file of=out.jpg bs=1 skip=271007 # 可以针对性分离某个文件，在隐写文件较多的情况下使用

kali下查看JPG图片内码的命令：

strings file

破环文件头，一定不能显示，破环文件尾，文件不一定显示不正常

JPG

1. 文件起始标志：FFD8~FFD9

2. kali下查找JPG图片内码中的字符

grep -a "你要查找的字符" file

png

1. 文件起始标志：89 50 4E 47 ~ IHDR ~ 49 48 44 52

2. 修改IHDR 修改高度隐写：

1. 选中49~00，CRC-32校验是否正确

2. 用脚本爆破

 

3. IDAT 隐写

1. pngcheck工具

2. zlib脚本

#! /usr/bin/env python
import zlib
import binascii
IDAT = "0025BB07654A7B7AFAD6AF7EFFD75E69EE2F5BE77F79DDAFF7FDE63F37C537F6EDF2FF5CEEEEEB1FE8FDEF6005F000
000025BB2B6D4E7A7A2AF6EFFE7FC74E4B8E2F5BE77B79D5AFF7FFEE3F76C537F4FDFAFB7CFEF6FB3AE8F5EB00006000000025
BB2B79EE7A796BE6FFFE7BC7CE4B8EA95B263BD9DFBF17FFEE3F76C777F4FCFA7BF474F4FB3EE8F7F0000000000000213A6F79
EE7A59DBA3DFFFFB87CD4BCEA95B363BD9DFB756FFFF3F76C777F6DCEE77F054FC733EF8F7E000000000000029B26F7DE67A53
DBE3FFFFFAA78D4BCEADDB163BD1DABFD6EFDF3F7ACF57F6DCEEF5F0D4FE723CFAFF8000000000000029B76F5DE67A5BF3E9FB
7FFAA78F5BDFADD9167BF1DE9FF76FDF3F5ACF4FB6DCEEF4ECFCBFD02CFAFF0000000000000009B76F5DEF7A7BF3C9FB2FFBA7
9FF3DBADDC9643B99E1FF76F9FBFDACF4FB6DCEAFFECFCFFD42CFAFC000000000000000BB74777CF5A7BF2C8F745BDB7BFF3D9
ADFE9643FB9E3EF7AE5FBFBECF1FB6D4E2FFECADFFF42CFAE8000000000000000EB75367CF5AFBE2D8E444BDB7BFF3D1ADFE96
5AFB9CBFF78E5FBEFECF1FB4D4EAFFECB7F4FE74FBE0000000000000002EAF5A23EF7AFBE2D9FC4675B7FAFBD1CFBEA67AFB9C
B9A78ADFBAFECF9FB49CFEFFEC7774FE74FFE0000000000000002F0F5F23AF72FBE2D9FC47F537FAFBDBC73EA67CFB9CB7878D
DFBBF6CE9BF69CFEFFAC577CFEFEFD80000000000000002F9A5F27E772FB82D1FDD7F4377AFBDB472EEA7FFB9CB787ADDFBFF6
CA99F6D9DCFF2857FCFAFEFD80000000000000002F9A5F65E73AFB82F9F9D3F6F77E7A9B4FAFEAFFFD9C9F87EFDE3F76C38DF6
D9DCFE6877FCFAFE6D80000000000000001BBB4F65EF3AFBC279F9DBF2F75E7E9BCFBFEEDFBD9E9FA7E7DC3FF6D3AFF6D9DEEE



D9DCFE6877FCFAFE6D80000000000000001BBB4F65EF3AFBC279F9DBF2F75E7E9BCFBFEEDFBD9E9FA7E7DC3FF6D3AFF6D9DEEE
6077FCDEFE6D00000000000000001BBB4F65EF3A33C67BF9DFF2F75F7CDBEEBFEECF9F9E9FE7C7DFBEF6D3BFD7D9C6D66067FC
96BEFC00000000000000001FB3DF65DE3E73C6FB69DFF2F33F7457EEB3EEEF97A69FE7CFDFFEFED1BFC7F9C6D6682BFCBE3CFC
00000000000000003DB7FF6DFC3E73E7FB69DF52F3FF5557EEB1EEEF97A699E7CBDFFDFED5BFC5B9D6DEC82BB5FE3CFC000000
00000000003D6FFF69BC3E73EFBBC94F52F3FD5557EE75E6E7BFB6D9E7CBDFF9FCD4BFCBBBD6DEDC69B5FC3CFC000000000000
00003F4FBFEDB63E73EFB3C9DFD2B7FD7557A675E267FF72CFE5AD5FFBFCDCBBCBB3D6DCDEE9F5FC3CF800000000000000003E
4FBFEDF63E77EFF3C9DFF297FE72172E75C2E7FF72CFE5AF5F7B7CFDBECAF3DCFCFEF9F5FE7CB800000000000000003EEFBFED
FE3E77EFF9D99FF295FAF2134E75A6E7CF76DF65EF5F7B7CFFAF4AFEDEEEFEF8F5BF7CB800000000000000003BED3FEDFE7A17
EDFDDF9FB0B5FBFA935E7DA7E5CF5EDF67E7DFDB74BFBF5BEECEE6BAFDE527FEB000000000000000003BEDBFEDDE7E97EDFDD7
DFB0B5BBDAD35EEDA7E7CF7EDF63E7DFDB7CBF9F5BEECEE6BAFDE527FEB0000000000000000039EDBBEDDE6EF5E7FDD7DE30F4
BFDAD35FEDA7E7CD7F9F23E3CFF97FBF9F5BFEEFEEEEFDE5E7F790000000000000000019EDFF69FD6EF5F7FDD7CE30F49F98FB
5BFDA7E7ED3F1F2FE34FF9FFFF9F5BFEEF4EEFFDE5E5F79000000000000000001BECFFE1FD6EF5DFF5D7EEB4751FA1EB9BFDA7
67EFBF1EAEE14FFBFFFB9B5BF6EF4EDFFDE5E5B78000000000000000001BECFDF1F72EF75FF5C6EEB4772F23EF9FFDCB67FFEB
1EAEE84FFBFFF99BFBF6ED6E5FFDE5ECB7A000000000000000001AEDFDF9FF2EFF7FFDCAAE8447AE33EFDFFDEA67FFEF10BEEA
4FF3FFF98BF9F6FD6EFD7DE7FCB7A000000000000000001AEDFFFAFB35FFFFFDCAAFD477AE33EFDF7DEF67FBCF509EEB4FF3E7
B90BFBF6FF6EBD7D6F7CBFA000000000000000001BE1F7FFDB35FEFFFDCBADD477BE73EFDF6DEF6FFBCE50DCEF4FD3E7B90BFB
F2DFACBDFDEF78BFA000000000000000001BE3BAFFDF37FEEFF9E9ABD473BE73E7CF6DAFEF7ACE50D97F4B7BEFB98FBA72DFAD
FCFDCF7ABF80000000000000000011EFBAFFFF3FFFEFF9F98B5070BEFBF6CF6DA7EF7ACE59FD7F4979EFBB8FBA7E9FEFF4FDCF
7EAF80000000000000000013EFFBEFBF3FFFFFDF7B8FD071ACEBF6DD6DA5DFFACE69FF76C979ACBE8F9B6E9FDFF5FDEF2EAF80
000000000000000013EFFBEFFF3FE7BEDF7A8FD97BACEBF6DDEDA1FFFAEE69FF7EC7782CAE8F9BEEDBDF7FFDEF2EAFA0000000
000000000032EFFBEDFF3FEF3AFF7A8EDBEBACFAF6DDEDA2FFF8EF69BF7ECE780DAE8F99FEFBDFFFFDF77EAFB0000000000000
000032FD7BE8FF3BEF3A3F9B8FDBEBACBCFEDDFD26FFE8EF79BF7FCE6815EE0FDBFE7B5FFFFF767DAFB0000000000000000032
FD5BE0FF19EF1A3F93CDDFEF2CFDEF9DFC777F68EF79AEBDDE4A35EE1DDBFA7B5EFFFF337DAFE0000000000000000032959BE1
DF0FEF0E7F83CDDFEF2C7FED8DFC57FF69EF79AFBDFC4A75EF9CFAFA797FFFFF337B2FE0000000000000000032959B49FF0FEB
277F8BCDD7EF2C7FE9CDFD57FF29EF59AFFBB85A75E79EFA6E797FFF7F377F2FE0000000000000000032DDDB49BF4F7B7D7F8B
CDD7FF0DFFE9DCFF55FF298F5FAFF3B85A75C79FFB4F753FFF7F6F7F2EE0000000000000000023DBDBC9BF4F7B7D7F8BEDDDFF
5DFFEDDCEF5DFF21895FE5F3F05A75CDDFFB4F753DFF7F4F6F2AE0000000000000000027CBDAC9FF4F7F797BCBEE4FFF55FFED
DFEF5EFF35891FE57BE07A7DCDDFBB6D7D39EE7A4F6F29C0000000000000000015DB5A88EF4B7D7B7BDB2E4FFE5DBFEFD3EF5E
F53D8B9FE77BC0785DDDDFAB6D7D7BEE7A6E4F2FC0000000000000000015FB4AC8EB4B5D7B3EDB2EDFBF5DFDEFD36F5F753D9B
A7C67FC07A3DDCDFEB6D797EFE6E6E6F3FC0000000000000000015F3CAEDDB4F477E7ED1A6DFBF5D73CFD76F5F777DD3AFC65F
C67E3DDCD5F3FDF97E7E6EEE6A3FC0000000000000000035B7CA6DFF6F4F7E7CD5A6F7AF5C7BCFDF755F627DD3BF875FEE7E7D
D4CFF0FDF97FFC7EFE7A3F80000000000000000035FFCA6DFF6F4F7E7CD5AFF7ED587BCBDF7557627DDBBF8F5FFE7EF5D5CF71
DCFF7FF47EFE731F80000000000000000037DECB65FF7D5E7E7CD5EFF7ED796B4B9E7557727DDBBFCF1FFE5EE5DDCF71D8EF7F
F25EFE735F80000000000000000027DEFF75F67F5E6E7875EFE7EF696B498E7152F275D93FCF1FFE7EE57DCFA1D8EF7FEA58BE
F3778000000000000000003FDEFF3DFFFF5E6E797DEF63E7796B598E7172F23D9B39CF5FBE7EF5FF8FA5D9EF7FEE78BED77780
00000000000000003F5EFF3DFBFB5E7E193FEFF37779EBD99C7B71D2399B3FCFDDBF7EB1FF0FADDBE37FCE69FED77600000000
00000000003FDAFF7DDBFB467C1B3BEDF97779E3D99C7B71DB39BB2FCFDC377FB1FB0DADD3E1774E29DAE67600000000000000
00003D9ABFFFDFBB6EFC1B7F62FBF778E3D9DF7B61EB3DAB2F8FC8BF7F71FB0DADDBE97B4639DAFE350000000000000000001D
DCFFEBFDBB7EFC9B7F2AFAF778ABDBDB7B63A92FBF2F8FC9BF7DF1FF0DADDB6B6B2419FEFCBF0000000000000000001FFCFBEB
FDBB7EFC9B5F2AFEF779A9DBD32B732D2FBF278B8DBF7DF3FF0DFDDB6B6B245DFEFC9E0000000000000000001FECFFEBFDBE7E
FCBB5F2AFFF7792993D3AB536D3FB7278B8DBF7DFB7F0DFDFB4B6F645DFEFE9A0000000000000000001EEDFDEBFDBE7BFEBB5D
8A77EF792933EB9BD3ED3FB71F0B5FBE7DFB7F8FFCFB4B6F6454FEFE980000000000000000001EFDF7EBF9BCFBFEBB5F8A77FD
1929F3EBDBD7C53F971F0F57BA7DFE7F8FDDFB4F4E64767A379C0000000000000000001FF9D7E3D9BCF7FEBB5F9AFF7D3969F3
EBFBD7C55F971FC7D7BF7DFE6BCFDDFB4F52682EEA27DC0000000000000000000FB197F359BEF7AEBB7F1AFF7F354BF3EBF396
E777A75FC7DFBF7DFF69CFD9F95F53692EF29F780000000000000000000DB99FF3FDBEF5EEBB7F1AFF7F35CAFBE9F396A77FA7
D1DFCBBFF9FFFF4FC9BD7FDB4D6EF3DF780000000000000000000D398FF3FDFAF5EEBF7F3AFD7F37CAFBE9FA95377BA6D0FFCD
BFF3FFFF4FC9BF7FDF5D6EF3DD780000000000000000000D2B8FF3FD6EF7CEFF6FBAFD5F7FEBFBA9FA95777BE6D0FDCCBFF7FF
FF6EE9F77DBF5D6EF3FC780000000000000000000DAF8FF3FD6EF7CEFF6DBAFFDEFFEB3BEBDB95F77FE7D17DCEBEF7FDFFEEE8
FF7DAF7D7EF7FE700000000000000000002DFF0FF2ED6FF7DFFF2DABFE9EDFEB3BEBDBBDF76FF7D17FC7BEF6FDDEAF6DFF7FA7
757EF7BF700000000000000000002DFF0FF2ED6FF7DFFF2DBBFE9FDBFB6BFBDBFDF74FF5917FC7B7D6FEDEEF7DFF4FB737FEE7
37500000000000000000002DF79FF75C6FF7DFFFADBBFEBFEBDB637BDBFFFF57759173C7B7DEFBEDEFFDFD4FB57FFEE6B75000
00000000000000000D779FF77C6FF3FFFFADBB7AFFA9DB737BDBEEFB5775993BD3B7F8FBEDEFFD3D6FF56FFEE7B54000000000
000000000019759BF7BC6DB3FFBFBFBB7AFDB9D17BF95BEE7F5775983ED3B7F8BBEFEBDD3F2FD44EFEE7B5C000000000000000
000019719BF7BC6DB77DBEB7FBFEDD79D17BD97BCA7F577008BED4B7FFBBEFE1DDB72FD4CEBEE1A5C000000000000000000019
31BFFFBC6DF525FAF7FBEECF7D517BDBF3C2FFF760089EFCB7FFFBEFE5F5B73DFDCEBEE1BCC000000000000000000039B1BFBF
BCCDFD67F9FFEFE6CEFD087BDBF7A2FCE72D089EECB7F7FBE78DFDB7BDEDEC7EE1BC8000000000000000000039B12FAFB8C9FD
67DBFFEDF4CFF5287B92FF2FFCE79D08BEECB787FBC78DFDB7BDEDBC7EEB388000000000000000000039B3AFFF18C8FF6F5BEF
FDF4CFF5684192FF2FFFF79D08B4FCB7D7EBCD8DF9F39DADFEFECB38800000000000000000003937AEFF1CA8FFEB5BECDF73CF
F56940AAFDAFABF69D29B77CB2FFCBCD8FB8F7BDADFFFF8F3A000000000000000000001977AAFFBDE8FFEB0BD91F73CFFF6964
BEFDAFA3FE9FA9B75DB2FBD3CF9F987FBD8F7FFF8F3F000000000000000000001177ABFFBDE8EFEF03911FFBDFFF6966BEFDB7



BEFDAFA3FE9FA9B75DB2FBD3CF9F987FBD8F7FFF8F3F000000000000000000001177ABFFBDE8EFEF03911FFBDFFF6966BEFDB7
37FE9FAFA75DB6FB92CE9798FFB99FFBFFEF27000000000000000000000177EB7FB5E86EAE23F116FBDFEF7A66BEFD9777FEFF
EF837DB6FB13C79792FDF99FFBFDF76F000000000000000000003977EF3FBDE869AF23F516EADEEE1E66BEFD9657BEFFEF0379
AEF013D79792FDFC9FFDFD777E000000000000000000003977C73DB9E9E96F2FF71BCA56EE1E6EBE7F9F57BEFFE706E9BE9013
D78792FCFC9EFDFF777E000000000000000000003B73C7F598E9E14F2FE759D8567E5F4EBE6F9F5FFEFB4704EDBE9423D7A692
F87C9CFFFF377A000000000000000000003BE3DFF59CBBE7CF6FE75FDAC27C4F4FAE6B8F2FFEF34704FFBC956BD7A6B2FC7CBD
FFFF377A000000000000000000001AE3DBF7BCBBEFCF6FE74FFAC2BC4FDFAE7B8F2EFE9BE716FFF895EBD7B7B6FD7CBF7F7F37
7E000000000000000000001AE39BF7BCBBEFCF47E76FFAC6BD6DDFB67B8F2FFE9BE6369F7095EADE37BEDDF4BF7F3F6F660000
000000000000000012EBDFF7B4BBEF8F47E77FFACEBD6BDDB67B872FF69BE636BF70D5EAEA77BEFDF5BFFF3D4D6E0000000000
00000000001AEFDDF7B4BBEF8F69E57E73CEBD2BDDB779876BF69BE0363FE0FCEAEFF7AEFDBDBFFF3D4F4C0000000000000000
00001EFD5DE6FCFBEF8FED653E53CEBF2BDDB578AF63B29BA0763FC0F8F2EFD7EE7DBDBFFE7D6F4C000000000000000000001F
FD5FE6DCE9EF0DEF677C510EBF7BCF1578BB63B2DAB076BDC4FCB2EFF7E4FDB9BFFE6CEE6C000000000000000000000FDFFFF7
5CF8EF1DEFE77C414EB77B8F1F58BB63B6D23077BFA6FD75EFF7F4FDB9BFFF6CFE68000000000000000000000FFFFFFFFCD9EF
1FEFFF6E41CA927FAFBF59FB63B6D23077BFEEFD75F7F774FDB9BBF564FF78000000000000000000000FF7FFFFFCD9EF1F8FDF
6ED1C693FFAFBF1DFF7316D210779FFEFDF7D6F774DFB5BFB546FFF8000000000000000000000FFBFFFFFC59EF1E87DF7ED1CE
B3FFEDBF2DF77316D010779FFEFDE7D2F570DAA5B5B34EFD80000000000000000000000EABFDFEFC39EFBEA3DF5ED1EEB5FFED
BF6DF77317D070771BFCFDE7D3F5B2FE8015802E0000000000000000000000002EEFFDAEED39CFBFB15F9EF1EEB5FFFDBF6DFF
733F92E07F1BFCFDC793D5B67C000000000000000000000000000000002FEEDFE6ED39C7BFB31B9CF1FEB7FFFDBC6DFF733B9A
F02E99FEFD979B51FEE00000000000000000000000000000000027EEDFF75D3A47BF732A9CB1FE37F3DD1C659B73BFFAF02E98
FEFD37BBD1FE8000000000000000000000000000000000076EFFF77D3A47B7736E9E65FF36CBDD7E658A63BFFFF07F98EEFD75
BBD7EE0000000000000000000000000000000000177DBFF7FD33C7BF576E8E45BD17CDDF7E658937BFFFB87F897EFAF3BFD7EC
00000000000000000000000000000000001779BFF7FD33C79F5767AE5D9D77EDDF7EE58977BFF7B87B8D7EFBF3BFDFF0000000
00000000000000000000000000001779FFF7FD3FD79F57E7265DFD75ED977EE58B77BFF7787B8F7EFBFFBDDFC0000000000000
000000000000000000000037FDFFB7FDBFD7FFF5EF267DF975ADBE7EE58F77BFBFF8FF9F7CFBFFBFDF00000000000000000000
000000000000000037FDCFA7FDAFD77FF5EF2E7DF975ADBA7AEC1FF79FBFF8FF977CFBFEFB5A00000000000000000000000000
000000000027FFCFB7DDAFD77FF5EB2C7DFD659DFB7AEC17F797BFF9A79F76FBFEEB5800000000000000000000000000000000
000027BFEFB7DDBFF7FFF9EB2E7EFFE59DFB6AEF16F697AFF7B78B7EFBFFEBD00000000000000000000000000000000000003F
B7AF37FFBFF5FFF94F2F76F7A59DFB6CEF7EBE1F8FCFBF8B7EFBFFFB800000000000000000000000000000000000003FB7ABB7
FFBFF5DFFF4F2B5ED7E7BDEB3CAF7DBE1B9F9F3D8D7EEFFFFB800000000000000000000000000000000000003FBFEBB7FEBFF7
9F7E6F275FD7E7A7A33EAF7BFF1FDB1F3D8D7EEFFFF9800000000000000000000000000000000000001DBF6DB7FEBFFBAF7EEF
077FDDEEA7B77EAFFBEF0FDF3FFD8F7CEFFDFD000000000000000000000000000000000000001DBD6FA2EEAFABEFBEEF877F9D
CAAFB77EEFFFFF0FDF3FFF8F7CEFF7DD000000000000000000000000000000000000001DBD6FA6CE2FAFECBEE7B73F9DEAAFF7
5EFFB7FF175F3BEFCF7ECDF79C000000000000000000000000000000000000000CBF6FAFDE3FBDFCFAE5B73FCDECBFF75EF7B7
FBB77F7FCB4F6EFDF7BC000000000000000000000000000000000000001CB76F8FFE3FBDFDFBE5B77FCDACBFFE5EF7A7FBB77F
7FCF5B6EF9F7BC000000000000000000000000000000000000001CB62F8FFE3DBC7DFBC5BF7DDDADBD7E14FCB5FBB37E7FCED9
6EF9F7B80000000000000000000000000000000000000011BA3FBFB63DBC1D6BD7BF7DDC6D2B6F14F891FBB36A7F46F966FD77
A80000000000000000000000000000000000000039BE3CBEB63DFCB56BD79F6FDEED2B6F54DA927AB36B7746F967FD75E00000
00000000000000000000000000000000003DBD3CBAE73DEDE5FB579FE7D6CF2E6F56DA9E7AAB4B7F46F9672FF5E00000000000
00000000000000000000000000003D9D1CB2E735EDEDF357BFBBD6DF2F6F569A9FFAEB493F64F9670FF5E00000000000000000
00000000000000000000002C9DFCB3D53D6DFCF3F7BFBBFEDF2FE7569A9FF2EB497F61F9677FF5E00000000000000000000000
00000000000000000CBDFCF3F5BD6DF9F1FFBFFFEDDF2FE756CACFE2EB4B6EE17B65FFD5E00000000000000000000000000000
00000000000CBCFDE3F5BD2DF9F5EFBFFFEDDF6DE756CEDDFEEB4B6EE55B65FF97C00000000000000000000000000000000000
00000DBAFDE3F5BD35F964FFBFFDEF6F6DC752FED1FEF36B49E55B67FFA7400000000000000000000000000000000000000009
BBFDE3B5BD75F964FDB6FDEB6F5DC743F6D27FF76B57E57B6FFF2740000000000000000000000000000000000000000D3BFDE3
E5BD7DF96CFD86FDEBAF5CCE6FF7D23FFF6B5FE57B6F322740000000000000000000000000000000000000000D7BCDE3E13D7D
D96D7EABDD4AA734CE2FB7DFBFFF6B1FE47F7E00374000000000000000000000000000000000000000057BCDA7D13D7D906D76
2BDD4EE721CE2FB79FB7FF6B1FE47F7E08374000000000000000000000000000000000000000277BCDA7F53D79B069FE2BF7C7
E421EF6FB79FA3FF6F3FE77F7C0B57400000000000000000000000000000000000000037798DE7F73969F02DFE2BF6C7C4A1EF
7FB79FA3FF1FBFE77F780BD6C00000000000000000000000000000000000000037788DE7F72989F23DFE69FAD7D5A1EF7FB79B
E3FF1FBBE77EF00BD6C0000000000000000000000000000000000000003778CDF7B639B9F27DFC69FBDBD5A1EF7BF79B63F7BD
B7C77EE17BD7C00000000000000000000000000000000000000017F9CDF7B7B9FBF2FDFCEFFBDBDDE9EF7BF6AF63F7BFB7D77A
E1FBD7C00000000000000000000000000000000000000017F1CDF7F3BBFBF2FDBCEFFB1BDDF9EF77F6AFC173BFB7F67FC1FB9B
C00000000000000000000000000000000000000007E3CDF7DBBBFBFEFDB6EFF91FFDF9CF97F62FC373FF17763F85F9BFC00000
00000000000000000000000000000000000323CFF7DFBBFBFEF9F6EFE93FFC79CF8FF6AEE373F727773F8DFB7DC00000000000
00000000000000000000000000001B23CFF3FFBBEBFEF9E6AFE97FBC7DEFADF6ACAA73DF2F77374DFAFDC00000000000000000
00000000000000000000001B338BFBFFBBCBFEFDE6EFF97FBD7D6FACB6ACBE73DF2B3737DDDAEF400000000000000000000000
00000000000000001B1BDFFFBEBFDEBAFCE6EFF97BBD3D6FADB788FFF3DD2B3737FDDBEF400000000000000000000000000000
00000000003BBBDF7FBEBDDFBBFEEECFF17BBD3DAFADB788FFF3DD2A1F3BFDFBCF400000000000000000000000000000000000
00003BB9DF6DEABFFFBBFECFCFF1799DBFAFAFB789DDFB9DA83F1BF9FBDF600000000000000000000000000000000000000033
BDDD2DCA3FF73FFECFEF9958FDBF8D8FB789DDFB88A92F19FCFBB7600000000000000000000000000000000000000033BDDF2F
5A3FF73FFAEFEF994AFCAB8D8FF789EFFFA8B72F59FDFB3760000000000000000000000000000000000000001BBDDF67FF77FF



5A3FF73FFAEFEF994AFCAB8D8FF789EFFFA8B72F59FDFB3760000000000000000000000000000000000000001BBDDF67FF77FF
7FFAEFBFD94AFCEB8DEFF789AFEFADB7FF497DFA3760000000000000000000000000000000000000001FB5FF67FF77FF7FFFEB
BFD95AFDFB0FE6F699BF6FBFB7FF4D7DFAB3C0000000000000000000000000000000000000000FB7FFE7FF76FF7EFFE377C95A
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000000000000000000000002BF672F9F577F60EC6F73978488E97FFFEACEDE73DAB7579DFB4C0000001EB9FFFFC00000000000
000000000000000002BFE72F9F577DE06C7F739784CEED7FFFEE8EDF73DAF377DFFBCC000000181BEFFF800000000000000000
000000000003BFE22F8356FDE0397F72973CCEFDFFFDECAE9F63DBF177DFFBCC000000001BCFFF800000000000000000000000
0000031FE336A14EFFE03B7F339F3CDEFDFBBFECEC9D73DBFF77DFFACC000000121BCFFF000000000000000000000000000005
9FE336E14CFBE83F7F33BB3DDEF5FEBFCDECDD73D3FF7ADEDA8C000000120EEDFF000000000000000000000000000007FEE3B7
F16E9BEC3F7D73BB39FFF5FEEFEDEDD571D3FF7ADEDB8C000000120EEDFA000000000000000000000000000007F6E3B7F36E97
FC3F7C7BFF39F7FEFEE6EDE9F1715BBF7ADA7B8D000000121EEDF800000000000000000000000000000AFEE7B7F36FF7DDBF78
7BFE3FB3FEFE66E9F9E07B5AAF7ADA6B8D000000161CEDF800000000000000000000000000000AFFE7F5F3FF7FDDBF585BEE1F
B3DFFE66E9FDE07B5A8AFADEEB8D000000163EEDF000000000000000000000000000000FFFE7F572FFFF9DBFDC58CE5FF3DBFC
D4F97FE4EA5C9AF6CEEBAF000000153FE7E000000000000000000000000000000FFF677472FFFF5DB79C58DE5FF3DBFCD4F97F
ACEA5CBED74EEBAE000000173FC7C000000000000000000000000000000DFF6F746EFFFE5FB6FC5BFE5FF3CBEED2DBDECCBA5C
BEDF4ECAAE0000001737E7C0000000000000000000000000000045FF6F555FFFFEDFBFFD5BFE5FF7C9EED25BDEDCB274F6DFCE
CBAE8000001317EF80000000000000000000000000000045F76F555F7EFFDFBBFDCBFE5FF5F9D6C257FBFCD27DF41FCF6BBE80
00000313EE000000000000000000000000000000C9F75F71DF6EFFDFBBFF8BFEDFB5FBD2E2D6FBFCD27DF65FCB6BFF80000003
53EF000000000000000000000000000000C8F75F75DD3F69DFBF7F9BFADFB7BBDEE397FBFCF27DD2DBCBABDD8000002B76EE00
0000000000000000000000000002DFF77775DE3F0DDEBFFF98FAD9B7BBDEE1D7FBF4E27DD2DBEBEFDB0000002876EE00000000
0000000000000000000006DFF77375F25F8FDCBFFFB8DAD9B7BBDEE1D7F3FCE27DE6C3EBEFFB0000002CF7EC00000000000000
000000000000000FDFB53F77FEDF8FDFBEE3B9DADBB3ABDEE5D7D26C6E7BE6CBBBEFEF0000003EF7EC00000000000000000000
000000000FDFB53F77FFFF8FDFBDE3B9DBDBB38BFEF557D66D6E7BF6DBBEEFEF8000003FF7FC00000000000000000000000000
000FDFF73F577FFF87DFFDE7A9DBDBF3BBFCD55DF76DEE7FF4DBBEE7FF8000003FBBF800000000000000000000000000001FDF
573F576FEF875FF3EEADDBD373FBF9945DF7EDEE7FB45B3EE7FF8000003FB9F800000000000000000000000000003FFC5F3F77
EDEFCB5FF36EBDDBD373F3B9B0DFF7EDEE7694D93EADFD8000003F2CF800000000000000000000000000003FB4DFBE77EDEFCB
5FFB7EFD5BDB73F1F9F1DFF7EDEE7494D93EEDBD000000292EF800000000000000000000000000007E37DFFE77A2CFCF5DFB7E
FDDBDB71F9D9F9FFE36DEE7514DB3F6FFF00000021BFD0000000000000000000000000000074238FFE73A2CFCF5DFB7EFDDADB
51F9DB6FEEF26EEE6104CB1F7FF700000033B7000000000000000000000000000000B4A38DFE73A2AF8F4FFB7EF5DADB53997B
7FEED24EEF4105DB1F7FE70000003BB7300000000000000000000000000001B4A7E5F27322EF8F4FFBF6F4DBD957997BDFEED3
4EEF4515DB2F77E30000007BB7300000000000000000000000000001F68F65F27A32EF874FF3FEFCDBD0775BFBDFEED3CAEF15
357B2F77620000007F95300000000000000000000000000001F68C6DFF7AF1ED824FF3EEFDFB92775BBBFBE6D3CAEFD6377B27
37660000007FB5300000000000000000000000000005FE8CEDEFFAF1E5C04FF3EEFD3B9B675BBAFBE7D7C1CFF6BF7927B7A600
00007FBF700000000000000000000000000005EE8FEDEDFAF1E5C14FF3EEFD3B9B677B9AFFF7C7F1CFF7BF7B27A7A600000067
BFF00000000000000000000000000014EECFA9ADBAF1E5C34FF3EEFDFF9B657B9AFFF7D771CFF7AE7B05A3E600000067BFF000
000000000000000000000000346ECB89ADBAF1A1CB4F93EEF5E79FE73B3A7FF7D679EFF7AE7F0DB3C60000006FBFF800000000
000000000000000000FD6EDBD9AD92F3A3CB4FB3ECF4E79DE7393AFDF796F9EBF7BE5F0FFBCE0000006BBFF800000000000000
000000000001DD6EDBF9AD90B3A6CF49B3ECFCFF1CEF39B8FDF796FDEAF7BE7F0F7BCE0000006B9BD800000000000000000000
000001FDE6D9F9AF12BFAECF41B06CFCFF0EDB3DBAF7F796EEAEF73E7F0779CE0000006F9BD800000000000000000000000001
FDA6B9F9AF92FFAECEC9384CFC3F2FDBB5BAF7F7D6CE2EF73E7F07F9CE0000006FBADC00000000000000000000000005FDA23F
F5E3D37FEEDECC785CFE3F2BFBB4BAD7F7E6FEA6F5BC3F07FDCE0000006FFBDC0000000000000000000000000DB9A23FF5C3FB
7F7EF7DC6A7CFEFF2BF9FEBFDFF4E4FAA6F5FC3B83FD4600000067FBCC0000000000000000000000001DA8B23ED5C3FBDF7DFF
DCCA7FFEFF2FB9FEBFFFF6F4FAAEF5FE7F83FC440000006FFBCE0000000000000000000000001DE9B2BED4E3EBDF79FFDCDA77
DAE96FB9FAFFFFF676F6AEF5FE7F87FCC40000004B7BDE0000000000000000000000007DFBB39EF4E3EBBF5DFFD8DA77DAED6F
B9FBFDFFF67FF6AEFDFE7787FEC60000004A5BDF000000000000000000000000BDF7B3CEF4F33BBF5DFFD0DA77DEFD6F99FFFF
FEF6FFF6BEFD7E77875AC70000004A531F000000000000000000000001BD7F97C8FCF33BFFFD7BC05A7FDEFD6F9BEF7FFFF69F
DE3FDD7E7F8F4AC70000004B061F800000000000000000000001F95F97CCFEF33B7FFF3BC0785FDEBD6DDBED7BDDF69FDE3BDD
FC3F5F4BCF0000004B261FC00000000000000000000003F15F97CEFE733B73FEB3C0727FCEFD6DDAEDFFDDF49D9E3BDDFC3FDF
4BEE0000004B760FC00000000000000000000003F55EB7CEEE533B7FFFF3C0726F8EEDEDDAEDFFBDDCDD963FD9FE7FD55BEC00
00".decode('hex')
#print IDAT
result = binascii.hexlify(zlib.decompress(IDAT))
print result
print result.decode('hex')

print len(result.decode('hex'))



3. binwalk -e file

GIF

工具

1. ps

2. stegsolve

3. Ulead GIF 帧持续时间转换成二进制0 1或者摩斯 ·-

LSB隐写

LSB最低有效位颜色
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