2021-iFK-FEFRE WP

syj-re F 2021-06-25 20:57:15 K i 137 R

FRLE: HE

FRALE B ASCRE ERAICE, #IE_CC 4.0 BY-SA RN, HEFM BRSO s A S,
ACHERE: https://blog.csdn.net/m0_51713041/article/details/118228523

FERAL

28 FEICE 0 T
BB

2021-iFEK-EF=H
—: backdoor

2% 7 — % GoiE 5 M Socketgw 2
https://www.cnblogs.com/yinzhengjie/p/7261584 .html
https://studygolang.com/articles/14344
https://blog.csdn.net/natpan/article/details/82866619
https://blog.csdn.net/RA681t58CJxsgCkJ31/article/details/103258253

i B, MmE]
RORZEFGOESEM, f#HIDA7.63TH AT o


https://blog.csdn.net/m0_51713041
https://blog.csdn.net/m0_51713041/category_10707980.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/m0_51713041/article/details/118228523
https://blog.csdn.net/m0_51713041/category_10707980.html
https://mp.csdn.net/clock?utm_campaign=marketingcard&utm_source=m0_51713041&utm_content=118228523

void _ cdecl main_main()

{
__int64 vO; // [rsp+10h] [rbp-78h]
__int64 v1; // [rsp+18h] [rbp-76h]
__int64 v2; // [rsp+20h] [rbp-68h]
__int64 v3; // [rsp+30h] [rbp-58h]
__int64 v4; // [rsp+38h] [rbp-506h]
__int64 v5; // [rsp+48h] [rbp-406h]
__int64 val; // [rsp+506h] [rbp-38h]
const __int64 *v7; // [rsp+60h] [rbp-28h] BYREF
char **v8; // [rsp+68h] [rbp-20h]
__int128 v9; // [rsp+70h] [rbp-18h]
__int64 v10; // [rsp+80h] [rbp-8h] BYREF

while ( (unsigned _ int64)&v10 <= *(_QWORD *)(*(_QWORD *)NtCurrentTeb()->NtTib.ArbitraryUserPointer + 16LL) )
runtime_morestack noctxt();
v2 = net Listen((__int64)"tcp", 3LL, (__int64)"127.0.0.1:8721", 14LL);
if ( v3)
{
V9 oLL;
v7 = &qword_2A7260;
v8 &aaErrorConnectin;
*(_QWORD *)&v9 = *(_QWORD *)(v3 + 8);
*((_QWORD *)&v9 + 1) = v4;
= log Fatal((__int64)&v7, 2LL, 2LL);
¥
while ( 1 )
{
val = (*(__inte4 (__golang **)())(v2 + 24))();
V5 = vO;
if (vl )
{
v9 = OLL;
v7 = &qword_2A7260;
v8 = &aaAcceptingConne;
*(_QWORD *)&v9 = *(_QWORD *)(vl + 8);
*((_QWORD *)&v9 + 1) = v2;
log Println((__int64)&v7, 2LL, 2LL);
¥
HIDWORD(v@®) = HIDWORD(val);
vl = v5;
runtime_newproc(16u, (char)&off 2D2A90, val);
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void _ golang _ noreturn main_handleConnection(__int64 al, _ int64 a2)
{

runtime__type @ *v2; // rdi

void *v3; // rsi

__int64 v4; // rax

_QWORD *v5; // [rsp+8h] [rbp-78h]

__int64 v6; // [rsp+8h] [rbp-78h]

char v7; // [rsp+18h] [rbp-68h]

__int64 v8; // [rsp+20h] [rbp-60h]

__int64 v9; // [rsp+28h] [rbp-58h]

__int64 v10; // [rsp+30h] [rbp-56h]

unsigned _ int64 v11; // [rsp+56h] [rbp-306h]

__int64 addr; // [rsp+58h] [rbp-28h]

__int64 cmp_data; // [rsp+60h] [rbp-20h]

void *retaddr; // [rsp+80h] [rbp+@h] BYREF

while ( (unsigned __ int64)&retaddr <= *(_QWORD *)(*(_QWORD *)NtCurrentTeb()->NtTib.ArbitraryUserPointer + 16LL|
)
runtime_morestack_noctxt();
runtime_newobject(v2, v3);
cmp_data = (__int64)v5;
OXCF6E7633149F46F5LL;
= OxD33674C27C6FE28ALL;
OxF592D63BE79440D9LL ;
0xD33CF4COB83EOO1BLL;
0x8B615DC202F30A50LL ;
0x181C7380D6FF6BBLL ;
runtime_makeslice((__int64)&dword 2A73E0Q, 1024LL, 1024LL);
for ( addr = v4; ; v4 = addr )
{
V6 = V4;
(*(void (**)(void))(al + 40))();
if ( 1v9 )
{
if ( (unsigned __int64)(v8 - 1) > 0x400 )
runtime_panicSliceAcap(a2, v6);
vlil = v8 - 1;
v10 = encoding base32_  ptr_Encoding EncodeToString(encoding base32 StdEncoding, addr, v8 - 1, 1024LL, v§
, OLL);
if ((v9 == 24 ) [ /AR 2 G ERF R KER G Z24
{

runtime_memequal(); //tbase3 2% 2 Ja 7R &
if (v7)
{
V9 = 1024LL;
main_Decrypt(cmp_data, 48ulLL, 48LL, addr, vil);
if ( vie )
v8 = (*(__inte4 (__golang **)(__int64, _ int64))(al + 890))(a2, v1e);
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((__int64)&
< (unsigned int)as; =

(v23, v27);
if (
(v23, v27);
*(_DWORD *)( + 4 * Yoj=R =y & 3) < @x20 ? *(unsigned __int8
}

I ( > »  } » }J
= (unsigned 1nT){(v31l - 1),
if ( v31 <= )
(v24, v28);
= *{unsigned int *)(v3@ + 4 * );
if ( (unsigned int) < 4% (int)v31l - 7 || (unsigned int) > 4 * (int)v3l - 4 )
return OLL;
(__inte4)& =
for ( x ' + 1)

hitps://blog.csdn.net/m0_51713041

+= 1640531527 )

({_inte4)v23, v24);

(16 * *{_DWORD *)( . 4" )}) + ({4 *

& 3:
\.
)}

((__int64)v23, v24);
“ ({*(({_DWORD *) t
((__inted)v23, v24);
= *(_DWORD *)( ) -
*(_DWORD *)( ) : hitps://blog.csdn.net/m0_51713041

((__int64)v23, v24);
((*((_DWORD *)key +
)
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unsigned int key[] = {0x61313067,0x6142676E,0x30646B63,0x7230};
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ttdefine DELTA ©x9e3779b9
int main()
{
unsigned int v[] {0x149F46F5, OxCF6E7633, Ox7C6FE28A, 0xD33674C2, OxE79440D9, OxF592D63B, OxB83EOO1B, OxD3
3CF4CO, Ox02F30A50, 0x8B615DC2, OxOD6FF6BB, ©x0181C738};
unsigned int key[] {0x61313067,0x6142676E,0x30646B63,0x7230} ;
unsigned int sum 0;
unsigned int y,z,p,rounds,e;
int n 12;
int i 0;
rounds 6 52/n;
y = v[e];
sum (rounds*DELTA)&Oxffffffff;
do
{
e 2 BE
for(p=n-1;p>0;p--)
{
z = v[p-1];
vipl = (vip] - ((((z2>>5)"(y<<2))+((y>>3)"(z<<4))) ~ ((key[(p~e)&3]"z)+(y " sum)))) & Oxffffffff;
y = vlpl;
)i
z v[in-1];
vie] = (v[e] - (((key[(p~e)&3]*z)+(y ~ sum)) * (((y<<2)"(z>>5))+((z<<4)"(y>>3))))) & oxffffffff;
y = v[e];
S (sum-DELTA)&Oxffffffff;
}while(--rounds);
for(i=0;i<n;i++)
{
printf( > ¥((char*)&v[i]+0),*((char*)&v[i]+1),*((char*)&v[i]+2),*((char*)&v[i]+3));

return 0;
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I designed a very HARD challenge for you, please enjoy~
How-to-run:

1. Install Icarus Verilog

2. > vvp ./chal

#EEIcarus Verilogl13CAY, MWHE—LIRATHHr e FH B2
https://github.com/steveicarus/iverilog/blob/master/vwp/README .ixt#L 852
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https://github.com/steveicarus/iverilog/blob/master/vvp/README.txt#L852

S_eeees2dlbacedae® .scope module, "main" "main" 2 1683;
.timescale @ @;

_ve .var "_ve", 31 @;

vl .var "_vi", 31 @;

char_idx .var/i "char_idx", 31 @;

veeeea2elbbas97ce_@ .var "clk", @ @;

delta .var "delta™, 31 8;

veeeee2elbbas9728_@ .net "done™, @ @, L_e8888281bbceb2de; 1 drivers

enc_v@ .net “enc_ve", 31 @&, L_eeeee201bb8taldd; 1 drivers

enc_vl .net "emc_vl", 31 @, L_eeeee281bbsebs518; 1 drivers

veeees2elbbac8b4e @ .var/i "file", 31 8;

i .var/i "i", 31 09;

input_char .var/s "input_char", 31 ©;

k@ .var " ", 31 @;

ki .var "k1", 31 @;

k2 .var "k2", 31 @;

k3 .var "k3", 31 @;

ok .var/i "ok", 31 @;

reset .var “reset™, @ @;

round .var/i "round”, 31 8;

veeeee2elbbas9%eR@_0 .var/s "valuel™, 31 @;

vARRAR?AThhar9daR A wvarfs "wvalua1l™ . 3I1 A htTFJS:.".J'blUg.CSd”.”EUl’ﬂD_b'] 713024
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= chal L]

Y > CTF COMPETITIONS lichur = cha

.scope 5_ooeee2elbacedael,

I35 / /B — A 0)
%wait E_00008201bb7eed20;

%load/vecd round;
%cmpi/e ©, @, 32;
%jmp/@xz T_3.0, 4;
%load/vecd4 enc_ve,;
%cmpi/ne 3208527578, @, 32;
%flag_mov 8, 4;
%load/vecd4 enc_vi;
%cmpi/ne| 423585179, |@, 32;
%flag or 4, 8;
%jmp/@xz T_3.2, 4;
%pushi/vec4 @, 8, 32;
%store/vecd4 ok, @, 32;

Teiam2 =
%load/vecd4 veeeee2el1bba68fae_8;
Xstore/vec4 _ve, @, 32;
%load/vec4 voee08201bbab88co_B8;
%store/vecd _vi, @, 32;

T_3.0 ; /1R — &Ry
%load/vecd round;
%cmpi/e 1, @, 32;
%jmp/@xz T_3.4, 4;
%load/vecd enc_ve;
%cmpi/ne| 699878777 @, 32;
%flag mov 8, 4;
%load/vecd enc_vi;
%cmpi/ne|1677©986823) ©, 32;
%flag_or 4, 8; https:/blog.csdn.netim0_51713041
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Oxbf3e3eda,0x193f659b,0x29b74d79,0x63f67c27,0x6330fb62,0xCce7d5340,0xd29371e9,0xae2f0140,0x87ab6341,0x2069c5d, Oxe
10392fe, Oxbb0e1442

R ZEERIEHBES R AW SR
ATLAE Ul 4,

%jmp/@xz right_label, 4;

%pushi/vec4 @, 0, 32;

32;

S,

%store/vecd4 ok, O,
right_label ;

nload/vecd ok;

%cmpi/ne ©, ©, 32;

%jmp/@xz fault_label, 4;

%vpl_call 2 1661 "$write"”,

%jmp finish_label;
fault_label ;

%vpi_call 2 1663 "$write"”,
finish_label ;

%vpli_call 2 1664 "$finish"

R ARERIET

5
%pushi/vecd4 0, 0, 1;
v00000201bba697c0 0, 0, 1;
9, 9, 32;
%store/vecd4 char_idx, 0,
%pushi/vecd 1, 0, 1;
%store/vecd
%pushi/vecd 1, 0, 32;

ok, 0, 32;
2654435769, O,
delta, 0, 32;
3735928559, 0O,
ke, @, 32;
3405691582, 0O,
ki, @, 32;
269488144, 0O,
k2, @, 32;
16843009, 0O,
k3, @, 32;
1771 "$write"
1772 "$" 32,
%store/vecd file, 0, 32;
%load/vecd file;

%cmpi/e 0, 0, 32;

T 5.0, 4;

%store/vec4d
%pushi/vec4d
32; //char_idx = @

reset, 0, 1; //reset
// ok =
32;
//delta
32;
// ko =
32;
// kil
32;
// k2
32;
// k3 =

%store/vecd
%pushi/vec4
%store/vec4d 2654435769
%pushi/vec4
%store/vec4d 3735928559
%pushi/veca
%store/vec4d 3405691582
%pushi/vec4
%store/vec4d 269488144
%pushi/vecs
%store/vecéd 16843009
%vpi_call 2

%vpi_func 2 "flag" {0 0 0};

%jmp/0xz
%vpi_call 2 1774

%vpi_call 2 1775 "$finish" {@ © 0};

"$write", "Invalid flag\e12" {30 @ ©};

//Congratulations

"Congratulations~\012" {© © 0}

//Invalid flag
"Invalid flag\ei2" {e e e};

{e @ e};

hitps://blog.csdn.net/m0_51713041

, "Checking, please wait...\e@12" {0 @ 0},




X HBEBE T deltaflikey, 235H)%:

©x9e3779b9
Oxdeadbeef,0xcafebabe,0x10101010,0x1010101

WEtREdelta, CLEZEST, WUBERRTEA, HIFEAREHAERKRE

HZEE HCHARS 2lflag:

ttinclude <stdio.h>
ttinclude <stdint.h>

/ /I R A
void encrypt (uint32_t* v, uint32_t* k) {
uint32_t ve=v[0], vi=v[1l], sum=0, i; /* set up */
uint32_t delta=0x9e3779b9; /* a key schedule constant */
uint32_t ke=k[@], kil=k[1], k2=k[2], k3=k[3]; /* cache key */
for (i=0; i < 32; i++) { /* basic cycle start */
sum += delta;
vl += ((v1<<4) + ko) ~ (vl + sum) ~ ((v1>>5) + k1);
vl += ((v@<<4) + k2) ~ (v@ + sum) ~ ((ve>>5) + k3);
} /* end cycle */
v[e]=ve; v[1]=v1;

/ /1R R
void decrypt (uint32_t* v, uint32_t* k) {
uint32_t ve=v[0@], vi=v[1], sum=@xC6EF3720, i; /* set up */
uint32_t delta=0x9e3779b9; /* a key schedule constant */
uint32_t ke=k[@], ki1=k[1], k2=k[2], k3=k[3]; /* cache key */
for (i=0; i<32; i++) { /* basic cycle start */
vl -= ((v@<<4) + k2) ~ (v@ + sum) ~ ((v@>>5) + k3);
vl -= ((vl<<4) + ko) ~ (vl + sum) ~ ((v1>>5) + k1);
sum -= delta;
} /* end cycle */
v[@]=ve; v[1]=v1;

int main()
{
uint32_t array[] = {0xbf3e3eda,0x193f659b,0x29b74d79,0x63f67c27,0x6330fb62,0xce7d5340,0xd29371e9,0xae20140,
Ox87ab6341,0x2069c5d,0xe10392fe,0xbb0el442} ;
uint32_t key[4] = {0xdeadbeef,0Oxcafebabe,0x10101010,0x1010101};
int i = 0;
for(i=0;i<12;i+=2)
{
uint32_t temp[2];
temp[@] = array[i];
temp[1] = array[i+1];
decrypt(temp, key);
printf("%ckhchchcrckhekheke” ,*((char*)&temp[0]+3), *((char*)&temp[0]+2), *((char*)&temp[0]+1), *((char*)&temp[
01+0),*((char*)&temp[1]+3),*((char*)&temp[1]+2),*((char*)&temp[1]+1),*((char*)&temp[1]+0));
b
//flag{d88ca56a-b934-11eb-8529-0242ac130003}
return 9;
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