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input your
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Inports

Exports

Navigator Scale: 1 pixel = 1024 bytes; Range: 00401000-0040cooo & X | P @ O [Ne debugger = | el (s
S I % scditional display: M B @ Hex Viev-1 & Structures

Library i Bl Regular 1 M Inst Une  External M Lunina £ pop ebx -

[7] _memepy s short loc_481135

(7] _strtol —i

[7] _strtoxi 2

[F] _strchr a5

[F] _strstr : ; File| [loc_d@1@5F:

(7] _strnemp fset Stream mov al, [esp+ebx+7@h+var_5C]

[F] _alloca_probe [Filbuf test  al, al

7] crtMessageBoxA L, 4 jz short loc_4016B8

[F] _strncpy > 60

[F] _free_osfhnd

[7] _get osthandle ¥ Text search (slow!)

7] _memcpy 0

7] _close String [l

IE 7fI'EEbLIf D Match case

%JP:ZPtSt R W Rrilers ermmmeicn
__crtGetStringType o

Tdentif

[F] __crtlcMapStringA I il e

7 stment [ search 1p

7] toupper [JFind all ecourrences
RtlUnwind

—F s o[ ol

, oCh

Help
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e e i m e — not ecx

sub edi, ecx
lea edx, [esp+7@h+var_48]
mov esi, edi
mov ebp, ecx

100.00% (281,2071) (1,163) 00001025 00401025: main+25 (Synchronized with Hex View-1)

Output vindow

o & x
LoadLibrary(F:\ida\plugins\idapython3.d1l) error: %1 FRFHH winz2 EAERF. n
F:\ida\plugins\idapython3.d1l: can't load file
40102F: variable 'v6' is possibly undefined
4Q1QEE: variable 'v7' is possibly undefined
40134B: using guessed type _DWORD _cdecl sub_46134B(_DWORD, _DWORD);
Command "AskNextText" failed v

we |

AU: idle Down Disk: 97GB

P ERBENMEERINE O o @ ¢ K I @

KA 1TH A\ Kplease input

B~ B s

vV

=

loc_40101A:

mov ecx, 8

xor eax, eax

lea edi, [esp+78h+var_483]
push offset aPleaselnputYou ; "bleaSe input your serial:"
rep stosd

stosw

stosh

call sub_40134B

lea eax, [esp+74h+var_5C]
push eax

push offset as ; "%s"
call _scanf

lea edi, [esp+7Ch+var_5C]
or ecx, BFFFFFFFFh

xor eax, eax

add esp, @Ch

repne scash

not ecx
dec ecx
cmp ecx, 11h

ja loc_4e11eD

M5Bk

“ IDA - 18a51cbc365c488f89c9feee59868ea5 (6).exe.idb (18a51cbc365c488f89cafeee53868ea5 (6).exe) C:\Users\86136\Desktop\Ezhi\18a51cbc365c488f89c9feee53868ea5 (6).exe.idb

CSDN @4

X
File Edit Jump Search View Debugger Lumina Options Windows Help
Wavigator Scale: 1 pixel = 1024 bytes; Range: 00401000-00400000 41 X = P Wo dsbugzer -]t
ST % sdditional display: - a Pseudocode~s B [0 Hex Wiev-1 [ [A] Structwes 1 E Enms <] Inports [ @ Exports )
Library { Bl Regular § Bl Ins1 Une | External Bl Lunina £// [esp+0h] [ebp-70h] A
7| int v7; // [esp+oh] [ebp-70h]
8| char Buffer[2]; // [esp+12h] [ebp-5Eh] BYREF
9| char v9[20]; // [esp+14h] [ebp-5Ch] BYREF
10| char v18[32]; // [esp+28h] [ebp-48h] BYREF
11| __intl6 v11; // [esp+48h] [ebp-28h]
12| char v12; // [esp+4Ah] [ebp-26h]
13| char vi3[36]; // [esp+4Ch] [ebp-24h] BYREF
14
_alloca probe 15| strepy(v13, "437261636b4d654a757374466T7246756e");
__crtMessageBoxA 16/ while (1)
strncpy 17| {
free ocfhnd 18| memset(v10, O, sizeof(v10));
- 190 vl o= e
_ get_osfhandle 20 vi2 = 0;
21| sub_401348(kPleaseInputYou, v6);
K 22)  scanf("%s", vo);
freebuf 23 if ( strlen(v9) » Ox11 )
A forra 24| break;
—ptap 25| for (i=0; i <17; ++i )
__crtGetStringTypeA 26, {
__crtLCMapStringA 27|
strent 28
toupper 29
RtlUnwind | @ 39 r, R, vA);
< > 31 strcat(vie, Buffer);
A 32 ¥
Line 122 0f 122 33 if ( Istremp(vie, vi3) )
4 craph overvier o s x U3 sub_401348(aSuccess, v7);
35| else
36| sub_40134B (alirong, v7);
EV/EY
38| sub_40134B(aWrong, v7);
39| result = --Stream._cnt;
00001025 main:21 (401025) v
Output window o & x
o vy - ~
F:\ida\plugins\idapython3.d11: can't load file

40102F: variable 'v6' is possibly undefined
4Q1QEE: variable 'v7' is possibly undefined
40134B: using guessed type _DWORD __cdecl sub_40134B(_DWORD, _DWORD);




Command "AskNextText" failed

Search completed v
ioc

2U: idle Down Disk: 976B
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® B ~ G5 sl

EMEY, X—BHERBRE: KBEZENMERFEANFZRFENSVI3ZE AT, REHBRERMALER, vI3XRK
FEE163E ], B pythonfs #id SRR AT

strepy(vi3, "43726 4a757374466F7246756e") ;
while ( 1)

{
memset(v1io, @, sizeof(vio));
vlil = @8;
V12 = 8;
sub_40134B(aPleaselnputYou, vo);
scanf("%s", v9);
if ( strlen(v@) > @x11 )
break;
for (1 =@; 1 < 17; ++1 )
{
vl = vo[i];
if ( lva )
break;
sprintf(Buffer, "%x", vi);
strcat(vle, Buffer);
¥
if ( Istremp(via, vi3) )

5ub_49134 s

else
sub_40134B(alirong, v/);

¥
sub_40134B(allrong, v7);
result = --Stream._cnt;

if ( Stream. cnt < 8 )

return _filbuf(&Stream);
++Stream._ptr; .
return result; CSDN @b =8I i
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File Edit View Navigate Code Refactor Run Tools VCS Window Help
python {888 ) & main.py &~ ® main ¥
e main.py
s@ytes.fromhex(
int(s)

B Project

~

main

|"F:\Dv‘thnn f3\venv\Scripts\python.exe" "F:/python f3/main.py"
b'CrackMeJustForFun'

Process finished with exit code ©

Structure

M Favorites

=T0D0 @ Problems Terminal & Python Packages @ Python Console Q Event Log
1:1 (82 chars, 1 line break) CRLF UTF-8 4spaces Python 3.10 (python

(=]

serial :CrackMe JustForFun

input your serial:
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Who's there?
UDP.
UDP who?
Congrats, you hacked me!
$ rm -rf / : Permission denied #define YOU "massive failure" ooo;o I? 4 X o ozR o|loooooo? @? € oofFoo)ootox?20%2$" @ B © Aoo?B

o\?o0 o0?0f%o0 o o o Do
ffooo p?oo o o t?o o o Foof offioooc ttoo fHoo

[ooo opkm 8 ocooolo oo ooo? ofon oo ? o#joo |70 IHoofioo  ooffoofooiEooifion oo
oo ? oo D?2oDo & o ? o o plopo € oo ? oo 8oo?? o ? o o fEoo? o o ? o Foo? , o ? o fidoo? o ? o
oo o o o€ -oo o €0 ? o 420 oo H2n o h’c oo ®oo oo oo oo $#oo oo t?0 oo #oo oo B
0?0 oo D?o oo p?o o
#800 oo Moo oo Foo oo fdoo oo oo oo p?lo oo t20 oo X0 oo [0 oo Po oo plo oo oo oo Moo oo ooo 0?0
op?c ooo @?oo oolo Eoo o oGo co #Ffoo ono #flloo o?uo o ? o ? oo oo? oo oo? o ? ? Do oo? Booo oo? o ?

rClasses _ TMC END__ _ITM_registerTMCloneTable strs _init

& >
647, E247 100% Macintosh (CR)  ANSI
B O EREEA RS O H @ € w @ a4 ~ B g

RIEEH T i3 £9447{This_is_a_flag}
JEARXTT !

amazing

python-trade



D | &) meme_ mws x | © =8 % | b python-trade-Sc X | \} ME5tHF--pythor X | [T) python=Ei% -7 X | \Q python-trade-3i x | [0 Swm-csonmE x | () ) EAAEET x | +

G @ https://tool.lu/pyc/
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S

#!/usr/bin/env python
# visit https://tool. lu/pyc/ for more information

import base64

def (message)

for i in message

x = ord(i) " 32
x=x+16
s = chrix)
return baseB4. bfdencode (s)
correct =’ X1NkVmtUI1MeXWBZXCFeKY+AaXNt’

flag = "’

flag = raw_input ()

if encode(flag) correct
print ’correct’
else

print ' wrong'

ZE{k(Beautifv) R#E(Download)

RO ExEHNFEERNRE o

o

te ® =
X B REHB— A pyc XXk giFER TR, 7] LAEREZLpython &4 iF
W dikaliml DL R 8023, F4r4pip install uncompyle, FZ% HEERiR
22X AXINKVmtUM MgXWBZXCFeKY+AaXNt
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nal B Lunina {1 main(int argc, const char **argv, const char **envp)

21t

3| dint v3; J/ eax

4 ml281 v5; // [esp+@h

5/ int v6; f/ [esp+1Ch] |

6| char v7[32]; // [esp+2( YR

8 vs = mm_loadu sil128((const  ml1281
o| LOWORD(vG) = @;

10| printf(&byte 413EAC, v5.m128i i64[0], v5.m128i_i64[1], 1129608324, 8210004, B, v6);
11| printf(&byte_413E60);

12| printf(&byte 413E80);

13| scanf("%s", v7);

14 = strcmp(vs.ml1281 i8, v7);

15| if ( v3 )

16 vi=vwv3i<@?-1:1;

17 if ( v3 )

18 printf(aFlag);

19] else

alel [N I N i [ T



https://tool.lu/pyc/

29 PULIL (ar LagaeL ),
21| system("pause");

221 return @;

23

RITAAER], A

LLULLLIA 1 Dot i ser wamiun e Lo v P R R PR T VT R VR RS )

® |.rdata:@0413E1B align 4
* |.rdata:®0413E1C allnd db '"1#IND",0 ; DATA XREF: _$I1e OUTPUT+E@To
" |.rdata:@0413E22 align 4
.rdata:@0413E24 ; const char allnf[]
" |.rdata:@0413E24 allnf db "1#INF',0 ; DATA XREF: _$I1@ OUTPUT+EFto
* |.rdata:@0413E2A align 4
.rdata:@0413E2C ; const char alQnan[]
" |.rdata:@0413E2C alQnan db "1#0MAN" F: $I16 OUTPUT:loc_4@F13CTo
" |.rdata:@0413E33 align
" |.rdata:@0413E34 xmmword 413E34 xmmword 3074656D30633165577B465443545544h
.rdata:@0413E34 5 DATA XREFT™ _main+181r
" |.rdata:®0413E44 qword 413E44 dq 7D465443545544h ; DATA XREF: _main+271r
.rdata:@0413EAC ; const char byte 413EAC
" |.rdata:®0413E4C byte 413EAC db @BBh ; DATA XREF: _main+lAto
" |.rdata:@0413E4D db @B6h
" |.rdata:@0413E4E db @D3h
" |.rdata:@0413E4F db @ADh
" |.rdata:@0413E50 db @Ceh
* |.rdata:@0413E51 db @B4h
" |.rdata:@0413E52 db @B5h
" |.rdata:@0413E53 db @BDh
" |.rdata:@0413E54 db 44h ; D
" |.rdata:@0413E55 db 55h ; U
" |.rdata:@0413E56 db 54h ; T
" |.rdata:@0413E57 db 43h ; C
" |.rdata:@0413E58 db 54h ; T
* |.rdata:@0413E59 db 46h ; F
" |.rdata:@0413E5A db @DFh
" |.rdata:@0413E5B db @CFh
* |.rdata:@0413E5C db ®Ah
® |-rdata:@e413E5D db ]
® |-rdata:@@413E5E db ]
® |-rdata:@e413E5F db ]
00013234 00413E34: .rdata:xmmword 413E34 (Synchronized with Hex View-1)

CSDN @#L

— AT

red CSDN @i #)JThuiE
T N .
BB S BHAT, B vascillid,
a IDA - b5c583c7d2664a4dad2ef2d790732f09.exe C:\Users\86136\Desktop\EiA\bSc583c7d2664a4dad2ef2d79073209.exe
File("Edit Juinp Search View Debugger Lumina Options Windows Help
Nav By Ctrl+C anga: 00401000-00419000 E& X | B @ O [No debugger | %l (s
: | Abort selection Alt+L : B Pseudocode—4  [1] B Hex view-1 [ Structures [ Erums (x] Inperts

[ Selectall ¢ [ External Ml Lunina 1 60413E14 alSnan db "L#SNAN',8 s DATA XREF: _$110_OUTPUT+C7To
5l Select identifier Shift+Enter " |-rdata:@e413E1B align 4

= Undo Ctrl+Z ® [.rdata:08413F1C allnd db "1#IND',0 ; DATA XREF: _$I1@_OUTPUT+E@to
& _ Redo Cod Culey * |.rdata:e0413E22 align 4
75 €do Lode T .rdata:@e413E24 ; const char allnf[]
Flu  Exportdata Shift+E ® |.rdata:00413E24 allnf db "14INF',0 ; DATA XREF: _$T10_OUTPUT+EFTo
i ® |.rdata:@0413E2A align 4
.rdata:@e413E2C ; const char alQnan[]

“|.rdata:00413E2C alQnan db "1#QNAN®,@ ; DATA XREF: _$I10 OUTPUT:loc_4@F13Cto
® |.rdata:00413E33 align 4
n ? [ rdata-00412F24 vmmuward 413E34  xmmword Bl pladaa el e e Ny okt et a kY Vil
3
A T UATA XREF: _maln+l@tr
13E44 dq 7D465443545544h ; DATA XREF: _main+27tr
char byte_413E4C
b E4C db @BBh ; DATA XREF: _main+lAto
Pascal style (1 byte length) :E ggi:
; Operand type ' ¥ Wide pascal (2 byte length) db @ADh
Somments " ¥ Delphi (4 byte length db eceh

5 P yt 9
_ Segments ' F Unicode db @B4h

— »

BT ¥ Unicode pascal (2 byte length) db 85h
P 9
— Functions r e db @BDh
¥ Unicode wide pascal (4 byte length) -

— Patch program v 8 p i g db 4h ; D
F_ h . - rdata:08413E55 db 55h ; U
il @iner * | rdata:00413E56 db Sah ;T
Plugins D * |.rdata:00413E57 db 43h ; C
7;"";}'"" ® |.rdata:0a413E58 db 54h ; T

__lock file2 * |.rdata:@0413E59 db 46h ; F
[7] _unlock_file * |.rdata:00413E5A db @DFh
_unlock_ﬁlez ® |.rdata:@0413E5B db @CFh

. oA

LocaleUpdate::_LocaleUpdate(localeinfo_strt -rdata:08413E5C db  @ah

- N - ® |.rdata:0a413E5D db 5]
check float_string ) .
— e v ® |.rdata:@0413E5E db ]
< > * |. rdata:00413E5F db 2]
Line 1 of 305 00013234 00413E34: .rdata:xmmword 413E34 (Synchronized with Hex View-1)
Output window

b = N N TSN @ht 2 Tz
4Q4215: propagate_stkargs: function is already typed CSDN @hS7HI70)




BEEG, £RXKXDUTCTF{We1cOmetODUTCTF}

.rdata:

L
B

aDutctfllelcBmet d

YU413EL4 alsnan ap  LFSNAN LY 5 UDAIA RKEF: _$116_UUIPUI+L/TO
00413E1B align 4
00413E1C allnd db "1#IND’,0 ; DATA XREF: _$I10 QUTPUT+E@ToO
00413E22 align 4
A413E24 ; const char allnf[]
00413E24 allnf db "1#INF',0 ; DATA XREF: _$I10 OUTPUT+EFto
:00413E2A align 4
:@0413E2C ; const char alQnan[]
:00413E2C alQnan db *1#QNAN",O ; DATA XREF: _$I16_OUTPUT:loc_48F13Cto
rdata:00413E33 afign 4
3E
3E
3E4

=
[ T o T v I o TR s T v T O O
= B =

=}

data:00413E34 A XREF nain+107Tr
rdata:06041 C ; const char byte 413
data:00413E4C byte 413EAC db @BBh ; DATA XREF: main+lAto
rdata:00413E4D db @B&h
rdata:00413EAE db @D3h
.rdata:00413E4F db @ADh
.rdata:00413E50 db eCeh
.rdata:00413E51 db @B4h
.rdata:00413E52 db @B5h
.rdata:00413E53 db @BDh
.rdata:0e413E54 db 44h ; D
.rdata:008413E55 db 55h ; U
.rdata:0e413E56 db 54h ; T
.rdata:0e413E57 db 43h ; C
rdata:00413E58 db 54h ; T
rdata:00413E59 db 46h ; F
rdata:00413E5A db @DFh
rdata:00413E5B db @CFh
rdata:00413E5C db ©Ah
.rdata:08413E5D db ]
.rdata:00413E5E db ]
.rdata:00413E5F db 0
.rdata:00413E60 ; const char byte 413E6O . .
00013234 00413E34: .rdata:aDutctfWelcOmet (Synchronized with Hex View-1) S I A

game



XA H AR

B | C:\Users\86136\Desktop\I[\a0f2af3857614c459dd3b9d9232210df (1).exe X

WO EREOAGERRONE O H @ ® W R M BB ~ G5 53
S FideaiTFF ik

Hhflag— R TER

BT, BAS, TIRE, BEES, RENE—T:

F-REEEPER, BZRE (1) FRITAHRIMELSMT, TURKIRKlagR T IER

(2) fTHFidea, HBImainslE /M H AT EMRBAM 4, REEFSHENBIHNRE, FXMBERuAHEBagh), 7 kfalgiti
BEEEREMENZRE, RERMITHR, EstingBREER, WEH LM, BREXNEE 2 H B pythons 7] LIE 4

(3) —fckvifhitiflag, AR AfalgldXFEFRIHER, BreAdiRA Blflaght KW IEER, SM0A E BT ARETT 50T, B3
BABEAKITH, MR NLBRGEENERERT .

(4) BsE— B AN TR RZidea GEIF ERAE) , python, R Uiolldybgeth &, TRiKiR.
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