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1. @EREANNE CUFEFMENERBRARME) , ERETEMGE, Hbinwalk 2RI LAzipSXAFH):

~/buu oj

DECIMAL

uncompressed size: 184

ht

2. MRFEJG 30 A B Bl — B A A — AN MZip B4, 4 B Mlasd e —kE, #R2—7KIE K good-C. &
I jpg Fl—ANiflag. i “qwe” E 45 .«

3. A E ‘good-BA I jpg" R RMFHE, XETHT — MRS EE L Esteghide, F— Tsteghidefl{EEF, 2¥—
MR AN Bljpg 30, XIEB R EIE, steghide extract -sf good-B&3f. jpg HEXSCAIREHI SR, 15 F]ko.txt
THEEIESHBENL: bV1getowZDJifr7

~/buu 0j/_123456¢cry.jpg.extracted/asd
5 good-E & #H.ipg

Enter passphrase:
wrote extracted data to "ko.txt".

~/buu o0j/_123456¢cry.jpg.extracted/asd
x 1 root root 29992 4H 30 16:42 good-EE& H .jpg
1 root root 48 4H 30 17:36 ko.txt
% 1 root root 184 48 30 bi42 que.zlp

~/buu 0j/_123456¢cry.jpg.extracted/asd

741

| A [root/.cache/.fr-Oppg9s/flag.txt - Mousepad
XHHF) fRIB(E) #ZR(S) ME(V) 3XE(D) #HBENH)
E5 BEEEA rootikF, BRIESRSENRL,

ko.txt flag.txt
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H8, FdayeE1ERMEEEDEEMEEXMHEF, KWATEXM, #EKpasstdFiflag:
flag{ba8e6c6f35a53933b871480bb9a9545c¢}
W DE WebE53 V1.2.9 iR kA2 http://www.d99net.net/

D& Web B3 aamsE

FERRBLSFTIR, SEAEEIRENETA, LERBETTE2RS

D\

HiEus |C:\Users\hdministrator\Downloacls"\ctf -
e [SERE SUREINE () FRTEEBIE (5 B

i | 3 | iR | #ou)h | #22kadiE

[ C:\Users\Administrator\Downloads\ctf\admin\global. php 3 (ATEIEval 5] {Z80: [$HoticeCode] basefd_deco. .. 26332 2015-04-23 09

540 \Wsers\Administrator\Dowrloads\ct fimemberizp. php

Bl zp.php - ig==F

basefd_decodefi |sy=temtflfT [passthruffl T |shel. .. 58101 | 2015-08-24 16

IR HgEE) EIU(O) 'R BEIH)

$mtime = explode(' ', microtime());

$starttime = $mtime[1] + $mtime[0];

define('SA ROOT', str replace(\\', '/', dirname(_FILE )).'/";

define('SELF’, $_SERVER['PHP_SELF'] ? $ SERVER['PHP_SELF'] : $ SERVER

['SCRIPT_NAME');

define('IS_ WIN', DIRECTORY SEPARATOR == "\\");
define('lIS GPC', get magic quotes gpc());

$dis func = get cfg var('disable functions’);

define('IS PHPINFQO", (leregi("phpinfo”,$dis func)) 2 1:0);

if(1S GPC) {

$ POST = s array($ POST);
}
$P = $ POST;

unset($ POST);

//echo encode pass(‘angel’);exit;
//angel = ba8e6c6f35a53933b871480bb9a9545¢

/1 MR REZBRAE, B2 XSRS, B AR ERIE

$pass = PEREJGIEEEEEREE YAV W EERY RN - //angel

Windows (CRLF) &8 31 7,

B FF AR ALY
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gift.pcapng

#4351 100%




figt i

1. wiresharkiTF3C M, EERhttpiit (R B k2K S &Y, KSENE—EZhtpiERPIRRZK)D , K54 hadmina,

&

“Aadminb

Wireshark - I8 HTTP i (tcp.stream eq 0) - gift.pcapng

POST /index.php?r=member/index/login HTTP/1.1

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash, */*
Referer: http://192.168.60.123/index.php?r=member/index/login
Accept-Language: zh-cn

Content-Type: application/x-www-form-urlencoded

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.@ (compatible; MSIE 6.@; Windows NT 5.1; SV1)
Host: 192.168.60.123

Content-Length: 129

Connection: Keep-Alive

Cache-Control: no-cache

Cookie: PHPSESSID=ubkh99eqgpdapgeensstkimnad

GEEEET R EY e EET ] il|s& c ook Time=0&checkcode=5129&returnurl=http#3A%2F%2F192.168.60.123%2Findex.p
hp#%3Fr#%3Ddefaul t%2Findex%2FindexHTTP/1.1 3@2 Found

Date: Wed, 83 Dec 2014 85:51:53 GMT

Server: Apache/2.2.15 (Cent0s)

X-Powered-By: PHP/5.3.3

Centent-Type: text/html;charset=UTF-8

Pragma: no-cache

Expires: Thu, 19 Nov 1981 ©8:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=@, pre-check=0

Set-Cookie:
yx_auth=da73XtTCqWpRWNZ2Fi54TTalmw]LXubIffS392Ux204RQXYYFOSUWKANOTeu8LaeOHre7AdsDITqgLLMrc6lItPgiq
V5BA613Q4Mw; path=/

location: http://192.168.6@.123/index.php?r=default/index/index

Content-Length: ©

Connection: close

Content-Type: text/html; charset=UTF-8

2. $t#E )5 FHkali linuxfir 4 echo -n adminaadminb|openssl md5

]

fflag: flag{1d240aafe21a86afc11f38a45b541a49}
m P

adminaadminb
(stdin)= 1d24@aafe2laBbafcllf38a45b541a49
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HiEmmlF, #2BIFEE T AF5-Steganography

T #J5 T JFF5-Steganography3C 32, 47454 java Extract /... (CH#E)/Misc.ipg

~fbuu oj

ograpny

s} ~/buu 0j/F5-steganography
Extract /froot/buul oj/Misc.jpg

e



https://github.com/matthewgao/F5-steganography

Picked up _JAVA_OPTIONS:

Huffman decoding starts
Permutation starts
309504 indices shuffled
Extraction starts

Length of embedded file:

(1, 31, 5) code used

-
L

EHE 261
—TWXTWXTWX
drwxrwxrwx
—TWXTWXTWX
—TWXTWXTWX
—TWXTWXTWX
—TWXTWXTWX
—TWXTWXTWX
—TWXTWXTWX
—TWXTWXTWX
—TWXTWXTWX
—TWXTWXTWX
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
—TWXTWXTWX
—TWXTWXTWX
—TWXTWXTWX
—TWXTWXTWX
—TWXTWXTWX
drwxrwxrwx
—TWXTWXTWX
—TWXTWXTWX

R e e e e e T el e T o o T = T ST S S e

-Dawt.useSystemAAFontSettings=on -Dswing.aatext=true

190 bytes

~/buu oj/F5-steganography

213
4096
94
62
189
183
4685
5250
4227
5941
18007
L6}
4096
L5}
316
188706
373
63
104
4096
198
1975

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

85 bin.noise
o5 NN
a5 d

85 d.bat

B3 e

e.bat
Embed.class
Embed. java
Extract.class
Extract.java
gpl.txt

25
25
25
25
25
25
@5
@5
@5
@5
@5
@5

license.txt
lopez.bmp
Makefile
13:85 ms_d.bat
13:85 ms_e.bat
12-@5 M
13:88 output.txt
rarus-rbiipsydiblog-esdn.net/LiNa_linA_741

Gh h Oh S O O OO S Oh S Ch O Ch S Ch Eh Ch Ch N

binwalki 4 SO & B S Azip S, 3REUE 8 Biflag: flag{96efd0a2037d06f34199¢921079778ee}

DECIMAL

outpu

HEX

~/buu o0j/F5-steganography
t.txt

ADECIMAL DESCRIPTION

2}

DECIMAL

0=0

O=A8

Zip archive data, at least v2.@ to extract, compressed size: 4@, uncompressed size: 38, name: flag.txt

~/buu 0j/F5-steganography

output.txt

HEX

ADECIMAL DESCRIPTION

End of Zip archive, footer length: 22

2}

0=0

O=A8

Zip archive data, at least v2.@ to extract, compressed size: 4@, uncompressed size: 38, name: flag.txt

drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
—TWXTWXTWX
—TWXTWXTWX
—TWXTWXTWX
—TWXTWXTWX
—TWXTWXTWX
drwxrwxrwx
—TWXTWXTWX
drwxrwxrwx
—TWXTWXTWX
drwxrwxrwx

-
OUtput.txXt

End of Zip archive, footer length: 22

hitps://blog.csdn.net/LiNa_llnA_741

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

25
25
25
25
25
25
25
25
25
08

root 6]
root 4096
root 6]
root 316
root 188706
root 373
root 63
root 124
root 4096
root 1909
root 6]
root 1975
root 6]

license.txt
lopez.bmp
Makefile
ms_d.bat
ms_e.bat

output.txt

sl output.txt.extracted

85 readme.md
o5 I

Ch Ch Eh S Ch S Ch S G Eh O Eh Ch

~/buu 0j/F5-steganography

.extracted

SHRE 1
-rwxrwxrwx 1 root
-rwxrwxrwx 1 root

.-
flag.txt

7d06134199e921079778ee

~/buu o0j/F5-steganography/_output.txt.extracted

root 19@
root 38

5H
58

6 13:09 @.zip
6 13:09 flag.txt

~/buu oj/F5-steganography/_output.txt.extracted

ps//blog.csdn.net/LiNa_lInA_741
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figt i

K#E, binwalki#k, 82|FA3{Fcipher. key

~{buu oj/snake

D PTION

JPEG in

End of Zip

2. keyAl AE#ITH, BEINA Abase64%ihl, f#iL/515%|—4)iE: Whatis Nicki Minaj's favorite song that refers to snakes?
(A B EIXA)E H R 42 SLR B Fwriteup) BT BlkeysZanaconda.
~/buu oj/snake/_snake.jpg.extracted

5H
1R
1R

Baseb64 T2iRIS. JmiS

=#lBase64 ~ CSSBase64  DESHIZNEEET  SDESIIZVEEZE  AESIEERE  RSANIZEMEE

V2hhdCBpcyBOaWNraSBNaWshaidzlGZhdm8yaXRIIHNvbmegdGhhdCByZWZlenMgd G8gc25haz2VzPwo=

BRI, : OV OHex BMBLR:  Saniall v RZEE: UTF8 v

What is Nicki Minaj's favorite song that refers to snakes?

BIRED : [Ascii]
FUEEE : 59 Bytes

*=Xp-t . o
HERY - Tne

3. serpentfE 2k fi# % EAgcipherstfE, #iAkeym g% flag: flag{who_knew_serpent_cipher_existed}

Input type: File


http://serpent.online-domain-tools.com/

File: L C:\fakepath'cipher J Browse
Function: | SERPENT ")
Meode: [ ECB (electronic codebook) - ]
Key: [ ]
(plain)

@® Plaintext O Hex

oS

e = = = =] 100%

File was uploaded.

Decrypted text:

00000000
00000010
00000020

43 94 46 Tb 77 68 ef 5f &b de 65 VT Gf Y3 45 VI
7O 65 fe T4 Bf A3 B9 TO A3 A5 TZ 5f A5 TBE A3 T3
74 65 A4 Td 00 00 00 00 00 00 00 00 00 00 00 00

[Download as a binary file] [7]

W E 2wk
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g B F 43t
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meihuai.jpg
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CTF {who_knew _

pent_cipher_
t e d}




1. BRAAES R, EKEH010EditorfT FFE Rjpg X BFF D9, EHEERBFEFR, BULRFH AL ascifdif
R, 28->(, 37->T7, 2¢c->'), 29->'), 0a->[HZE, B EA63EHI B F i kascifBR(7,7):
MHE ®EE #RG HE)N BER0O) B SRl TEOD s0OM)  REEIH)
R b EfgeF SEREDE 2B AN

fYST TADFE. zip
* EEAR TAEA® v OETEA - EGRR

0 2 3 5 6 7 8 9 - -

06 A2 A7 2F 54 21 11 68 42 15 2 84 21 .¢§/T! . hB.....

00 84 21 50 24 84 28 1A 10 8 8 g4 21 B == G

00 84 21 07 FF D9 32 38 33 37 : 3/33 37 32 39 | .,!.y028372c3729
5300h: 30 61 32 38 33 37 32 63 B8 38 38  0a28372cp8290a28
5310h: 33 37 32 63|33 39 32 39 30 61 32 38 33 37 32 63 | 372c39290a28372c
5320h: 33 31 33 30|32 39 6132 38 33 37|: 3 33 31 | 3130290a28372c31
5330h: 33 31 32 39|30 61 32 38 33 37 : 333 31 33 32 | 31290a28372c3132
5340h: 32 39 61|32 38 33 3732 63 33 31|33 33 32 39 | 290a28372c313329
535( 30 61 32 38 /33 37 32 63 33 31 33 34 32 39 30 61 | 0a28372c3134290a
32 38 33 3732 63 33 31 33 35 32 39 32 38 | 28372c3135290a28
33 37 32 6333 31 33 36 32 39 32 38 33 37 | 372c3136290a2837
32 63 33 3133 37 32 39 30 61 32 38 33 37 32 63 | 2c3137290a28372c
33 31 33 38 /32 39 30 61 32 38 33 37 : 3 33 31 | 3138290a28372c31
33 39 32 39 /30 61 32 38 33 37 : 3/33 32 33 30 | 39290a28372c3230
32 39 30 61 32 38 33 37 32 63 33 32 33 31 32 39 | 290a28372c323129
30 61 32 38/33 37 32 63 33 32 33 32 32 39 61 | 0a28372c3232290a
32 38 33 37 32 63 33 32 33 33 32 39 : 32 38 | 28372c3233290a28
33 37 32 6333 32 33 34 32 39 32 38 33 37 | 372c3234290a2837
32 63 33 32 /33 35 32 39 30 61 32 38 33 37 32 63 | 2c3235290a28372c
33 32 33 36 /32 39 6132 38 33 37: 3 33 32 | 3236290a28372c32
33 37 32 39 30 61 32 38 33 37 : 333 32 33 38 | 37290a28372c3238
32 39 6132 38 33 3732 63 33 32|33 39 32 39 | 290a28372c323929
30 61 32 38 /33 37 32 63 33 33 33 30 32 39 30 61 | 0a28372c3330290a
32 38 33 3732 63 33 33 33 31 32 39 32 38 | 28372c3331290a28
33 37 32 6333 33 33 32 32 39 : 32 38 33 37 | 372¢3332290a2837
32 63 33 33(33 33 32 39 /30 61 32 38 33 37 3bitpsablogxsdmneld dvm dnk 750

[T T T S O I R I |

TSR VR L
) ‘B

14

1=t

2. BHIE B R BB IR Ahex txtSC:,  Fpythonil 4<% #t flascii.txt:

with (
h h.read()

;W)
(0,1en(h),2):

h[i] h[i+1]
(tem, base=16)

(tem), end




Lo,
2 (7,8)
2 (7,9
4 (7,10)
5 (7,11)
e (7,12)
T (7,13)
5 (7,14)
5 (7,15)
10 (7,1e¢)
11 (7,17)
12 (7,18)
13 (7,19)
14 (7,20)
15 (7,21)
le  (7,22)
17 (7,23)
18  (7,24)
19 (7,25)
20 (7,28)
21 (7,27)
22 (7,28)
23 (7,29)
24 (7,30)
25 (7,31)
2e (7,32)

34996 (271,213)
34997  (271,214)
34993  (271,236)
34999 (271,237)
35000 (271,238)
35001 (271,239)
35002 (271,240)
35003 (271,241)
35004 (271,242)
35005 (271,243)
35006  (271,244)
35007 (271,245)
35008  (271,246)
35009  (271,247)
35010  (271,2438)
35011 (271,249)
35012 (271,250)
35013 (271,285)
35014 (271, 266)
35015 (271,2&7)
35016 (271,268)
35017  (271,289)
35018 (271,270)
35019  (271,271)
35020

3. BREINE LR, WUAHERMER, AT FHKal Linux EE T EGNUPLOT, EfascitdtigR, EZHERES, BEHL
PrAEES S HRET, HpythonfiiA:



a.split()

):
(o, (a)):
tem ali]

tem = tem.lstrip(

tem = tem.rstrip(

for j in (o, (tem)):
if (3 ):
tem = tem[:j] tem[:j+1]

print(tem,
f.close()




1 77

2 78

3 79

4 7 10

5 711

6 7 12

7 7 13

5 7 14

S 7 15

10 7 16

11 7 17

12 7 18

13 7 19

14 7 20

15 7 21

le 7 22

17 7 23

18 7 24

19 7 25
20 7 26
21 7 27
22 7 28
23 7 29
24 7 30
25 7 31
26 7 32

> 7027
3458%¢ 271 213
34587 271 214
345888 271 236
345858 271 237
35000 271 238
35001 271 239
35002 271 240
35003 271 241
35004 271 242
35005 271 243
35006 271 244
35007 271 245
35008 271 246
35008 271 247
35010 271 243
35011 271 249
35012 271 250
35013 271 265
35014 271 266
35015 271 267
3501e 271 268
35017 271 269
35018 271 270
35018 271 271

35020



4. FplottxtPT7E H 3 FHAT gnuplot , #Agnuplot/s 14T plot “plot.txt” 52 — 4K F, L5 2fag:

flag{40fc0a979f759c8892f4dc045e28b820}
~fbuu oj/BEFT - EE X

58
58
58

3 Iplot. txt

GNUPLOT
Version 5.4 patchlevel 1

fag, bugs, etc: Il elp FAQ"
immediate help: \ = (plot window: hit 'h’

Terminal type is mow "at’  piineblog.csdn.net/LiNa_linA_741
gnuplot> plc =i - S =




300 T T T T

T
"plot.txt"

250

200

150

100

50

+

gnuplot> [] 0
0 50 100 150 200 220

300

Free Online Barcode Reader

To get such results using ClearImage SDK use TBR Code 103.
If your business application needs barcode recognition capabilities,

email your technical questions to support@inliteresearch.com
email your sales inquiries to sales@inliteresearch.com

File: flag.png

Pages: 1 Barcodes: 1
Barcode: 1 of 1 Type: QR Page 1 of 1
Length: 38 Rotation: left

Module: 13.1pix Rectangle: {X=62,Y=74,Width=460,Height=470}

flag{48fc@a979f759c8892f4dcP45e28b820}

GIHR G — B H, “WEEEEER, M
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